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PROFIBUS is a standard for fieldbus communication, used in industrial networks to support real-time
command and control. Similar to network protocols developed then, availability is the security objective
prioritized in the PROFIBUS design. Confidentiality and integrity were of lesser importance, as industrial
protocols were not intended for public access. However, the publicized weaknesses in industrial technologies,
including the inclusion of publicly available technology and protocols in industrial networks, presents major
risks to industrial networks. This paper investigates the security risks of and provides suggested security
solutions for PROFIBUS. The objective is to review the PROFIBUS protocol, to establish the purposefulness
of the design and its suitability for the applications where it forms a core part of the infrastructure. The security
risks of this protocol are then assessed from successful and possible attacks, based on the vulnerabilities.
Proposed security solutions are reviewed and additional recommendations made concerning the use of OPC
UA, accompanied by an analysis of the cost of these solutions to the efficiency and safety of the PROFIBUS.
The findings of this paper indicate that a defense-in-depth approach is more feasible security solution, with

strong security controls being implemented at networks interconnecting with the PROFIBUS networks.

1 INTRODUCTION

Industrial networks, like those in nuclear power
plants, are isolated from public networks, such as the
Internet. These networks primarily use specialized
protocols that were not initially developed with
security features as a part of their design, as they were
not intended for public availability. In fact, industrial
networks comprised of trusted devices with little or
no connection with the public space. As such, cyber-
security was not seen as integral, but rather as a
compensating control. Today, whilst these
specialized protocols remain in use mostly in

industrial networks, information about their
vulnerabilities is now  publicly available.
Furthermore, given that these networks are

increasingly targeted by persistent and sophisticated
attacks, the lack of security for these protocols
represents a major risk to industrial networks (Knapp
and Langill, 2015). This paper will focus on just one
industrial protocol, namely PROFIBUS.
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PROFIBUS is an international open standard
defined by IEC 61158/IEC 61784-1, for fieldbus
communication  in  automation  technology.
PROFIBUS has three specifications: PROFIBUS
Fieldbus Message Specification (FMS), for data
communication between PCs and Programmable
Logic Controllers (PLCs); PROFIBUS Fieldbus
Decentralized Peripherals (DP), connects distributed
field devices to a centralized controller, for example;
and PROFIBUS Process Automation (PA),
developed with technology that transports both power
and data over the same cable at a reduced level that
decreases the probability of explosions, in hazard-
prone areas (Acromag Incorporate, 2002, and
Siemens, 2010). Per ISO 7498, PROFIBUS is
oriented to the OSI model (Table 1) (Applied Tech
Systems, 2016). At the physical layer, RS485 is a
shielded twisted pair (STP) copper cable, with special
advantage for communication over long distances and
for use in noisy environments. Fiber-Optic cable
offers similar advantages, but is recommended for
areas with high EMI. Manchester Bus Powered
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(MBP) technology is made especially for use in
hazardous areas. Layer 2 is referred to as the Fieldbus
Data Link (FDL) layer. Here, the medium access
control (MAC) mechanism is defined for fieldbus,
and the master-slave and token-passing principles are
combined for communication between stations
(masters and slaves). Token-passing coordinates the
communication among the masters. The token is
passed in ascending order according to the station
address, and the master in possession of the token is
authorized to transmit to any other station. The
stations communicate using telegrams, which can
have a maximum size of 249 bytes (Figure 1) (Felser,
2013). At the application layer, three messaging
protocols are defined for PROFIBUS DP: DP-VO0 for
cyclic exchange of data and diagnosis; DP-V1 for
acyclic data exchange and alarm handling; and DP-
V2 for isochronous mode and data exchange
broadcast (slave to slave communication) (Siemens,
2010).

The PROFIBUS protocol stack and the format of
the telegrams demonstrate the lack of confidentiality
and integrity checks on this protocol. There are no
controls for authentication or authorization defined at
any layer of its OSI model, and the telegrams are
transmitted in clear-text. These features provide a
possible attack path in industrial networks, where
PROFIBUS is used.

This paper is structured in the following way:
Section 2 briefly looks at the features of PROFIBUS
that make it suitable for use in the industrial setting,
and at possible exploits. Section 3 discusses proposed
security controls to address the PROFIBUS
vulnerabilities, and highlights considerations for the
feasibility of implementing these solutions. The
conclusion provides an overview of the PROFIBUS
security vulnerabilities and possible security controls,
and ideas for further research.

Table 1: The OSI Model for the PROFIBUS Protocol
(Applied Tech Systems, 2016).

User Program Application profiles
7 Application DP-V0; DP-V1; DP-V2
6 Presentation
5 Session
4 Transport NOT USED
3 Network
2 Data link Master-Slave; Token-Passing
1 Physical RS485; Fiber-Optic; MBP
OSI Model PROFIBUS OSI Model

Telegram without data field: 5D1=0x10 |
SDI [DA [SA [FC [FCS [ED |
Telegram with variable length: SD2 = (x68
S(L|L([s (D|S& |F [F |F [ED
D|E|E|D|A|A|C|(D|C
2 2 U|lSs
Telegram with frved datz length: 5D3 = 0xA2
SD3 |DA [8A |F |PDU | FC [ ED
C 5

Token telegram: SDd= 0Xdc |
SD4 JDA JSA |

Short confumation: 5C = 0xE3 |
sC

SD — Start Delimiter

DA - Destmation Address

SA - Source Address

FC - Function Code

LE - Length of Protocel data unit

LEr — Repetition of length of protocol data unit
PDU —Protocel Data Unit

Figure 1: PROFIBUS Telegram Formats (Felser, 2013).

2 PROFIBUS FEATURES AND
VULNERABILITIES

PROFIBUS stands out from other fieldbus systems
because it offers an extraordinary breadth of
applications  (Profibus  International  2013).
PROFIBUS can be used for fast and cost-effective
production in a wide area of applications — such as
factory automation, process automation and building
automation. As an open standard, PROFIBUS is
compatible with a wide range of components from
different manufacturers. This protocol boasts further
advantageous features, which include network
components suitable for hazardous industrial
environments; high security of investment, as
existing networks can be extended without any
adverse impacts; and high levels of operational
reliability and plant availability, due to different
diagnostics options. And whilst it is mainly used at
the field level of an industrial network architecture,
PROFIBUS can also be used at the control level.
PROFIBUS flexible, durable and safety-oriented,
which contributes to its success and wide use.
However, the security holes in PROFIBUS are of
concern. Lack of authorization and authentication
control suggests that a rogue device can be connected
to and communicate on PROFIBUS, gaining access
to the clear-text telegrams.

In an attack tree analysis of an industrial network
segment that has a PROFIBUS backbone, a
connected controller is considered as a prime target,
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as it is a device that can issue commands to disrupt
the functioning of the plant. Typical attack goals
include: gain access to the controller (master),
disable, write data to and/compromise master. With
access to the master, an attacker can also gain access
to slaves, to achieve goals as above, in addition to
reading data from the slave or programming the slave
(Bryes et al., 2004). Access to a controller allows an
attacker to monitor the network communication, map
the network topology and spoof and/or capture,
interpret and use the commands observed. Once an
attacker achieves network access, sniffing the
network is a relatively easier task, especially where
there is no confidentiality control in place. Such a
network attack is possible through PROFIBUS, as it
lacks authentication and authorization controls to
verify connected masters, to validate the
communication and to restrict communication to
legitimate components. The infamous Stuxnet worm
is an example of an attack that exploited these
vulnerabilities. Stuxnet is a sophisticated malware
that was injected into the SCADA system at a
uranium enrichment facility in Iran. This worm
compromised PLCs, and whilst operating as a logic
bomb, monitored the clear-text communication on a
PROFIBUS DP network, waiting for specific data
before executing its payload (Knapp and Langill,
2015, and Abouzakhar, 2013). With authentication
and authorization controls in place on the PROFIBUS
network, it is possible to assume that this attack
would not have been successful or as successful.

3 CONSIDERATIONS FOR
PROFIBUS SECURTIY

Authorization and authentication controls are used to
ensure that rights and privileges for access,
modification and creation are given to the approved
individual or system, to maintain confidentiality and
integrity. Cryptography is the most appropriate
solution, and possibly the only real solution for
authenticating network devices and for verifying
communication integrity. However, cryptographic
controls come at a cost to efficiency. Integrity
verification, encryption and decryption all require
additional processing time. This additional time is
unfavourable in industrial networks, where system
reaction time is critical due to the heavy reliance on
the information transmitted between masters and
slaves. This information is used to monitor and
control the environment, which is important to
maintaining safety - the protection of life and the
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environment from harm and danger. As such, security
controls for integrity and confidentiality should not
affect availability, that is, the reaction time or real-
time responsiveness of the system.

The PROFIBUS MAC mechanism is based on the
Timed Token (TT) protocol, which specifies the
amount of time given to a master or slave to transmit
data. This impacts the bus cycle time (time taken for
the exchange of data between master and slaves or
between slaves, which influences the reaction time of
the connected components by between 2 to 20 percent
(Felser, 2013, Profibus International, 2009, and Tovar
and Vasques, 1999). Typically, the favourable
maximum PROFIBUS bus cycle time is less than
10ms, at the field level of an industrial network. Other
factors that contribute to system reaction time
include: transmission time, protocol processing time,
and access and queuing delays (Profibus
International, 2009, and Tovar and Vasques, 1999).
Emphasis is placed on the real-time requirement at
the field level. Hence, the processing time of a
cryptographic solution is an important factor in
determining the most suitable option for
implementation here. Additional cryptographic
concerns include the need for additional computing
resources, the complexity the control introduces, and
maintaining system reliability.

In securing PROFIBUS, two options are
presented: using existing secure protocols,
particularly those for Ethernet technology, or
integrating authentication controls on PROFIBUS
itself.

3.1 Secure PROFIBUS with Ethernet
Technology

In Treytl et al., (2004), the authors propose the use of
IPSec to support confidentiality and integrity on the
PROFIBUS network. However, their work
considered IP-based fieldbus technology, which has
the advantage of deploying existing, compatible
encryption protocols. An example of this is
PROFINET, which is a category of industrial
Ethernet that integrates the PROFIBUS technology
with Ethernet technology (Siemens, 2017a). IPSec
has two security mechanisms: Authentication Header
(AH) and Encapsulating Security Payload (ESP),
which support authentication, confidentiality (ESP
only) and integrity. IPsec also has two data transfer
modes: transport mode, where only the payload of the
packet is encrypted; and tunnel mode, where the
entire packet is encrypted. These features highlight
the flexibility and suitability of IPSec in fulfilling the
necessary security needs of PROFIBUS. AH and ESP



A Review of PROFIBUS Protocol Vulnerabilities - Considerations for Implementing Authentication and Authorization Controls

can be used on their own or can be combined. AH
provides integrity of the immutable elements of the IP
header, but whilst ESP also provides authenticity, this
is does not include the outer IP header, hence why a
combination would be desirable. However, in
addition to the overhead in encrypting and decrypting
network packets, using a combination of AH and ESP
would exponentially increase the required SAs. In
that, let n be the number of fieldbus nodes, n squared
represents the number of SAs required (Treytl et al.,
2004). It is suggested that this exponential resource
requirements could be alleviated by having masters
provide SA functions for all connected slaves.

The proposals given in Treytl et al., (2004) and
Udayakumar and Ananthi (2015) suggest the use of a
symmetric key algorithm to reduce the processing
time and complexity. DES was identified as the
selected algorithm, which has a key size of 56-bits.
However, DES is known to be weak due to this short
key size, and can be broken in less than a week.

3.2 Secure Fieldbus Architecture

The Open Connectivity Unified Architecture (OPC
UA) is a platform-independent standard that provides
interoperability for devices from different
manufacturers, allowing them to communicate by
sending Messages between OPC UA clients and
Servers. In part 2 of this multipart standard, a security
model is defined, which aims to secure the
communication facilitated by OPC UA, to assure the
identity of Clients and Servers and to resists attacks
(IEC, 2016a). According to its scope, OPC UA is
applicable to manufacturing software used in
industrial applications, such as Control Systems,
Enterprise  Resource Planning, Manufacturing
Execution Systems and Field Devices.

OPC UA security concerns itself with the
following factors: the authentication of users, the
verifiability of claims of functionality, the
authentication of Clients and Servers, and the
integrity and confidentiality of their communications
(IEC, 2016a and 2016b). In a typical industrial
network, OPC UA servers and clients are placed in
the control zone, which is just above the field level,
where the PROFIBUS predominantly features
(Knapp and Langill, 2015). However, OPC UA
merely provides support for the implementation of
controls, and can be integrated at the other network
levels (IEC, 2016b). IEC (2015) outlines four security
policies defined for OPC UA:

e None — a suite of algorithms that does not provide
any security settings, for configurations with the
lowest security needs;

e Basicl28Rsal5 — a suite of algorithms that uses
RSA15 as the Key-Wrap-algorithm and 128-bit
for encryption algorithms, for configurations with
the lowest security needs;

e Basic256 — a suite of algorithms that are for 256-
bit encryption algorithms, for configurations with
medium to high security needs; and

e Basic256Sha256— a suite of algorithms that are
for 256-bit encryption algorithms, for
configurations with high security needs.

The features of OPC UA that make it robust against
attacks that target communication data, are described
in part 5 (IEC, 2016a). Such attacks include message
flooding, eavesdropping, message spoofing, session
hijacking, rogue server and compromising user
credentials. By protecting against these and other
attacks, the OPC UA security mechanisms work to
secure application authentication, user authentication,
authorization, confidentiality, integrity, auditability
and availability. Furthermore, OPC UA provides the
additional resources and support for the use of
cryptographic controls, such as a key management
server and key exchange services, removing the
burden from the industrial network components. On
the surface, these features make OPC UA suitable for
securing PROFIBUS. However, the cryptographic
controls, as indicated by the above security policies,
are considered as resource- intensive. In fact, Post et
al., (2009) expresses concern about the
communication delay inflicted by encryption. This is
supported by the formula for estimating PROFIBUS
DP and PA bus cycle times (Figure 2) (Profibus
International, 2009). This formula indicates that the
bus cycle time increases with increasing transmission
rate and slaves. To maintain a bus cycle time of less
than 10ms, the transmission rate must remain at
1.5Mbits/s, whilst also observing the number of
slaves connected (Profibus International, 2009).
Therefore, the additional bits from the encryption key
size and cipher, as well as plans to expand the
network, must be considered when selecting an OPC
UA security policy, particularly for the field level.
For example, consider a network segment with a
PROFIBUS backbone that has its maximum slaves
connected, that is, 32 slaves. Using the formula in
figure 2, (with Lo = Li= 5 bytes and Tr = 1.5Mbits/s),
the bus cycle time is 9.1 ms. Adding to the telegram
overhead, the cipher bits and key size bits of a suitable
algorithm for the following OPC UA security
policies: Basicl28Rsal5 (AES 128-bit cipher and
128-bit key length) and Basic256Sha256 (AES 128-
bit cipher and 256 bit key length), the respective bus
cycle times are 14.6ms and 17.3ms. For DES (64-bit

447



SECRYPT 2017 - 14th International Conference on Security and Cryptography

cipher and 56 bit key), the bus cycle time is 11.7ms.
These values indicate that these security policies at
the field level may not be favourable, as it concerns
the effect on system reaction time. To support these
controls whilst maintaining the required bus cycle
time, the formula suggests that Basic128Rsal5 can
facilitate up to 22 slaves (10ms), up to 18 slaves with
Basic256Sha256 (9.7ms), and 27 slaves with DES.
However, DES is too weak to be considered for
implementation. Discounting the number of
connected slaves, these controls are likely to have
negligible disadvantages at higher network levels,
such as at the control level and operations
management level, where bus cycle times are far
greater than 10ms.

B (Te+Bit. (Lo+Lp);)

Tc yele T
r

Teyae = cycle timein ms
n = total number of slaves
i=slaves run available
To= telegram overhead (317 bits)
Bit
= PROFIBUS DP data format: 11(:;;) or
vig
= PROFIBUS PA data format: 8(-)
Vi

&
(Lo +Ly)i= Sum of slave output andinputin bytes
T, = Transmissionratein Kbits/s

Figure 2: Formula for estimating PROFIBUS Dp and PA
bus cycle times (Profibus International, 2009).

IEC (2016a and 2015) acknowledges that the
system designers have final decision on the security
controls and the network level for implementation. As
such, following a defense-in-depth approach,
stronger controls can be implemented at the non-time-
critical levels of the industrial network, whilst using
secure, but lighter controls at the field level. This
proposition is also supported because physical
security at the field level is and will become
increasingly stringent. In addition, Post et al., (2009)
postulates that confidentiality is not necessary at the
field level, given that the events at this level are time
critical. Therefore, implementing stronger, more
resource-intensive authentication and authorization
controls above the field level, through OPC UA, is
recommended. The goal of this strategy would then
be to provide a layer of defense above the field level,
to supplement the stringent physical security controls
and reduce the probability of an attack at the field
level. In time however, OPC UA may provide
additional support for time-critical services, as there
are plans for extensions in the area of Time-Sensitive
Networks (TSN) for this standard (Zvie, 2017).
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Assuming that cryptography will also be included in
the specifications to support time-critical networks,
consideration should be given to the optimization of
encryption, to reduce the overhead.

4 CONCLUSIONS

Developing and deploying a secure PROFIBUS is
possible, but requires thorough consideration and
testing, to maintain system availability, and by
extension,  functional  safety.  Implementing
cryptographic controls to address the confidentiality
and integrity gaps in PROFIBUS, particularly at the
field level, suggests unfavourable consequences for
system reaction time. Nevertheless, OPC UA presents
an option for a defense-in-depth approach to secure
the PROFIBUS network by implementing strong
security at the network levels above the field level.
Other research suggests that authorization and
authentication controls be implemented at the field
level network, which is not as feasible, due to
processing overhead and additional resource
requirements. These security controls are best
implemented above the field level, where the
identified drawbacks are negligible. By leveraging
authentication and authorization controls, of differing
strengths, at the higher level, this approach should
supplement the physical security —measures
implemented at the field level.

Furthermore, the development of a thorough
attack tree analysis for PROFIBUS is required to
assist in determining all possible attack goals and
their attack paths, and in measuring the risks, impact
and probability, so that appropriate measures are
implemented to thwart these attacks. Additionally,
test cases are necessary to simulate and observe
cryptography in action on a PROFIBUS network, to
determine the suitability and the ease of
implementation of the chosen cryptographic
algorithms. Further suggestions for future research,
include a study to determine if and where controls
(particularly, data encryption) for preserving
confidentiality are necessary when other controls are
in place to guarantee authentication and integrity, for
time-sensitive networks; and for methods for
accelerating or optimizing cryptographic processes.
Also to be considered is that specification and
enforcement of detailed activity-related security
controls, like limited range modifications of set-
points in automation equipment by predefined end-
users, could be the next security defense-in-depth
level on secure application level network
communication.
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