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Keywords: Fitness App, mHealth, Privacy, Privacy Notification, User Study.

Abstract: mHealth applications including fitness apps are an important trend. To monitor fitness activities a broad range
of personal data is processed typically including location data and vital signs. For some of these applications
it is not transparent which data is processed. To foster transparency and intervenability in mobile applications
the concept of privacy notifications is an opportunity to provide users with information about processed data
during the use of the application. In the context of a fitness app a concept for privacy notifications is proposed
and evaluated in a user study.

1 INTRODUCTION

The use of fitness apps and digital platforms for mo-
tivating and monitoring physical activities is a sig-
nificant trend during the last years (Salzwedel et al.,
2017; Armstrong and Richter, 2021; Shaw et al.,
2021). Especially during the pandemic the use of
such mHealth applications gained importance (Parker
et al., 2021). Beside the use of fitness apps in the con-
text of leisure activities, the use in healthcare is pro-
moted by recent legal regulations as the digital care
act in Germany, that allows physicians to prescribe
certified health apps to patients (Heidel and Hagist,
2020).

Mulder (Mulder, 2019) analyzed privacy policies
of health apps and emphasized that it is difficult to get
concrete information about the processing of personal
data from these policies. Based on the investigation of
network communication of health apps Grundy et al.
(Grundy et al., 2017) analyzed data flows based on or-
ganizational structures including app families and so-
cial media networks and reported significant security
and privacy issues.

To foster transparency concerning processing of
personal data and privacy beside static data protection
policies also dynamic concepts as for example privacy
dashboards were proposed (Murmann and Fischer-
Hübner, 2017; Raschke et al., 2017) which focus on
visualizing processing of personal data and data trans-
fers for applications on computers. For mobile appli-
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cations and especially apps which act as companions
in daily activities such as sports, a privacy dashboard
could be nevertheless helpful. But since personal data
as location data and potentially also vital signs are
collected and processed on a permanent basis addi-
tional notifications could remind users of their con-
figuration concerning data processing. In the context
of mobile health applications the concept of privacy
notifications was proposed by Murmann (Murmann,
2019) to foster transparency. A privacy notification
notifies users about personal data processing which is
considered relevant for them and is typically triggered
in the context of an event.

Based on this general approach of privacy notifi-
cations a concept for fitness apps based on the user
interface of the open source fitness app OpenTracks
is developed. The perception of users concerning
usability of the proposed privacy notifications was
investigated in the context of an anonymous online
user study where a usage scenario and accompanying
questionnaires are employed.

2 RELATED WORK

Despite the fact that health-related information is con-
sidered as sensitive data, mHealth applications incor-
porate significant security and privacy issues (Papa-
georgiou et al., 2018). For fitness apps, location data
is a central basis for activity tracking. Especially loca-
tion data poses the risk of re-identification of individ-
uals based on specific locations as place of residence,
workplace resp. locations of schools, etc. Privacy
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Figure 1: Examples of privacy notifications concerning
location accuracy representing different criticalities, i.e.
warning and information.

risks of location data and approaches for addressing
these risks are broadly investigated (Krumm, 2009;
Primault et al., 2019). The use of mobile devices
and fitness and health apps are already investigated
in several studies incorporating also privacy concerns
of users (Wiesner et al., 2018; Shaw et al., 2021).

Although users state that they have privacy con-
cerns, they are not willing to take adequate counter-
measures and accept often privacy risks in the context
of concrete applications (Vervier et al., 2017). This
so called privacy paradox (Coopamootoo and Groß,
2017) expresses the divergence between privacy atti-
tudes and privacy behavior.

Beyond static privacy policies several approaches
were investigated to foster transparency of process-
ing of personal data during the use of the application
and allow for intervenability by users (Murmann and
Fischer-Hübner, 2017). Since in the context of mo-
bile applications the usability of such dashboards is
limited, in this context privacy notifications were pro-
posed (Murmann, 2019; Jackson and Wang, 2018).
Although this is in general a promising approach such
notifications are often perceived as annoying by users
(Micallef et al., 2017).

Hence to address privacy concerns of users, the
concept of privacy notifications is be considered as
an interesting privacy enhancing technology fostering
transparency. In the context of a case study it could
be investigated which amount of notifications is con-
sidered as helpful or annoying.

3 CONCEPT FOR PRIVACY
NOTIFICATIONS

The concept for privacy notifications proposed here is
based on the user interface of the open source fitness
app OpenTracks1. We suppose that a typical fitness
app processes the following types of data and allows
to share this data e.g. with a physician or a trainer:

• type of activity

1https://opentracksapp.com/

• duration of activity

• distance

• speed

• location data (GPS)

• vital signs

Data sharing implies typically that the corresponding
data is synchronized with a cloud service. Specific as-
pects concerning this cloud service are not considered
here. The focus is on privacy notifications.

Since users prefer to be informed concerning all
stated categories but on the other hand a huge amount
of notifications is not considered helpful (Murmann,
2019) and notifications have only a low priority for
users (Micallef et al., 2017), the number of notifica-
tions should be restricted. To end this, the notifica-
tions need to be in a casual relation to an activity and
should be triggered at the beginning of an activity or
after an activity. It is assumed that the attention to
additional information of users at the beginning of an
activity is low when the information is not directly as-
sociated with intended activity, notifications are trig-
gered after the activity. Some types of privacy notifi-
cations could be deactivated by users.

Privacy notifications (see Figure 1) present the
subject, then the criticality (e.g. warning, informa-
tion) is visualized by an icon and a short text in a color
associated with the criticality. Afterwards a summary
of the notification is presented and users are able to
choose whether they want more detailed information
or change the configuration concerning this aspect. To
allow users to review privacy notifications also later,
to get an overview about data processing and trans-
fer in the context of past activities and intervene by
changing configurations, an overview of past privacy
notifications can be reviewed by users (see Figure 2).

4 METHODOLOGY OF THE
USER STUDY

To evaluate the concept of privacy notifications in a
user study, study participants followed a given us-
age scenario in an online web application which
presents screen shots and asks for predefined interac-
tion accompanied by anonymous questionnaires. Par-
ticipants were provided a link to the web applica-
tion and questionnaires which could be used on their
smartphones, tablets ot computers online via a web
browser. Before the start they were provided with an
information sheet about the study. There was no re-
muneration for participants.
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Figure 2: Overview of past privacy notifications about data synchronization, location tracking and location accuracy, buttons
for detailed information and deactivating specific privacy notifications are highlighted.

Figure 3: Excerpt from the scenario showing a screen shot of tracking during running activity, configuration of data syn-
chronization, privacy notifications, configuration of location accuracy, deactivation of specific privacy notifications and an
overview about tracked activities.

The structure of the anonymous online study con-
sisting of a scenario and corresponding questionnaires
is summarized in the following:

1. Online questionnaire concerning demographic
data, technical competencies and the frequency of
sporting activities, the use of fitness trackers and
the general privacy perception.

2. Introduction of users to the scenario: The general
scenario and the context is described. Also the
interaction with the web application is explained.
Intended interaction with buttons or check boxes
is highlighted by orange rectangles.

3. Users follow the web-based scenario: A runner
tracks sporting activities on a regular basis. To
this end the tracking during activities and changes

Privacy Notifications for Transparency in Fitness Apps

707



of configuration are presented. In a tracking
phase users start tracking and several screen shots
show that the user is running a certain amount of
time. Afterwards the user stops the tracking and
a screen with an overview is presented. In addi-
tion privacy notifications are shown where appli-
cable. In configuration phases based on screen
shots users configure the processing of personal
data and data synchronization with an external
service. Users experience the following phases
(see Figure 3):

(a) Tracking without data synchronization (no pri-
vacy notifications)

(b) Configuration of data synchronization with an
external service

(c) Tracking with data synchronization (privacy
notifications about data synchronization includ-
ing location and location accuracy)

(d) Configuration of privacy notifications (deacti-
vation of one notification)

(e) Tracking with additional smart watch (privacy
notifications about data synchronization of vital
signs and location accuracy)

4. Online questionnaire: Usability of privacy noti-
fication based on System usability scale (SUS)
(Brooke et al., 1996).

5. Online questionnaire: Users should report
whether they feel distracted, supported by the no-
tifications, if they are understandable and if the
point in time and the frequency are considered ad-
equate.

6. Online questionnaire: Users should state which
configuration of data synchronization and accu-
racy of location tracking they would have chosen.

The time needed to follow the scenario and answer the
questionnaires is approximately 30 minutes for partic-
ipants.

5 RESULTS

5.1 Demographics of Participants

Participants for the user study were recruited among
sports groups, students and in the personal environ-
ment. 51 persons started the study, but only 27 (53%)
completed the whole study. It can be assumed that
this reflects the relatively high amount of time needed.
Since participation was online and anonymous, it was
not possible to ask for specific reasons why they did
not finish the study. There were 20 (74%) male and 7
(26%) female participants.

Figure 4: Frequency of activities and age.

The majority of participants 70% (19/27) reported
to perform sporting activities on a regular basis. Fig-
ure 4 gives an overview of gender, age and frequency
of sporting activities of these 19 participants. The fre-
quency of sporting activities ranges between once per
month and almost every day. On average participants
do sports several times per week. Among the partici-
pants performing sports 79% (15/19) use a fitness app
and 74% (14/19) also a smart watch. Concerning the
importance of privacy ranging from 1 not important to
5 very important, participants reported the following
(see Table 1):

Table 1: Importance of privacy as stated by participants.

importance number of
of privacy participants
1 (not important) 0
2 (slightly important) 5
3 (moderately important) 10
4 (important) 10
5 (very important) 2

5.2 Perception of Privacy Notifications

The participants reported on average that privacy no-
tification were understandable and the perceived dis-
traction was relatively low. Most of the partici-
pants (17/27) considered the notifications as in gen-
eral helpful. They stated short texts are preferred that
are easily understandable. Figure 5 gives an overview
of the perceived support from the privacy notifica-
tions, gender and sporting activities.

In addition, the general usability of the privacy
notifications presented in the scenario was measured
with the SUS questionnaire (Brooke et al., 1996).
The SUS score evaluated according to (Bangor et al.,
2009) is 68,8% which is there considered as good.

That privacy notifications were triggered after the
activity was in general perceived as reasonable. Fig-
ure 6 gives an overview of the distribution of the an-
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Figure 5: Perception of privacy notifications.

swers and shows that a wide range of opinions was
determined here. As alternative points in time it was
proposed to trigger them a certain period after the
activity e.g. after a shower. Since fitness apps are
used beside tracking of activities also for the review-
ing of activities also this was proposed as an alterna-
tive point in time for triggering privacy notifications
since there is more time to read them.

Participants reported also on average that the
amount of notifications was considered slightly too
much. The range of answers was between far too
much and adequate, whereas no participants stated
that there were insufficiently many notifications. Par-
ticipants that consider privacy important in general
perceive the amount of privacy notifications as ade-
quate.

Concerning the subjects of privacy notifications
41% (11/27) wanted to be informed about unknown
personal data, 59% (16/27) about sensitive personal
data, 37% about all personal data and 26% (7/27)
about all data which is processed.

According to the questions after the scenarios
about how the participants would configure data syn-
chronization themselves, 74% (20/27) would share
the type of activity, 81% (22/27) the duration of the
activity, 81% (22/27) the distance, 78% (21/27) infor-
mation about speed, 67% (18/27) location data and
59% (16/27) information about vital signs. Concern-
ing the accuracy of location tracking (13/27) would
stick to 50m (recommended) whereas (12/27) would
prefer maximal accuracy (10m).

6 DISCUSSION AND
CONCLUSION

The user study shows that the proposed concept of
privacy notifications was in general perceived as help-
ful in the context of fitness apps.

Figure 6: Point in time for privacy notifications.

Although participants were interested in a broad
range of privacy related information, the amount of
notifications was in general considered as a critical
factor. Hence privacy notifications should be easily
configurable and mainly information concerning crit-
ical aspects should be presented per default. To be
perceived as helpful the text of privacy notifications
needs to be concise and understandable for a broad
range of users. Additional details can be presented
on demand. The principle task of the application (e.g.
fitness monitoring) must still be in the focus of the
user.

Privacy notifications have great potential to foster
transparency and intervenability in the context of mo-
bile applications and wearables. The results of this
study are in line with general usability investigations
in this area (Micallef et al., 2017). The contribution
of the presented study is the investigation in the spe-
cific usage scenario fitness monitoring which corre-
sponds with users personal interests. To address the
gap between privacy attitude and privacy perception
the study was based on a typical usage scenario. In
addition further investigations based on implementa-
tions would be interesting.
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