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Data is the new asset of the 21% century, and many new business models are based on data. However, data is
also needed in the medical research domain, such as in the procedure of applying new machine learning
methods for gaining new medical findings. Furthermore, the hurdle arises that medical data comprises
personal data, and thus, it requires particular care and protection. Hence, patients must consent to the data
donation process for general medical research but without selecting specific research projects. We argue that
patients must gain more influence in the data donation process to cover this lack of data sovereignty.
Therefore, we developed a concept and implementation empowering patients to make sovereign decisions
about donating their medical data to specific medical research projects. Our work comprises concepts of the
Medical Informatics Initiative, International Data Spaces, and MY DATA Control Technologies with new
specific elements combining these components. This approach of patient empowerment enables a new kind

of data sovereignty in the medical research domain.

1 INTRODUCTION

When considering the restriction of data usage and
access by an individual or company, then we enter the
scientific field of data sovereignty. Being sovereign
as an individual means being able to determine which
entities have access to one’s own data and how this
data may be processed. Furthermore, the current
regulation in Europe dictates that individuals must be
informed about storing and processing their personal
data (European Parliament and Council of European
Union, 2016). Additionally, individuals must
explicitly give consent to each specific usage of their
medical data. However, donating medical data for
cutting-edge research is essential. For instance, the
exploration of large amounts of data with machine
learning methods results in some completely new
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research approaches (Specht-Riemenschneider &
Radbruch, 2021), but legal consent represents a
challenge (Ohmann et al., 2017).

The Medical Informatics Initiative provides a first
text-based template for patient consent forms
(Medical Informatics Initiative, 2020) that is based on
broad consent concepts (Bild et al., 2020; Caulfield &
Kaye, 2009; Sheehan, 2011), especially for medical
research, which serves as a step to simplify the
process of donating medical data. Therefore, patients
who want to donate their medical data to the medical
research can consent into these forms. Both medical
researchers and patients obtain clarity on how
personal medical data is permitted to be used for
further research due to the expressed information of
the consent forms. In this paper, we extend the broad
consent model and give patients additional freedom
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in decision-making. We present a mechanism that
allows patients to decide individually for which
research projects their medical data will be donated.

Furthermore, to ensure that an individual’s choice
of whether data transfer is permitted or prohibited, we
enforce data use and access policies in a technical
manner using International Data Spaces technology
(IDSA, 2019). Using specific connectors, the related
architecture dictates the conditions of securely
transferring data for use and access. Thus, our
research objective comprises a linking of separated
concepts to design a trustworthy donation system for
medical data and individual data sovereignty. We
contribute to foster the involvement of patients in data
donating processes and propose a technical system to
realize this patient’s empowerment. Consequently,
we define the following research questions (RQ):

RQ1: How can patients be technically empowered to
donate their medical data sovereignly to selected
medical research projects?

RQ2: What are important components for an
adequate implementation of such a concept?

The paper is structured as follows. In Section 2, we
discuss related works that we have included in our
conceptual approach. Data sovereignty of citizens,
work of the Medical Informatics Initiative including
the SMITH Service Platform, and International Data
Spaces technology with embedded usage control are
the pillars of our research. We integrated these
previous works into our approach for donating
medical data. Hence, we describe our concept in
Section 3.  Subsequently, the appropriate
implementation is presented in Section 4. Afterward,
in Section 5, we discuss our implemented concept.
Finally, we outline our research in Section 6 and point
out further research to create a comprehensive tool for
patients to donate their own medical data.

2 RELATED WORK

This section describes the works related to our
research into sovereign donation of medical data.

2.1 Data Sovereignty of Citizens

We understand data sovereignty as a subdomain of
digital sovereignty that puts the asset ‘data’ in the
spotlight (Adonis, 2019; Couture & Toupin, 2019;
Otto, 2016). Furthermore, we state that data
sovereignty of citizens is a means to comply with the
informational self-determination required by the
German legislator because the relevant data constitute
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personal data (European Parliament and Council of
European Union, 2016; Steinmiiller et al., 1972). In
addition, personal data comprises data that is created
by and about an individual (World Economic Forum,
2011). Overall, we interpret the term data sovereignty
as the knowledge and control of who can access an
individuals’ data and where this data is transferred
(Posch, 2017).

However, insights into the data sovereignty of
citizens show the lack of current solutions to share
one’s data in a self-determined way due to the
inadequate abilities of citizens to make sovereign
data-sharing decisions. However, the Digital Life
Journey describes the digitized lives of citizens and
addresses several areas being included in a holistic
approach of citizens’ data sovereignty (Meister &
Otto, 2019). Initial use cases such as the project
DaWID demonstrate how citizens can sovereignly
participate in data ecosystems with their own personal
data (Lauf et al., 2021).

2.2 Medical Informatics Initiative and
SMITH Service Platform

The Medical Informatics Initiative (MII) aims at
optimizing healthcare through providing
interoperable primary care data for clinical and
medical research (Semler et al., 2018), according to
the FAIR data principles (Wilkinson et al., 2016).
Each university hospital in Germany establishes a
Data Integration Center (DIC), thus ensuring
organizational, regulatory, and functional
prerequisites while addressing interoperability and
(re-)usability of data (Winter et al., 2018). During
their treatment, patients can give consent for their
data to be used in future research projects. Afterward,
researchers can find and identify patient-related data
and request data sets in a cross-organizational
workflow, the Data Use and Access (DUA) process,
thus addressing findability and accessibility of data.

The national commitment to a legal broad consent
is a fundamental achievement of the MII (Medical
Informatics Initiative, 2020), allowing for patient-
related data to be processed and used in a determined
and limited research context. Thus, the broad consent
forms the basis and the first level of agreement to
future secondary-purpose data usage given by each
patient. Yet, it does not support transparency and
consenting to specific research projects or a
horizontal or vertical selection of data sets by
patients. Therefore, the DUA process provides a
second level of consent (Kldtgen et al, 2021),
realized as a vicarious and project-specific agreement
based on individual regulations of the DICs.



The SMITH consortium develops the SMITH
Service Platform (SSP), which provides common use
cases and user interfaces (UI) for all connected DICs,
such as the DUA process. Researchers submit a
project-specific data usage proposal through the SSP,
and the Data Use and Access Committee (UAC) of
each involved DIC decides whether the requested
data may be provided for the specific research project.
In the end, the researcher and each DIC conclude a
project-specific contract, allowing the requested data
sets to be provided by the SSP. The DUA process is
realized as a distributed process with a central process
management (Klotgen et al., 2021), providing tasks
for the necessary process control and integration of
DIC’s subprocesses, components, and actors.

In order to manage consents and digital identities,
pseudonyms, and their relations, the MII consortia
establish Trusted Third Parties (TTP) as essential
building blocks of data processing workflows,
including  protection, pseudonymization, and
anonymization of data. Many DICs will integrate the
‘generic Informed Consent Administration Service’
(gICS) as a tool to manage patients’ broad consents
(Rau et al.,, 2020). In this context, gICS allows
requesting data sets of all consenting patients and it
can be integrated into the real-time data processing
tasks of a DIC. Yet, gICS does not support patients in
constraining specific data donations for selected
medical research projects.

2.3 International Data Spaces

Numerous technologies exist that are capable of
transferring sets of data to a remote consumer. But
when it comes to organizational requirements, such
as privacy regulations, security requirements, and
legal contracting behind the technical process, the
scientific landscape becomes rather scarce on options.
The International Data Spaces (IDS) provide an
ecosystem for sharing data, which aims to cover all
the issues previously mentioned (IDSA, 2019). The
IDS Association (IDSA) provides standardized
policy negotiation and attested state-of-the-art
security guarantees, and it aims to provide usage
control for shared data. The IDS infrastructure has the
goal of letting data providers remain in control and
keep the ownership of their data even after the data
has been released to consuming parties.

The IDS consist of divisions, which focus on
sharing data for a certain domain, such as the Medical
Data Space. This medical-specific data space allows
scientists to share and regulate data being relevant for

! https://camel.apache.org/ (last accessed: 2021/10/27)
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health studies. Furthermore, participants
communicate via IDS Connectors (IDSA, 2019),
which serve as components for transferring data
among each other. These connectors are typically
attested using Trusted Platform Modules or Trusted
Execution Environments. Most IDS Connectors
contain Apache Camel'!, which is an open-source
message routing framework (IDSA, 2019). Apache
Camel has more than 200 different protocol adapters
allowing to transform incoming and outgoing
messages across protocol boundaries. As a security
mechanism, each implementation of an IDS
Connector must regularly pass a certification, which
determines the level of trust and security achieved. In
the context of IDS, three different security levels exist
to handle ordinary communication as well as highly
confidential data flows. The set of minimal trust
levels and security requirements which need to be
guaranteed by an IDS Connector is defined in a so-
called IDS Policy. IDS Connectors must mutually
agree on IDS Policies which contain requirements for
security standards and rules for processing data flows.
Furthermore, IDS Policies result in so-called IDS
Contracts after successful negotiation. This
negotiation is a specific IDS process to deposit IDS
Contracts with IDS Policies on the recipient side
(Hosseinzadeh et al., 2020).

2.4 Usage Control

Usage control is a research field that deals with the
extension of traditional access control to enforce rules
on data even after their release. Eitel et al. gave a
suitable definition for the perspective of this topic:

“[Usage control] is about the specification and
enforcement of restrictions regulating what must
(not) happen to data. Thus, usage control is concerned
with requirements that pertain to data processing
(obligations) rather than data access (provisions).
Usage control is relevant in the context of intellectual
property protection, compliance with regulations, and
digital rights management.” (Eitel et al., 2021)

The idea of usage control was first formalized by
Park and Sandhu with their model of UCON-ABC,
which stands for usage control with definitions for
authorizations, obligations, and conditions (Park &
Sandhu, 2004; Sandhu & Park, 2003). By that time,
classical access control was the prevalent paradigm,
but it was unable to enforce access rights beyond the
first provision of a user’s access rights. For instance,
one of the first implementations of usage control in a
distributed system was proposed by Pretschner
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(Pretschner et al., 2006). Afterward, the UCON-ABC
was incrementally improved, implemented numerous
times, and equipped with more expressive policy
languages such as XACML and additional
extensions, as it is the case for a tool like the MY
DATA Control Technology?. IDSA also deals with
usage control, defines standardized rules and a
corresponding policy language for implementing
such usage control mechanisms (Bader et al., 2020;
Eitel et al., 2021; Hosseinzadeh et al., 2020). For
instance, the previously mentioned MY DATA
Control Technology can be used to enforce the rules
in an IDS Connector.

3 CONCEPT

MII’s DUA process incorporates two levels of
agreement to data usage. Acting as the data owner, a
citizen provides a broad consent on the first level of
agreement, thus approving the usage of medical data
for the research in general. This enables researchers
to find patients’ data managed by the specific DIC for
usage within data use projects. Acting as the data
provider, the UAC of a DIC approves a researcher’s
data usage proposal and agrees or disagrees to the
usage of each patient’s data vicariously on the second
level of agreement. Due to the lack of transparency
and influence for citizens regarding specific data use
projects, we added a third level of agreement enabling
citizens to constrain the usage of their data in the
context of specific data use projects and thus,
strengthening patient empowerment and data
sovereignty. These three levels are represented in
Figure 1 and form the starting point of our work.

Our concept comprises components and systems
of the SMITH project such as SSP and DICs on the
one hand, and IDS technology such as IDS
Connectors and embedded usage control on the other
hand. Hence, in our concept, we combine existing
technologies from SMITH and IDS to create a portal
focusing on the participation of patients.

3) Constrain provision for ( 7
! . data use project g N—\
i \| 2) Vicarious usage contract ) !

UAC for data use project

of DIC (n) —\ )=o)
- 1) Broad Consent )

Citizen ------~ -
(© Data of citizen ¢
atDICn

Figure 1: Levels of Agreement.

2 https://www.dataspaces.fraunhofer.de/de/software/usage-
control/mydata.html (last accessed: 2021/10/19)
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Figure 2: Concept Overview.

Figure 2 shows an overview of our concept, and the
demonstrated scenario follows a chronological
sequence with 14 steps, marked in the illustration.
Firstly, patients agree in the MII broad consent to
donate their data for all interested medical research
projects at the doctor’s appointment, as described
before in the first level of agreement, and, in addition,
they gain personal login details for the patient portal
(0). After that, data is available, and researchers use
the SMITH Marketplace to provide a data usage
proposal containing a data query that is needed for the
appropriate research (1). The Data Sharing Services
component, acting as the central repository for data
use projects and connecting component for multiple
DICs, manage all workflow based interactions
between involved actors and provide all tasks
included in the DUA process (2). When a task
addresses a DIC, its Data and Metadata Transfer Unit
(DMT) is notified (3), which retrieves the necessary
information and triggers a local subprocess. Thus, the
UAC is able to manage and provide the individual
evaluation of a data usage proposal (4). When the data
use project is accepted, the Data Sharing Services
provide data provision tasks to the involved DICs in
the same way, and the requested data sets are sent to
the provider app within the IDS Connector instance
(5). Based on the research project conditions, an IDS
Policy is created (6) and negotiated with the
researcher’s IDS Connector (7). After the project
policy is deployed, patients may intervene. The
implemented patient portal shows project information
and corresponding data processing to the patients (8),
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so the involved patients gain insights into the
requesting projects and can decide to accept or to
reject the requested data transfer, which forms the
third level of agreement (9). The default setting
represents consent to the requesting project by using
the MII broad consent. If a patient rejects the data
transfer for a selected project, no data is sent to the
related researcher’s IDS Connector, and, as a result,
the researcher will not receive data from the declining
patient. Otherwise, after a period the requested data is
filtered using the IDS Policy (10) and subsequently
securely sent (11). Within the IDS Connector of the
researcher, data is also checked using the IDS Policy,
for instance, by checking valid time intervals for
usage and, after that verification, forwarded to the
consumer app (12). Hence, IDS mechanisms support
the enforcement of patient choices but transferred
data cannot be withdrawn by patients. After a defined
period for rejection, patient choices are final due to
the required researchers’ planning dependability.
Finally, the consumer app will display the requested
data to the researcher if the check of the IDS Policy
was valid (13).

Our objective is to improve the ability of patients
to be sovereign in their data donations for medical
research. By using the IDS Connectors, a technology

focusing on fair data sharing and sovereign
participants was chosen to achieve this objective.
Patients can intervene in the transfer of data for
specific research projects. Hence, patients can choose
which projects they want to support with their data.
This approach answers RQ1. A detailed description
of the used components is presented in the following
Section 4, answering to RQ2.

4 IMPLEMENTATION

A main objective of our work regarding usage control
is to empower patients to keep control of their
personal medical data. Another objective is to
consider the time span of requesting research projects
and to impose a time constraint on the visibility of the
data on the researcher’s side as an obligation, which
must be automatically enforced. Thus, data usage
control affects several steps in the process of
transferring data. First, a DIC checks the
authorization for accessing the patient data. This was
already implemented on DICs by UAC and is not part
of our implementation. After that and before sending
the data, the consent or refusal of patients is

no
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Figure 3: Business Process Model of Implementation.
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considered in the data sets. Subsequently, IDS
Policies are exchanged between IDS Connectors that
include the duration of the project so that no data will
be displayed after this time span. Figure 3 shows the
process that implements our concept.

For our prototypal implementation, we use
Trusted Connectors as a specialization of IDS
Connectors (Schiitte et al., 2018), which are open
source and feature a high trust level. A Trusted
Connector is a runtime environment. Its core
component serves as a gateway for inbound and
outbound network requests and communication
between user apps running on it, for instance,
consumer and provider apps (Schiitte et al., 2018).
Furthermore, MY DATA Control Technology is
integrated using Camel Interceptors!. A Camel
Interceptor is an integration pattern of the Apache
Camel framework with the purpose of interrupting the
original flow of messages and applying various
actions to the messages and data. In addition, we have
implemented connector apps on both the provider’s
side and the consumer’s side, whose functionality is
described in the following.

Starting on the provider’s side, see top left of
Figure 3, the provider app fetches the requested data
sets from the DIC’s storage. Those date sets are
expressed in HL7 FHIR? format, where a FHIR
Bundle? acts as a project, and FHIR Conditions*
contained in a FHIR Bundle represent the medical
data of specific patients. Subsequently, patients can
view the available projects and their included own
medical data for donation in a UI within the patient
portal. Patients withdraw their consent for specific
projects or retain their consent by broad consent. The
authentication of patients in the patient portal is based
on the patient login details which they received at the
doctor’s appointment before. Furthermore, the IDS
Contracts with policies, which are generated by our
prototype, are ‘negotiated’ with the recipient over the
period of use, matching the requested duration of the
project. Patients have 14 days to withdraw their
consent. The prototype implements this mechanism
with a time-based event. After that, the provider
transforms the originally fetched data sets, filtering
out the medical data of patients who decided to
withdraw their consent. As next step, the provider
transmits the altered data sets —only after successful
IDS Contract negotiation—via the provider’s core

!https://camel.apache.org/components/3.11.x/eips/intercep
t.html (last accessed: 2021/10/27)

2 https://www.hl7.org/fhir/ (last accessed: 2021/10/27)

3 https://www.hl7.org/thir/bundle.html  (last accessed:
2021/10/28)
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component of Trusted Connector to the consumer’s
core component of another Trusted Connector.

The altered data sets are now arriving on the
consumer’s side. Since the data sets possess a unique
identifier as an attribute of the FHIR Bundle, they can
be referenced by the IDS Policies. Before the data is
passed to the consumer app, where the researcher will
be able to view the potentially altered data sets
tabularly in a UI, MY DATA Control Technologies
check the corresponding time-based rules for the
project. The rules are also checked before each
display in the UI, so the data will only be visible
within the consumer app for the duration of the
project and can also no longer be transferred within
the IDS Connector. In addition, the flow of messages
in the connector is defined by so-called Camel
Routes 5. On these Camel Routes, the Camel
Interceptor is applied to control the flow of messages.

In summary, our implementation points out that a
close dovetailing between technology and contracts is
required. The IDS provide data exchange
mechanisms that guarantee a high level of policy
enforcement. These components are relevant for a
valid implementation of our concept, which answers
RQ2. Furthermore, our added elements, such as the
patient portal and the integration of three levels of
agreement, are also part of an answer to RQ?2.

5 DISCUSSION

Our concept and implementation demonstrate
sovereign data donation in medical research.
Furthermore, our work provides benefits for all
participants in the data donation process. The results
could also be beneficial for future work towards a
European strategy for data spaces, since IDS provides
a potential foundation of Gaia-X (Otto et al., 2021).
Firstly, we show an opportunity for patients to
donate their medical data sovereignly by combining
existing technology with additional elements. This
result answers RQ1, defined in Section 1. Further,
using our patient portal leads to a sovereign patient
empowerment and fosters trust in donating medical
data. Providing patients with choices of specific
research projects for their medical donation
strengthens patients’ trust because of the secure

4 https://www.hl7.org/thir/condition.html (last accessed:
2021/10/28)

https://camel.apache.org/manual/routes.html (last
accessed: 2021/10/28)

5



implementation and enforcement of their individual
choices in a technical way by our developed system.

Secondly, our approach is based on data in HL7
FHIR format. Therefore, our work is interoperable
with several other existing medical tools and systems,
using the same international standard. Hence, our
work contributes to a comprehensive data availability
due to the interconnection of numerous data sources,
such as DIC or other medical and clinical data
storages. The implementation is based on components
by MII, SMITH, IDS, and MY DATA Control
Technologies, so we point out an interplay of these
different components. Therefore, by adding specific
new components, our concept implementation
approach responds to RQ?2.

Finally, extending IDS technology with aspects
involving citizens moves the rather industrial focus
further to a more general application. So far, IDS have
been used mostly in corporate and scientific contexts.
Since our approach describes a patient embedding,
citizens can participate in data ecosystems from now
on. It must be noted that citizens do not use their own
IDS Connectors, but they can interact with a portal
allowing them to adjust data donation flows. These
settings are transformed into machine-readable
policies that are embedded into the IDS Connectors
of DICs and researchers. This procedure enables
citizens to participate in data donation in particular
and in data sharing processes in general. However,
there are still limitations on data usage for analysis
purposes in external systems. The policy enforcement
no longer exists if data leaves the IDS Connector, but
this does not relieve data consumers of their legal
obligations to comply with the contract. However,
there are two promising approaches enabling
technical enforcement. On the one hand, the
development of special IDS applications with
appropriate analysis functions embedded into the
Connector, and on the other hand, the extension of
existing applications with data usage mechanisms.

6 CONCLUSION AND OUTLOOK

We conceptualized and implemented an initial
approach, empowering patients to make sovereign
data-donating decisions. For this objective, we
combined the MII broad consent concept with
components from the IDS and MY DATA Control
Technologies to create new opportunities for patients
to control the use of their data. Our concept is based
on patients’ broad consent given during medical
treatment. Broad consent allows donating medical
data for medical research, but patients cannot choose

Sovereignly Donating Medical Data as a Patient: A Technical Approach

specific research projects. We argue that patients
must become more involved in the data donation
process for medical research. To this end, we
developed a system empowering patients to make
sovereign decisions about donating their medical data
to specific medical research projects. As a result, we
contribute to sovereign medical data donation
considering individual patients. Additionally, with
our system based on industrial technologies such as
IDS and MY DATA Control Technologies, we
contribute to (industrial) data ecosystems considering
not only companies but also individuals’ preferences.

Since we developed an initial prototype, our
research is limited in terms of application in common
practice. Further research should validate our
prototype with patients donating medical data and
researchers requesting medical data. Furthermore,
our approach can further enhance patients’ data
sovereignty, for instance, by enabling patients to
select specific data types for their donation to specific
medical research projects.
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