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Abstract: Current multimedia communication systems seek to transmit images supporting contents by the data stream,
which requires specific effort for their bandwidth optimization. In this scenario, security of data and informa-
tion that is being transmitted is highly relevant. A new concept has been recently used in the field of secure
image transmission, known as secret-fragment-visible mosaic image. In this case, a mosaic image is created
and used as a camouflage for a secret image. The mosaic image is similar to a target image freely chosen. We
propose here a technique based on a statistical simplification approach to reduce the number of required bits
for recovering the secret image from the mosaic image. We benchmarked the performance of the method and
the quality of the recovered image. Experimental results showed that the number of bits with the proposed
method was dramatically reduced (close to 3 to 1), and quality metrics were about Root Mean Squared Er-
ror of 32 and Mean Structural Similarity of 0.7 for the created mosaic image. Our proposal paves the way
towards improved procedures that are suitable for multimedia systems like digital terrestrial television and
similar applications.

1 INTRODUCTION Lin et al., 2008; Jitha and Sivadasan, 2015). A main
drawback of methods for hiding data is the difficulty
Nowadays, images are transmitted through most of in handling a large amount of data into a single im-
the communication systems for countless applica- age. Specifically, to hide a secret image into a camou-
tions, and new technologies are creating a plethoraflage image of the same size, the secretimage must be
of platforms for content exchange. Many methods highly compressed in advance. (Lee and Tsai, 2014).
have been proposed for securing image transmis-  In this paper, a statistical approach is proposed for
sion. Two usual approaches are image encryption getting the standard deviation values of the secret im-
and data hiding. Image encryption techniques pro- age and the statistical and structural parameters of the
vide a noisy image, which may arouse attacker’s at- target image. The process is controlled by secret im-
tention during transmission (Fridrich, 1998; Chen ages statistical parameters and a secret key, and with
et al., 2004; Zhang et al.,, 2013; Kwok and Tang, knowledge of these parameters and the key anyone
2007; Behnia et al., 2008; Xiao et al., 2009; Pati- can recover the secret image with an acceptable loss.
dar et al., 2011; Suresh and Ajai, 2016; Senthil Ku- It decreases the amount of required data remarkably,
mar and Anandhi, 2016; Sarwate and Dakhore, 2015).with the subsequent bandwidth reduction.
Data hiding methods mainly use Least Significant The proposed method is inspired by the one de-
Bit (LSB) substitution (Chan and Cheng, 2004), his- veloped by (Lee and Tsai, 2014), where an image
togram shifting (Ni et al., 2006), difference expan- transmission technique by Nearly Reversible Color
sion (Tian, 2003; Hu et al., 2008), prediction-errorex- Transformation (NRCT) was proposed to automati-
pansion (Sachnev et al., 2009; Li et al., 2011), recur- cally transform a secret image into a so-called secret-
sive histogram modification (Zhang et al., 2013), or fragment-visible mosaic image. The mosaic image
discrete cosine or wavelet transformations (Fridrich has the same size of the secret image and looks simi-
et al.,, 2001; Chang et al., 2007; Lee et al., 2007;
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lar to a target image freely chosen. Itis also used as arecovered in reception. The mosaic image consists of
camouflage for the secretimage by dividing the secret blocks of an input secret image with NRCT applica-
image into blocks and transforming their color char- tion and embedded data stream. This phase consists
acteristics to be similar to those of the corresponding of four stages: (1) matching blocks of the secret im-
targetimage. Limitations of this approach come from age into those of the target image; (2) rotating each
the number of required bits for recovering secret im- secret image block to get the minimum Root Mean
ages embedded to a disguising mosaic image with noSquared Error (RMSE) with respect to its correspond-
compression. ing target block, and transforming the color character-

Since it is highly desirable to optimize the bits for istic of each block in the secret image by NRCT,; (3)
recovering secret images, our goal is to propose ansimplifying the content related to the standard devia-
algorithm to reduce as much as possible the informa- tion in the secretimage blocks through the parameters
tion embedded into the mosaic image. Secret imageof the underlying exponentigidf; and (4) preparing
data related with block position indices, mean values, the data stream for the recovery of the secretimage in
and rotation angles, are generated as in (Lee and Tsaireception.
2014). The required target image data are not inte-  In the second phase, the data stream is used to re-
grated in the bit stream, but instead they will be esti- cover a fairly good version of the secret image. This
mated in reception. The exponential probability den- phase includes three stages: (1) estimating blocks po-
sity function df) is used to estimate the standard de- sition indices, mean and standard deviation values,
viation of secret image blocks, therefore reducing the and target image by assuming an exponeptifland
number of transmitted bits. In this case, the receiver using mosaic image information and blocks rotation;
has to be efficient enough to reconstruct the whole se-(2) reverse NRCT processing; and (3) recovering the
cretimage all by itself. secret image through estimated values.

Regarding the organization of this paper, ideas
of the proposed method and procedural aspects are2.1 NRCT Principles
described in Section 2. Algorithm for creating the
stream of statistical data is detailed in Section 3. In Previously (Reinhard et al., 2001) proposed a color
Section 4, experimental results and performance eval-transfer scheme converting the image statistics asso-
uation are presented to show the feasibility of the pro- cjated with each color component to those of another
posed method, followed by conclusions in Section 5. image by considering thiep color space. In (Lee

and Tsai, 2014), the same idea was adopted but using
the RGB color space.

2 METHODOLOGY More specifically, let secret blocks (T) and target
blocks (B) be described as two pixel setspy, ..., Pn
andpl, p, ..., pn, respectively. Let the color gfi be
denoted by(ri,gi,bi) and that ofp; by (r{,g,b{). At
first, we compute the mean and standard deviation
values of blocks in T and B for each color channel,
denotingc; andc] with ¢ =r, g, or b as components of
pixels pi andp;, respectively. Next, we compute new

The flow diagram of our approach is in Fig. 1. Itin-
cludes two main phases, mosaic image creation with
data stream assembling, and secret image recovery.
In the first phase, a mosaic image is yielded to
serve as a container to include the data stream to be

S— values(r/’,g/,b{") for eachp; in T by
A,
Ci :qC Ci_uC +"1Ca
L1 fit Secret 1.2 Nearly reversible whereq; = 0%/0; is the standard deviation quotient
C
\mageblocks —> color transformation d d / h I f h d
image ‘rlv:\;geTlaﬂrgs:S and blocks rotation gn Hc andy; are the m.ean values of the Corre§p0n -
‘ ing block components in the secret and target images,
respectively.
1.3 Parameterization p y . .
of standard devition | | 140 Authors in (Lee and Tsai, 2014) expressed a bit
i assembling moge streamM as
M =tito.. tmr1r2memp...Mygd1Qp...Gpad1ds...dk, (2)
2.1 Block rotation and .
2.3 Recovery of the Z.ZNear\yrevers'\.ble estimation of Where b|t Segment$1t2tm, I’1I’2, mlmz...m48,
Secret image i€ color transformation «— parameterized std dd d d d h . d f
back values and Target q1q2...q21, an 1U2...Uk co |fyt e Inaices o tal’get
e iformaton blocks B, the rotation angle of T, the mean values
Figure 1. Flow diagram of the proposal. of T and B, the standard deviation quotients, and the
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overflow/underflow residuals, respectively. Strelddm ~ ©-°°
varies in size for each block, since segmdgtde- 0-08
pends on the number of residuals (Huffman encoding °°7 [ \
for residuals). The number of required bits fdris 0:98 o
discussed next with more detail: (1) the index of B
needam bits to codify it, withm computed as

0.05
0.04

H 0:02:
m— [log, (1) |. @ ool

whereNy is the size of the image block, aid and

Hs are the width and height of secret im&geespec- .07 : : : :

tively; (2) 2 bits are required to code the rotationangle | _ | % S Yargetimage ama | |

(4 possible orientations); (3) 48 bits are necessary to 8: °

represent the average value of every block (secret anc®°®[ &

target, 8 bits per component); (4) 21 bits are used tooo4r ¢
EY

g

60 80

represent the standard deviation quotients in the threeg o5 |
color channels, with 7 bits per channel; and K®jits

for representing the residuals, depending on the num-~ |
ber of overflows and underflows. e-01r

(b)

3 PROPOSED METHOD

We propose an algorithm to reduce the required num-
ber of bits for recovering the secret image. This goal
is achieved by estimating the underlying distribution
of standard deviation values in blocks of the secret 2000
image, which can be modelled by an exponergdl
Then, the information required to recover a block T
can be coded by a bit stream with three segments of I’
the form

3000

1000

Mosaic image Target image

(©)
Mg = tato.. tmr1roMmp...Mpy, 4 Figure 2: Adjustment between exponentialf of standard
deviation values and experimental distribution.
where bit segmentgity...ty, rirz, and mpmp...mp4

code indices of one secret blocks T, the rotation an- 3.1 Exponential Estimation Coding

gle of T, and the mean values of blocks in T, respec-

tively. Then, bit streams of all blocks are ordered and Experiments were carried out with othedfs being
concatenated into a single bit stredi for the en-  the |og normal the best suited to the experimental dis-
tire secretimageM, together with the mean parame-  tripution. Since values close to zero do not signifi-
ter of the exponentigddf that represents the standard cantly influence, the exponentipdif was considered

deviation values of secret image blocl& ¢hown in  jnstead of the log normal one, mainly to reduce the
Section 3.1), make the total bit streduis of the form mathematical complexity of the method.
M = MS (5) We use the average of the standard deviation in

the secret image blocks as the value to be sent, repre-

The number of bits to codily is next discussed. sented by§ = 1%...Ss. The reason for this approach
For the three segments M; we use the method is shown in Fig. 2(a). Note that the standard deviation
in (Lee and Tsai, 2014): (I bits to code block in-  distribution can be modelled by an exponenpdr,
dices of secret image; (2) 2 bits to represent the rota- hence avoiding the need to transmit the standard de-
tion angle; and (3) 24 bits for the average of secretim- viation value of each block in the secret image and
age blocks (8 bits per color channel). The bit stream transmit just a single value that can be represented
associated to the standard deviation values of the sewith eight bits. Note in Fig. 2(a) that the empirical
cret image blocks needs 8 bits to represent the meandistribution moves away from the exponentialf in
parameter of the exponentjadf. values very close to zero. Nevertheless, they have lit-
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tle influence on the obtained results, so it was obvi-
ated.

3.2 Mosaic Image I nformation Coding

RMSE

With respect to the targetimage information (standard

deviations, means, and position indices), it was esti-

mated in reception by using the mosaic image statis-
tical parameters. Means and standard deviations of
target and mosaic images are represented in Fig. 2(b)
and (c), respectively, clearly showing that an estima-

tion of these parameters can be considered in the re-
ceiver without need to transmit target image retrieval

information.

MSSIM

4 EXPERIMENTAL RESULTS

Using a set of images with si2ls x Hs pixels, a se-
ries of experiments were conducted to test the pro-
posed algorithm. Fig. 3 shows the number of re-
quired bits for recovering the secret image with dif-
ferent block size (namely, 8 x 8, 16 x 16, and 32 x 32)
when our approach and that by (Lee and Tsai, 2014)
are compared. Note that the number of bits increases..
as the block size is reduced.

Performance measures were considered to evalu-
ate differences between the recovered and the original
secret images, and also between the mosaic and the
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target images. On the one hand, the RMSE was ob-
tained. On the other hand, the Mean Structural Sim-
ilarity Index (MSSIM) was provided to evaluate the
overall image quality. Fig. 4 shows the performance
evaluation results.

1400000

—e— Proposed method
1200000 —S—Lee and Tsai i

1000000

800000

Required bits

600000

400000
200000
o

8x8 16x16 32x32
Block size

Figure 3: Number of required bits for recovering the secret
image.

We can see from Fig. 4(d) that the MSSIM value
of the created mosaic image with respect to the tar-

16x16
Block size

(©
—__

s

32x32

MSSIM

32x32
Block size

(d)
Figure 4: RMSE and MSSIM versus block sizes<@
16x 16, 32<32) with secret and target images coming from
a large dataset: (a) RMSE between the recovered secret im-
ages and the original ones; (b) MSSIM between the recov-
ered secretimages and the original ones; (c) RMSE between
the mosaic and the target images; (d) MSSIM between the
mosaic and the target images.

8x8 16x16

get image has an average value close to 0.8, showing A comparison of the results yielded by the pro-

that the similarity of the details of the created mosaic
image to those of the target image is good enough for
the estimation consideration in Section 3.2.
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)
Figure 5: Comparison of results of (Lee and Tsai, 2014) Figure 6: Mosaic and recovered images with the same se-
and proposed method; (a) Secret image; (b) Target image;cretimage; (a) Secret image; (b) Target image One; (c) Tar-
(c) Mosaic image, created from (a) and (b) by (Lee and get image Two; (d) and (f) Mosaic images, and (e) and (g)
Tsai, 2014); (d) Mosaic image, created from (a) and (b) by Recovered secret images from (a) and (b), and (a) and (c),
proposed method; (e) and (f) Recovered secret images byrespectively.

(Lee and Tsai, 2014) and proposed method.
100

—e— Transmitter
the mosaic image created by (Lee and Tsai, 2014 A
with MSSIM=0.76, panel (d) is that created by the
proposed method with MSSIM=0.95, panels (e) anc
(f) shows recovered secret images by (Lee and Tsa
2014) and proposed method with MSSIM=0.96 anc
MSSIM=0.98 respectively.

In order to show the flexibility of the proposed
method to choose any target image, we selected tf
secret image in Fig. 6 (a), and the two target image 0 0o oe s
shown in panels (b) and (c) of Fig. 6. The resulting Block size
mosaic images are in panels (d) and (e). Note that Figure 7: Processing time required by the method in trans-
the recovered secret images look similar to the respec-mitter and receiver with different block si2¢, in a com-
tive secretimages (panels (f) and (g)) even though the puter with 8 GB RAM, i5 2.5 GHz processor and 500 GB
target images look quite different from the secret im- SATA hard disk.
ages. Images presented in this paper can be accessed
on the internét

For guidance, the processing time in our program- 5  CONCLUSIONS
ming simulator using MATLAB in a computer with 8
GB RAM, i5 2.5 GHz processor and 500 GB SATA An algorithm has been proposed to reduce the amount
hard disk, for a process with block size N = 8, was in of bits required to retrieve the secret image, based on
the transmittet; = 95s, and in the receivety = 54s. the method proposed in (Lee and Tsai, 2014). This
We can see in Fig. 7 that the processing time decreasalgorithm allows us to get better bandwidth perfor-
es with increasing block size. mance for transmission, by the use of an exponential

pdf to model the standard deviation of the secret im-
age, as well as an estimation by statistical parameters

limages are available at https://www.pexels.com/ and of mosaic image to model target image parameters.
http://gratisography.com/

80

60

40

Processing time in seconds

20

91



SIGMAP 2017 - 14th International Conference on Signal Processing and Multimedia Applications

The number of required bits was dramatically reduced
(close to 3to 1). Also, the original secret images can

be recovered nearly losslessly from the created mo-
saic images. Good experimental results have shown
the feasibility of the proposed method. Future studies

may be directed to apply further statistical simplifica-

tions to the position indices and means, among other

low-complexity options.
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