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Abstract: In ubiquitous computing environment it is common that a user owns and uses multiple computing devices, but
managing cryptographic keys in those devices is a complicated matter. If certificate-based cryptography (PKI)
is used such that each device has independent certificate, then user has to be involved in multiple certificate
issuing processes with certification authorities (CA) and has to keep multiple private keys securely. If a single
user certificate is copied and shared in multiple user devices, then a single exposure of private key among
multiple devices will destroy the secrecy of every devices. Each device has to have import and export function
of private key, which will be a major security weakness that attackers will focus on.

In this paper we propose a user-controlled personal key management scheme using hybrid approach, in which
certificate is used to authenticate a user and self-generated ID keys are used to authenticate user's computing
devices. In this scheme user operates a personal key management server (PKMS) which has the role of
personal key generation center (KGC). It is equipped with user’s certified private key as a master key and is
used to issue ID private keys to user’s computing devices. Users normally use multiple computing devices
equipped with different ID keys and enjoy secure communication with others using ID-based cryptography.
We show that the proposed hybrid-style personal key management scheme is efficient in many aspects and
reduces user’s key management load drastically.

1 INTRODUCTION key by verifying CAs signature. Private key corre-
sponding to the certificate is generated by the user in
In ubiquitous computing environment it is common user’s device and it should be managed securely in
that a user owns and uses multiple computers such ag!ser’s device.
office computer, home computer, notebook, and mul-  If certificate-based cryptography is applied to
tiple mobile devices such as smart phone, tablet com-multiple user device scenario, we can consider two
puter, car computer, wearable computer, etc. Userspossible ways of using certificates in multiple user de-
expect that their devices, even mobile devices, shouldVices.
provide full support of secure communication func-
tion with other users and their devices. If a device is
lack of secure communication function, it will be used
only in limited, non-critical applications.

Since user wants to use their devices for secure
communication with other users, each user device has
to be equipped with secure communication function.
To be used in open networks, using public key cryp-
tography is essential and the public key should be a
certified one. Certificate-based cryptography (PKI) is 2. If a single certificate is copied and shared in multi-

1. If each device uses independent certificate, then
user has to be involved in multiple certificate issu-
ing processes with CAs and has to manage multi-
ple private keys securely in those devices. For se-
curity reason user may have to backup the private
keys. If user had lost a device, the corresponding
certificate has to be revoked, which should be also
managed by the user.

a traditional solution to provide certified key to user. ple devices of the same user, devices have to have
A certification authority (CA) issues a certificate to a import and export function of private keys, and it
user, which is CA's signed document on user’s public will be a major security weakness that attackers
key and user certification information. A recipient of will focus on. Moreover, a single exposure of pri-

the certificate accepts the authenticity of user’s public ~ vate key among multiple devices will destroy the
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secrecy of every devices. If a certificate is issued self-generated ID keys. If user bought a new device,
to a secure hardware device such as smartcardthen he can generate a new ID key using PKMS and
then exporting the private key from the device is install it into the device. Since PKMS and comput-
impossible. ing devices are in the possession of the same user, all
these processes can be executed in highly trusted local
communications.

We present that user devices equipped with 1D
keys provide full secure communication function such
as encryption, digital signature, digital envelop, etc,

For these reasons we think that traditional certificate-
based cryptography is not a good solution for multiple
user device scenario.

Since device ownership is a personal matter, it is

very natural that key management for user devices is o .
controlled by user. For example, if a user bought a and it is acceptable by others. We also show that this

new computer or a smart phone, the access password@PProach is much more efficient than the typical ap-

to the system will be set by the user. If a cryptographic proaﬁh of all ierr]tificate-based key m(?na?elrlnent.
key is required to be set into the device for secure The rest of the paper is organized as follows. Pro-

communication, it is better to be established by the posed hybridjstyle p_ersonal key management system
user in such a way that it is acceptable by others. is presented in Section 2 and analyzed in Section 3,

In this paper we show that ID-based cryptography respectively. We finally conclude in Section 4.
can be used together with certificate-based cryptogra-
phy to provide more efficient user-controlled personal

key management rather than all certificate-based im-2 HYBRID-STYLE PERSONAL
plementation. We got the idea of the proposed hybrid- KEY MANAGEMENT SCHEME

style personal key management scheme from the fol-

lowing observations. The proposed hybrid-style personal key management

1. We need to separate user authentication and de-Scheme has two sub-protocols, certificate issuing pro-
vice authentication. It is essential for users to be tocol and device registration protocol. It can be im-
authenticated in public with a certificate issued by Plemented by using any digital signature scheme,
CA, but device authentication is a personal matter but it can be implemented more efficiently using the
and is not very stable, which need to be controlled Pairing-based cryptography.

by the user without depending on other trusted au-
thority. 2.1 Background

2. One of the main obstacle of using ID-based cryp-
tography is the key escrow problem that KGC
should be fully trusted, but it is hard to be ac-
cepted in the real world. But, if it is a matter of
personal key management for user devices such

Let G1 be an additive group of prime ordgrandG,
be a multiplicative group of ordey. Let P denote
a generator of5;. A bilinear pairing is a mafe :
G1 x G1 — G with the following properties (Boneh

that the same user generates ID keys for all these& Franklin, 2001; Lee, Boyd, Dawson, Kim, Yang &

. . : Yoo, 2004):
devices and also uses them, trust issue is not a N . b
problem anymore and ID-based cryptography can 1- Bilinearity: €(aQ.bQp) = &(Q1,Q2)™, where
be a good solution. Q1,Q2 € G anda, b € Z;.

3. Cryptography based on bilinear pairing can be 2- Non-degeneracye(P.P) 7 1. If Pis a generator
used to implement both certificate-based and ID- ~ Of G1, thene(P, P) is a generator oB,.
based cryptosystems and they can be made inter- 3. Computability: There exists an efficient algorithm
operable easily. to computee(P,Q) for all P,Q € G.

Based on these observations we propose a hybrid- We also use the following three hash functions
style personal key management scheme which is aused in ID-based cryptography (Lee, Boyd, Dawson,
good combination of certificate-based and ID-based Kim, Yang & Yoo, 2004).
cryptosystems. In this scheme user is authenticated in e H; : {0,1}* — G; (extract point from arbitrary
public by a certificate issued by CA. User operates a  string, which is used in key generation).
personal key management server (PKMS) which hgs e Hy:G, — {0,1}, wherdl is the length of a plain-
the role of pgrsonal,key generation center (KGC). Itis (a4t message (hash to the message space, which is
Equpc(jeq W|thdutse_rs cerltgled_ pr;valze kety asa ’master used in encryption scheme).

ey and is used to issue ID private keys to user’s com- ) . . L .
puting devices. User is explicitly authenticated with ~ ® .H3 {0, .1} - Zq (hash to the finite field, which
a certificate and user devices are authenticated with 'S used in signature scheme).
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2.2 System Configuration 2.3 Proposed Scheme

Before we go into the details, we need to explain some Short signature scheme (Boneh, Lynn & Shacham,
terms used in this paper. 2002) is the first signature scheme that is used to issue

ID private key in (Boneh & Franklin, 2001) and it can
also be used to issue certificate. In the literature there
are lots of cryptographic schemes that use BLS-style
ID key, thus once BLS-type ID key is set up, it can
. o . : be used in lots of cryptographic schemes. Here we
of A. Thensa is a certified private key a sa : . . :

o Al Hed prv y aneh i describe the BLS signature based implementation of
certified public key. X

) the proposed hybrid-style personal key management

ID: In ID-based Cryptography any string can be gcheme.

used as an ID public key. User A is identified with Protocol 1: Certificate Issuing (CA—» PKMS).

a stringA and user’s device M is identified with a :
stringM. To identify a device with its ownership hAss; mf tr:jat CA h:s a maSteer:((EAySp@b’ Po)
we denote it using a dot notation. For example, wherero = Sor™. Use_r operates to gener-
AM = A||M denotes a device M which is owned ate long-term key paifsa; Pa) whereP = saP. User
by user A. |d¢nt|f|es hlms_e_lf to CA a_nd requests certlflc:?\te is-
suing. CA verifies user’s identification according to
Personal Key Management Server (PKMS): It is jts business process and issues certificat@eat, =
owned by a user and is used to issue ID private g)H, (Cla, Pa) whereClx is a certification information
keys to user’s computing devices. of A. User verifies the certificate by
ID Key Pair: Any string including user ID, device -
name can be used as an ID public key. PKMS e(Cert,P) = e(H1(Cla,Pa), Po).
generates the corresponding ID private key and in- Now user has a certificat€erta, and PKMS is
stalls it into the device. equipped withCerta, (sa, Pa).

ID Signature: Signature generated by using ID Protocol 2: Device Registration (PKMS — User
private key, which can be verified using the cor- device).
responding ID public key. If user gets a new devidd;, user operates PKMS

ID Encryption: Encryption using ID public key, 0 generate ID key. PKMS generates ID public key

which can be decrypted using the corresponding Qam = Hi(A,Mi) and computeBam; = saQam; us-

ID private key. ing the certified private kega. Here A.M; denotes
. that devicaM; is owned by the usek. PKMS installs

There are 2 entities, CA and user, and user has 2p, , into the device; through local communication

Certified Key Pair: Assume that usér gener-
ates a long-term key pa(sa, Pa) wherePa = saP
and then gets a certifica@erta = Sigca(Cla, Pa)
from CA, whereCl, is a certification information

kinds of user systems, PKMS and user devices. and deletes it from PKMS. Now devidd is equipped

Certification authority (CA) issues certificate to With (Dam;; Qawm;) and identified a#\.M; by others.
users through a certificate issuing protocol follow-

ing the X.509 and PKIX standards (PKI). 2.4 Secure Communications Using ID
User has a PKMS and multiple computing de- Keys
vices.

— PKMS has the role of managing all crypto- Here we show fchat the self-generated ID keyinstall_ed
graphic key materials of user. Using PKMS into a yserdewc_e can b_e used for_ secure communica-
user generates long-term key pair and get a cer- tion with others in public though it is self-generated
tificate from CA through certificate issuing pro- 0¥ the user. Any cryptographic scheme that uses
tocol. Using PKMS user generates ID keys and BLS-type ID key can be used, but as a typical ap-
installs them into user devices through a local Plication we show some examples of encryption and

device registration process. signature schemes.

— User’s computing devices are equipped with ID Assume that user A with deviokM; and user B
keys generated by PKMS under the control of with deviceB.M; try to communicate each other se-

. curely. Let A and B have the following key materials.
the user. User devices are used by the user for
various secure communication purposes. e User A has a certified key paisa, Pa) with cer-
tificateCerta and a devicé.M; which is equipped
with ID public keyQam, = H1(A,M;) and ID pri-
vate keyDam, = SaQam;-
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e User B has a certified key pd#s, Pg) with certifi- to enjoy secure communication a user device has to
cateCertz and a devicd8.M; which is equipped  get an authentic copy of the certified public key of the
with ID public keyQg m; = H1(B,M;j) and ID pri- opponent. Therefore, the proposed scheme provides
vate keyDB,Mj = sBQB,Mj. more concrete and explicit conviction of the authen-

To start secure communication they need to verify op- UCity Of opponentin secure communication. _
ponent’s identity by verifying the certificate. Then The use of ID private key installed in the device

they can enjoy secure communication using 1D keys has to be pr_otected with proper level of access control,
installed into the devices. possibly using human memorable password, such that

any other person who occasionally got the device can-
not use the ID private key without passing the access
control of the device. ID private key can be installed
in secure hardware device such that it cannot be ex-
e Encryption: A picks a randomr €r Z;, and  ported from the device in any way.

computegyg = &Qpm;,Ps), U =1P,V =M o

Ha(gg). A send<C = (U,V) to B.

e Decryption: B can decryi = (U,V) by 3  ANALYSIS AND DISCUSSION
V& Hz(e(DB,Mj,U)) — M.

Encryption (Boneh and Franklin’s IBE Scheme).
A can send a messadé in ciphertext to B using
Boneh and Franklin’s IBE scheme as follows.

Note that bothQg.w; andPg are used in encryption 3.1 Features of the Proposed PKMS
andDg,y; is used in decryption. Scheme

Digital Signature (Cha & Cheon’s Scheme).A can ; i .
send a signed messaleto B using Cha & Cheon's 1N this section we summarize the key features of the
signature scheme as follows. proposed key management system.

e Signing: A picks arandorkeg Z;, and computes Explicit Authentication of Signer. In traditional ID-

U =kQam, V = (k+H3(M,U))Dan;. A sends based cryptosystems only user’s ID and the public key
Sig= (U 7\/') to B. o of KGC are used in signature verification, thus it pro-

vides only implicit authentication. On the other hand,
in the proposed key management system user’s device
ID and user’s certified public key are used together in

2 signature verification. It can be interpreted that veri-
e(PV) = e(Pa,U)e(Pa,H3(M,U)Qawm;)- fication of an ID signature is equivalent to verifying
Note thatDa v, is used in signing and bot@a v, and both the validity of signhature on the message and the
Pa are used in verification. validity of ID key of the device in a single logical step.
Thus a valid ID signature provides explicit authenti-
cation of the signer and its validity will be accepted
by others.

o Verification: B can verify the signatur8ig=
(U,V) by

Key Agreement (Chen & Kudla’s Scheme).(Chen,

& Kudla, 2002) proposed a key agreement scheme
with separate KGCs, which is the same situation in
this paper. A and B randomly choose ephemeral pri- Full Non-repudiation. An ID private key installed
vate keysa,b €r Z; and compute the corresponding in a device includes user’s short signature on ID in-
ephemeral public key§a = aP andTg = bP. They formation using the certified private key. Verification
exchange the ephemeral public keys and then com-of ID signature requires certified public key of the

pute the agreed key as follows. signer. Though ID key was personally generated by
A—B:Ta the user, an ID signature provides full non-repudiation
A+~B:Tg evidence that it can be used for any general purpose
A:Kag=e€(Dawm;, TB) -e(QB,Mj ,aRs) secure transaction.
B: Kea=€(Dp.m;; Ta) - €(Qam;, bPa) Easiness of User Key Management.Although it

We can show thabag andKga are same. looks like that user has many keys in many devices,

In the original ID-based cryptosystems where ID actually user has a single certified key and many de-
private key is generated by KGC, encryption and sig- vice keys derived from it. Since ID private key is gen-
nature verification processes require KGC's public erated by PKMS and installed into the device through
key. But, in the above secure communication exam- a local registration process and it will never be ex-
ples, we have noted that both certified public key of ported from the device, user cannot take any extra
the user and ID public key of the device are used to- care of it. Therefore, user can focus all his effort to
gether in encryption and signature verification. Thus, take good care of the single certified private key.
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User doesn’t need to backup the ID keys, since he Offline PKMS. PKMS needs to be connected to
can regenerate them anytime. If user loses the devicethe Internet only during the certificate issuing stage.
ID key is gone, but he can generate the same ID key Once it acquired the certificate, it can be maintained
again. Others who illegally gets the device cannot use in offline state or local communication state in per-
the ID private key, if they cannot pass the access con-sonal area network (PAN). Since PKMS is used only
trol. If user bought a new device, he can register it for device registration, it can be switched off if de-
with a proper name and install ID private key into the vice registration is finished. Thus PKMS can be main-
device by himself. If user does not need to distin- tained safely against various online attacks.
guish device name, he can use the same device name
in multiple devices. 3.2 Comparison with Chenet al.’s

In the point of managing others’ key, user doesn't
need to manage opponent’s device key, but only needs Scheme
to manage the certificate of opponent. Though we are
considering multiple user device scenario, the number If we compare our proposal with the PKI-IBE hybrid
of keys that user has to manage is not much different scheme of Cheeet al. (Chen, Harrison, Moss, Sol-
from the single device situation. dera & Smart, 2002), both schemes use similar hybrid
Validity Period of ID Keys. In traditional ID-based ~ @Pproach of certificate-based and ID-based cryptog-
cryptosystems it is hard to set validity period to ID aPhy, but application scenario is different. Chein
key. To achieve this, ID key was sometimes set in- &l-S Scheme applied the hybrid approach to user au-
cluding explicit validity period in ID information. But = thentication in public sector while our proposal is an
in the proposed scheme ID private key was derived Pplication to personal key management for multiple
from the certified key of the user and is always used US€r devices in ubiquitous computing environment.
together with it that its validity is highly coupled to Chenet al's scheme is not practical in the sense
the validity of the certified public key. If user has re- thatitrequires user’s full trust to the KGC. In our pro-
newed certificate and got a new certified key pair, the Posal PKMS and devices are owned by the same user
ID private keys also have to be renewed using the new@nd personal key management is a highly trusted en-
certified private key. Thus the device ID keys have the Vironment that we don’t need to worry about the key

inherent validity period which is equal to that of the €scrow problem of the ID-based cryptography. For
certificate. real world deployment Cheet al's scheme requires

a severe change to the existing PKI mechanism, re-
placing end CA to KGC, but our proposal does not
require big change in PKI.

Same ID Public Key in Certificate Renewal. Cer-
tificate has to be renewed periodically using a new
key pair and in this case ID keys also have to be re-
newed. But note that ID public key, for example, o .
A.M; can remain the same though ID private key has 3.3 Efficiency Analysis

to be changed. Since ID is a kind of persistent in-

formation advertised to others, this property is a big User is using multiple devices with different ID keys,
advantage of the proposed key management systenpyt he only needs to take good care of the certified pri-
Compared with the traditional certificate-based SYS- vate key' thus the proposed scheme provides grea‘[ ef-
tem. This property is very useful specially for login ficiency in key management. In the proposed system
management where login ID to service should be per- the certified private key is used only for generating
sistent for long time. ID private keys for user devices, normally not used
Easy Adaptation/transition. In the proposed key for everyday secure communications between users,
management scheme certificate issuing for user (bywhich results that the number of key usage is reduced
CA) and personal key management for user devicesa lot and key is less exposed to attack. If certificate
(by user) are independent. Existing PKI systems, becomes a stable one and revocation occurs less fre-
mainly based on RSA signature, can be used for thequently, then the cost of operating CRL mechanism
proposed scheme without big change with the only will be reduced a lot. In this case certificate can be
condition that user’s long-term key should be pairing- issued with longer validity period.

based. All ID-based functions such as device key Finally, we need to compare the efficiency of
management and secure communication will be im- the proposed hybrid-style personal key management
plemented in user-side systems. Thus, it is expectedscheme with the more typical approach of using cer-
that the transition from current PKl-based systems tificates instead of ID keys. In this case user has to
to the proposed hybrid-style key management systemtake care of the following drawbacks of certificate-
can be easy and smooth. based systems.
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1. If a user received other’s self-generated certificate to the real world. We think this is a very practical pro-
for user device, then its validity has to be verified posal of applying ID-based cryptography for personal
before usage, while there is no need of verification key management and daily secure communication ap-
in the case of ID public key. plications. We expect that it can possibly change the

landscape of real world cryptography such that users

normally use ID-based cryptography for key manage-

) ) I ment and daily secure communications.

3. If some device or key is Ios.t., the certificate s_hould Secure and user-friendly implementation of the
be revoked and a new certificate should be 'Ssued-proposed key management system, PKMS and user

Thus user's PKMS may have to operate a personal yeyices, will be a challenging task, which is our con-
CRL system. Operating a personal CRL system is tinued research focus.

a big burden in the whole key management sys-
tem.
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vices in private domain. In this proposal user operates
a PKMS which is equipped with user’s certified key
and is used to generate and install ID keys to user de-
vices. We showed that key management is much more
efficient in the proposed system than traditional all
certificate-based approach and the resulting ID-based
cryptosystem provides full non-repudiation function.
This kind of hybrid-style key management can be ap-
plied to wide range of real world situations where user
needs to have multiple certified keys, but wants to re-
duce the key management load.

Until now ID-based cryptography had been inves-
tigated a lot in research community, but rarely applied
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