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Abstract. Vehicular Ad-hoc NETworks (VANETS) may be seen as a special case
of mobile ad-hoc networks, featured by their high mobility and changing topol-
ogy. They will become very important in our society because of their applica-
tions in traffic safety and management. Operations in VANETS rely on the co-
operation of participating nodes to route data for each other. Consequently, the
quality of communication in VANETs can be degraded if the number of non-
cooperative vehicles is very large. As distributed networks, nodes might behave
non-cooperatively for their own benefits. In order to prevent this non-cooperative
behaviour from tampering packet relaying in the network, in this work we pro-
pose a self-organized and decentralized security mechanism. The system com-
bines different techniques based on time and distance, reputation lists and ac-
knowledgment messages. Within our proposal, privacy and integrity are protected
while misbehaving and faulty nodes are detected and prevented from disrupting
the network by using tools implemented with current technology. As an example
of application of the proposal, its use to avoid traffic congestions is shown.

1 Introduction

A VANET is a wireless network spontaneously formed by vehicles in movement. It has
no central infrastructure and presents unique challenges such as high node mobility,
real-time constraints, scalability, gradual deployment and privacy. Its main goal is to
improve safety, efficiency, and comfort in everyday road travel through the exchange of
warning messages between vehicles. There are many possible situations where commu-
nication among vehicles could help to prevent accidents and to avoid collapses. VANET
structure allows taking advantage of other services such as access to Internet and com-
mercial advices. It would imply a high cost for operators to deploy the necessary in-
frastructure consisting in increasing the coverage of the network by adding antennas.
However, as shown in this paper, there is no need for any expensive infrastructure if
nodes cooperate.

Another important issue of VANETS is the cryptographic need of these networks,
such as authentication, data integrity, privacy and confidentiality. In order to meet these
requirements, various known mechanisms such as digital signatures, hash functions or
MACs (Message Authentication Codes) and even the use of pseudonyms have been
proposed. Nevertheless, all these tools require Certification Authorities (CAs), which
are responsible for delivering public/private key pairs and certificates [1]. Some authors
propose a Regional Transportation Authority, which can be a state, province, etc. [2].
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Other authors propose a Department of Motor Vehicles [3)wéier, none of these
proposals are expected to be implemented in a near future.

In our work we propose the use of cooperative tools that camptemented with
current technology, such as laptops, smartphones, etchwiill be used to provide
Global Positioning System (GPS) equipment and wirelessar&tng communication.
The goal of this work is to create a vehicular ad-hoc netwaikgithese technologies
inside cars so that they can also be used as an emulation dethees that will be
implemented in future cars to form VANETSs. Hence, real ddtgaimed from these
networks will be useful for the analysis of the operationitufe VANETS.

Traffic jams are a major problem in - modern societies becafigeedarge amount
of money spent in fuel, loss of user time, and especially C@Bsions. We propose
VANETSs as a mechanism to prevent and reduce traffic congebgiadistributing in-
formation among vehicles. An essential element when implging these networks
is the cooperation between vehicles because the self-radreaghange of messages
about road conditions is vital. Therefore, this paper ps@sa set of countermeasures
to avoid uncooperative behavior.

This paper is organized as follows. Related works about e@dn in VANETS
are summarized in Section 2. We describe the backgrounddtioBe3 and introduce
our approach in Section 4. Section 5 provides a detailedri¢ien of the system and
in Section 6 and Section 7 the proposal is analysed. Fir@hglusions are included in
Section 8.

2 Related Work

In order to bring VANETS to their full potential, appropraschemes to stimulate co-
operation need to be developed according to the specifiepiiep and potential appli-
cations of VANETS. VANET as a distributed and unboundedesystan work properly
only if vehicles cooperate in transmitting and forwardiragkets. The resulting ad-hoc
network offers several benefits but requires the mobile staleollaborate in forward-
ing packets as described for ad-hoc networks in [4]. It iso@able to assume that each
node has the goal to maximize its own benefit by enjoying nekwervices and at the
same time by minimizing its contribution. It is clear that@de must be encouraged in
some way to relay information for the benefit of other nodes.

Some authors have made first approaches to the topic of atapein VANETS
[5]1 [6] [7] [8] [9] proposes a flocking scheme for a group of vells, which focuses
on their decentralized coordination such that they can erip. Another good exam-
ple of VANET application that requires cooperation is désed in [10], which pro-
poses a framework for commercial ad dissemination in VANERhere possible non-
cooperative nodes are considered.

Related to the proposal here described, Buttyan and Hubeypoped in [11] and
[12] the use of virtual credit in incentive schemes to stiatellpacket forwarding in
mobile ad-hoc networks. Also, Li et al. discussed some unanaracteristics of incen-
tive schemes for VANETS in [13] and proposed a receipt coigntéward scheme that
focuses on the incentive for spraying. However, the rea@phting scheme proposed
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there has an overspending problem. Based on the specifigatbastics of VANETS, a
more comprehensive weighted rewarding method was propog#d].

A malicious attacker can cause the VANET to be broken integseso that the
network cannot provide services such as route establishamelhpacket forwarding to
legitimate users. In this sense, the behaviour of selfiskesodn cause a passive denial-
of-service. [15] discusses some of the main security thraatl attacks that can be
exploited in VANETS. This paper is mainly focused on the desif packet forwarding
enforcement schemes.

3 Background

At the beginning, self-managed VANETSs will run with-a smaibgp of devices. These
devices must have some basic mechanisms to be able to ctmpteadevice detects
traffic congestion, it must notify its neighbours about ihi§ provides an augmented
reality of what is happening on the road, what will allow athisers outside the con-
gestion zone to make decisions in time to avoid accidentgraffet jams, for example
by finding an alternative route. Nodes that can check sudirmtion are responsible
for determining the authenticity of the messages and reypdetected forgeries. If
this happens, fake nodes will not be authenticated by argyimothe network and will
be unable to get any profit from the received information. Wele process will be
automatic and transparent to the network user so that theregsponsible module for
detecting false or altered information. To achieve it, thevirding messages must be
signed to enable nodes to determine which is the node tha¢mi®a bad behaviour,
but without revealing its real identity. In order to do itgoeslonyms will be used [16].
In addition, hash functions are used as a mechanism to detwmhmether the content
of the message was altered during its transmission or not.

When developing the cooperation mechanism, differentlprob must be taken
into account to make it possible that the system works ptppkloreover, as dis-
cussed above, it is required that users cooperate by relgpackets to their neigh-
bouring nodes. Therefore, the possibility that legitimateles act passively only re-
ceiving information from the network should be avoided. ISacuser would benefit
from getting information from the network but without paifiating in the relay to its
neighbour nodes. This would damage the network passivglgelrading its perfor-
mance and threatening the connectivity. Consequently,egd a module to determine
whether nodes cooperate in the network. There exists anpdlssible attack consisting
in relaying packets to overload the network. In this caseesavould cooperate in the
attack by contributing to disseminate information thatsglaess or repeated. Tools to
avoid such attacks and their operation will be detailedelo

4 System Design

The basic idea of this work is that VANETSs will allow deteditraffic jams through the
automatic exchange of reports about them. This will be dbaeks to the information
provided by GPS because with GPS software it is possible ¢avithe speed at which
nodes are moving and the maximum speed allowed in each laren @is, if a vehicle
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is travelling at a speed below the minimum, it is probably thuinat there is congestion
on that road. In this case a packet will be automatically ¢gsied to warn users about
the traffic problem. This design is based on a store-anddaoitwouting model [13].
In a typical packet forwarding process in VANETS, vehicles@unter one another at
different times, and packets are opportunistically foreat. If an intermediate vehicle
stores a packet for a fixed time or actively sprays the paokatier vehicles, the packet
will be more likely to reach a greater number of vehicles.

Such as it is common when GPS is used, the user may have setdtiration and
the criterion that the GPS must use to find the route. This tiighthe shortest route,
guickest route, a given time of arrival, etc. Thanks to owsigie, for example a GPS that
has calculated as optimal route the one that crosses a hyghiv&0 km/h can change
the selected route if it receives that the current averagedpf that road is now 20
km/h due to a traffic jam.

4.1 Cooperation

A bad behaviour of a vehicle within a self-managed networkaansist in:

— Inserting in the network false packets with spoofed conterthe state of the road
orinserting many times the same packet in search of a Denag#diService (DoS).

— Not cooperating in relaying packets of its neighbour nodethat it benefits from
the network without cooperating in its operation.

Detection of attackers should be automatic and transpéoethe user. Hence, in
order to detect them, the packet must contain informati@utimanagement. Thus, the
packets will include the following information:

— GPS coordinates and movement direction.
— Vehicle speed.

— TimeStamp.

— Next Via.

The GPS coordinates will help in two ways. On the one hand bioad with the
movement direction, they will provide information abouéthlaces where the packet
was generated and where the problem is located. On the cdinel; they will allow
discarding packets beyond a certain range. In most cadesmiation generated at a
certain location in a VANET is not interesting out of a raddistance. A packet can
be generated in coordinates (X,Y) and certain range ofastdor this packet can be
defined within a radius R. In this way, the packet will not bedifcast when it reaches
R and will be discarded after certain time later than the sta@p. The particular size
of the radio of these zones is fixed by the source node, acaptdithe type of road.

Vehicle speed will allow making decisions and altering thete to reach the des-
tination. One parameter that uses a GPS device to dete@gtesf or shortest route to
the destination is the sum of all speeds in the used via. $rstirise, our system can de-
tect whether there is a traffic jam in a specific highway, amyiole the speed at which
vehicles move on it. With this information, the GPS devic# & able to make calcu-
lations to determine if going through the traffic jam will taless time than modifying
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the route. Otherwise it may propose a new way to reach théndésh in the shortest
time possible. The timestamp allows determining whetherréteived information is
new or old. This makes possible to have updated informabtontthe road all the time.
Finally, the information about the next via let us know weatthe traffic jam is across
the entire highway or only in a given road of the highway.

4.2 Detecting Misbehaviour

In order to provide real-time and trustful information, bacshicle must have a list
where it stores information on those vehicles that haverteganisbehaviour. This list
is maintained by each node and is modified during the intienaetith other vehicles. It
can be updated whenever it detects misbehaviour of a vahetiéorges a message that
does not correspond to its real environment informatiooait be also updated during
the exchange of packets between two vehicles, becausebdisalkey store exchange,
they swap their lists. Thus, legitimate nodes in the netwdglkhave always an updated
list so that they will not send information to nodes that haw¢ worked within the
network. Each record in this list will contain the misbelmayvehicles’ pseudonyms,
which will allow determining who they are when they meet. Tlage of a bad behaviour
is used to keep the list updated by deleting old records. #erdteld with the signature
of the node who presented the complaint is also stored, wdilotvs avoiding a false
allegations.

The next paragraphs explain how to detect bad behaviourtfierimformation con-
tained in the packets:
GPS Coordinates.If a vehicle A provides information about dense traffic in ado
where another vehicle B is driving at an appropriate spdeslyehicle B can report
that A is introducing false information. Moreover, if a vel@ is sending a packet of
information outside the fix radius R, this can be reported @e & attempt.
Speed.If a vehicle sends information about a traffic jam in certadorminates where
the same vehicle is circulating at a high speed, this can bsidered a fraud. However,
if the next via in its route is nearby, this would be an exaaptiThis circumstance will
be detailed in the next section.
TimeStamp. If a vehicle is transmitting information with an expired Té&tamp, this
is considered a DoS attempt.

4.3 Flexibility and Robustness

A good detection mechanism for cooperation must have tweacheristics: flexibility
and robustness. With regard to flexibility, note that a hamhamalfunction can make
the device sends messages with an incorrect or expiredtimpsTherefore we should
not be too strict and allow nodes to recover from this problitoreover, it would be
unfair to prevent the access of misbehaving nodes to theonktiorever after a bad
behaviour. In order to solve this problem, nodes have twgipdgies:

1. To get a new key pair and a pseudonym from a legitimate netimging to the
network. When a node has been marked as an attacker nodébi¢ wgolated from
the network and will not receive any traffic information. lase of malfunction, a
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node can request a new key pair from a legitimate network ndefre the node
receives them, it must explain the situation to the legiteneode that will provide
the new key pair if it thinks it is appropriate.

2. To check whether the records in the node’s lists are oldigimoand delete them.
The nodes will remain in the selfish node list for a periodwiithat will depend on
the security degree and the network size. Once this peripilesxthe node will be
removed from the list and will be able to re-join the netwoikhwthese credentials.
Another way to remove the nodes from this list is to detedtttia node has a new
credential, which will mean that a legitimate network nodests him.

The robustness of the proposed mechanism ensures thafdhmation that reaches
any nodes is true, which avoids that nodes can impersonaés nbdes by sending
fake packets on their behalf. To ensure this, each interiedehicle must be able to
determine whether the information generated by the souwrde has not been altered. In
this case, the source node computes a hash function of tketagned with its private
key and sends its public key. Thus, if the information israltk the intermediate node
will be able to detect it. Furthermore, thanks to these deteanechanisms, selfish
nodes can be isolated from the network, which ensures teatddes involved in the
network are reliable and so the information they send.

4.4 Keys

During the network construction, each user must get a piplbi@te key pair in a decen-
tralized way. In order to achieve this goal, each new nodepeitform a key exchange
with one or more reliable nodes in the network. Additionalpseudonym will be given
to each new node so that it will be associated with its codjwerar selfish behaviour
but without revealing its identity. This alias will be credtby an automatic generator
from its public key, which prevents the existence of two iiteal pseudonyms and the
possibility of generating a false pseudonym and masquecslke another vehicle.

Furthermore, each network node has a key store that coratiies nodes’ public
keys signed by reliable users of the network. When two node= and want to commu-
nicate with each other, their public keys are exchangecd pablic key will be looked
up at the key store, and if there is no coincidence, both negeBange their stores.
Thus, any node will try to find a common path in the resultingpwétrust. Otherwise
it is impossible that the nodes are authenticated and canusbbne another. This may
mean that one of them has had a bad behaviour within the netitdas possible that
the probability of collision at the beginning of the netwasksmall, so low security
levels will have to be defined in this sense. When the netweskiies an enough size,
and taking into account the small world experiment, thegel¢emay rise.

Whenever two nodes meet in the network, they exchange tegistores, which
allow them to update the information about the network. Tkxigeements associated
with the "six degrees of separation” [17] are based on tha ttiat if a person is one
step away from each person they know and two steps away frompgson who is
known by one of the people they know, then everyone is at mwstaps away from
any other person on Earth. This idea is used in our work in twpartant aspects.
First, according to the principle of "six degrees of segard{ the probability to find
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a common chain between two key stores is high so this is usefild a match in the
key stores of two nodes who do not know each other. Secon@lyyi compute the
probability that two nodes meet twice, which will be usefutlescribe our proposal.

5 Operating Mode

A vital aspect for the operation of the network is that nodesperate in relaying pack-
ets of their neighbouring nodes. To meet this need, we pehesuse of the so-called
Individual Reputation List (IRL), which is not shared withyaother vehicle in the net-
work. It allows the node to store information about coogeragot from the different
nodes it meets during its life on the network. This list stardormation about the di-
rect experience of a node with other nodes of the network,isadtally reliable for the
node. Hence, thanks to the IRL the node can make decisionether to cooperate
or not with other nodes according to the information corgdim the list. In order to
update such a list, an ACKnowledgment (ACK) message mustdmved by each node
that had sent a packet. If a node A has some traffic informaliefore providing it to
B, it asks it about B's cooperation in the network. The nodenBweers by providing
the last ACK it has received. If the date of such ACK exceedmé Im defined by
the protocol in terms of the network size, the node A does ewansmit the packet.
Thus, the nodes are motivated to cooperate in order to updghadt ACKs. In order to
avoid a possible selfish behaviour in the sending of the A@Ksplit of sent packets is
introduced in the protocol. Figure 1 shows in more detad tiperation.

|
A updates its last
ACK: PKs(ACK1) PKB(ACKz) -
A updates its last
ACK: PKs(ACK2)

Fig. 1. Sending packets and receipt confirmations.

One node A, who wants to send a packet to B, splits it into twibspga order to
ensure that node A receives at least an ACK as proof that ivéperating before B
receives the complete information. When B receives thegdagtof the packet, it sends
an ACK signed by B, PKB(ACK). Then, A sends to B the second pfttte information
so that B can recover the content of the packet. Finally, Biséme second ACK to node
A.

If some of these nodes decide not to relay all necessary tsafikethe exchange
they are introduced in the IRL of the other node. This wouldgen if for example A
does not send the second part of the packet after B has sert ACK B does not send
any of the corresponding ACKs. Figure 2 shows the flowcharesponding to the pro-
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BEGIN

YES Sender in NO

the GCL? Send ACK1
D'::t YES Second NO
um:_ packet?
Send ACK2 Add sender to
il Iljl.
YES Correct NO
infarmation?
Relay Add sender
packet / teGoL
END
.-""-\.\_\_ _'_,_.-"7

Fig. 2. Sender flowchart.

cedure when a node sends a packet while Figure 3 shows thehfiotwsorresponding
to the process when a node that receives a packet.

According to the IRL, the nodes have an individual vision lod hetwork. How-
ever, nodes can also have a general vision about the netiwrankgh another list called
General Reputation List (GRL) containing revoked pseudmgorresponding to vehi-
cles that had a bad behaviour within the network. In the aliseha central authority,
certificate revocation must be done through cooperationtia@depositories must be
updated through the exchange of the GRLs among neighbououes. This list can be
seen as a summary of the IRL of all network nodes and theréfprevides a network
overview. Its update is done each time the lists are exclthbgiveen nodes. Thus, if
a vehicle has useful information about the state of the roadfiads another node that
is within its GRL, it could decide not to provide it with suchformation. Thanks to
this procedure, nodes reject selfish behaviour within thevork. Moreover, if a node
receives a packet from someone who is in its GRL, it discardsacket so that the
misbehaving node is not able to continue attacking the métvldhe update process of
these lists must be efficient and based on a fast searchthlgorfable 1 shows four
possible fields of the records in this list. The coordindielsl is proposed as a solution
to some problems of this method, which are listed in the nectian.

Table 1.Fields of the GRL.

Selfish ComplainarrICoordinate

U7

node’s |Dateg node’s X,Y)
pseudonym pseudony
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6 Analysis of the Proposal

During the analysis of the proposed protocol, we realizatlttiere exists the possibility
that a vehicle has detected a traffic jam in a road where anegtnicle is travelling at
an appropriate speed within the same road. This could be anconsituation where
the left lane works properly but there is a traffic jam in a dexaion lane on the right
corresponding for example to an exit to a city. In this cassides the path and direction
of traffic jams, the lanes have to be determined.

BEGIN

YES Sender in NO

the GCL? BUAACHL
ket YES Second NO
| re packst?
Send ACK2 Add se;nler to
. ICL y
YES Correct NO
information?
Relay . Add sender
packet T o

END
Fig. 3. Receiver flowchart.

Another possible special situation would appear when tamyaahicles try to profit
from the network without participating in it. The coopeoatimechanism described
above can solve this problem. While the system cannot eri0% participation of
the nodes in the network, it can ensure that at some poiffiisiselodes try to avoid
being isolated from the network and so participate in it.

As discussed above, nodes exchange their GRLs. This inthlgs node can try
to attack other nodes by inserting false records in its Tisierefore we must define
a criterion for determining whether a node must be isolatedad according to its
appearance in the GRLs. On the one hand, a minimum numbemgplaots could
be defined before marking a node as selfish. That is to saytdicenumber of nodes
agrees that a particular node is selfish, we determine tisggibbably true. On the other
hand, at least two of these complaints should have differemtdinates (X,Y) in order
to avoid specific problems detailed below. In order to chabseminimum number of
complaints about the same node that must be recorded be&oteng it like a selfish
node; a possible solution would be to set this parameter ascioén of the network
size. According to the small world experiment it is not diffiicto find more than one
coincidence. Therefore, the larger the network, the grehie number must be.

Another unusual situation appears when a vehicle is stoppele roadway due to
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an accident, car malfunction or even a phone conversatioany of those situations,
the automatic mechanism detects a vehicle at 0 km/h on a méddends a warning
about a traffic jam that does not exist. One option to solve phoblem would be to
revoke the car, which then should ask for a new key pair aftptaining what has
happened. Another possible solution would be to use theaalat®a and only revoke
a node having a record of misconduct in more than one place frmre than one
node. Finally, another analyzed problem comes from the U8€K as a cooperative
mechanism. New nodes that have not participated in any pestkansmission have no
ACK to receive packets from the network. One solution wolddhnat the authenticator
node gives an ACK to them. Another option would be to waitti# new nodes generate
own packets of information, and after sharing them with ottegs, they get an ACK
and are able to participate in the network. The best optitiibeidetermined during the
practical implementation of the proposal, depending orsgieeific conditions.

7 Simulations

Both the feasibility and effectiveness of the proposal &w@ through several simu-
lations. In particular, we used NS-2 and SUMO taking asis@goint the simulations
analyzed in [18]. We simulated the IRL and GRL mechanisms laralom environ-
ment to see its effects on network and cooperation perfocean order to make a
study of the proposal, several VANETS simulations have begtemented. This sec-
tion presents the details and results of these simulatidmsaim of our proposal is to
detemine and isolate from the network all malicious nodesinderesting simulation is
to determine the time required for all network nodes knowolhhiodes are malicious
in order to isolate them and prevent communications witimth€he first simulation
consists of a set of 100 nodes that make communications battiem in a totally
random way. Each simulation was performed 100 times foethffit percentages of
malicious nodes, the graph shows the average results. i@ makes a connection to
a malicious node it will be include in its IRL. However,if ibnnects to a node that is
not malicious, simply they make an exchange of their GRL. \&eehset a minimum
of 3 different complaints on the same node before determithiat it is malicious. Fig-
ure 4 shows the time required for all nodes to determine whdleg malicious nodes.
As we can seen, as the number of malicious nodes increasesimth to detect them
dereases. This is because there is a greater probabilincotiatering a malicious node
and therefore the number of complaints on the nodes incse@berefore, the mech-
anism works better as the number of malicious nodes incse&ewe conclude that
nodes will cooperate to not become isolated from the network
Figure 4 shows that where more time is needed by the method,ngtworks with

15to 20 malicious nodes. So we took this value and we haved/dre number of nodes
in the network from 100 to 1000 nodes. The target is to detagrhow influence the
number of nodes that form the network in the time needed tatsanalicious nodes
from the network. In this case the results are the averag®ofsimulations for the
different network sizes. As shown Figure 5 the time to alérhades increases with
the increase of the network size. However, the results sltloatrit is possible to isolate
the malicious nodes in the network, in a reasonable timeraaepiendently the network
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Fig. 4. Average time for warning vs. malicious nodes.
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Fig. 5. Average time for warning vs. network size.

size. Therefore we can conclude that the cooperative systéng reputation works
properly for our proposed VANET.

8 Conclusions

This paper proposes several cooperation tools that pravitew vision of a VANET
in which there is no need for any centralized authority. Thiae aim of this work is
to propose a self-managed data network that can be formed asisting technology
so that nodes can receive and send information about trafiagh their devices. This
would allow addressing most security weaknesses of thisafpetworks and studying
possible solutions at no cost, simply through the coopamnaif users who have imple-
mented the proposed schemes in their devices. In partibutareputation lists and
acknowledgment messages as well as different mechanissed lba parameters such
as time and distance have been here proposed to allow no@esaimatically detect
misbehaviours. In practical simulations the proposal lesve to be useful to avoid
traffic congestions.
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