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Abstract: Individual authentication technologies are essential for electronic systems as social infrastructures. Especially,

biometrics-based authentication has been receiving increasing attention and is expected to be implemented on
systems with portable devices such as mobile phones for realizing more useful services. The most important
problem in biometrics-based authentication is to prevent a leakage of biological information. This paper
focuses on the leakage which enables a spoofing and consider two cases, a leakage from data stored in a server
for verification of biological information and a leakage by a cheating detection. This paper proposes a solution

by applying a function to biological information and shows the properties required for the function to solve

the problem. Moreover, this paper proposes an idea of biometrics-based authentication system with portable

devices which is provided a function to capture biological information.

1 INTRODUCTION be concerned that it is possible to create a counterfeit
of a part of a living body (Matsumoto et al., 2002).

Personal authentication has been one of the most im-N & certain authentication, a “prover” is the entity

portant and fundamental techniques in our life as per- WNich is to prove that s/he is a particular user and a

sonal identification has become more common be- Verifier” is the entity which is to verify the proof.
cause of the requirement of certification of ATM Here we assume that secure communications includ-

cards, management of entering and leaving room c)ring destinati_on certificat_ions are available by proper
buildings, airport security system, and so on. Espe- cryptographic technologies. And then, we do not con-

cially, as one of the techniques for identifying a per- ;ider the I_eakage of biometrip information in daily
son, biometrics-based authentication has attracted at-l'fe V‘ih'Chh'S n_ot goncerned with procedhure for per-
tention among many researchers in cryptography angsonal authentication. _Angl yert], under the ab_cl)ve as-
computer security. This technique identifies a person Zumptlr:)nls, 'L'S cor;ct;a_lvla e tl _atf we can et;'313| Y pro-
by analysis of his/her physical characteristics which | uce the lea .ag,e of biological information by guess-
are called “biometric information” and is generally ing from venﬁers information or biometric observa-
considered to be able to develop robust system againsf'onv\?y fake venﬂ;]er.f lowi hod for solving th
counterfeit attack thanks to their uniqueness and per- € propose the following method for solving the
manence. Furthermore, by introducing biometric au- 220Ve problems. First, about the leakage of biometric
thentication to a system based on mobile terminal de- Nformation by guessing from verifier's information,
vices and the internet, more useful and effective ser- W& can solve it by applying the idea of “cancellable

vices can be rendered to the users for mobile commu-Piometrics (Ratha et al., 2001)". Now, we assume the
nications. case that the prover registers biometric information,

One of the most important problem in biometric which is observed in advance, as a “template” to the

authentication is to prevent the leakage of biometric Verifier. The main idea of cancelable biometrics is
information. To solve this problem, we have to pay to apply a transformation, which is difficult to recon-

attention to privacy concerns. Moreover, we need to struct the original information, to the observed bio-
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metric information so that the template can be can- 2.1 A Model

celled. In short, by the transformation, the original

biometric information remains secure even if there is |n this paper, we consider identification of a user as
a leakage of the template by security attacks. How- authentication. Each of the users who can be a tar-
ever, by pretending to be the verifier and observing get of authentication is denoted by, up,... € U. In

the living body directly, one can obtain the original a trial of authentication, aroveris the entity which
biometric information before the transformationis ap- is to prove that the prover is a particular user and a
plied. This problem can be solved by using a mobile verifier is the entity which is to verify the proof. We
terminal with an ability for the biometric observation. consider a model with a single verifier in the rest of
If the mobile terminal is managed by a prover and this paper. The atomic procedure of authentication is
the malware threat can be prevented, by applying anthat the prover submits a strivgto the verifier, and
irreversible transformation to the observed biometric the verifier decides who the prover istin

information on this terminal, one cannot reconstruct A key feature of our model is that biological infor-

the original information by using every output of the mation as digital sequences is distinguished from the
terminal. living body of a target user, which enables us to ex-
Firstly, in this paper, we propose a model of amine leakage of biological information from a cheat-
biometric-based authentication for the purpose of ingscanner which detects biological information. The
clarifying the above problems. In our proposed following argument does not depend on a kind of the
model, to consider the possibility of an unjust ob- part of a living body for biometrics-based authentica-
servation of biometric information, “scanner” is ex- tion, therefore we regardiing bodyas the user who
pressly formulated as an entity collecting biometric has it. A piece ofbiological informationis a string

information by analyzing human body. To prevent overs and the set of the pieces of biological informa-
the leakage of biometric information from the veri- tjon of u; € U is B ¢ &*. ForRC N, ascanneris a

fier's information, we have some requirements for the functionf : U x R— =* which outputs a piece of bio-
transformation which is applied to the biometric in- |ogical information from a living body and a variable.
formation. These requirements are corresponding to Intuitively, this is modeling the situation that several
the property of the transformation to realize cance- kinds of biological information (in a sense of digital
lable biometrics in the paper (Ratha et al., 2001). By sequences) can be detected from a single living body.

applying such a transformation to the biometric infor-  Then, the protocol of authentication is the following.
mation under the management of the prover, the effect

is useful clearly for an unjust biometric observation.

This paper shows clearly that our approach can (3) the scanner sends(d. ) as w to the verifier:

prevent the leakage of biometric information by using i, )
cancelable biometrics. Then, applying our method to _(fdfgvtréeByer|f|er regards the prover as@ U if and only
i

a biometric-based authentication based on mobile ter-!
minal, we also illustrate to have the effect to prevent In the previous protocol we are considering iden-
another possible type of leakage. Finally, we discuss tification with no “ID”, that is, the verifier does not
the implementation about our method and present theknow who the prover is (or insists) at the step (4). In
problems of the biometric-based authentication using the case where the prover sends his ID fisstrom
mobile terminal. the step (1) to (3) are replacedup
Now, we ignore a decline of an accuracy of au-
thentication which is caused by the obscurity of bio-

2 MODELING logical information.
BIOMETRICS-BASED Assumption 1. Forany1<i,j < U], B = {f(u,r) |
AUTHENTICATION reRpand BB =0ifi #J.

In practical systems of biometrics-based authentica-
In this section, a model of biometrics-based authen- tion, biological information as purely scanned data is
tication is introduced to bring out the problem we usually large, and hence it is not practical that the ver-

tackle in this paperz andN denote the alphabet and  ifier holds theB; to examine whethew € B;. The
the set of nonnegative integers, respectively. straightforward method to solve this problem is con-

sidering a functiorg which is defined by an idea of a
distance on strings and a threshalaith respect to

a stringt;. t;j is called atemplateof u;. Now, we ig-
nore a decline of an accuracy of authentication which

Protocol 1. (1) The prover puts & U on the scanner;
(2) the scanner computeg,r) foranr € R;

100



A NOTE ON BIOMETRICS-BASED AUTHENTICATION WITH PORTABLE DEVICE

is caused by definition of a template and a distance on3.1 Leakage of Template at Verifier
strings.

Assumption 2. There existg=* x 2* — N and ce N The problem of a spoofing by a leakage of a tem-
suchthaf{b| g(t,b) <c,be "} =Bjforanyl <i < plate from the verifier is expressed on the proposed
lu|. model as that an element Bf can be estimated from

ti. In conclusion, this problem is solved by applying
2.2 Problems a generalized idea of “cancelable biometrics (Ratha

et al., 2001)”, although the original idea is proposed

The problem we consider is a spoofing which is t0 enable changing a template rather than to prevent
caused by leaked biological information. In fact, in @ Spoofing by a template. In fact, the results of this
some practical systems, it is possible to make a fake Subsection are obtained by interpreting the argument
or artificial living-body from a piece of biological in-  in (Ratha et al., 2001) into our model.

formation (Matsumoto et al., 2002). Therefore, we as- Ve consider to prevent a spoofing usingy ap-

sume the following in terms of the model introduced Plying a functiong: * — >* to biological informa-

. , . . a living body)u; submitsg(b’) for b’ € B; asw to the
Assumption 3. For any1 < i < |U], a single bc B, verifier. Then, on Assumption 1 and 2, the condition

enable to make u such thafu;r) € B; forr € R. L Mgy .
i T . for realizing identification is described as the follow-
Some cases of leakage of biological information ing property ofp.

caused by man-made factor (such as, carelessness oé dition 1. Th . W hthat. f
a verifier or a cheating verifier) are out of the scope *on gL, Tigreastssuciiinat, for any m e
of cryptographic technologies. On the assumption of =+ 9 (@(P),®(@)) < cifand onlyif ¢p.q) <c.
the secure path by suitable cryptographic technolo-  If we consider to add a step for applyiqginto
gies, we focus on the following cases of the leakage: Protocol 1, the possibility is only between the step (2)
« leakage of a template at the verifier, an_d (3). Ther_efore, we assume that the s_canner_has a
) ) o ) suitable function for it, that is, the scanner is redefined
o leakage of a piece of biological information atthe 5 pa another functior o @and whetherf (u,r) € B;
scanner. is examined byp(f(u,r)) on the previous condition.
In usual systems, a template is obtained by a réa-poiocol 2. (1) The prover puts & U on the scanner:
sonable feature-extraction based on biology from (2) the scanner computegf (u,r)) foranr € R; '
scanned biological information or is exactly the infor- (3) the scanner sendg f (u, r))7as W to the veri,fier;

mation. In this situation, biological information can iy ;
. ' ; 4) the verifier regards the prover if and onl
be estimated from a leaked template and it enables aj(f c)ptflﬁw)ee |§ egards the prover ag@U if and only
| -

spoofing as the user of the template. ] o
On our model, the naive method to decide a tem- ~ NOw, we do not assume any confidentialitygf

plate is expressed by the condition that any element for preventing the spoofing. Then, a spoofing using

in B can betj. Moreover, a straightforward feature- can be prevented ¢ has the following property.

extraction enables an estimation of the definition of Condition 2. For any pe Z*, it is difficult to find g

the distance, that is, we should assugrte be open.  such that p= ¢(q) for p.

Therefor_e, the essential point of the forr_ner caseofthe o the previous condition, the verifier does not al-

leakage is tha.t an elemeqtlafcan be estlmat_ed from ways have the result cqu(w) at the step (4) in Pro-

ti by Assumption 2 even iBi cannot be obtained ex- ool 2. Formally, we have to refer the idea of “com-

actly. The latter case is exactly the leakag®@efBi.  iational indistinguishability (Goldreich, 2001)” for
Thus, by Assumption 3 these cases enable the spoofihg definition of the word “difficult”. However, in
Ing. some practical systems the properties of Condition 1
and 2 are not required strictly. The former guaran-
tees the property of a kind of “collision-free” and the
3 SOLUTIONS latter is the property of “one-way”. On Condition 1,
if a simple idea of distance is used gls then an at-
To solve the problems in the previous section, we pro- tack based on “hill-climbing” successes. Namely, in a
pose solutions by modifying biological information. search ofysuch thatp = ¢(q) for a givenp € £*, itis
The modification is expressed on the proposed modelpossible to have an such thatg(q,r) < g(q,r’) by
as a function from a string to a string with some prop- considering whetheg' (¢(q),®(r)) < g'(¢(q),®(r"))
erties. Moreover, we consider the entity which should recursively. This situation contradicts to Condition 2
apply the function to biological information. in a strict sense. One of the solutions for this problem
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is to use a complex function g& To find a suitablep living bodies is one of the most important problems
with ¢’ is one of the difficulties for realizing a practi- for biometrics-based authentication. Besides to find
cal system based on the idea of cancelable biometrics.a part of a living body which contains information to
enable the recognition of living body, it is also useful
3.2 Leakage of Biological Information to apply the idea of “challenge and response (Delfs
and Kneble, 2002)” into scanners on portable devices,
at Scanner : Lty
for example, a camera with a special kind of flash.

) ) ) Note that this realizes authentication by the verifier of
As mentioned in Subsection 2.2, the same problem as;,o prover instead of his portable device.

the case of a leakage of atemplate is caused by a leak-
age of a piece of biological information at the scanner.
Applying a function which has the properties of Con-
dition 1 and 2 can prevent a spoofing using a template. 4 CONCLUSIONS AND FUTURE
However, if we consider a leakage of a piece of bio- WORK
logical information at the scanner, we can not have
the effect of this solution in systems of a naive imple- We introduced a model of biometrics-based authen-
mentation of this idea. We have to analyze the pro- tication and made the problem of spoofing by using
tocol from the viewpoint of the entity which should leaked biological information clear. We proposed a
apply the function to biological information. solution to apply a function to biological information
In practical systems with biometrics-based au- and showed the properties required for the function to
thentication such as a door access control system orsolve the problem. Moreover, we proposed an idea
an ATM, the scanner is usually managed by the prover of biometrics-based authentication system with a mo-
as a part of the system. The prover cannot avoid a risk bile device which has a function to detect biological
of the leakage of his biological information as long as information.
he has to put his living body on a scanner whichisnot By the analysis of an implementation of the sys-
trustworthy. tem, we can extract the following results: biometrics-
A simple solution is that the prover manages the based authentication which is secure against a spoof-
scanner and the function. In this case, the prover out-ing can be realized by applying the idea of cancelable
puts only the result ofp(f(u,r)) and hencef(u,r) biometrics into a system with portable devices; and
cannot be obtained from it by Condition 2. Therefore, therefore, it is meaningful to implement functions to
a system based on this idea can prevent a leakage ofapture biological information on portable devices.
b € B; which enables a spoofing as A difficulty of
this solution is how to implement a system with this
idea. Itis natural to consider a PDA or a mobile phone ACKNOWLEDGEMENTS
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