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Abstract. Data Warehouses (DWs) constitute a valuable support to store exten-
sive volumes of historical data for the decision making process. For this rea-
son, it is vital to incorporate security requirements from the early stages of the
DWs projects and enforce them in the further design phases. Very few approaches
specify security and audit measures in the conceptual modeling of DWSs. Further-
more, these security measures are specified in the final implementation on top of
commercial systems as there is not a standard relational representation of secu-
rity measures for DWs. On the other hand, the Common Warehouse Metamodel
(CWM) has been accepted as the standard for the exchange and the interoperabil-
ity of the metadata. Nevertheless, it does not allow us to specify security measures
for DWs. In this paper, we make use of the own extension mechanisms provided
by the CWM to extend the relational package to specify at the logical level the
security and audit rules captured during the conceptual modeling phase of the
DWs design. Finally, in order to show the benefits of our extension, we apply it to

a case study related to the management of the pharmacies consortium businesses.

1 Introduction

According to the current development of the digital technology, the organizations began
to adopt more and more computerized information systems, which rely upon databases
and DWs. Therefore, the very survival of the organization depends on the appropriate
manipulation of the security and confidentiality of the corresponding information [3].
Normally in the DWSs projects, security aspects are implemented in the final stages of the
design. However, the information security is a serious requirement which must be given
careful thought to, not as an isolated aspect, but as an present element in all development
lifecycle stages, from requirement analysis to implementation and maintenance [2]. The
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above-mentioned justifies that is vital to incorporate aenitiality measures in the
design of DWs and enforce them.

On the other hand, it is widely accepted that the DW desigase on the multidi-
mensional (MD) modeling which structures the informatintoifacts and dimensions.
For the design of DWs we base our proposal on Model Driven Agchire (MDA) [14].
MDA proposes several models at different levels: at conadpevel the Platform In-
dependent Model (PIM) and at the logical level the Platfonpedfic Model (PSM).
In our context, the PIM corresponds the conceptual MD maddhased on the UML
presented in the works [6, 5, 24], which extended the prddmssed on UML [9], in
order to incorporate security requirements in the conamtesign of DWs. The PSM
corresponds with our extension of the CWM at the logical level

The previous work presented in [11] employ MDA for the DWs depenent, choos-
ing the relational metamodel from CWM [13]. The relationatkage of the CWM
enables mediated interchange between relational DBs frenmiajority of relational
commercial systems [18]. However, security and audit messtannot be modeled in
the CWM because it does not provide the modeling construbonepresenting data
security related to issues such as access rights, user¢eer[t@]. Most data access
control approaches are based on the proprietary metadatéuses of specific software
products [17], thus, integrating security related to matadnto the CWM improve the
security support and facilitate the establishment of adatedized access control mech-
anism for data warehouses [12]. According to MDA we do notdnibe metadata of a
DBMS; we need a metamodel that allows us to represent sga@urit audit measures
at the logical level. Hence, is this paper we present an sidarof the relational meta-
model from CWM by using its own extensions mechanisms. Bywlaig we represent,
at the logical level, all the security and audit measuresurad during the conceptual
modeling phase of the DWs design.

The rest of the paper is structured as follows. The workdedlgo our proposal are
discussed in section 2. Secure multidimensional mode#rigtroduced in section 3.
Section 4 shows an overview of the CWM. Section 5 presents xtension of the
relational metamodel from CWM, next, in section 6 we show & cdady in order to
show the benefits to use our extension in the design of sediM= Binally, section 7
draws the main conclusions and outlines our immediate éuttark.

2 Related Work

Relevant literature on this subject comprises severativies to include security in the
DW design. In [7] the authors describe a prototype model fdfsBsecurity based on
metadata, which enable to define views of data for each grbugens, however, it does
not permit to specify complex restrictions of confidentialRosenthal and Sciore [19],
extend SQL grants and create a mechanism of inferencesaiolisktthe security. An-
other attempt is the architecture for both Federated Indtion Systems (FIS) and DWs
that preserve MultiLevel security integration between Bi&l DWs [20]. These ap-
proaches ([7, 19, 20]) are extractives but only focus ontpraldssues such as acquisi-
tion, storage and access control at the OLAP side. None of themine the represen-
tation of security into both, at conceptual and logical stag
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On the other hand, there are more elaborated initiativetspitgpose models of
authorization for the DWs design. For example, in [8] the atgtpropose a security
concept for OLAP, which is a role based security model foadaarehouses. Priebe
and Pernul [17] propose a security design methodology airtolthe classical database
design methodology (requirement analysis, conceptugicdh and physical design)
covering requirements and concrete implementations imeercial systems. The same
authors (Priebe and Pernul) in [16] extend the ADAPTed UMLdeidor the previous
conceptual phase, specifying a methodology and a MD sgauitstraint language for
conceptual modeling of OLAP security. In [4] the authorswghibat access privileges
for DWs and OLAP can be expressed more intuitively than usi@iySgrant state-
ments, their access control model focus specifically onesgiveness and usability.
These proposals ([8, 16, 17]) offer security models at threeptual level by means of
security constraints, but basically deal with OLAP openagi These proposals [17, 16]
are one of the best references in this area. As a summareg Wwks implements the
security rules considered in their conceptual approacbimnaercial database systems.
On the other hand, we base our approach in the works [5, 6n24hich the authors
claim for the design of the security rules in all stages of BiWg¢s design, from con-
ceptual to final implementation. And therefore, in this papes formally extend the
CWM in order to allow us to automatically transform the seguriles considered at
the conceptual level in the logical representation of the DWs

Numerous proposals exist that extends CWM with differenédibyes: for the mod-
eling of logical object-oriented relational data storagd the corresponding ETL pro-
cess [10], for universal data mining library that implensedata mining methods and
algorithms [23], for recording the trace information of s@#hta evolution and maintain
consistency during metaclass evolution [25], for représgrand integrate the metadata
generated by data and metadata lineage implementatioraf@ilior providing quality
information to DW client tools [1] and for building a concept model for data quality
and cleaning, both applicable to operational and data waisthg context. However,
none of the previous proposals extend the relational medahitom CWM with secu-
rity aspects. Only the work presented in [22] shows how the CedMd be adequate
for representing security measures for DWs at the logica&llém this paper the CWM
is not formally extended through the formal extension medras.

3 Secure Multidimensional Modeling

The main properties of the MD modeling are represented by Uwifile [9], which

is based on OO conceptual modeling. In [6], the previous lprddi reused in order
to be able to design an MD conceptual model classifying hofibrination and users
in order to represent the main security aspects in the conalemodeling of DWs.
Therefore, the profile allows us to classify the securitpinfation that will be used in
our conceptual modeling of data warehouses. For each etexfigre model (fact class,
dimension class, fact attribute, etc.), is defined its sgcinformation, specifying a
sequence of security levels, a set of user compartments st user roles. Security
constraint is considered to specify security in attribufése security information and
these constraints indicate the security properties thatsusave to be able to access
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information. The description of the profile is representechdJML package. All the
above constraints (AuditRule, AuthorizationRule and $¢&gRule) are modeled using
UML notes.

In the considered SMD modeling (Secure Multidimensionadiling), the struc-
tural properties of MD modeling are represented by meandi¥la class diagram in
which the information is clearly organized into facts anthdnsions. These facts and
dimensions are represented by SFact and SDimension clasgestively, where S is
the abbreviation of secure. With respect to SDimensionsh &vel of a classification
hierarchy is specified by a SBase class. An association o§&Blasses specifies the
relationship between two levels of a classification higrar&very SBase class must
also contain an identifying SAttribute OID (SOID) and a SBgsor attribute (SD).
The class called UserProfile will contain information of adlers entitled to access to
the MD model. An example of secure MD modeling is shown in Bigf the section 6.

In the following section we present a general descriptiothefCWM, emphasizing
the different mechanisms for their extension.

4 An Overview of the CWM

The main purpose of the CWM [13] is to enable easy interchafigeacehouse and
business intelligence metadata between warehouse taoishause platforms and ware-
house metadata repositories in distributed heterogermau®nments. CWM is based
on three key industry standards: i) UML, an OMG modeling déad, ii) MOF (Meta
Obiject Facility), an OMG metamodeling and metadata repgsgtandard, and iii) XMl
(XML Metadata Interchange), an OMG metadata interchargsdstrd.

The UML standard defines a rich object oriented modeling dagg that is sup-
ported by a range of graphical design tools. The MOF standefities an extensible
framework for defining models for metadata, and providingldavith programmatic
interfaces to store and access metadata in a repositoryXMhetandard allows meta-
data to be interchanged as streams or files with a standanaféased on XML. CWM
has been designed to conform to the "MOF model”, it belongbe¢dVi2 layer, we refer
the reader to [13, 18] for further details on the differentaneodel layers of the CWM.

4.1 Organization of the CWM

CWNM is organized in 21 separate packages which are groupetivatstackable layers
by means of similar rolés We will mainly focus our work on the Resource layer and,
more precisely, on the Relational package as a relationsmuealel that describes the
corresponding metadata of the relational data resourdesREsource layer describes
the structure of data resources that act as either sourdesgets of a CWM medi-
ated interchange. The Relational package describes dagasilsle through a relational
interface such as a native RDBMS, Object DB Connectivitylasa DB Connectivity.

2 For more details we refer the reader to [13]
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4.2 CWM Extensibility Mechanism

CWNM provides extension mechanisms to build specific metatsodecording to [13],
there are two general techniques to extend CWM: Use of thergleedension mecha-
nisms provided by the UML Object Model, by means of taggedesiand stereotypes.
This approach is usually used for minor extensions (for gptaradditional attributes to
objects model) that are not significant enough to requirertbation of a specific model.
The second variant is non-normative model extensions oemaddextensions [18] doc-
umented as additional metamodel packages that extend the @étdodel. This pro-
posal is used for more complex extensions, CWM itself is ollbwing this extension
type. To represent security aspects at the logical leveleeel mo introduce new classes
and associations, hence, the non-normative extensior igréferred mechanism, be-
cause it is not a simple extension [18].

In the next section, we use the non-normative extension amésim to extend the
Relational package, in order to represent security and aulds at the logical level.

5 The SECRDW Extension

The extension of the relational package from CWM defines nawsels to allow rep-
resenting at the logical level all the security and auditurements captured during
the conceptual modeling phase of DWs design. This extensilbievcalled SECure
Relational Data Warehouses (SECRDW) metamodel, which dispaem the following
packages: Relational, Core and Data Types.

5.1 Inheritance
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Fig. 1. SECRDW Package Inheritance.

OCLExpression

In Fig.1 we show the new classes that conform the SECRDW pgac&alored in
grey, whereas classes from the CWM metamodel remain white.S8thema (SCat-
alog) classes specialize the schema (catalog) classekwo alkecure schema (cata-
log). STable and UserProfile specializes to the Table metacEColumn is specialized
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in the Column metaclass. The UserProfile table is a spedite that store informa-
tion of users with access to the systems, these rights aifiegeby SecurityProp-
erty (securityLevel, securityCompartment and securitgR&Table and SColumn has
associate security information by means of SecurityPtgdsecurityLevel, security-
Compartment and securityRole). SecurityProperty speesto the Class (from Core)
metaclass, with it, we establish by means of securityLesagprityCompartment and
securityRole access properties over tables and columnshthaiser must be fulfilled
to accede to the same ones. AuditConstraint is useful bothdeterrent against mis-
behavior as well for analyzing the user behavior by emplgpyhre system to find out
possible attempted or actual violations. AuditConstraieissential to record the access
to tables and columns performed by users. ARConstrainvalto define rules for spec-
ifying multilevel security policies in tables and colum@$JRConstraint, may coexist
with ARConstraint, and enable to specify the access to thiesaand columns, thus
permitting us to specify security models which are much nedadorate. The Securi-
tyConstraint class logically inherits properties of thenSwaint class from Core. The
data types are studied more in depth in the following section

5.2 New Data Types

In general, the CWM packages only support data type attsbtltat are considered
necessary for information interchange between systenjsTa3epresent security and
audit information at the logical level we need new data typed-ig. 2 new classes
appears that inherit from DataType or from EnumerationsgasThe new classes that
represent new data types appear with gray color in Fig. 2s@mew data types are
necessary to model the access properties (securityPypped the constraints (SCon-
straint) to STable, UserProfile and SColumn.
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Fig. 2. New Data Types for SECRDW Package.

The SequenceType class represents a data type that allewi$ysmg all the lev-
els of security that can be used by the elements of the moddgr@d from minor to
the most restrictive). Level is an ordered enumeration aseg of all security levels
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that have been considered (unclassified, confidentialesand top Secret). Compart-
ment is the enumeration composed of all user compartmeaitbtive been considered.
Privilege will be an ordered enumeration composed of aledknt privileges that have
been considered (read, insert, delete, update, all). Astteritl be an ordered enumera-
tion composed of all different access attempts that have beesidered (all, frustrate-
dAttempt, successfullAccess, none). Levels will be anriratieof levels composed of
a lower level and an upper level. If the upper and lower sgcleivels coincide, all
instances will have the same security level; else, the pdevel will be defined ac-
cording a securityConstraint. OCLEXxpression specifies laje Constraint Language
(OCL) expression that fulfils some condition for the userhefsystem. Role will repre-
sent the hierarchy of user roles that can be defined. SetiRmespecifies a set of users,
each role is the root a subtree of the hierarchy of user ralasidered. SetCompart-
mentType represent a set of compartments. SetPrivilege$ppcifies the privileges
the user can receive or remove. SetOCLType specifies thestailolved in a query
performed by the user, in order to establish new requirerweritibles or columns by
means of securityConstraint (ARConstraint or AURConatjaiSetLogInfo specifies
the elements that we want to register for a future audit, lystefers to subject request-
ing the access (subjectID), tables or columns to be accéebgettiD), the operation
requested (action), the time request (time) and the acoestresponse (response).

5.3 New Secure Classes and Main Association

The SECRDW package define a container SCatalog and SSchamar¢hinherited
from Schema and Catalog respectively. SCatalog is a logalsitory of meta data
describing all databases maintained by the relationalbdata engine. SSchema is a
collection of STables and securityProperties and aim tarigcat the model level. A
ColumnSet represents any form of relational data. A STamteuserProfile are inher-
ited from Table, which contains Columns. Be observed in Bithat the table user-
Profile contains columns to specify the access propertaesi(gyProperty) that has the
user. UserProfile unlike STable is only and does not havecasm with the rest of the
tables of the system. A ForeignKey associates columns froertable with columns of
another table. PrimaryKey class inherits from the Uniquesdaint. PrimaryKey and
ForeignKey metaclasses are ownered by STable metaclasBi(se3).

To represent security and audit measures in the new metdmeriadd some meta-
classes. SecurityProperty metaclass inherits from thesGfeom Core) metaclass and
specializes as SecurityLevels, SecurityCompartmentsSaudirityRoles metaclasses.
Furthermore, representing security constraints, awthtan rules and audit rules in
the metamodel we add AuditConstraint class, ARConstrd@sscand AURConstraint
class, which inherit from SecurityConstraint. To specifystraints depending on par-
ticular information of a user or a group of users, we intragthe userProfile metaclass.
Observe in Fig. 3 the new classes that we have added to tiienalgpackage relational
from CWM, as well as the new associations between classem@helasses contain
attributes of each one of the types specified in Fig. 2, thesbutes allow to represent
all the security information captured during the conceptoadeling of the DWs de-
sign. Especially, the attribute objectCond refers to aritemiéil condition imposed to
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Fig. 3. New classes and associations.

the STable or SColumn object. The attribute subjectComalyalto specify a condition
for the users of the system.

In the following section, we are going to show how we do useetttension in the
representation at the logical level of a secure MD modetedlto the management of
the pharmacies consortium businesses.

6 A Case Study

In this section, we apply our extension of the CWM relationatamodel in the context
of a pharmaceutical consortium. The consortium manageesaeharmacies that of-
fer different services types to the community and wishesttrol everything relating
to the sales of medicines by means of the prescription medioadefine a classifi-
cation of data and users that is typical for this type of besin(the most general is
Pharmacy Employee, which is then specialized into the Paeighand nonPharmacist
roles, and which are in turn specialized into the assistahtechnicians roles in the for-
mer case, and into maintenance and administrative in ttex)lafs security levels, we
have considered in this case confidential, secret and togiSétside the company ex-
ists a pharmacovigilance group, that guards by the seaus#yof certain medicaments
and a committee that guards by the health of his clientst feeihave defined four se-
curity compartments: pharmacovigilanceCenter, generak?, healthOversightCenter
and comercialManagerCenter.

6.1 Defining the PIM

In Fig. 4 we show an instance of the Secure Multidimensionati&d, i.e., our SMD
PIM, which illustrates a part of the DWs that is required to pinevious problem. The
SFact Sale®rescription (stereotype SFact) contain all the salegnmdition in one or
more pharmacies, and can be acceded by users who have\sks@i secret or topSe-
cret, play an Administrative or Pharmacist role and belanghtarmacovigilanceCenter,
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healthOversightCenter and comercialManagerCenter camepats. The sales attribute
can be only accessed by users who perform the administrateéagged values SR of
sales attribute) and belong to comercialManagerCentepadament, and therefore the
access to this attribute will be forbidden for others usprafmacist and maintenance
employees or belong to other different comercialManaget&ecompartment). The
income attributes can be only accessed by users who perf@radministrative role
(tagged value SR of income attribute). Others static usessdication for the classes
of the conceptual model defined in Fig. 4 are: The SFact Salescription contain

—<AuditRule==

<<SecurityRule>>
1

Sales_Prescription {SL= S..TS; SR= Pharma, Admin; SC=
Pesbiayve -4 pharmaC, healthC, comercialC}
self DataT.hour > 21) SFA typeAmount F--
[ESFA sales {SR = Admin; SC= comercialC)
BBSFA numberPrescriptionUnits

<D object!D time response) {invMDClasses= (DartaPh)}
9or - — - - | {SiarCond self.SC= if self.typeAmount—
‘Insurance’ then {'comercialC'}
endif)

™/ income (SR~ Admin} o
~f 7 - DataT (SL- S; SR—
( °v~'f =0T 1 —_— | Pharma, Admin}
r g TT™®s0iD, 5D date
/ / . Time WSDA dayOrvear
v 71 = 7 N ®SDA vacation
7 Meciication \ WSDA big event
Patient
" Pharmacy | DataM (SL- S: SR~ Admin; SC~ pharmaC,
S / comercialC}
i SO0 code .
DataPh (sL=c) DataP (SL- S; RS= Pharma, ocarame o e el
BSOID number Admin; SC= pharmaC} -
ESDA postal address ®SOID sen s

BSDA telephone WSD name = Wo»
IBSDA director WSDA dateOfBirth
———— MWSDA race (SL - TS; SR- Admid) .
— SDA address (SR— Admin) <<Rolld\upTos> Medication_group {SL- C}
®SOID code
<<RoliqUpTo>> 1 /[J < =SD description
1 <<Rolls-pTo=> ~

1

-
Pharmacy_type {SL= C} Provider (SL= G; SR= Admin;
WSOID number City {SL=C} - SC= comercialC}
[SD description WE0IDcode {oxceptCond (SO code

b name Sermrofio name)
=SDA population mSDA contact

Fig. 4. Example of MD model with security information and constraint.

four dimensions (Pharmacy, Patient, Medication and Tinve)ch contain SBase hier-
archies. The access to these SBase hierarchies is estabilisthe same way that was
done with the SFact. UserProfile class contains the infaomatdf all users who will
have access to this secure MD model. Each user has secwstgl(§L), securityRoles
(SR) and securityCompartments (SC) associated.

Several security constraints have been specified by uséngréviously defined con-
straints, stereotypes and tagged values.The followinggoaphs correspond to notes 1
and 2 in Fig. 4:

1. For each instance of the fact class Satesscription, if the type of payment is
through an insurance the security compartment will be cormianagerCenter
(tagged value SC). This constraint is only applied if ther usakes a query whose
information comes from the DataPh.

2. We wish to record the subject, object and time for evergtfated access attempt
to DataM (Data Medication) of the drug description.

6.2 Defining the PSM

Starting from the PIM in Fig. 4, we apply QVT relations [15] achieve an instance
of the SECRDW metamodel, i.e., our secure PSM, just as we #idug. 5, which
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represent a snowflake schema at the logical level. The PShios show in Fig. 5 cor-
respond to an instance of the metamodel extended in sutxs&cH. With the extension
of CWM we formalized the concepts for a relational platforifth@ugh they are closest
to the MD despite when the used logical paradigm was not sitesito the relational
model, then the transformation is very interesting fromN2 to the relational model
with respect to security.

ARConst 1
{invTables= DartaPh}

N {ARcond self.SC= if self.typeAmount=
AudConst 4 ‘Insurance' then {'comercialC'}
endif}

DataT {SL=S; SR=
AudConst 2
{logType= frustatedAttents}

N Pharma, Admin)
1 1. ] . |
ﬁ/ N {loglnfo subject objectID time}

DataPh {SL= C} : N \ 1.7

{logCond self.Medication_group= 'Drug}

<<STable>>

7
Pharmacy_type {SL=C} ales_Prescription {SL= S..TS; SR= Pharma, Admin !
SC= pharmaG, healthC, comercialC}
[RBSFA typeAmount: varchar(8) P
1

BSFA sales : Numeric {SR= Admin; SC= comercialC).| " Provider {SL= C; SR=
UserProfile = it : Integer Data (SLL 5, S dgins SO= comorcal)
[userCode : integer I _ atal = 8; SR=Admin;
Busercode: BSFA income : Numeric {SR = Admin} S0n pharmaycamercialCH
s el : Levels 1‘ ik \
[BpharmacyNumber : Integer
securityRole : SetRole ] AURConst3 I
BseourityCompartment : SetCompartment e 1.
[WidateContract : Date | \ﬁ -
City (SL=C} Bridge
DataP {SL= §; RS= Pharma, Medication_group {SL= C}
Admin; SC= pharmaC}

Fig. 5. A snowflake representing an instance of SECRDW metamodel at thelltmieh

The fact Sales’rescription is represented in Fig. 5 by means of the STadllesS
Prescription. In this table we represent all its columnsyel as all the information
of associated security, that restrict the access to the able aand its columns. Each
SBase is transformed into a STable, nevertheless, the dsm®rofile is transformed
into the UserProfile table. To represent the relation manayrany between the tables
DataM and Provider we have created a bridge table. The $gaufidrmation (SL, SR
and SC) represented in the table Sahesscription of Fig. 5 constitute instances of the
SecurityProperty class that appears in Fig. 3. This sganfitrmation is modeled at the
logical level in the headline of the own table (see Fig. 5)e $hcurity constraints Secu-
rityRule 1, AuditRule 2, AuthorizationRule 3 and AuditRulghat appear in Fig. 4 are
transformed into instances of the SecurityConstraintsdlaat appears in Fig. 3. These
instances are represented in Fig. 5 by means of UML'’s notistive names ARConst
1, AudConst 2, AURConst 3 and AudConst 4, nevertheless, tertte Fig. 5 more
understandable, we only have showed the attributes of tHeohBt 1 and AudConst 2

classes, which constitute instances of classes that mqresw data types introduced
in Fig. 2.

6.3 Code Example in Oracle DBMS

To finish the case study we show some implementations of theigeaspects modeled
in the SECRDW metamodel that appears in Fig. 5. We have chassion 10 of Oracle
DBMS since it supports security and audit facilities by neafsome of its components
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namely Oracle Label Security (OLS10g), Virtual Private &stses (VPD) and Oracle
Fine-Grained Auditing (FGA). We are going to explain onlg thecurity aspects that
contemplate our extension, for it first we created a secpaticy named 'MyPolicy’
and valid levels, compartments and hierarchical groups.

SET_LEVELS (‘SALAPolicy’, ‘Userl’, TS, 'S, 'S)
SET_GROUPS (‘SALAPoli §
SET COMPARTMENTS

GREATE FUNGTION Funciion () Return LBSGSYS.LABG_LABEL
Ph, Adm’, ‘Ph, Adm’) a) A M Label varchar2(80); b)
althC,

>
3=

P
omercialC’, ‘pharmaf ialC’, ‘pharmaC, healthC, comercialC',) MyL abel:=‘S:Ph,Adm:pharmat. healthC comercialC

SET USER F'RI\/S(SALAP olicy', 1', ‘FULL, WRITEUP, WRITEDOWN, R eturn TO_LBAC_DATA_LABEL (‘MyPolicy’, ‘MyLabel \)
WRITEACROSS')

APPLV _TABLE_POLICY (‘MyPolicy’, ‘Sales_Pre: ‘Scheme’, Function1')

CREATE FUNGTION Funciionz (iype/t t: Varchar2(20))
Roturn LBAGSYS.LBAG LABEL c) d)
il MyL abel varchar2(80);

i (yp eAmount= In e then MyLabel:= ‘Sih.Adm:comercialC’ else
Ph,Adm pharmaC healthC,comercial

Fotu n TO_LBAC_DATA_LABEL (‘MyP

End;
APPLY TABLE_POLICY (‘MyPolicy', ‘Sales_Prescription’, ‘Scheme', ‘Function2)

Fig. 6. Implementing our constraints in Oracle 10g.

In Fig. 6 a) we show how the Userl satisfy the security progeifior the table
SalesPrescription. Fig. 6 b) show how we define and establish tberdgg information
for the table Salefrescription through labeling functions from OLS, althbug not
possible to consider security at the column level. The AREEdnis implemented by
means of the labeling function represented in Fig. 6 c). F@dwaus to define and
implement the AudConst 2 (see Fig. 6d)). In AudConst 2 wetdarplement the log-
Type and logCond 2 because FGA does not allow us, neitherdosehthe audit type
(logType) nor the condition referring to columns from ditat tables (logCond).

7 Conclusions and Future Work

In this work, we have presented an extension of the reldtiggekage of the CWM to
represent at the logical level all the captured securityamit rules during the concep-
tual modeling stage of DWs. This proposal is aligned with MD4th it we contem-
plated security aspects in all design phases of the DWs, tnerRkM, with the proposal
of modeling conceptual based in UML, and its correspondépgesentation at the log-
ical level based on this paper. In order to show the validftpur extension we have
developed a case study to illustrate how we modeled at thealdgvel the security and
audit requirements represented during the conceptual lingdgage. Our immediate
future work consists in implementing an automatic transfation between the PSM
and the implementation level and extending the i* proposaldWs to incorporate
security and audit aspects in the requirement analysisphfd3Ws.
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