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Abstract: Security plays a vital role in the design and practical deployment of distributed applications. All companies
have to repeatedly spend considerable time, capital and effort on the implementation of the security mecha-
nism for their applications, and the result is also unsatisfactory. Nowadays, more and more integrated security
management tools are emerging. If we can properly use these tools in our practical applications, the develop-
ment schedule of applications will be greatly cut down, the cost will be reduced considerably as well as the
security of the applications can be guaranteed. In this paper, we investigate an integrated security management
tool - ManageSecure, present a formal description of the healthcare system requirements. and then describe
how to implement the healthcare system security objectives by means of ManageSecure. The result shows that
the use of the integrated security management tool in the practice application is economical and feasible.

1 INTRODUCTION we can properly use these tools in our practical ap-
plications, the development schedule of applications
J will be greatly cut down, the cost will be reduced con-
Today, Internet has become the forum for intra- and sijderably and the security of the applications can be
inter-organizational interactions. Most distributed ap- guaranteed. In this paper, we present our attempt to
plications are developed in the Internet environment. secure the healthcare system using an integrated secu-
SeCUrlng access .tO SUCh. SyStemS via .lnternet is vital r|ty management tool- ManageSecure (Ka”ar, 2005)
and has become increasingly challenging. Therefore, The remainder of the paper is organized as follows.
security plays a vital role in the design and practi- Section 2 presents a brief overview about ManageSe-
cal deployment of the distributed applications, and cyre. The access control requirements for a medi-
all companies have to repeatedly spend considerableca| practice and hospital environment are described
time, capital and effort on the implementation of the jn Section 3. Section 4 discusses the implementation
Secunty mechanism for their appllcatlons. On the one of the access Contr0| using ManageSecure_ In Sec-

hand, the securing web-based distributed applicationtion 5, the discussion and the concluding remarks are
could be complicated, time-consuming and costly. It presented.

could involve a whole host of security components

and practices, such as managing user authorizations,

implementing single sign-on, creating a web portal,

and managing security resources in the seaurity in- 2 MANAGESECURE OVERVIEW
frastructure. On the other hand, many organizations

lack the resources or the expertise to integrate a com-ManageSecure, developed by Business Networks In-
plete security solution into their specialized products ternational, is an integrated suite of security tools to
and often fail to recognize that they address only a implement a strong security perimeter around web-
subset of the overall web security challenge. Obvi- based applications (Kailar, 2005). This includes the
ously, it is not economical and necessary for every following integrated functions managing system se-
company to design a specified security mechanism curity resources, managing a public key infrastruc-
for each application. Nowadays, more and more in- ture, implementing single sign-on to web-applications
tegrated security management tools are emerging. Ifenterprise-wide, controlling access to web applica-
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tions and monitoring web services and web servers her/his corresponding privileges. Each privilege is
for security. essentially a fine-grained security policy definition,
Because of single sign-on and role-based accessspecifying the web resource (URL), the authentica-
control used in our practical application, we briefly tion level required to access this resource, the client
describe them first in the following sections. IP addresses allowed, and the time ranges that are per-
mitted for accessing this web resource.

2.1 Single Sign-On

Single sign-on to web applications improves userex- 3 ACCESS CONTROL
perience, since the user does not need to remember REQUIREMENTS FOR THE

and present multiple security credentials to different

web servers and applications. When properly imple- HEALTHCARE SYSTEM

mented, it can also enhance security, since a uniform
security policy can be centrally defined and enforced In this section, by means of a first order language
across the enterprise. Standards such as Security As{Bai and Varadharajan, 1997), we introduce a formal
sertion Markup Language (SAML) are designed to description of the access control requirements for a
support federated identities (Cantor et al., 2005), suchmedical practice and a hospital setting given by the
that users can traverse multiple access control do-specification in the reference (Sim, 2002).
mains without re-authenticating.

When a user logs onto a web-server that has a Man-3 1 The Language
ageSecure access control component (plug-in), this
access control component communicates with a back- , . .
end access control server, authenticates the user an&€t L be a sorted first order language with equality,
installs a SAML artifact on the browser session. Once With disjoint sorts forrole, privilege, andobject re-
a SAML artifact is installed as part of the browser ses- SPectively. Assumé has the following vocabulary:
sion, subsequent accesses within the same session t9 Sort role: with role set R, and role variables
other web-servers will use this artifact to retrieve au- 5, .. ..
thorization assertions from the original access control ¥ . . -
server that created the user session. Hence, the uset SOrtprivilege: with privilege setr, and privilege
will not need to authenticate multiple times to access ~ Variablespi,pa,....

multiple web-servers on the corporate network. e Sortobject: with object seD, and object variables
01,02,. ...
2.2 Role-base Access Control e Aternary predicate symbal— holds which takes

arguments asole, privilege and object respec-

Studies by the National Institute of Standards and tively.
Technology (NIST) show that Role Based Access
Control (RBAC) represents a cost-benefit ratio of *
109:1. As per NIST, RBAC maps to organizational-
specific structures in a way that reduces direct and in- e A binary predicate symbofC whose both argu-
direct administrative cost and improves security (Gal- ments are sets.
laher et al., 2002). The RBAC model supports defi-
nition of user roles and mapping roles to privileges in
the system. Object access is defined in terms of priv-
ileges. This provides maximum flexibility in manag- For instance, a fact that a rolehas a privilegep
ing users and resources, and changes to user roles ofor objecto is represented using a ground aters
object sensitivity can be handled easily compared to hold(r, p,0). The set membership is represented as
purely identity based access control. follows: for example, a role; is a member of the

ManageSecure supports two levels of attribute role setR is represented using the formulac R.
mapping. Each user can be mapped to a set of roles In addition, we can represent constraints among
within various administrative domains. Each role and roles authorizations. For example, the rule stating that
domain attribute combination can in turn be mapped for any role and object, if the role is the owner of this
to a set of privileges. object, then the role should have read and write privi-

When a user attempts access to a resource, her/hiseges for that object. This constraint can be defined as
privileges are determined as follows - her/his identity follows:
is first mapped to roles in various domains, and these Vr,o,s —  holds(r,Own,0) A s —
roles and domains combinations are then mapped toholds(r, Read, 0) A s — holds(r, Write, o)

A binary predicate symbok which takes argu-
ments as a variable and a set.

e Logical connectives and punctuation: as usual, in-
cluding equality.

432



DESIGN AND IMPLEMENTATION OF A PRACTICAL SECURE DISTRIBUTED HEALTHCARE APPLICATION

3.2 Access Control Requirements for  of Es as follows:

a Medical Practice e F5; = { Status, Provider, Location of Provider,
Pathology results (in/out), Radiology results

A medical practice is one where a few GPs (with  (in/out), Next appointmeht

_the aid of nurses, pathology collectors and reception- ¢ £, = { Status, Next appointment
ists) work under the same roof and they all share a B - 1D q i f thi ltati R
common intranet with access to a back-end patients’ 4 = 1 Date and time of this consultation, Rea-

database. Such a medical practice may also have &°nS for consultation, Consultation, History, Ob-
specialist section. where specialists like gynaecolo- SETvations, Allergies and sensitivities, Immunisation

gists and cardiologists may come in and see patientsrecord' Medicatiqn, Personal medical history, Pathol-
referred by these GPs at certain times of the week. In ©9Y results, Radiology results ,

a medical practice, the roles dpatients, Reception- In terms of the access control requirements from
ists cum cashiers, Pathology collectors, Nurses, Doc- the real-world medical practice, we only define a few
tors, Practice manager and Medical directofhese malnlgcces-s control policies here:

roles constitute a comprehensive list of roles present  Policy 1 Vr € RAr = 15 C 5~

in a real-world medical practice. Each of these roles holds(r, Create, E1) As — holds(r, write, Ey) s —

has a specific set of privileges on access to an elec-holds(r, Modify, Ey). S
tronic patient record. It shows that a receptionist c&reate an empty

Here, to provide a comprehensive list of access Patient record and havé’rite, Modify access to all

control requirements for all these roles, the electronic 1€1dS OfE1.

patient record is split into four componentersonal Policy 2. vr € RAr = m C s-—
and contact details (Essential), Personal and contact 70lds(r, Read, Ex) A s — holds(r,write, Ex) \ s —
essential (Not that essential), Personal details (clinic 70lds(r, Modify, E).

details), health detail¢Sim, 2002). The way toread  Policy 30 Vr € R A7 = 1 C s -
each of these component Sets is: each entry is called?0lds (1, ead, E3) \s —holds(r, Write, E31) As —
a field within a component, the entries after - are sub- 110lds(r; Modify, Ess).

fields within this field and these are the sub-fields Policy 41 vr € R A7 = 13 C s —
where data are entered into for this field. Here, we holds(r, Read, Ex) A s — holds(r, Read, Ex).
will not introduce these sub-fields due to the length ~ Policy 51 Vr € R Ar = 715 C s —
constraint of the paper. More formally, we give defi- holds(r, Read, Ey) A s — holds(r, Read, E3) N s —
nitions in the light of ManageSecure. holds(r, Read, Ey) A s — holds(r, Write, Ey) s —
All Roles in a medical practice can be defined as a 0lds(r, Modify, Ey).
setR: )
R ={ Patients, Receptionists cum Cashiers, 3.3 Access Control Requirements for
Pathology Collectors, Nurses, Doctors, Practice a Hospital Setting

Manager, Medical Director.
ALL Privileges on access to an patient record can next, in a hospital, the roles that have direct con-
be described as a sét tact with patients’ records aratients, Administra-

P = { Create, Read, Write, Modify. tion officer, Administration head, Finance officer, Fi-

The fields of the first componeRersonal and con-  nance head, Registered nurse, Specialist nurse, Head
tact details (Essentiajan be defined as a skj: nurse, Registrars, Senior Registrars, Consultants and

E, ={ Name, Address, Date of Birth, Phone Num- Head of departmentin this case, because a medical
ber, Payment Method, Data and Time of this Vfisit practice resembles a mini hospital setting, the patient

Similarly, the second component, the third compo- record defined for a medical practice is almost suf-
nent and the fourth component can respectively be de-ficient to be the patient record for a hospital, only 3
fined as a sek,, Es, E;. more fields in the patient record will be added. Here,

E, = { Title, Alias or preferred name, Separate we define them into thBersonal details (hospital re-
Postal Address, Email address, Fax number, Occu- lated)component.

pation, Gender, Marital, Ethnicity, Country of birth, All Roles in a hospital setting can be defined as a
Next of kin, Employer, Family membérs setR’:
E5 ={ Status, Provider, Location of Provider, Pro- R’={ Patients, Administration officer, Administra-

cedures/treatment code, Pathology results (in/out), tion head, Finance officer, Finance head, Registered
Radiology results (in/out), Visit history, Next appoint- nurse, Specialist nurse, Head nurse, Registrars, Se-
ment. nior Registrars, Consultants, Head of departnjent

In addition, in order to describe the access control  The fields of thepersonal details (hospital related)
policies conveniently, we also define the two subsets component can be defined as a Bet
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Es = { Status, Provider, Location of Provider, Access
date of admission, date of discharge, Ward and bed Policies
number, Pathology results (in/out), Radiology results vl LN Rl B c—
(infout), Visit history, Next appointment | Plugin ! Control

Here, we also define the two main access control ——x—=—— | @ | Server

olicies for a hospital setting as follows:
TRy 6 v BoAr o~ wh oo PP | M
holds(r, Read, E1) A\ s — holds(r, Write, E1) A s — Client iHS/ApaChe: oo erve
holds(r, Modify, E1). Browser ® [ o

Vr e R'Ar =rh C s—holds(r, Read, E2) \ s — Client o ©) Electronic Patient
holds(r, Write, E) A s — holds(r, Modify, Es). ren oy Record Storage

Policy 7. Vr € R Ar = 715 C s — | Healthcare |
holds(r, Read, E1) A s — holds(r, Read, E2) A\ s — | System ! Database
holds(r, Read,Es). | === I

Web Server
Figure 1: An Architecture for a healthcare system with
4 IMPLEMENTATION ASPECTS e rsenre,

We created the practical distributed healthcare system

as a Web application, and mapped those roles into (Domain-M and Domain-H) can be defined in the
specific system users. We specified role, session, andoractical distributed healthcare system.

user constraints and also a set of role-based acces
control policies using ManageSecure in our system.
In this section, we outline the high-level architecture
overview of our implementation, as shown in Figure
1, the access control server consults policy reposito-
ries to make centralized access control decisions in
the practical distributed healthcare system. Access
control node (ACN), installed on an IIS web server In the Medical Practice Domaipwe define four ad-

as a pluggable module, acts as a proxy to the practi- ministration roles:MCertAdmin, MRegAdmin, MAu-
cal distributed healthcare system. The ManageSecurethAdmin and MSysAdmiMCertAdminis certificate
plugin intercepts user access, communicates with theauthority and manages and revokes user certificates.
access control server, and handles the user identifi-MRegAdmins web user registration authority and can
cation and authentication. Once the user is logged add a new web user record into the systeMAu-

in, a portal page is displayed. One of the links on thAdminis Web user authorization authority and au-
this portal page is the practical distributed health- thorizes web users to access applicatiohMSysAd-
care system. When the user clicks on this link, the minis a system administrator and performs security
ManageSecure connector interacts with the practical administration functions that are not handled by the
distributed healthcare system. A ManageSecure plu-other roles, such as setting up server, scanning jobs.

gi_n (Java class) is used from within the practical djs— Definition 2 Hospital Setting Domain (Domain-H)
tributed healthcare system, to act as a call-back into  The Hospital Setting Domain can be regarded as
the single sign-on layer, to validate the user session, yjyya| organization related to a real-world hospi-
against the user identity (this is to prevent spoofing (5| setting. It also has four administrative roles that
attacks at the portal). ManageSecure comes W'th,acan perform specific administration functions. This
ready to use connector and the callback Java plugin gjo\s fine-grained separation of responsibilities.
for the practical distributed healthcare system. ) _ ) )

In the Hospital Setting Domainwe also define

. . four administration rolesHAuthAdmin,HRegAdmin,

4.1 ManageSecure Conflguratlon HSysAdmin and HCertAdminThey have the same
functions as the four administration roles in ted-

In ManageSecure, there is a super Administrator ical Practice Domain
(admin). This role is specific to ManageSecure ad-  Next, we log on the Manager Console of Man-
ministration, such as definition of administrative do- ageSecure aMAuthAdmin And Web Roles Web
mains, domain administrators, and configuring server Serversand Web Privilegecan be configured, web
component properties. So we first log on Manager users’ authorization requests are approved, denied or
Console of ManageSecure agmin. Two domains reassigned as well, as shown in Figure 2. Here, we

Definition 1 Medical Practice Domain (Domain-M)
The Medical Practice Domain can be regarded as
a virtual organization related to a real-world medical
practice. It has four administrative roles that can per-
form specific administration functions. This allows
fine-grained separation of responsibilities.
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outline several configuration examples for tedi- ol “
cal practice Domain np ot T

Privileqs ID; {Redistration

Application: Registration Application
Ll ManageSecure {tm): ID=MAuthAdmin Roles=AuthAdmin : Domains=Domain-h © Full Acc... "._]':I;I] Al i :‘v
Sesslon ServerSide  Tools Help Server {werw healtheare.com.au hd

Relative URL (2.9, festhim). |register

Meathod

1| [a]x] 2] 4]

Vieb Servers | Wieb Roles 10| Priviege | Hame | Proto.. | gewer| WAL | Weth
Wieb Privleges | i Registration o ol Wip .. ragisier |-

Ceniraly defing web user
privileges from this tab. You can

|

Client IP [ta2 7188+

Start Time: f09:00:00

End Time: 17.00:00
create naw privilages, and map

privileges to specific security

[ ekt

Minimum Assurance: ihigh

policies based on cligntip vigible to User Ves -
address, lime periods, servers
land urls. w T =
Selectad Record nformation | P I Sl | Hel I
[ Privilege Registration
| Name: |Reqistration Application
Profocol it 3
Server lwirw healihcare com.au . L. : p
URL [raister Figure 3: Web Privilege Configuration.
Method I*
Clignt IP; 1921681211
Start Time; logooon
End Time 170000
Winimum Aithentication Level high i . .
e — ffes ' be mapped to an organizational role. The user will

receive access to operations based on the privileges
mapped by all her/his role. we can create a new role,
for example, receptionist, and then redefine the privi-
leges associated with the role. In addition, a role can
be mapped to more than one privilege.

(L)Web Servers _ (4) Authorizations

Web Servershat are protected using ManageSe-  \when users submit self-registration requests
cure Access Control Nodes can be added to the policy through the web browser, the user registration records

Figure 2:Web RolesWeb ServersandWeb PrivilegeDefi-
nition.

database. In the configure Wieb Serversthe Do- are submitted to the access control database, where it

main Name of the web application server is defined s available for view by the domains registration au-

in detail,e.g. www.healthcare.com.au thority (MAuthAdmin. OnceMAuthAdminapproves
(2)Web Privileges the users, they can start using the web resources us-

Web Privilegesare actually policy definitions, as ing their registered identity. In the meantimdAu-
shown in Figure 3.Web Privilegedo access various  thAdmincan deny or reassign users’ authorizations
web resources can be defined based on the followingin terms of the organizational requirements as well.
criteria: In addition,MAuthAdmincan directly authorize for a

1) Server: To designate the web server’s address. designated user.

2) Relative URL: To designate the application's  Then, we can log on the Manager Console of Man-
URL. It may be a web page file, or a directory. ageSecure dgdRegAdminadd Web user, disable and

3) Client IP Address or Sub-net: To limit access enable web user. Log on the Manager Console of
from a specific IP address, we can specify the entire ManageSecure akISysAdmin we centrally define
IP address. To limit access to a specific subnet, we server names and authentication types, view an enter-
can specify partial IP address. To allow access from prise web access event logs, and also generate reports
any IP address, we can specify this as just *. from these logs, and so on.

4) Access times: By default, if we do not modify
the values, then access time constraints are not en4.2 The Application Customization
forced. However, if a start and end time is defined,
then the resource is protected by this privilege, accessafter the ManageSecure configuration is successfully
to the resource is only permitted within the designated finished, we customize the healthcare system using

period. o _ ManageSecure. Here, we define 4 steps in the follow-
5) Minimum Assurance: Minimum login assur- ing:

ance level required to access this resource has 6 levels (1) Define users for the healthcare system.
(highest, higher, high, medium, low, none). On the one hand, we can log on the Manager Con-
6) Visible to User: If Yes, this resource needs to sole of ManageSecure BRegAdminand add users,
be explicitly displayed to the user as part of the users e.g.,zgan. On the other hand, end-users can register
welcome page. Otherwise, the resource is invisible to themselves as web users using User SelfRegistration
the user. Component of ManageSecure.
(3)Web Roles (2) In terms of the access control policies depicted
Web Rolesare actually organizational roles, and in Section 3, we customize all web pages correspond-
roles are in-turn mapped to privileges. So, a user caning to the policies.
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For example, the policy 1 in Section 3.2, reception- cation function implemented using a combination of
ists haveCreate,Write,Modifyaccess to all fields of client certificate and users passwords. The solution
E4 inthe medical practice, we desiregistation ap-  can greatly simplify implementation and strengthen

plication (register.htm). security.
(3) Define Privilege. Because the security control function is separated
according to the configuration method in Section from the development of application systems, the de-
4.1, we definePrivilege 1D as Registration, Appli- sign of application systems has to adapt to the ac-

cation as Registation applicationRelative URLas cess control requirements and ManageSecure. Here,
/web/registeras shown in Figure 2 and Figure 3. Ac- the number of web application pages is dependent on
cesses are only allowed from the Client IP address the access control policies. Having more access con-
192.168.12.11. Access to this resource is only per- trol polices means there will be more web application
mitted when the receptionist is on duty between 9am pages. However, the result in our practical application
and 5pm, and he/she must use the computer whose IPshows that the use of the integrated security manage-
address is 192.168.12.11. ment tool (ManageSecure) in the practice application
(4) Authorization. is economical and feasible.
Once the userzgan successfully logs on
www.healthcare.com.au from a client, he can
request authorization (access Registration Ap- ACKNOWLEDGEMENTS
plication) from the domain’s registration authority.
After MAuthAdminapprove his request, he can gain
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