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In software and system development, threat analysis, especially scenario analysis to analyze the steps of an

attack, requires a high degree of expertise and long hours of work, which is becoming more and more difficult
in short development time, such as Agile and DevOps. In addition, the increased demand for systems has
created the need for people without enough security expertise to perform threat analysis. In this paper, we
developed COTTAGE, a tool that automatically generates Attack Defense Trees (ADTrees) from CAPEC and
CWE knowledge bases and supports the creation of ADTrees that can be used for tree generation by those
conducting the analysis. Our evaluation with six security novices demonstrated that COTTAGE enabled par-
ticipants to perform threat analysis comparable to expert analysis within 30 minutes, whereas experts typically
required approximately two days. The case study in a DevOps environment further confirmed COTTAGE’s
effectiveness in supporting iterative security analysis through automatically generated reference trees.

1 INTRODUCTION

With cyber attacks increasing by 38% globally in
2023 alone (Check Point Research, 2023), security
threats are becoming more sophisticated and frequent
as digital environments expand. The concept of Se-
curity by Design—considering security during prod-
uct planning and design stages to reduce modifica-
tion costs and ensure safety—has become an essential
paradigm in modern system development (Ross et al.,
2016; Lipner, 2004; OWASP Foundation, 2023; Ku-
mar and Goyal, 2020). To effectively implement Se-
curity by Design, detailed threat analysis must be con-
ducted early in the development lifecycle to identify
potential security vulnerabilities before they become
difficult to address.

However, the rapid evolution of software develop-
ment methodologies has created a fundamental con-
tradiction. While Agile and DevOps approaches ac-
celerate development cycles to meet business de-
mands, the time available for comprehensive security
analysis is compressed. This contradiction is partic-
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ularly challenging amid an expanding security skills
gap, with an estimated shortage of approximately 3.4
million cybersecurity professionals worldwide (ISC?,
2022). As a result, non-security specialists who lack
sufficient expertise to identify complex attack vec-
tors are increasingly responsible for conducting threat
analysis.

In this context, threat analysis of information sys-
tems has become an essential methodology for real-
izing Security by Design, serving as a comprehensive
security assessment process that includes identifying
potential attacks and considering countermeasures.
While there are various threat analysis methods, At-
tack Defense Trees (ADT) are particularly effective as
they can hierarchically structure and visualize attack
scenarios and defense strategies. However, conduct-
ing detailed threat analysis, including ADT, requires
specialized knowledge of attack methods and vulnera-
bilities as well as significant time investment, making
its implementation increasingly difficult in modern
development environments where security experts are
scarce and development cycles are becoming shorter.

This difficulty in implementing threat analysis ap-
pears as a common limitation in existing threat mod-
eling approaches. Manual threat analysis requires
specialized knowledge and significant time invest-
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ment, making it incompatible with shortened devel-
opment schedules(Myrbakken and Colomo-Palacios,
2017). Automated tools often lack contextual aware-
ness, generating generic results that require expert
interpretation. Furthermore, while knowledge bases
such as CAPEC and CWE contain valuable attack pat-
tern information, security novices still find it difficult
to leverage them effectively.

To address these challenges, we propose COT-
TAGE (Collaborative Tool of Threat Analysis Gazes
at Enemies). COTTAGE is an Attack Defense Trees
(ADTrees) (Kordy et al., 2013) generation and man-
agement tool specifically designed to bridge the ex-
pertise gap in threat analysis. COTTAGE leverages
existing security knowledge bases to auto-generate
reusable tree patterns, allowing non-specialists to effi-
ciently analyze and customize system-specific threats.

The main contributions of this research are as fol-
lows:

* We propose and implement COTTAGE, a tool that
automatically generates referenceable ADTrees
from knowledge bases and supports users in
creating them, demonstrating superior efficiency
and analysis accuracy compared to existing tools
through empirical evaluation.

* We design a threat analysis approach specifically
tailored for DevOps environments that require ac-
celerated security assessments without compro-
mising completeness.

* Through user surveys and case studies, we verify
that security novices can use COTTAGE to per-
form effective threat analysis and generate results
comparable to those created by security experts in
significantly less time.

The structure of this paper is as follows. Section 2
provides an overview of related research on threat
analysis efficiency, knowledge base utilization, threat
analysis challenges in DevOps, and existing threat
analysis tools. Section 3 explains the design philoso-
phy and implementation details of the proposed COT-
TAGE tool, including the reference tree generation
methods from CAPEC and CWE. Section 4 presents
an evaluation by experiment participants and com-
pares their results with those of security experts. Sec-
tion 5 verifies the effectiveness of the tool through a
case study in a DevOps environment. Finally, Section
6 discusses the findings, significance, and limitations
of our research.

2 RELATED RESEARCH

With the rise of cybersecurity threats, the impor-
tance of threat analysis in system development has
increased. However, traditional threat analysis meth-
ods require high expertise and substantial time in-
vestments, making them challenging to implement in
rapid development cycles such as Agile and DevOps.
To bridge this gap, various approaches for more effi-
cient threat analysis and knowledge reuse have been
researched. This chapter provides an overview of re-
lated research that forms the foundation of our work.

2.1 Streamlining Threat Analysis

Researchers have proposed several methods to make
threat analysis more efficient. Ivanova et al. (Ivanova
et al., 2015) proposed a system model that can be for-
mally transformed into attack trees. Additionally, Au-
dinot et al. (Audinot et al., 2018) suggested calculat-
ing the costs to attackers during the attack tree genera-
tion process, allowing analysts to focus only on high-
probability scenarios.

Several studies have explored the pattern-based
reuse of attack tree subtrees. Moore et al. (Moore
etal., 2001) proposed finding and abstracting reusable
attack patterns from completed attack trees. However,
these approaches all require manual processes, and
keeping pattern components updated with the latest
threat trends creates a significant burden for practi-
tioners.

2.2 Knowledge Base Utilization in
Threat Analysis

Techniques for leveraging attack pattern databases
such as CAPEC (MITRE Corporation, 2023a) in
threat modeling have also been researched. Li et al.
(Li et al., 2016) developed a model connecting at-
tack patterns with attacker goals and created inference
rules to automatically select attack patterns in con-
text, reducing the burden on security analysts select-
ing from CAPEC. However, the model still requires
manual updates whenever CAPEC is revised, creat-
ing an ongoing maintenance challenge.

Regainia et al. (Regainia and Salva, 2017) pro-
posed linking CAPEC, Common Weakness Enumer-
ation (CWE) (MITRE Corporation, 2023b), and secu-
rity patterns to help software designers select appro-
priate security patterns more efficiently. This proposal
also lacks full automation and requires partial manual
implementation.
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2.3 Security in DevOps

Kumar et al. proposed an integrated security model
(ADOC) that integrates development, security, and
operations through security management automation.
While their research has similar aims to ours, the pro-
posed ADOC remains a conceptual workflow model
that requires more concrete modeling for practical im-
plementation (Kumar and Goyal, 2020). Mohan et
al. proposed automation of the deployment process in
DevSecOps (Mohan et al., 2018). Casola et al. pro-
posed a methodology for integrating security into De-
vOps using a Security-by-Design approach (Casola
et al., 2020), but there is little mention of the rela-
tionship between operations and development neces-
sary for solving our research problem, or of making
threat analysis more efficient. Gennari-Cartuan and
Goya proposed a security framework applying De-
vSecOps (Carturan and Goya, 2019), while Lee et
al. researched implementing DevSecOps across dif-
ferent groups (Lee, 2018). These studies do not ad-
dress the conflict between rapid development and se-
curity requirements, or the collaboration between op-
erations and development. Diaz et al. proposed a se-
curity monitoring infrastructure for continuous feed-
back from operations to development (Diaz et al.,
2019). Their research can be utilized in the section
of our research that involves detecting threats and
anomalies from log traces (application logs). Rahman
et al. addressed the problem of insufficient security in
Agile, but their approach attempts to solve it by in-
tegrating security experience and skills of personnel
(Rahman and Williams, 2016).

2.4 Our Previous Research and the
Position of This Study

As direct predecessors to this research, we have
worked on several aspects of security threat analy-
sis. Okubo et al. (Okubo and Kaiya, 2022) addressed
the contradictory requirements between rapid devel-
opment in DevOps and comprehensive security analy-
sis by proposing an ADTrees-based analysis method.
This method used anomalies detected in the opera-
tional phase as starting points and leveraged knowl-
edge bases like CAPEC and CWE to efficiently iden-
tify related vulnerabilities and attack methods. While
case studies demonstrated the effectiveness of this ap-
proach, the need for practical tool implementation and
empirical evaluation was also identified.

To facilitate the use of attack pattern knowledge,
Oya et al. (Masaki Oya and Okubo, 2025) devel-
oped "FRAT,” a framework for automatically classi-
fying CAPEC attack patterns into Attack Trees, and
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"RATTATA,” a tool that supports the creation of At-
tack Trees by reusing these trees and previously cre-
ated trees. While these tools contributed to more effi-
cient threat analysis, evaluation revealed several chal-
lenges:

1. The information derived from automatically clas-
sified trees was limited, requiring more compre-
hensive information provision

2. The search functionality only supported English
attack pattern names, making it difficult to use for
non-English speakers

3. There was insufficient support for continuous
threat analysis in iterative development environ-
ments like DevOps

Beyond our prior research, Kordy et al. (Kordy
et al., ) developed and published a tool for generat-
ing ADTrees, but updates ceased in 2015, making it
unable to incorporate recent threat information.

This research aims to comprehensively address
these challenges through COTTAGE (Collaborative
Tool of Threat Analysis Gazes at Enemies), an Attack
Defense Trees creation tool. COTTAGE builds upon
our previous work, enabling even those with limited
security expertise to perform high-quality threat anal-
ysis in short timeframes.

3 PROPOSED METHOD

COTTAGE enhances the automatic generation of
ADTrees by utilizing not only the CAPEC attack pat-
tern knowledge base from our previous research but
also the CWE vulnerability knowledge base. CAPEC
and CWE contain cross-references—documenting
vulnerabilities exploited by each attack pattern and
attack patterns that can arise from each vulnera-
bility—enabling more comprehensive threat analysis
when integrated.

As shown in Figure 1, we have implemented three
types of referenceable tree structures in COTTAGE:

1. CAPEC Reference Trees - placing attack pattern
names at the top with prerequisites and mitiga-
tions below

2. CWE Reference Trees - placing vulnerability
names at the top with mitigations below

3. CAPEC-CWE Integrated Trees - combining at-
tack patterns with related vulnerability informa-
tion

This approach is particularly valuable in DevOps en-
vironments where, as demonstrated in our previous
research (Okubo and Kaiya, 2022), operations teams
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need to investigate detected attacks using CAPEC to
discover potential vulnerabilities or examine identi-
fied vulnerabilities to understand possible attack pat-
terns. Additionally, multilingual support makes secu-
rity knowledge accessible to practitioners worldwide.

The following sections detail the automatic gener-
ation process for each type of reference tree in COT-
TAGE.

3.1 CAPEC Reference Tree Creation
Process

The procedure for creating referenceable Attack De-
fense Trees from CAPEC follows these steps:

1. Download the latest attack pattern information
from CAPEC in XML format.

2. Extract ”"Name,” “Description,” “Prerequisites,”
and ”"Mitigations” text from each attack pattern.

3. Split the "Prerequisites” text so that each condi-
tion appears in a separate statement.

4. Translate the text.

5. Create nodes using the translated ”Name,” ~’Pre-
requisites,” and "Mitigations.”

6. Set "Name” as the parent node and connect all
“Prerequisites” and “Mitigations” as child nodes
with AND connections.

7. Include “Description” as supplementary informa-
tion.

Unlike Oya’s research (Masaki Oya and Okubo,
2025), our approach does not classify “Prerequisites”
into “attack subjects” (enemy actions) and “attack tar-
gets” (our system state).

Below is an example of converting "CWE-1007:
Insufficient Visual Distinction of Homoglyphs Pre-
sented to User” into a tree component. The results
after translation in step 4 are as follows:

e Name: Insufficient Visual Distinction of Homo-
glyphs Presented to User

* Description: This product displays information or
identifiers to a user, but the display mechanism
does not make it easy for the user to distinguish
between visually similar or identical glyphs (ho-
moglyphs), which may cause the user to misinter-
pret a glyph and perform an unintended, insecure
action.

* Mitigation 1:
Implementation
Use a browser that displays Punycode for IDNs
in the URL and status bars, or which color codes
various scripts in URLs.

Due to the dangers of homoglyph attacks, several
browsers now protect against these attacks by us-
ing Punycode.

» Mitigation 2:

Implementation

Use an email client with strict filters that prevents
messages with mixed character sets from entering
the user’s inbox.

Some email clients like Google’s Gmail prevent
the use of non-Latin characters in email addresses
or links within emails.

Finally, as shown in Figure 1, the vulnerability
name “Name” is placed at the top, with “Poten-
tial Mitigations” arranged underneath to create the
CAPEC reference tree.

3.2 CWE Reference Tree Creation
Process

The procedure for creating referenceable Attack De-
fense Trees from CWE follows these steps:

1. Download the latest vulnerability information
from the CWE site in XML format.

2. Extract “Name,” “Description,” and “Poten-
tial_Mitigations” text from each vulnerability.

3. Summarize "Potential_Mitigations” text if it is too
lengthy.

4. Translate the text.

5. Create nodes using the translated “Name” and
”Potential_Mitigations.”

6. Set "Name” as the parent node and connect all
“Potential Mitigations” as child nodes with AND
connections.

7. Include "Description” as supplementary informa-
tion.

Below is an example of converting "CWE-1007:
Insufficient Visual Distinction of Homoglyphs Pre-
sented to User” into a tree component.

Step 2 extraction results in the following texts.
The vulnerability name “Name” is taken from the
Name attribute of the Weakness tag, “Descrip-
tion” is taken directly from the text, and “Poten-
tial_Mitigations” consists of individual “Mitigation”
entries, each containing a ”Phase” indicating when in
development the mitigation can be applied and a ”De-
scription” of the specific countermeasure. For read-
ability, we decompose “Potential_Mitigations” by in-
dividual "Mitigation” entries.

e Name: Insufficient Visual Distinction of Homo-
glyphs Presented to User
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Figure 1: Conceptual Architecture of Referenceable Tree Structures in COTTAGE.

* Description: The product displays information or
identifiers to a user, but the display mechanism
does not make it easy for the user to distinguish
between visually similar or identical glyphs (ho-
moglyphs), which may cause the user to misinter-
pret a glyph and perform an unintended, insecure
action.

* Mitigation_No.1:
Implementation
Use a browser that displays Punycode for IDNs in
the URL and status bars, or which color code var-
ious scripts in URLs.
Due to the prominence of homoglyph attacks,
several browsers now help safeguard against this
attack via the use of Punycode. For example,
Mozilla Firefox and Google Chrome will display
IDNs as Punycode if top-level domains do not
restrict which characters can be used in domain
names or if labels mix scripts for different lan-
guages.

Mitigation_No.2:

Implementation

Use an email client that has strict filters and pre-
vents messages that mix character sets to end up
in a user’s inbox.

Certain email clients such as Google’s GMail
prevent the use of non-Latin characters in email
addresses or in links contained within emails.
This helps prevent homoglyph attacks by flagging
these emails and redirecting them to a user’s spam
folder.

In step 3, we summarize “Mitigation” texts that are
excessively long, as CWE entries often contain de-
tailed explanations that could affect the readability of
the entire tree. We use a document summarization
library to shorten texts while preserving their mean-
ing. Our guideline is to summarize texts with more
than 250 characters (excluding spaces) to under 250
characters. Below is an example of summarizing Mit-
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igation_No.1:

» Mitigation_No.1 original text (character count ex-
cluding spaces):
Implementation(14 characters)
Use a browser that displays Punycode for IDNs in
the URL and status bars, or which color code var-
ious scripts in URLs.(97 characters)
Due to the prominence of homoglyph attacks,
several browsers now help safeguard against this
attack via the use of Punycode. For example,
Mozilla Firefox and Google Chrome will display
IDNs as Punycode if top-level domains do not
restrict which characters can be used in domain
names or if labels mix scripts for different lan-
guages.(280 characters)
In this case, "Due to the prom...” is summarized.

e After summarization (character count):
“Implementation” and “Use a browser. .. " remain
unchanged
Due to the prominence of homoglyph attacks, sev-
eral browsers now help safeguard against this at-
tack via the use of Punycode.(105 characters)

Step 4 involves translating each text into the target
language.

Finally, steps 5 and 6 arrange the attack pattern
name “Name,” prerequisites ~’Prerequisites,” and mit-
igations “Mitigations” as shown in Figure 1, with
”Name” at the apex and “Prerequisites” and "Mitiga-
tions” placed in parallel.

Unlike Oya’s research (Masaki Oya and Okubo,
2025), we do not classify “Prerequisites” into “attack
subjects” (enemy actions) and “attack targets” (our
system state). We decided to include attack targets
in the tree, considering that information about imple-
mented rules and mechanisms and what has been im-
plemented is important for threat analysis.



COTTAGE: Supporting Threat Analysis for Security Novices with Auto-Generated Attack Defense Trees

3.3 Tree Integration

The CAPEC-CWE integrated trees are created based
on information extracted in Sections 3.2 and 3.1. The
specific procedure is as follows:

1. Extract related attack pattern IDs ("Related At-
tack Patterns”) from the CWE XML file.

2. Aggregate by the extracted attack pattern IDs.

3. Connect CWE reference trees associated with the
attack pattern IDs to the trees created in Section
3.1 using AND connections.

4 EVALUATION

This chapter discusses the evaluation of the proposed
COTTAGE tool. We first explain the evaluation de-
sign and methodology, followed by quantitative and
qualitative evaluation results.

4.1 Evaluation Design and Methodology

To evaluate the effectiveness of COTTAGE, we con-
ducted an experiment with six students from the Insti-
tute of Information Security. Participants were asked
to perform threat analysis tasks under the following
three conditions:

1. Using only the tree creation functionality of COT-
TAGE with a general search engine (Search+UTI)

2. Using FRAT&RATTATA
3. Using COTTAGE

To compare analysis results, we specified three threat
types as top nodes for the threat analysis trees: “im-
personation,” “denial of service,” and “personal in-
formation leakage.” The tools, threats to be analyzed,
and the order of use were varied for each participant
to minimize bias.

For the target system, we selected a require-
ments definition document for a microchip registra-
tion web application procured by a Japanese govern-
ment agency (Ministry of the Environment of Japan,
2023). This document was chosen because it included
use cases and was relatively easy to understand in
terms of system specifications.

Each participant was given 30 minutes to perform
threat analysis, and we evaluated both the number
of nodes in the created ADTrees and the qualitative
aspects of the analysis. We also compared the par-
ticipants’ results with ADTrees created by a security
expert without using COTTAGE to verify the differ-
ences between novices and experts.

4.2 Quantitative Evaluation Results

Table 1 shows the aggregated number of nodes cre-
ated with each tool. Participants A and C created
a large number of nodes when using COTTAGE, as
they efficiently utilized the citation feature, resulting
in a high total number of trees.

Table 1: Comparison of total number of nodes.
ID Search+UI FRAT&RATTATA COTTAGE

A 27 38 162
B 33 18 38
C 24 8 130
D 10 22 41
E 20 23 29
F 24 14 16

For statistical analysis of the collected data, we
first performed the Shapiro-Wilk test, which con-
firmed that the data followed a normal distribution.
However, the Bartlett test did not confirm homogene-
ity of variance. Although analysis of variance did
not show statistically significant differences, with a p-
value of approximately 0.056, we performed Tukey’s
multiple comparison test to compare the tools. The
results showed that COTTAGE had a p-value of ap-
proximately 0.08 compared to FRAT&RATTATA and
about 0.1 compared to Search+UI. Despite the small
sample size, these low values suggest that COTTAGE
is superior as a threat analysis creation tool.

Table 2 compares the number of trees created by
participants for each threat type with those created
by a security expert who did not use COTTAGE. For
convenience, IDs in the table are defined as 1 for the
analysis result with the highest number of trees and
2 for the one with fewer trees. The security expert’s
(Pro) trees omitted recurring parts, but apart from par-
ticipants who heavily utilized citation, there was no
significant difference in numbers. It is noteworthy
that while the security expert spent approximately two
days creating the trees, participants completed their
analysis within a 30-minute time limit. This suggests
that COTTAGE significantly contributes to the rapid
identification of threats.

Table 2: Comparison of node counts by threat type.
Info. Theft DoS

ID  Impersonation

1 162 130 29
2 41 38 16
Pro 56 49 13
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4.3 Qualitative Evaluation Results

Qualitative comparison of the analysis content for
each threat type revealed interesting patterns.

For ”impersonation,” participants’ trees identified
voice phishing as a threat, which was overlooked in
the expert’s analysis. This indicates that knowledge
base-derived reference trees can help prevent over-
sight of specific threat scenarios.

For “information theft,” there were many com-
monalities in technical threats such as SQL injection
between participant and expert analyses. However,
internal threats such as embedding malicious code
during development were not derived in the partici-
pants’ analyses. This may be attributed to the con-
tent of the knowledge base or the participants’ secu-
rity awareness.

For “denial of service,” mitigation methods such
as implementing load balancing mechanisms were
largely consistent. However, threats such as session
hijacking and service denial through malware infec-
tion, which were derived in the expert’s analysis, were
not identified in the participants’ analyses using COT-
TAGE. The causes of these differences require further
investigation.

In post-experiment surveys and interviews, par-
ticipants provided positive feedback regarding COT-
TAGE’s usability and efficiency. Several mentioned
that the knowledge base citation feature helped pro-
mote learning and understanding for beginners. On
the other hand, some challenges were also identified,
such as difficulty in selecting appropriate results when
search results were too numerous.

S PRACTICAL APPLICATIONS
AND EFFECTIVENESS
VALIDATION

This chapter describes a case study that verifies the
effectiveness of COTTAGE in a DevOps environment
as a practical application example, and discusses its
potential for use in professional settings.

5.1 Applying COTTAGE in DevOps
Environments

To verify whether COTTAGE functions effectively in
DevOps environments, we reproduced and evaluated
a case study previously conducted by Okubo et al.
(Okubo and Kaiya, 2022).

The verification items for this case study were the
following two points:
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1. Can reference trees support ADTrees analysis?

2. Is COTTAGE effective in DevOps environments,
and are there any challenges?

In the research by Okubo et al. (Okubo and Kaiya,
2022), a document sharing system for sharing drafts
of entrance examination questions in a university un-
dergraduate program was used as a case study, and
analysis using misuse cases and ADTrees was pro-
posed. In our research, we implemented five of the
seven situations from that case study:

* Devl (Development): A simple implementation
where the developer assumes the system will only
be used on a secure campus network. Anyone
can upload and download manuscripts without
personal identification or authentication, although
operation logs are recorded.

* Opsl (Operation): Log analysis reveals that, con-
trary to assumptions, the system is being accessed
from off-campus networks and operated during
nighttime and outside business hours. Issues aris-
ing from this deviation from assumptions are dis-
covered. Therefore, threat analysis is conducted,
and new requirements for system access are iden-
tified for the developers. Threats such as imper-
sonation and information leakage are identified.

* Dev2 (Development): Development is carried out
based on Opsl requirements. Countermeasures
are implemented against the identified threats, in-
cluding login functionality with personal verifica-
tion and authentication based on two roles (pro-
fessors and staff), logout functionality, and com-
munication path encryption.

e Ops2 (Operation): Logs indicate that professor
accounts are being used by multiple users, each
accessing from different locations (access points).
Also, when a user logs in once and then does not
perform any operations for hours or days, the ses-
sion enters a paused state, but after this paused
state continues for a certain period, the same user
begins operating again.

* Dev3 (Development): Similarly, development is
carried out to meet the requirements from Ops2.
The developer introduces session timeout to mit-
igate the threat of session hijacking using replay
techniques. A function for updating user pass-
words from the system is added.

Figure 2 shows the ADTrees created by Okubo et
al. (Okubo and Kaiya, 2022) reproduced using COT-
TAGE.
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Figure 2: ADTrees created by Okubo et al. in their case study.

5.2 Practical Effectiveness

The trees created in this case study did not exactly
match those in (Okubo and Kaiya, 2022), but they
were able to derive effective mitigation strategies such
as multi-factor authentication, password recovery im-
plementation, and encrypted communication. There-
fore, we can evaluate that reference trees can effec-
tively support the creation of ADTrees.

In the research by Okubo et al. (Okubo and Kaiya,
2022), they expected to reduce the effort of threat
analysis by constructing ADTrees from logs gener-
ated during operation and taking the difference from
the previous trees. This expectation was confirmed
in the interaction between Ops2 and Dev3, where if
the operations team could identify vulnerabilities that
occurred in Ops2 and add them to the tree, the devel-
opment team could compare with previously created
trees to identify new features and potential attacks,
and consider effective mitigation strategies.

A noteworthy point is that in this case study, even
when creating trees by searching from COTTAGE’s
reference trees using given terms and avoiding unfa-
miliar terms in the results, a certain level of security
could be ensured. This indicates that the tool con-
tributes to the efficiency of tree creation.

From these evaluation results, we conclude that
COTTAGE is particularly effective in DevOps envi-
ronments. In the rapid and iterative development cy-
cles characteristic of DevOps, COTTAGE provides
practical value in the following ways:

1. It enables efficient identification of related attack
patterns based on vulnerabilities and anomalies
discovered in the operation phase

2. It allows for efficient consideration of new threats
and countermeasures based on ADTrees created
in previous development cycles

3. Itenables appropriate threat analysis using knowl-
edge bases even for team members with insuffi-
cient security knowledge

It was also suggested that COTTAGE could be an ef-
fective tool in development methodologies other than
DevOps, particularly in development teams lacking
security experts or in situations requiring threat anal-
ysis in a short period.

6 DISCUSSION

This chapter discusses the insights and significance
obtained through the development and evaluation of
COTTAGE, its limitations and challenges, and future
research directions.

6.1 Key Findings and Significance

This research proposed and implemented the Attack
Defense Trees creation tool COTTAGE with the aim
of overcoming the weaknesses of FRAT and RAT-
TATA, accommodating a wider range of development
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methodologies, and creating a more user-friendly tool
for beginners. We achieved the following results:

* Support for DevOps
» Expansion of knowledge bases for reference trees
» Improvement of reference tree searchability

* Development and release of an ADTrees creation
tool (COTTAGE)

Regarding DevOps support, we added CWE to the
searchable knowledge bases, allowing operations
teams to identify vulnerabilities and developers to
search for anticipated attack patterns using CAPEC
reference trees. This reduced the time required to cre-
ate ADTrees and enabled even beginners to perform
threat analysis in DevOps environments.

For knowledge base expansion, we newly added
the CWE vulnerability knowledge base. In the au-
tomatic classification framework (FRAT) created by
Oya, 58.1% of reference trees contained only attack
pattern names. Our improvements allow users to ob-
tain additional information from reference trees for all
but 56 attack patterns (approximately 10% of the total
549 patterns) that lack both ”Prerequisites” and “Mit-
igations.”

Regarding search improvement, we enhanced the
tool’s searchability by enabling searches from mul-
tilingual pattern names and descriptions, rather than
only from English attack pattern names.

Additionally, to help beginners easily perform
ADTrees threat analysis, COTTAGE uses reference
trees created from knowledge bases without classify-
ing mitigations and prerequisites using Bayesian clas-
sifiers as in FRAT. As a result, the speed of automatic
reference tree generation was significantly improved
from approximately 1 hour with FRAT to about 30
seconds with COTTAGE in the same environment.

These achievements have demonstrated that COT-
TAGE is a valuable tool that enables security novices
to efficiently perform high-quality threat analysis,
particularly in rapid development environments such
as DevOps.

6.2 Limitations and Challenges

Through the evaluation and verification of COT-
TAGE, several limitations and challenges were also
identified.

In post-survey interviews, some participants men-
tioned that the search results for attack patterns were
too numerous. This may have highlighted the diffi-
culty in determining what poses a threat to their sys-
tem and what should be applied, now that more pat-
terns can be cited from knowledge bases.
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There was also feedback about wanting to stan-
dardize the abstraction level of reference trees. We
believe this could be addressed with minor modi-
fications to COTTAGE by displaying search results
categorized by abstraction level, allowing users to
use high-abstraction reference trees in basic design
and low-abstraction reference trees in detailed design
stages, without modifying the knowledge bases.

A technical challenge is that COTTAGE retrieves
text from knowledge base XML files, but encounters
issues extracting text from tabs with standalone mean-
ings, as shown by the red line in Figure 3.

In the current implementation, this problem is re-
solved by visually identifying the two attack patterns
where this issue occurs and removing the failing parts
before generating the attack patterns. However, this
approach cannot accommodate a larger number of
registered attack patterns. This is partly an issue with
the library being used, but there is a need to mod-
ify the system to retrieve text from CSV format files
instead for more accurate text extraction. However,
CSV format files lack information needed for text ap-
pearance, such as ul tags for bullet points, so imple-
mentation decisions must be made between prioritiz-
ing information accuracy or appearance.

7 CONCLUSION

7.1 Summary of Contributions

In this research, we developed "COTTAGE,” a tool
that enables even security novices to perform effec-
tive threat analysis in modern software environments
where rapid development cycles are required. COT-
TAGE integrates two major security knowledge bases,
CAPEC and CWE, to support the creation of Attack
Defense Trees (ADTrees).

The main contributions of this research can be
summarized in the following three points:

* We proposed and implemented COTTAGE, which
automatically generates referenceable ADTrees
from knowledge bases, and demonstrated its su-
periority in efficiency and analysis accuracy com-
pared to existing tools through empirical evalua-
tion.

e We designed a threat analysis approach specif-
ically tailored for DevOps environments, and
demonstrated its effectiveness through case stud-
ies.

* Through user surveys, we verified that security
novices can perform high-quality threat analysis
in a short time.
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<Attack_Pattern ID="42" Name="MIME Conversion" Abstraction="Detailed" Status="Draft">
<Description>An attacker exploits a weakness in the MIME conversion routine to cause a buffer overflow and gain control over the m

<Prerequisites>

<Prerequisite>The target system uses a mail server.</Prerequisite>
<Prerequisite>Mail server vendor has not released a patch for the MIME conversion routine, the patch itself has a security hole

</Prerequisites>
<Mitigations>

<Mitigation>Stay up to date with third party vendor patches</Mitigation>

<Mitigation>

<xhtml:p>Disable the 7 to 8 bit conversion. This can be done by removing the F=9 flag from all Mailer specifications in the
<xhtml:p>For example, a sendmail.cf file with these changes applied should look similar to (depending on your system and con
<xhtml:div style="margin-left:18px;" class="informative">Mlocal, P=/usr/libexec/mail.local, F=1sDFMAw5:/|@qrmn, S=18/38, R=2

<xhtml:br/>Mprog, P=/bin/sh, F=1sDFMoqeu, S=10/3@, R=20/4@,<xhtml:div style="margin-left:1@px;">D=$z:/,<xhtml:br/>T=X-Uni

</xhtml:div>

<xhtml:p> can be achieved forThis the "Mlocal" and "Mprog" Mailers by modifying the ".mc" file to include the following line|
<xhtml:div style="margin-left:1@px;" class="informative">define( LOCAL_MAILER_FLAGS',<xhtml:div style="margin-left:1@px;">if|

</xhtml:div>
<xhtml:br/>define(  LOCAL_SHELL_FLAGS",

<xhtml:div style="margin-left:1epx;">ifdef( LOCAL_SHELL_FLAGS',

<xhtml:div s
<xhtml:br/> eu"))

="margin-left:1@px;"> translit(LOCAL_SHELL_FLAGS, "9')",

Figure 3: Example of failure in extracting text from attack pattern information (part of attack pattern ID: 42).

From the results of our evaluation experiments and
case studies, it became clear that COTTAGE provides
practical value, especially in environments lacking se-
curity experts and in rapid development cycles. By
addressing the challenges detailed in Chapter 6 and
pursuing the future research directions outlined be-
low, COTTAGE is expected to evolve further and con-
tribute to secure system development.

7.2 Future Research Directions

Based on the challenges identified in this research and
the results of practical applications, we suggest the
following future research directions.

First, functionality extensions for optimizing
search results could be implemented. Features such
as displaying search results categorized by abstraction
level and filtering based on system context would help
users efficiently select appropriate reference trees.

Second, implementing management functions for
tree reference history from previous development cy-
cles could further improve analysis consistency and
efficiency. This is particularly important in DevOps
environments, where development and operation cy-
cles rotate rapidly, making efficient reference to and
utilization of past analysis results essential.

Third, integration with Large Language Models
(LLMs) shows promise for improving the accuracy
of automatic tree generation and enhancement. Us-
ing LLMs could enable more appropriate attack pat-
tern recommendations from natural language threat
descriptions and contextual mitigation proposals.

Furthermore, automation of continuous updates
and expansion of knowledge bases is an important re-
search challenge. Since CAPEC and CWE are up-
dated periodically, a mechanism to automatically re-
flect these updates in COTTAGE’s reference trees is

necessary.

Through these future research directions, COT-
TAGE can evolve into a more user-friendly and effec-
tive threat analysis tool, further enhancing its value
as a practical solution to the real-world challenge of
security expert shortages in the industry.
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