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Abstract: This paper describes the design and implementation of a multi-network server application for smartly tracking
cold chain based on the LoRaWAN technology. The system aims to solve logistics challenges in remote areas
by using IoT technologies to monitor and manage the conditions of perishable goods during transportation,
ensuring their quality and safety. The proposed solution encompasses various sensor types and integrates mul-
tiple network providers to improve coverage, aiming to support decision-makers in public-private partnerships
when addressing social issues in outlying regions. The study compares the simulation of antenna coverage
with the effective distance from the gateway that receives the signal. Field tests in the Netherlands demon-
strate the system’s effectiveness in real-world scenarios, showing features such as GPS-free geolocation by
multilateration, long-range communication, and the potential for applying our solution in other domains be-
yond cold chain logistics.

1 INTRODUCTION

The term Internet of Things (IoT), coined by Kevin
Ashton in 1999 (Ashton et al., 2009), refers to a net-
work of pervasive devices embedded with sensors,
software, and other technologies to collect and ex-
change data. IoT significantly transformed various
application domains, such as smart homes, industrial
automation, healthcare, and environmental monitor-
ing, by enabling unprecedented levels of efficiency,
automation, and data-driven decision-making (Atzori
et al., 2010).

One critical application domain of IoT is cold
chain logistics, where IoT solutions help ensure the
integrity and safety of temperature-sensitive products
such as pharmaceuticals, food, and chemicals. IoT
enhances cold chain management by providing real-
time monitoring and data analytics, which in turn
helps maintain product quality and comply with regu-
latory standards (Badia-Melis et al., 2018; Aung and
Chang, 2014).

The cold chain logistics sector faces significant
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challenges, particularly in remote areas where main-
taining the required temperature conditions for sen-
sitive products is arduous due to energy restrictions
and lack of network connectivity (Badia-Melis et al.,
2018). For example, the antivenom distribution in the
Amazon region (Fan and Monteiro, 2018) is a con-
crete case in which cellular connectivity is often spo-
radic or non-existent, hindering real-time monitoring
and data transmission, and leading to delays in iden-
tifying and addressing temperature oscillations. The
Internet penetration in Brazilian rural areas is around
34%, compared to 65% of the urban regions, mainly
due to the high investment per covered inhabitant and
revenue uncertainty from Mobile Network Operators
(MNO) (Cavalcante et al., 2021). Addressing these
challenges requires innovative solutions that operate
efficiently under energy constraints and provide re-
liable communication in areas with limited network
infrastructure.

Designed for low-power wide-area communica-
tion, LoRaWAN (Long Range Wide Area Network) is
a network protocol that enables long-range data trans-
mission with minimal energy consumption, making
it appropriate for IoT applications in locations with
limited access to power and connectivity (Centenaro
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et al., 2016). Its robust network architecture operating
in a license-free band allows for scalable deployment,
accommodating thousands of connected devices and
facilitating comprehensive environmental monitoring
in remote cold chain logistics (Vangelista et al., 2015).
Additionally, the total daily cost for an increasing
number of devices is lower than that of cellular pro-
tocol alternatives due to their subscription costs and
private infrastructure (Frangoudis et al., 2021).

In our research, we identified gaps in related de-
signs that employ LoRaWAN in cold chain logistics
scenarios, developed a multi-network server applica-
tion that aims to fill some of these breaches in remote
locations, and deployed and evaluated a prototype of
this application in the field. In our multi-network ap-
proach, in which several LoRaWAN network servers
are applied, we sought to enhance network coverage
by leveraging existing infrastructure provided by the
public LoRaWAN Network Operator (LoRa Alliance,
2024) and private networks. Moreover, we applied
the LoRaWAN geolocation capabilities without using
Global Positioning Systems (GPS).

This paper is further structured as follows: Sec-
tion 2 details our research methodology; Section 3
describes the most relevant related work; Section 4
presents an overview of the leading technologies em-
ployed in this work; Section 5 describes the design
of the system developed in this study; Section 6
presents tests and validation of our system; Section 7
concludes the paper by discussing our contributions,
the remaining challenges, and some topics for future
work.

2 RESEARCH METHODOLOGY

In this research we followed the Design Science
Methodology (DSM) (Wieringa, 2014). Figure 1
shows the framework used, which considers two main
activities: (a) designing an artefact and (b) empiri-
cally investigating its effects in a problem context. By
building a multi-network LoRaWAN application, we
aim to improve cold chain tracking while satisfying
long-range communication, condition breach detec-
tion, and GPS-free geolocation. Our application aims
to help governments establish public-private partner-
ships (PPP), investing in private LoRaWAN deploy-
ments while taking advantage of existing infrastruc-
ture from different network providers, enabling con-
tinuous cold chain tracking in remote areas with a
cost-effective technology (Frangoudis et al., 2021).

Our artefact has been conceived in a Design Cy-
cle consisting of three tasks: 1. Problem Investiga-
tion: to capture stakeholder objectives and identify

Social Context
Stakeholders: government, health care agents, network providers

Design Science

Knowledge context
Existing designs, state of the art, common sense

Artefact Investigation

Figure 1: A Framework for Design Science (adapted from
(Wieringa, 2014)).

the challenges faced in tracking the cold chain in re-
mote regions; 2. Treatment Design: to design the Lo-
RaWAN application to improve cold chain tracking
in remote areas with sparse network coverage; and 3.
Treatment Validation: to evaluate the effects caused
by our LoRaWAN application in the context of cold
chain tracking. The Treatment Validation task could
trigger a new iteration of the Design Cycle, as shown
in Figure 2. We used an agile development approach
to gradually design, implement, and evaluate our ap-
plication throughout the design cycle.

Problem
Investigation

Treatment
Design

Treatment
Validation

1

2

3

Figure 2: The Design Cycle tasks.

According to (Wieringa, 2014), the Design Cycle
is part of a more comprehensive flow called the Engi-
neering Cycle, which also encompasses the additional
Treatment Implementation and Treatment Evaluation
tasks to validate the application of the artefact in a
real-world scenario and use and evaluate it with the
interested parties. Since we only validated our appli-
cation in experimental settings, these tasks were out
of the scope of our research project.

In the Problem Investigation task, we first con-
ducted a Systematic Literature Review (SLR) (Garcia
and de Souza, 2023) of IoT applications and technolo-
gies for cold chain tracking. In this SLR, we identi-
fied the lack of network infrastructure that supports
the distribution of cold chain goods, especially due to
the low Return on Investment (RoI) for telecom com-
panies, considering the population density in remote
areas. Moreover, we also learned how low-power
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wide-area network (LPWAN) technologies such as
LoRaWAN offer appropriate capabilities in resource-
constrained contexts. Next, we conducted a compre-
hensive literature review of this technology to identify
its potential role as part of a solution. Although many
applications employ this technology, they do not ex-
ploit some aspects, especially the hybrid networking
capability.

In the Treatment Design task, we developed a
multi-network LoRaWAN application named Cold
Chain Tracking (CCT), which includes hardware pro-
totypes, the communication layer, and a web ap-
plication. The Treatment Validation comprises a
Single-Case Mechanism and a Scale-Up Experiment
(Wieringa, 2014). We first tested our application in
the field with different routes and transport modes,
validating the fulfilment of the requirements defined
before. Finally, we scaled up to more realistic con-
ditions via load tests to assess the robustness of the
application.

3 RELATED WORK

Our previous study (Garcia and de Souza, 2023) high-
lights several IoT applications and technologies for
cold chain vaccine tracking through an SLR. Among
them, in (Lawrence et al., 2018) LoRaWAN and IoT
are applied to support the health sector in Kikwit,
Democratic Republic of the Congo. The authors
implement a mesh network in a real-world applica-
tion, demonstrating the suitability of the protocol in
resource-limited contexts and areas with poor infras-
tructure. They mention the difficulties in finding suit-
able high-altitude locations to install gateways in an
ad-hoc manner and the lack of financial support at na-
tional or regional levels to expedite their deployment.

In (Zinas et al., 2017), the authors report on a pro-
tocol and application based on the LoRaWAN tech-
nology for cattle tracking, implemented and tested in
Pogoniani, Greece. The device prototype includes
sensors, a GPS module, a LoRa transceiver, and a
microcontroller enclosed in a box and placed in the
cows’ bell collar. During their experiments, the au-
thors could send data over LoRaWAN to a distance of
6 km.

Focusing on maintaining optimal temperature
conditions, in (Enriko et al., 2022) an IoT-based ap-
proach to monitoring vaccine quality during distribu-
tion in Indonesia is presented. The approach inte-
grates various IoT devices and sensors, ensuring con-
tinuous monitoring and immediate alerts in case of
deviations from the required conditions. Due to the
network coverage, the proposed architecture employs

LoRaWAN MAC

Class A Class B Class C

LoRa Modulation

EU 868 EU 433 US 915 ...

MAC Layer

Physical Layer

Figure 3: LoRa and LoRaWAN network protocol layers.

LoRaWAN only for at-rest nodes while using cellular
technologies for in-transit devices.

In (Bose et al., 2022), a LoRaWAN-based vaccine
cold storage monitoring system is proposed that com-
prises an end node with a GPS module, LoRaWAN
gateway, network server, and a web-based user appli-
cation interface. The authors tested their design with
a stationary gateway placed at a high altitude in Ban-
galore, India. Their presented results indicate that the
protocol is noise-resistant for long-range communica-
tions in urban areas.

Our paper addresses some of the gaps from the re-
lated works by enabling a multi-LoRaWAN network
to enhance the coverage, showing a method for an-
tenna placement rather than ad-hoc attempts, and us-
ing the cheaper LoRaWAN GPS-free geolocation by
multilateration (Fargas and Petersen, 2017).

4 IoT-RELATED
TECHNOLOGIES

This section introduces some aspects of LoRa (Long
Range), LoRaWAN, and MQTT (Message Queuing
Telemetry Transport), which are the most relevant
IoT-related technologies we used to develop our ap-
plication.

4.1 LoRa and LoRaWAN

LoRa and LoRaWAN complement each other to de-
fine a Low-Power Wide Area Networks (LPWAN)
protocol. Figure 3 shows that LoRa refers to the
physical layer, which applies a wireless modulation
technique based on Chirp Spread Spectrum (CSS)
that enables long-range communication with minimal
power consumption. This modulation allows for ro-
bust data transmission over several kilometres and op-
erates on the license-free sub-Gigahertz bands, such
as 915 MHz, 868 MHz, and 433 MHz, depending on
the region (Augustin et al., 2016).

On its turn, LoRaWAN is the Media Access Con-
trol (MAC) layer protocol that sits on top of LoRa.
It defines the communication protocol and system ar-
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Figure 4: LoRaWAN architecture layers and technologies.

chitecture for orchestrating the network operation, in-
cluding how devices connect and transmit data, en-
suring security and scalability (Cattani et al., 2017).
Since the protocol operates on regional license-free
bands, governments often regulate the duty cycle of
radio devices, which indicates the fraction of time a
resource is allowed to be busy.

LoRaWAN defines three classes of devices to ad-
dress different application needs regarding communi-
cation latency and energy efficiency: Class A devices
have the lowest power consumption, are designed for
battery-operated sensors, and allow two short receive
windows following each uplink transmission; Class
B devices add scheduled receive slots, using a syn-
chronised beacon from the gateway to open additional
receive windows at set times, balancing power con-
sumption with more frequent downlink opportunities;
Class C devices are nearly always listening for down-
links, offering minimal latency at the cost of higher
power consumption, suitable for applications where
immediate response is critical like control systems or
actuators (Augustin et al., 2016; Cattani et al., 2017).

4.2 LoRaWAN Architecture

Figure 4 illustrates a typical LoRaWAN architecture,
which is composed of end devices, gateways, net-
work servers, and applications. The end devices con-
tain sensors or actuators and send and receive LoRa-
modulated wireless messages to the gateways, which
are connected to the Network Server through a back-
haul such as Wi-Fi, Ethernet, cellular networks or
satellite. The Network Server manages all the Lo-
RaWAN network components and interfaces the data
exchange with the application where the business
logic resides, usually through MQTT brokers.

The Network Service includes the software re-
sponsible for handling device activation in the net-
work, the Join Server, which allows the end nodes
to connect using either Over-The-Air-Activation
(OTAA) or Activation By Personalisation (ABP) (Au-
gustin et al., 2016). The former is a preferred method,
where the device sends a join request to the network

Wi-Fi
BLE

Cellular

LoRa

Range

B
an
dw

id
th

Short Long

High

Low

Figure 5: LoRaWAN bandwidth and range compared to
other wireless networks (adapted from The Things Net-
work1).

server, which then responds with session keys used
to encrypt future communications, allowing dynamic
rejoining and better security. In contrast, the latter in-
volves pre-configuring devices with network param-
eters like session keys and device addresses before
deployment, enabling immediate communication but
lacking the dynamic security and flexibility of OTAA.

Enterprise Network Servers such as The Things
Stack (TTS)1 offer plug-and-play capabilities for cus-
tom devices and gateways to operate alongside each
other. Telecom providers usually include gateways
as part of the solution, with features built on top
of that such as GPS-free geolocation via triangula-
tion, trilateration, and multilateration (Fargas and Pe-
tersen, 2017). In contrast, open-source alternatives
like ChirpStack2 enable complete private network op-
erations attending the LoRaWAN specifications.

4.3 Bandwidth and Range

Figure 5 shows that wireless networks such as Wi-
Fi and Bluetooth (including its Low Energy version
BLE) have short range but high bandwidth, making
them ideal for video and voice package transmis-
sions. Cellular technologies are intended for mission-
critical outdoor use cases and demand more power.
More IoT-oriented cellular protocols, such as NB-IoT
(Narrowband Internet of Things) and LTE-M (Long-
Term Evolution for Machines), are energy-efficient in
favourable conditions, however, they still require ad-
ditional chip investment and mobile infrastructure in
licensed spectrum (Labdaoui et al., 2023). In contrast,
LoRa modulation aims to achieve long-range with
low power consumption with the cost of low band-
width, which is suitable for sensors and actuators that
do not require big payload messaging. LoRa mod-
ulation has six Spreading Factors (SF), from SF7 to
SF12, which influence data rate, time-on-air, battery
life, and receiver sensitivity (Augustin et al., 2016).

1https://www.thethingsindustries.com
2https://www.chirpstack.io

ICEIS 2025 - 27th International Conference on Enterprise Information Systems

1052



4.4 Line of Sight

LoRaWAN performance is significantly impacted by
line-of-sight (LoS), as the technology relies on low-
power, long-range radio frequency communications.
With a clear distance between the transmitter and the
receiving gateway, LoRaWAN can achieve long range
and reliability, often extending several kilometres in
rural areas, but can be blocked by obstacles such as
buildings and trees, causing attenuation in the com-
munication channel. Urban area deployments require
multiple gateways or a routing mechanism to ensure
robust network coverage and data transmission due to
the constrained LoS (Saban et al., 2021).

Figure 6a has been taken from TTN Mapper3 and
shows the signal heatmap measured in decibels per
milliwatt (dBm) of a gateway placed at a 136m-high
tower in Hilversum, the Netherlands. Figure 6b shows
a simulation of a 902 MHz antenna placed at the same
point and altitude using the Radio Mobile Online tool
(Roger Coudé VE2DBE, 2024). The correlation be-
tween the expected coverage and the effective trans-
mission of the gateway indicates the simulation as
a mapping alternative to ad-hoc antenna placement
(Lawrence et al., 2018) and how this point of access
benefits from the LoS due to the flat topography of the
Netherlands.

4.5 MQTT

MQTT is an application layer protocol over TCP
(Transmission Control Protocol) specified to be sim-
ple to implement, bandwidth-efficient, and provide
different levels of Quality of Service (QoS) data deliv-
ery (Mishra and Kertesz, 2020). The protocol uses the
publish-and-subscribe model, allowing bidirectional
communication between millions of clients via an in-
termediate broker. After a client establishes an ac-
knowledged connection with the MQTT broker, it can
publish messages on topics, which are represented by
hierarchical keys containing multiple levels separated
by slashes. Clients can connect and subscribe to these
topics on the broker, which tracks subscribers and for-
wards messages to them.

MQTT defines three levels of QoS: Level 0 means
”at most one delivery”, which is useful when occa-
sional data loss due to the lack of confirmation is
acceptable; Level 1 should be used if the message
requires confirmation but allows duplication since it
provides ”at least one delivery”; Level 2 has the high-
est quality level and provides ”exactly once” message
delivery, which is recommended for critical applica-
tions where data loss and duplication are unaccept-

3https://ttnmapper.org

able. Higher QoS levels increase resource consump-
tion, such as storage and network traffic, due to the
additional steps necessary for confirmation. The pro-
tocol also provides features to enhance reliability and
security, such as persistent messages and encryption
through TLS (Transport Layer Security).

5 DESIGN

In this section, we discuss the design of a multi-
network server LoRaWAN artefact, which we called
Cold Chain Tracking (CCT), to address the challenges
imposed by the cold chain context while tracking per-
ishable goods in remote areas. The stakeholders can
check the products’ measured conditions since the
end device constantly monitors them during freight.
The system also provides essential notifications in
case of violations, even if the carrier is not connected
to the Internet.

The most valuable novel aspect of this proposal is
the support to multiple Network Servers. Our solution
expands the coverage area and is beneficial in large-
scale deployments in remote zones, ensuring that all
devices remain within range of a network server. This
potential redundancy helps maintain consistent data
transmission and reception, which is critical for ap-
plications like cold chain logistics. On top of that, we
guarantee the interoperability of the end nodes and
how to decouple the application layer from differ-
ent networks. With these capabilities, this approach
offers an alternative for governments and decision-
makers to opt for a mixed solution to public-private
partnerships (PPP). It enables partnerships with estab-
lished telecommunications providers to be leveraged
and employ private networks in areas where the cov-
erage is not profitable for them.

5.1 Capabilities

Figure 7 illustrates the leading design capability
groups of our approach: management, monitoring,
alerts, tracking, and security. The management ca-
pability encompasses CRUD (Create, Read, Update,
and Delete) operations of the main application enti-
ties, including measurement types, devices, carriers,
products, and freights. Conditions measured by the
device sensors, such as temperature and humidity, are
decoded, stored, and monitored by the application.
CCT identifies and emits alerts for any product con-
dition violation. The tracking capability is based on
the LoRaWAN location using the multilateration fea-
ture when available. Apart from the encrypted data
exchange between the system components, the secu-
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(a) Signal heatmap of gateway transmission from TTN Mapper. (b) 902 MHz antenna coverage simulation.

Figure 6: Heatmap of effective transmissions and coverage simulation for gateway placed at a 136 m tower in Hilversum, NL.
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Figure 7: Cold Chain Tracking main capabilities.

rity capability defines the role-based access control
(RBAC) for the two main actors (Administrator and
Carrier).

Figure 8 shows how the CCT components inter-
act to monitor a freight and alert condition viola-
tions. Assuming devices are registered to the Net-
work Server and the CCT application has subscribed
to their measurements, the administrator creates a
freight by setting up the product details and condition
limits, the carrier who will deliver it, the available de-
vice to monitor the product conditions, and the ori-
gin and destination. The Carriers can list their avail-
able freights, choose one of them to start, and turn on
the device, which immediately tries to join the server.
The device then sends the measurement data to the
gateways via LoRa wireless modulation, which for-
ward the received messages to their respective Net-
work Servers. The CCT application then listens to
and stores these events, verifying any thresholds vio-
lated and sending a downlink in case of a violation.
The device then issues an alert to the carrier.

5.2 Architecture

According to the DSM, an architecture structure is
a conceptual framework in which each system is

an entity that can be decomposed into components
that interact to produce overall system behaviour. It
supports case-based research, in which we investi-
gate individual cases, study their architecture, identify
mechanisms by which overall system-level phenom-
ena are produced, and generalise case by case.

The architecture presented here is similar to the
typical LoRaWAN architecture: the CCT system
comprises end devices that send uplink messages data
using LoRa wireless modulation to gateways con-
nected through backhaul to the Network Server. Fig-
ure 9 shows that we adopted a multi-server model in-
stead of a single network server to better align with
our design problem. Each provider exposes the de-
vice messages to CCT via MQTT topics and pro-
vides an HTTPS (Hypertext Transfer Protocol Se-
cure) API (Application Programming Interface) that
allows bidirectional communication. Finally, the web
application subscribes to the devices’ messages via
the MQTT broker, storing important information in
a PostgreSQL database. The web application uses the
Network Server’s APIs to send downlink commands
to the end nodes when a violation occurs.

We opted for using two network servers that al-
low the registration and retrieval of devices in the
Netherlands, where we carried out this study. KPN
Things4, which is an IoT enterprise solution from the
Dutch telecommunications company KPN, was cho-
sen as Network Server due to its high coverage and
its device geolocation capability using multilateration
(KPN, 2024c). The Things Network (TTN)5, which
is a community network operated by TTS, was cho-
sen to simulate a private deployment since it contains
community gateways, thus less coverage, and allows

4https://portal.kpnthings.com
5https://www.thethingsnetwork.org
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Figure 8: Sequence diagram of the freight feature.
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Figure 9: Cold Chain Tracking Architecture diagram.

the addition of custom gateways. TTN applies a Fair
Use Policy (FUP), which limits the uplink airtime to
30 seconds per day per node and the downlink mes-
sages to 10 messages per day per node.

In DSM, an application of an artefact in a context
is called a treatment. In the sequel, we describe the
technologies involved in the treatment of our problem
for each architecture component.

5.3 End Devices

LoRaWAN encompasses various end nodes, includ-
ing commercial solutions with out-of-the-box sens-
ing capabilities. To allow full customisation and fa-
miliarise ourselves with the protocol, we chose to
use Az-Delivery NodeMCU v3 (ESP8266) and Hel-
tec WiFi LoRa 32 (ESP32) developer boards with
general-purpose input/output (GPIO) pins. We wired
up both with a DHT22 module to collect environment
temperature (from -40 to +80 ºC) and humidity (0
to 100% Relative Humidity) data. For the former, a
LoRa SX1276 module, including an antenna, is wired
up along with the sensor, as presented in Figure 10,

Figure 10: DHT22 and SX1276 modules mapped to
NodeMCU.

while the latter already contains it onboarded. Table 1
shows the detailed pin mapping for the NodeMCU v3
board and the wired LoRa and sensor modules. The
mapping is more straightforward for the WiFi Lora 32
board since it already contains the LoRa transceiver
(only the DHT22 module OUT (DATA) pin is wired to
the WiFi Lora 32 D2 pin).

We used Arduino IDE (Integrated Development
Environment) to upload the source code6 to both
boards. The source code uses the DHT (Digital Tem-
perature And Humidity) sensor library7 for reading
the sensor digital input, and the LMIC (LoRaWAN-
MAC-in-C) library8, a LoRaWAN Class A and Class
B implementation, configured for the European re-
gion (863-870 MHz). The board-specific parameters
are defined at the beginning of the source code, such
as the device keys to join the Network Servers and
the pin mapping for the built-in LED (Light-Emitting
Diode), LoRa and sensor modules.

6https://github.com/alexfabgarcia/cold-chain-tracking
7https://github.com/Khuuxuanngoc/DHT-sensor-library
8https://github.com/mcci-catena/arduino-lmic
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Table 1: NodeMCU wired to SX1276 and DHT22 modules.

NodeMCU v3 SX1276 DHT22
D8 (15) NSS
D7 (13) MOSI
D6 (12) MISO
D5 (14) SCK

RST RST
D1 (5) DIO0
D0 (16) DIO1

3.3V VCC 3.3V (+)
GND GND GND (-)
D2 (4) OUT (DATA)

The setup function configures the DHT22 and
built-in LED pins, followed by the LMIC initialisa-
tion and the first LoRa package sending job, which
automatically triggers the join request. The loop
function only calls the os_runloop_once LMIC pro-
cedure, which is crucial in the event-driven system
that handles LoRaWAN communication. It ensures
that operations are handled promptly without block-
ing the main program flow, such as joining the net-
work, sending data, and receiving acknowledgements.

The constant TX_INTERVAL defines the
transmission interval, which might become
longer due to duty cycle limitations. The
readTemperatureAndHumidty function reads
temperature and humidity through the sensor in the
LMIC-encoded format, and then LMIC prepares the
upstream data for the next possible transmission time.
This invocation occurs whenever the transmission
concluded event (EV_TXCOMPLETE) is received, and
when there is downstream payload, the function
handleConditionViolation is called to handle
the message coming from the Cold Chain Tracking
application. The implementation turns on the built-in
LED to indicate that a violation has happened.

5.4 Network Servers

KPN Things allows us to provision a set of Lo-
RaWAN nodes for a registered application, includ-
ing a programmable LoRa device suitable for our pur-
poses, showing the OTAA credentials during registra-
tion. The messages that devices send are encoded in
the Sensor Measurement List (SenML) format (Jen-
nings et al., 2018) and can be forwarded to multi-
ple destination types, such as custom MQTT brokers
or HTTPS endpoints. We used the EMQ free pub-
lic MQTT broker (EMQ Technologies Inc, 2024) be-
cause the network server does not provide a default
broker. Finally, KPN Things provides a REST (Rep-

Figure 11: Payload decoder definition for the KPN device.

resentational State Transfer) API that enables external
applications to query for devices and send downlink
payload to them (KPN, 2024a).

The TTN configuration is similar to the KPN
Things configuration. After setting up the applica-
tion for the desired region (Europe), we registered the
end devices and used the OTAA credentials generated
for them. TTN provides an MQTT Broker version
3.1.1 (QoS 0 only) and a REST API (The Things In-
dustries, 2024) for seamless integration. Additionally,
TTN allows custom LoRaWAN gateways to be regis-
tered. Afterwards, TTN Mapper can be used to show
their coverage in a graphic similar to Figure 6a.

5.5 Cold Chain Tracking Application

The CCT web application has been implemented as a
Java Spring Boot 3 microservice. Using the Spring In-
tegration framework, it receives data from the MQTT
brokers by subscribing message consumers that han-
dle the Network Server’s technical details. Vaadin
is the platform we used to quickly generate the web
interface, including Pro-version components such as
Map and CRUD to expedite the development. The
Spring Security framework ensures authentication
and RBAC authorisation in the web application. A
PostgreSQL database stores all the application data,
including the device measurements received. Google
Maps API (Google Maps Platform, 2024) is used to
get the geolocation from the addresses searched.

We leverage the Spring Framework depen-
dency injection mechanism to support multi-network
servers with implementations of interfaces such as
NetworkProviderService. An Administrator user
can list the devices from both providers and assign to
each of them an available payload decoder, defined by
the interface DevicePayloadDecoder for extensibil-
ity, as displayed in Figure 11. The “Temperature and
Humidity Payload Decoder” is the default implemen-
tation and decodes the LMIC payload into a key-pair
Java Map interface implementation.

Figure 12 illustrates the setup of the Novavax
COVID-19 Vaccine product on CTT, along with the
desirable conditions for its safety. The administra-
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tor previously configured the measurement types with
their unit (°C or °F). This feature can generalise the
design for use in cases other than cold chain since the
user can configure multiple measurement types and
assign them to product types accordingly.

Figure 12: Novavax vaccine restrictions managed on CCT.

After defining all basic entities, the CCT admin-
istrator creates a freight by defining the product, the
end device, the carrier, a description, the origin and
the destination. Figure 13 shows a freight configu-
ration for a Novavax COVID-19 vaccine freight be-
tween two vaccination centres.

Figure 13: Vaccine freight between two vaccination centres.

The Carrier users can log in to CCT through the
end device and start a freight assigned to them. The
application MQTT subscribers constantly listen to
and handle the device’s events with the associated
freights. Apart from storing the measurements and
location, a downlink message is sent to the end de-
vices via the Network Server’s APIs when a violation
of the product conditions occurs.

6 TESTS AND VALIDATION

The treatment prototypes were first placed in station-
ary indoor and outdoor positions to verify the activa-
tion of both end devices. Listing 1 shows a sample
of the device serial log while handling an EV_JOINED
containing the network session and application ses-

sion keys from the OTAA method. Listing 2 shows
the log of a device receiving a downlink violation
message and turning its LED on.
730507: EV JOINED
devAddr : 15AE ( . . . )
AppSKey : 67−F4−EC − ( . . . )
NwkSKey : AC−AC−6A − ( . . . )

Listing 1: OTAA joining serial monitor output sample.

819200: EV TXCOMPLETE ( i n c . RX w a i t i n g )
C o n d i t i o n v i o l a t e d . Turn ing LED on . . .

Listing 2: Condition violated serial monitor output sample.

We performed JUnit9 automated tests to assess the
integration and capabilities developed in the applica-
tion layer. With a stable treatment, we carried out a
Single-Case Mechanism and a Scale-Up Experiment
for the DSM validation phase.

6.1 Single-Case Mechanism

We performed a single-case mechanism validation
with several routes and different transport modes to
assess the effects caused by the artefact in the con-
text. Figure 14 illustrates the CCT measurements for
a freight simulated between Bussum and Soest (two
cities in the Netherlands). The temperature metrics
shown in Figure 14a match our intentional condi-
tion violation, which flagged the freight as violated in
CCT and turned the device’s LED on. For this same
route, Figure 14b shows the approximate device loca-
tion received from KPN (KPN, 2024c). During our
experiments, 90% of the location data received de-
viate less than 100 meters from the route effectively
taken, which is sufficient for applications that do not
require high accuracy, so that there is no need to ac-
quire GPS modules.

Figure 15 depicts the transmissions of the
NodeMCU v3 connected to the TTN during a sequen-
tial route between Soest and Bussum. The blue line
indicates the effective route taken, and using the TTN
Mapper app connected to the TTN’s MQTT broker,
we could collect all the metadata and plot the gate-
ways and points for each transmission on the map.
The Hilversum Media Park tower gateway received
multiple packages, including one from Amersfoort
from a distance of 15,6 km, which evidences the im-
pact of the LoS.

6.2 Scale-Up Experiment

We employed load tests to validate the robustness of
our artefact. Being a community network, TTN can-

9https://junit.org
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(a) Intentional temperature violation. (b) Approximated location via multilateration.

Figure 14: CCT displaying measurements for freight between Bussum and Soest with WiFi LoRa v3 using KPN.

Figure 15: Gateways and longest transmission path mapped
using TTN in a route from Soest to Bussum.

not be used for stress tests. At the same time, the
KPN Freemium plan only supports up to three de-
vices, even though the Standard enterprise plan sup-
ports over one thousand devices (KPN, 2024b). For
these reasons, in our performance validation we fo-
cused on the LoRaWAN application in response to the
stimulus simulated on the MQTT broker.

In an Apache JMeter10 test plan, we defined 1000
devices for each network server, with 30 minutes of
duration and a ramp-up period of 60 seconds, respect-
ing the rate limit imposed by the EMQ public broker.
Each device sends approximately one message per
minute to the device-specific MQTT topic. The pay-
load sent is a fixed measurement containing the tem-
perature and humidity data, with a 2% chance of be-
ing violated temperature conditions, randomly above
8°C.

Besides storing the data received from the end
nodes, CCT exposes metrics using the OpenTeleme-

10https://jmeter.apache.org

Figure 16: Device measurements throughput per Network
Server.

try11 standard, which helps validate the CCT perfor-
mance. We have used Prometheus12 and Granafa13,
which are powerful open-source tools, to collect and
visualise the metrics, respectively.

Figure 16 shows a Grafana panel for the through-
put of messages handled per second for each network
service in the CCT application. The data plotted is
compatible with the throughput rate stated in the JMe-
ter test results, namely, 19.8 messages per second. A
single application instance achieved this throughput,
processing the measurement message in less than ten
milliseconds on average.

Figure 17: Condition violated metric per Network Server.

Figure 17 displays the violated messages metric
exposed by the CCT application per Network Server.

11https://opentelemetry.io
12https://prometheus.io
13https://grafana.com
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Considering that the application processed around
2400 messages per minute, it is possible to correlate
the error rate proposed in the test plan with the 25 vi-
olations identified per minute.

7 FINAL REMARKS

This paper reported on the design, implementation,
and in-field tests of Cold Chain Tracking, a multi-
network server LoRaWAN application designed to
support cold chain logistics. Our study shows that
multiple network servers can be used in combina-
tion with minimum parameter configuration in the
end device due to the LoRaWAN OTAA mechanism
and protocol interoperability. In addition, a decou-
pled and scalable microservice abstracts the source of
the device information through multiple MQTT sub-
scribers. This setup offers insights for PPP in var-
ious domains where long-range low-power commu-
nication excels, allowing new IoT applications to be
added by leveraging the same infrastructure and max-
imising RoI.

The paper also showed how simulation tools can
offer a proper balance between antennas’ coverage
and the LoRa modulation transmissions received by
the Network Servers, which can be employed to pri-
vate gateways deployment as an alternative to ad-hoc
attempts. On top of that, the exposed geolocation by
multilateration feature is an affordable GPS-free al-
ternative for setups in case a highly accurate location
is not required, which means investing more in gate-
way deployment can pay off compared to high-power
end device costs with GPS modules.

Following best object-oriented development prac-
tices, the application is suitable and extensible for
different network providers, measurement types, and
payload decoders to work with the end device’s sens-
ing capabilities. This makes this approach in princi-
ple appropriate to build systems for other real-world
scenarios than cold chain, especially in challenging
remote areas.

During the development of our application, we en-
countered several challenges. Although the LMAC li-
brary implements and abstracts most of the particular-
ities of the LoRaWAN protocol for end nodes, finding
the correct pin mapping configuration for both boards
demanded considerable investigation. Additionally,
after wiring the LoRa SX1276 to the NodeMCU v3,
not many general-purpose IO pins were left for the
sensor itself, and proper mapping also took time. The
TTN network does not provide the geolocation by
multilateration feature out-of-the-box since it depends
on the gateways deployed by the community users.

We circumvented this limitation during the test phase
by using the TTN Mapper app and a mobile device
connected to the Internet. For production deploy-
ments, modern LoRa transceivers, proper gateways,
and network server configuration must be in place.
Further, the TTN MQTT broker version 3.1.1 only
supports QoS 0 level, which implies that messages are
not guaranteed to be delivered, and the shared sub-
scriptions capability is not supported. This MQTT 5
feature ensures that the broker pushes a message to
only one client in a group of subscribers, improving
load balancing and fault tolerance while consuming
the messages from one topic by the CCT microser-
vice. The TTN webhook integration could be used to
forward messages to an MQTT 5 server instead.

We conducted field tests in the Netherlands, where
the topography and infrastructure favour the Lo-
RaWAN protocol. Future work could exploit other
conditions by applying Technical Action Research
(Wieringa, 2014), for example, by a) mapping anten-
nas’ coverage using tools such as Roger Coudé’s Ra-
dio Mobile Online (Roger Coudé VE2DBE, 2024) for
remote areas like the Amazon forest for antivenom
distribution scenario and b) deploying gateways ac-
cordingly in a private network to validate the artefact
in more adverse conditions.

Regarding the features implemented in our ap-
plication, some useful improvements could be to a)
automate device registration in the CCT application
by employing technologies such as NFC (Near Field
Communication); b) send freight thresholds to de-
vices right after they joined the server; c) use the de-
vice local storage to handle thresholds when commu-
nication is not possible; and d) predict when the con-
ditions will reach thresholds to prevent violations.
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