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Abstract: The intensity and frequency of cyber breaches has brought cybersecurity into the spotlight. This has led to 
cybersecurity becoming a major concern and stream of research for practitioners and researchers alike. 
However, despite the negative effects associated with cyber breaches, there remains a limited understanding 
surrounding the adoption of cybersecurity measures. Specifically, to date, how the interaction of external and 
internal forces affect cybersecurity adoption remains unclear. We provide an overview of the reasons for a 
passive posture against cybersecurity, as well as the internal and external forces that push for cybersecurity 
adoption. We examine the tension of the push and pull of internal and external forces, identify a gap, and 
propose future research directions.  

1 INTRODUCTION 

Industry 4.0 (The Industrial Revolution of the Internet 
of Things) has ushered in an age where the increasing 
use of information and communication technology 
(ICT) and information technology (IT) services has 
allowed interconnectivity, big data, automation, and 
technology to take the centre stage. Businesses are 
able to utilize the ICT (by making their information 
and services available round-the-clock online) and IT 
services in order to bring down operating costs, and 
to increase their efficiency. However, this would also 
increase a company’s vulnerability level as it would 
mean that they are constantly at risk of a cyber attack, 
due to their round-the-clock presence. As a result, 
cybersecurity has increasingly become a matter of 
global interest and significance.  

Because of how IT is embedded in nearly all 
current business systems, damages from cyber 
breaches can be severe (Horne et al., 2017; Soomro et 
al., 2016). According to IBM and the Ponemon 
Institute’s 2020 Cost of a Data Breach report (IBM & 
Ponemon Institute, 2020), it was determined that the 
average total cost of cybersecurity breaches in the 
United States of America, between August 2019 and 
April 2020, was $8,640,000. However, financial 
damages are just the tip of the iceberg when it comes 
to the range of potential negative impacts for an 
organization. In addition to the financial dimension, 
reputational harm, and the ability to draw and retain 

top talent have also been found to be potential impacts 
from a cyber breach (Higgs et al., 2016; Kauspadiene 
et al., 2017).  

Despite cybersecurity generating more interest 
both amongst practitioners, policy makers, and 
researchers, the area of cybersecurity adoption 
remains unclear at best to researchers. This is in spite 
of researchers acknowledging the importance of 
cybersecurity adoption in order to prevent cyber 
breaches (Campbell et al., 2003; Evans et al., 2016). 
Indeed, as Cram et al. (2017) notes – the security 
literature is trending towards a prevention, detection 
and response domain, with the areas surrounding 
adoption, implementation, and formation being 
challenging and unclear to comprehend.  

2 THE PASSIVE POSTURE 
AGAINST CYBERSECURITY 

Some of the main arguments against the active 
adoption of cybersecurity largely revolve the themes 
of inevitability of breaches, the willingness to accept 
the consequences of cyber breaches, and that 
organizations will have to adopt due to external 
pressures and demands.  
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2.1 Inevitability of Breaches 

One of the most alarming statistics to emerge in the 
cybersecurity literature was one conducted by Daniel 
Ramsbrock, Robin Berthier, and Michel Cukier. 
Ramsbrock et al. (2007) found that cyber attacks 
occur every 39 seconds. As such, there is a sense of 
inevitability surrounding cyber breaches: the question 
is no longer if, but when. This is corroborated in 
Wallace et al. (2021)’s study of adoption. In their 
study, Wallace et al. (2021) interviewed high-level IT 
leaders within organizations, and found that these 
leaders saw breaches as an inevitability. 

Indeed, given the frequency of cyber breaches, 
some organizations may make a judgement that such 
incidents are simply a cost of doing business. 
Previous research studies show that financial 
restraints is a key consideration in cybersecurity 
adoption, particularly within small and medium 
enterprises (SMEs) (Kurpjuhn, 2015). Additionally, 
senior management figures in SMEs have also been 
found to view themselves as unlikely cyber targets 
(Benz & Chatterjee, 2020). Given that organizations 
like Target and Facebook have been hacked despite 
having cybersecurity measures, and cybersecurity 
adoption does not guarantee no breaches, coupled 
with financial restraints to begin with, some decision-
makers in organizations might be reluctant to invest 
in cybersecurity adoption because they could face 
cyber breaches anyway.   

2.2 Willingness to Accept 
Consequences of Cyber Breaches 

Given that cybersecurity breaches are now a question 
of when, rather than if, some organizations are willing 
to forego the cost of cybersecurity adoption and 
accept the consequences of cyber breaches instead. 
Caldwell (2015) found that SMEs were particularly 
resistant to the adoption of cybersecurity, with 
Renaud & Weir (2016) hypothesizing that SMEs 
found the cost of adoption to be a barrier, as well as 
the assumption that their data was not valuable to 
factor into SME cybersecurity adoption.  

Some researchers have argued that investing in 
cybersecurity is counterproductive; in the sense that 
higher levels of cybersecurity investment can attract 
greater threats. For example, Sen & Borle (2015) 
argue that the inefficient cybersecurity investments 
may invite, and is correlated to higher levels of future 
data breaches.  

Some organizations may conclude that the 
damages from cyber breaches are not severe enough 
to warrant the investment necessary for adoption of 

cybersecurity. For instance, in a study compiling data 
breaches and the market reaction to these breaches, 
researchers found that whilst firms face a significant 
negative short-term market reaction, the long-term 
reactions are less severe (Amir et al., 2018; Kannan 
et al., 2007; Richardson et al., 2019). This could lead 
to organizations not investing in cybersecurity until 
the losses they incur make such an investment 
economically worthwhile to them. This lack of a 
long-term negative impact, in turn, could explain why 
some firms do not thoroughly invest in cybersecurity 
– and are more willing to accept the consequences of 
cyber breaches.  

2.3 Overstepping Fundamental Rights 

In order to combat and negate cyber breaches, 
organizations need to use a combination of both new 
technology (e.g., firewalls) and policies. With the 
introduction of new technology, organizations are 
sometimes still figuring out the limitations and reach 
of these technologies. Organizations could end up 
accidentally overemphasizing cybersecurity 
measures designed to negate threats, and may end up 
violating fundamental values such as privacy, fairness 
and equality (Yaghmaei et al., 2017).  

However, recent trends suggests that SMEs are 
not exempt from cyber attacks. In a study done by the 
Insurance Bureau of Canada (IBC) in 2019, they 
found that roughly one-in-five SMEs (18%) polled 
have been impacted by a data breach in the past two 
years, with this percentage jumping to 42% for 
organizations with 100 to 499 employees (Insurance 
Bureau of Canada, 2019). Nearly half (46%) of the 
small-to-medium sized business owners surveyed 
that suffered a cyber attack, and are familiar with its 
associated costs, stated that the breach cost them more 
than $100,000 (Insurance Bureau of Canada, 2019). 
Although this information suggests that SMEs are just 
as vulnerable to cybersecurity threats as multi-
national corporations (MNCs), the poll shows that 
44% of small businesses do not have any defences 
against possible cyber attacks, and 60% have no 
insurance to help them recover if an attack occurs 
(Insurance Bureau of Canada, 2019).  

3 THE FORCES FOR 
CYBERSECURITY ADOPTION 

Despite the arguments against the adoption of 
cybersecurity, we observe that some researchers have 
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focused on deepening our understanding of the 
adoption process.  

3.1 Internal Forces of Adoption 

Extant literature posit that whilst it would be harmful 
to overemphasize cybersecurity, underemphasizing 
cybersecurity would be disastrous – it could 
undermine users’ trust and confidence in ICT and IT 
systems that are fundamental to business operations 
in Industry 4.0 (Yaghmaei et al., 2017). If we are to 
avoid illegal access to sensitive information by 
outside hacks and breaches, organizations would need 
some type of cybersecurity measure in place (van de 
Poel, 2020). These measures would naturally involve 
some monitoring of cyber traffic and information. 
The alternative would be the sensitive information 
being freely accessible to anyone in the cyber space.  

Furthermore, in today’s digital age, businesses 
have a responsibility towards their stakeholders to 
ensure that their ICT and IT systems used to process 
confidential information possess an adequate level of 
protection against hackers so that they can protect the 
confidentiality and privacy of identifiable 
information of individuals held in their systems. 
Every organisation that stores personal and sensitive 
data has a responsibility to ensure that ethics are 
interwoven throughout the company, from the 
boardroom to the interns and grads. Ethical decision-
making promotes transparency and honesty, and the 
pursuit of such laudable values leads to both greater 
trust in the marketplace and greater profits 
(McMurrian & Matulich, 2016).  

3.2 External Forces of Adoption 

Organizations are not just facing internal drivers of 
adoption, but external as well. Indeed, in recent 
history, there have been a flurry of rules requiring 
organizations to deploy a minimum level of 
safeguards. For instance, internationally, with the 
introduction of laws (e.g., PIPEDA in Canada, and 
GDPR in Europe), organizations risk legal and 
regulatory actions if they do not ensure the 
confidentiality, integrity, and availability of sensitive 
information. Within industries, the Health Insurance 
Portability and Accountability Act (HIPAA) is an 
example of security protocols within a specific 
industry. In these instances, if organizations do not 
meet the minimum requirements specified in the 
regulation, they risk exposing themselves to 
economical and legal consequences. 

Within the diffusion and innovation literature, 
researchers suggest opportunities can arise from the 

adoption of new technology. Gauvin & Sinha (1993) 
suggest that with new technology comes productivity 
gains, as well as an expansion of resulting demand. 
Indeed, the literature suggests that the development 
of new technology results in adoption due to the 
performance enhancement that it can bring – leading 
to substantial and sustainable competitive advantages 
(Porter & Millar, 1985).  

4 RECONCILING TENSION 
BETWEEN PUSH AND PULL 

Wallace et al. (2021) provides a glimpse into the 
factors surrounding cybersecurity adoption by 
interviewing US midwestern IT leaders. They applied 
the technology-organization-environment (TOE) 
framework, commonly seen and used by researchers 
in understanding information systems (IS) adoption, 
but found that cybersecurity adoption was more fluid, 
and the TOE framework did not fully cover the full 
complexities of cybersecurity adoption.  

Much of the existent security literature focuses on 
detection, prevention, and responses to cyber 
breaches (Cram, 2017). Figure 1 depicts the current 
themes around the security literature. Although we 
agree that these aspects of cybersecurity are certainly 
important and worth researchers' attention, one of the 
issues, as Cram (2017) notes, is that this leads to 
difficulty comprehending the state of research on 
formation, implementation, and adoption. Indeed, 
cybersecurity is not just limited to detection and 
prevention - researchers should factor in the relevant 
variables surrounding adoption before it can evolve 
into an analysis of the effectiveness of cybersecurity 
responses. Notably, to date, researchers’ 
understanding of how organizations make sense of 
the tension between external and internal forces of 
adoption remains extremely limited. 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Domains of security. 
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This tension between push and pull is not 
distinctive to cybersecurity; indeed, it has been 
observed in very similar technology – namely, in 
open-systems adoption (Chau & Tam, 2000). For 
open-systems adoption, two opposing push and pull 
factors can be identified – the “technology-push” 
(TP) and the “need-pull” (NP) (Chau & Tam, 2000). 
The TP and NP concepts was first conceptualized by 
Zmud (1984) to describe behavior in adoption of new 
technology. The TP school of thought suggests that 
adoption is influenced by science and technology, 
with new technology being able to enhance 
performance. Alternatively, the NP school of thought 
suggested that user needs are the key drivers of 
adoption. Some researchers (Langrish et al., 1972; 
Myers & Marquis, 1969) surmised that a majority of 
successful adoption of new technology was due to the 
NP model. Other researchers have found that the 
integration of both the need (pull) and means to 
resolve it (push) contribute to the success of 
manufacturing technology (Munro & Noori, 1988). 
These findings suggest that adoption of new 
technology may be affected by internal and external 
forces.  

One of the dominant perspectives used to analyze 
cybersecurity has been socio-technical theory. Socio-
technical theory illustrates how organizations 
consists of both social (human) elements and 
technical (machine) aspects and the success of the 
organization depends on how well they are able to 
synchronize these two elements (Appelbaum, 1997; 
Walker et al., 2008). The successful integration of 
these two elements without over or underprioritizing 
each other is commonly referred to as joint 
optimization (Walker et al., 2008). One of the key 
characteristics of joint optimization, being anchored 
in systems theory, is the consideration of the internal 
and external forces, so as to be better placed to deal 
with the fluidity of constantly changing environments 
and dynamics of Industry 4.0 (Posthumus & von 
Solms, 2008; Von Bertalanffy, 1950).  

Given the state of the literature on cybersecurity 
adoption, we need to examine the tension and how 
organizations make sense of the tensions between the 
push and pull of cybersecurity adoption. Focusing on 
the interaction between the external drivers of 
cybersecurity adoption and the internal forces for 
adopting the technology opens a new line of enquiry 
into a topic that is high on the agenda of policymakers 
and organizational leaders (as shown in Figure 2). 
Valuable insights can be gained – in the form of 
knowledge of how institutional forces interact with 
actors needs for a secure cyber space to create 
dimensions of governance of cybersecurity diffusion. 

The interaction between structures and agency has 
indeed been a fundamental topic in sociology and 
management studies. This would allow researchers to 
understand how Industry 4.0 is changing our social 
and technical structures.   

 
Figure 2: Proposed Conceptual Model. 

5 CONCLUSIONS 

Cybersecurity measures are not perfect; it brings with 
it a set of unique challenges that must be overcome, 
and organizations must balance these as much as 
possible. In this paper, we identified an area that 
needs further research attention. Future research 
should examine the tension and interaction between 
the push and pull forces surrounding cybersecurity 
adoption – this would help researchers, policy 
makers, organizational decision-makers, and 
cybersecurity providers understand the factors behind 
the successful adoption of cybersecurity measures.  
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