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Abstract:

Based on the theory of local information landscapes, this paper presents the first attempt to link this model
with contextual factors in information security behaviour. It is posited that the success of security awareness
campaigns is dependent on generating knowledge on security risks. Should an information deficiency (information desert) originate in the local information landscape it is likely to prevent the effective generation of
the intended knowledge that the programme seeks to convey. The mutual interaction of the constructs of the
underlying theory, is shown to have either a limiting or extending effect on information transfer which is
further influenced by specific external contextual factors that have previously been shown to influence information security behaviour. A practical evaluation is presented on how the local information landscape, informed by contextual factors, can influence the dissemination of security awareness information within an
organisation. This approach can help organisations to identify specific topics or themes that future campaigns
should address to improve their effectiveness. Finally, if the factors that influence how information is propagated within the organisation are understood, changes to the contextual environment can be implemented to
improve the local information landscapes and avoid information deserts.

1

INTRODUCTION

The human aspect of information security (InfoSec)
is commonly said to be dependent on three related aspects, namely knowledge, attitude and behaviour.
These aspects are often found at the basis of many behavioural InfoSec studies and have been formalised
as the knowledge, attitude, behaviour model (KAB)
(Fertig & Schütz, 2020) where knowledge can be explained as what an individual knows, attitude as what
the individual feels or thinks, and behaviour as what
the individual does. This incorporated model has the
central theory that the accrual of knowledge will
eventually alter behaviour through changes in attitude. A recent literature review estimates that as many
as 40% of InfoSec awareness studies utilise the KAB
model to conceptualise human behaviour in relation
to the specifics of InfoSec (Fertig & Schütz, 2020).
Likewise, other psychological models are also
employed to investigate, understand and evaluate the
a
b

underlying factors that contribute to (security) behaviour. Some examples include, the theory of planned
behaviour (Vafaei-Zadeh et al., 2019), protection motivation theory (Hassandoust & Techatassanasoontorn, 2020), and general deterrence theory (Connolly
et al., 2017). Even though these factors garner much
attention in literature, the human aspect remains difficult to influence and comprehend. This is demonstrated in the prevalence of challenges that the human
aspect leads to, such as, the privacy paradox (Barth &
de Jong, 2017) and the knowing-doing gap (Cox,
2012).
One of the more common ways in which the management of organisations seek to address InfoSec attitude and behaviour is through the implementation of
InfoSec awareness campaigns (Bada et al., 2019).
Such campaigns seek to influence the knowledge dimension of the aforementioned KAB model by disseminating information on possible security threats
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and how to act preventively or how to act when a security breach has already occurred. The prevalence of
such campaigns would suggest that they are an effective way to address the human aspect of InfoSec.
However, simply employing awareness campaigns is
of little value if management does not realize that
there are also certain factors and information accessibility issues that can influence the success of such a
campaign (Bada et al., 2019).
Lee and Butler (2019) developed a theory on local
information landscapes. They showed that so-called
information deserts are created where inequality exists in the access that different people or groups have
to information, i.e. the information landscape is locally barren and devoid of information. These information deserts then have a significant impact on the
dissemination of knowledge and have the potential to
limit it and render it ineffective. Snyman and Kruger
(2021) have also shown that it is important to consider
other external factors that influence InfoSec behaviour and knowledge acquisition, specifically from the
frame of reference of an individual’s InfoSec self-efficacy and the influence of external factors thereon.
The aim of this paper is, therefore, firstly to show
how local information landscapes and information
deserts, as conceptualised by Lee and Butler (2019)
in the general sense, also apply more specifically to
InfoSec awareness. Secondly, a strong connection exists between local information landscapes and information deserts and external contextual factors in security behaviour and that the mutual influence should
be considered when seeking to evaluate and address
security behaviour.
This paper contributes to the existing literature by
being the first study to link local information landscapes (and information deserts) and external contextual factors to InfoSec awareness and behaviour. Furthermore, it contributes new theoretical constructs,
i.e. the mapping of local information landscapes to
external contextual factors, to consider in the field of
behavioural InfoSec.
The remainder of the paper is structured as follows: In Section 2, a brief explanation is presented on
the related literature, specifically what information
deserts, as proposed by Lee and Butler (2019), are and
how they are relevant in the context of InfoSec. This
will be followed by an abridged overview of extrinsic
factors in InfoSec and how information deserts and
external factors can be combined in a single model.
Section 3 is then employed to provide an illustrative
example of the application of this model in a realworld scenario to evaluate InfoSec. A discussion is
presented on the implications of this research in Section 4, and the paper is concluded in Section 5.
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2
2.1

RELATED LITERATURE
Information Deserts

The availability of information is a crucial aspect of
decision-making (Diesch et al., 2020). People need
appropriate and relevant information to make the
right decisions and to engage in desirable behaviour – this is also true in the area of InfoSec, where
instruments such as security awareness campaigns
(Jaeger & Eckhardt, 2021), and InfoSec policies
(Alotaibi et al., 2019) are employed to provide the required information to users or employees. A large
number of studies concerning the importance of
knowledge and knowledge management is regularly
conducted (Abubakar et al., 2019) and one of the popular topics in this area is related to the digital divide
where people are dependent on the availability of
technology to obtain information (Cross, 2019). Information providers, such as libraries, also play an essential role in making information available, and an
example of a recent study related to information provision can be found in Zhou (2021).
An aspect of information delivery that has recently attracted attention is the notion of local information landscapes (Savolainen, 2021). A local information landscape originates at a community level and
leads to the manifestation of so-called information deserts (Lee & Butler, 2019), which causes information
inequality where people within a community do not
have the same access to information. This section presents an introductory overview of local information
landscapes and the resulting information deserts. The
discussion, which is based on the work of Lee and
Butler (2019), will make use of InfoSec examples to
show the relevance of information deserts in InfoSec
behaviour.

2.1.1 Local Information Landscapes
The development of a local information landscape
theory by Lee and Butler (2019) was based on an extensive review of other models and theories related to
information access and behaviour. Due to the page
limitation of this paper, the background to the theory
will be omitted and only the final model will be introduced. Interested readers are referred to the work of
Lee and Butler (2019) for an in-depth discussion of
local information landscapes.
They argue that the interplay between people,
space, technology and information should be understood. Their model suggests that information (or
knowledge) is embedded in people, space and technology in a material form. Each of these components
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then extends or limits the capacity and capability of
another, and it is this interplay of the components that
comprises a local information landscape. The model
is graphically presented in Figure 1.

Figure 1: Local information landscape (Lee & Butler,
2019).

The (local) information provision process, as
shown in Figure 1, can be described in any of the following ways. Information is provided to a technological infrastructure (e.g. social media such as the use
of a website to announce InfoSec measures); to a
physical space (e.g. a poster to promote new InfoSec
measures); and to a social system (e.g. notifying a
group of people/employees/users about a new InfoSec policy). Furthermore, it should be noted that the
components also have specific features such as scale
and complexity. For example, the space component
may be a physically small space vs a large space; the
technological component may be a simple social media technique vs a more complex technique; and the
people component may be a small group of people vs
a complex social community. Characteristics like
these will then impact the permanence or impermanence of information – e.g. small groups of people
may tend to forget about certain information.

2.1.2 Information Deserts
Analogue to the existing notions of data deserts (scarcity of data in technical systems) and food deserts (inequalities in food resources), Lee and Butler (2019)
use the concept of information desert to describe the
theoretical implication of a local information landscape. They define an information desert as:
“… structural and material states of local information landscapes that are pre- or necessary conditions of community-level information inequality”
(Lee & Butler, 2019:110)
Examples of information deserts may include the following:
– Different sources that may fragment local information: Organisational strategies or the type of in-

formation may (unintentionally) cause information deserts. For example, information about a
new InfoSec policy may be announced on an organisation's website. However, the same information may not be available on departmental web
pages. From an employee's perspective, not all information is available to the employee community
unless all information resources are regularly verified for new information. This is an example of
information embedded in different technical
structures (the technology component of the local
information landscape).
– The temporary nature of local information: In
some cases, information may be transferred verbally – word-of-mouth distribution of information
is an example. New InfoSec rules and guidelines
may be provided by means of word-of-mouth
which means that not everybody will receive the
information, and furthermore, word-of-mouth information tends to be forgotten after a while. The
information then no longer exists and is not accessible. Inaccessible information may create another
form of an information desert and refers to the
people component of the local information landscape.
– A lack of components: A lack of infrastructure or
space used in the local information process may
also create information deserts. For example, to
influence InfoSec behaviour, organisations regularly use posters or bulletin boards to create an
awareness of InfoSec risks. If these physical spatial entities are absent, people may find it hard to
obtain specific information. This is an example
where the space component of the local information landscape is limited.
The following section will present a cursory overview
of extrinsic factors in general how these factors relate
to InfoSec awareness and behaviour.

2.2

Extrinsic Factors in Information
Security

Snyman and Kruger (2021) identified that contextual
factors could play an influential role in InfoSec behaviour. They argued that the context within which
security behaviour is performed has an impact on the
eventual outcome of the behaviour. Based on the
work of Kirova and Thanh (2019), they identified five
situational variables that can influence security behaviour and that these dimensional characteristics
(i.e. contextual factors) can be used to describe the
environments that inform security behaviour:
– Physical milieu: These are the tangible aspects of
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–

–

–

–

an environment in which an individual finds
themself. The physical surroundings are mainly
experienced via the senses but also include information about the specific geographical location.
Social milieu: Individuals are very rarely in isolation. They are exposed to the behaviours and opinions of others and the interactions between people
mutually inform their actions. In the present day,
the social aspect can be even more pervasive if social networking platforms, such as Facebook or
Twitter, are included in this definition.
Perspective of elapsed (or remaining) time: The
self-efficacy of individuals is argued to be influenced by their sense of elapsed or remaining time
in which to complete tasks. Temporal aspects are
also not limited to time that relates directly to the
task at hand (e.g. the current time of day), but can
even relate to arbitrary timelines such as the
amount of time until a major holiday or his/her
next birthday.
Individual intention: The constraints that security
tasks place on an individual will alter their motivations on how to approach the task. Their personal investment in the outcome is influenced by
the specifics of whether they stand to gain personally from the task. This in turn, will again influence their eventual behaviour.
Individual predisposition: The individual enters a
consumer task with an existing state of mind or
physical being. If an individual is experiencing
physical or psychological discomfort, his/her behaviour may be impacted negatively. The antecedent state refers explicitly to the state that the
individual finds themself in before the task initiates, i.e. there is a causal relationship of the state
to the task. This is in contrast to a possible change
in the state that is brought about while the task is
being performed.

These dimensions can be employed to better understand the security behaviours that result from the environment and allow for the implementation of strategies to encourage or alter such behaviours for the
better.
Snyman and Kruger (2021) further posited that, in
the context of InfoSec, the contextual factors could be
classified as being either intrinsic to the individual
(i.e. being their internalised motivations, perspectives, and beliefs) or extrinsic and belonging to the
environment (i.e. external factors that are imposed
upon the individual).
There are two extrinsic contextual factors that
they identify, namely the physical milieu and the social milieu. They further recognised that understanding these extrinsic factors are especially relevant in
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the contemporary landscape of behavioural InfoSec
research and can help understand how security behaviour is influenced by the environment.
Studies have been giving much attention to the intrinsic factors that influence InfoSec behaviour but,
literature is sparse concerning the role that extrinsic
factors (i.e. the environment) play in influencing behaviour (Wu et al., 2019). To further contribute to addressing this gap in the literature, this research therefore focusses on the external contextual factors as
identified by Snyman and Kruger (2021), namely the
physical and social surroundings, leaving the remaining intrinsic factors (i.e. temporal perspective, task
definition and antecedent state) for inclusion in future
work.
The aforementioned link between knowledge, attitude, and behaviour and InfoSec have been well established in the literature (Fertig & Schütz, 2020).
Furthermore, it was shown in the previous section that
the occurrence of information deserts could have an
impact on the way in which the knowledge-aspect of
InfoSec awareness is conveyed through security
awareness campaigns. Therefore, it stands to reason
that a connection should exist between the external
contextual factors that influence InfoSec behaviour
and the occurrence of information deserts. Figure 2
shows a conceptual mapping of the two models.
The brief discussion on the external contextual
factor of social milieu highlighted the interactions between people as being at its core. Similarly, the people facet of local information landscapes indicates
that people play an important role in either extending
the propagation and retention of information, or limiting it. The external contextual factors may help understand how information is passed between parties
in the social milieu and how information and interactions may be altered or guided to encourage an extending effect in the local information landscape as to
avoid information deserts that are detrimental to the
ultimate goal of information rich communities.
The physical milieu, as an external contextual factor, in turn maps to the space and technology facets of
local information landscapes. The physical environment was explained to be the corporeal surroundings
in which an individual functions. This includes what
is observable through the senses. The space facet of a
local information landscape is similar in this regard
and the technology facet can also be conceptualised
as forming part of a physical milieu. The way in
which spaces are laid out can have an extending or
limiting effect on information transfer. For example,
people who are physically removed from each other
are less likely to pick up on latent social information
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cues that would become apparent through observation. The way in which spaces are laid out can have
an extending or limiting effect on information transfer. For example, people who are physically removed
from each other are less likely to pick up on latent
social information cues that would become apparent
through observation. The way in which spaces are
laid out can have an extending or limiting effect on
information transfer.

people, space, and technology that eventually determines information. By actively managing the physical aspects and being cognisant of the ways in which
the social sphere functions, extending effects may be
achieved in all the facets of the local information
landscape to realise oases of information and awareness, instead of information deserts.
The following section presents a practical illustration of how the theoretical concepts of external contextual factors and local information landscapes can
be practically applied to assess InfoSec awareness as
a precursor for behaviour.

3

Figure 2: Conceptual mapping of local information landscapes to external contextual factors.

For example, people who are physically removed
from each other are less likely to pick up on latent
social information cues that would become apparent
through observation. In the same way, flyers and
posters in the immediate vicinity of a person will typically be noticed and read and information will be extended by it. Technology can have a physical manifestation in the form of digital devices, systems, and
processes that provide access to information and communication. Access to the technology, being either in
person or remotely, will once more extend the local
information landscape.
Finally, the intersection of the social and the physical milieu is synonymous with the interplay between

PRACTICAL ILLUSTRATION

To illustrate practically the possible influence of local
information landscapes and the associated information deserts in InfoSec awareness, the results of an
earlier study will be used. In a research project on collective InfoSec behaviour, Snyman and Kruger
(2021) have shown how seven external contextual
factors that influence security behaviour, as identified
by Kirova and Thanh (2019), play a significant role
in the ultimate security behaviour of participants. The
study was conducted at a utility company, and 63 employees took part in the survey conducted in the earlier study. As part of the organisational policies, employees typically receive in-house security training
from time to time. These respondents included a mix
of management, contractors and permanent staff. In
this paper, the survey itself is not used directly, but
the contextual meta-information is used to provide an
illustrative example.
The seven detailed factors are presented in Table
1 on the following page. The aim is to indicate in the
second column of Table 1 how these factors can be
evaluated through the lens of a local information
landscape (as the guiding theory) and the associated
possible information deserts by highlighting the limiting or extending effect of the three components described in Section 2. It is also possible that factors that
have an extending effect in one context might have a
limiting effect in another. Therefore, the interpretation of such an analysis should be specific to the context in which it was applied and should preferably be
repeated on a per-company basis.
The results as shown in Table 1, indicate that four
out of the seven factors will have a positive and extending effect on the information process. In contrast,
the other three had a general limiting effect with an
associated risk of creating information deserts. It is
interesting to note that, when the interplay of the three
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components of the information landscape is evaluated, a best practice principle such as, for example,
limited access to systems and processes may cause an
information desert with a risk of information inequality. Conversely, although adhering to governing policies (often viewed as red tape) may be experienced as
a hindrance, the interplay between the local information landscape components appears to affect the
information process positively. A brief discussion
and reflection will be presented in the next section.

4

REFLECTION

In the preceding section, it was shown how local information landscapes, framed by specific external
contextual factors, can be used to evaluate whether
InfoSec awareness is promoted or hindered, i.e. an information desert is present. Where an information desert is identified, management can introduce changes
to the contexts that hinder the effective dissemination
of information. By reflecting on the components of
the local information landscape and determining
which component has a limiting effect on information, the relevant contextual factor, as mapped in
Figure 2, can be addressed and altered to effect a more
desirable outcome for InfoSec awareness and ultimately behaviour in the organisation.
Altering work area layouts, common, and private
spaces, can be a simple, yet effective way to influence
how people interact and how information is conveyed. Appealing to the senses of the individual in
their environment can also help get the message
across, e.g. appealing layouts of information leaflets,
and better access to people, systems and processes.
However, deficiencies in the social milieu might
be more challenging to address. When an information
desert can be ascribed to perceptions and attitudes,
management might consider the InfoSec culture at the
organisation (Da Veiga & Martins, 2017). A prevailing culture can prove challenging to alter because of
how ingrained the culture is in the everyday functioning of the people in the organisation. Security behaviours will have been established over time and the
awareness that precedes behaviour will have been
guided by security policy and compliance. In this
case, information deserts could lead to a bad culture
with unwanted practices.
Evaluating the three components of a local information landscape can help provide a more holistic
view of the underlying culture and allow decision and
policymakers’ insight into how the current state of the
culture can be improved.
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However, more importantly, the attitudes of the
organisation members will have been moulded by social interactions and observations. The local information landscape now extends past the regular notion
of information as being fixed and factual, and leaves
room for interpretation and feelings.
This is especially important when awareness programmes teach good practices, but negative attitudes
and unwanted behaviours can be observed. These example behaviours can override the awareness that an
individual has and lead to paradoxical situations
where behaviours contradict known best practices.
Another social issue to note is that members of the
organisation can become weary of awareness campaigns. People who have become security fatigued
due to constant or excessive training reach a point of
satiety after which further training is no longer effective (Furnell & Thomson, 2009). An information desert can originate with a limiting effect on information transfer. By evaluating this information desert
and identifying which elements have a limiting effect
on the information transfer, awareness programmes
can be focused and concise to pinpoint specific issues.
Furthermore, in the case of security fatigue, a change
in strategy can also be advisable, e.g. switching from
active security training (seminars, online training,
etc.) to a passive means of communicating security
hygiene such as posters or occasional emails. This can
once again be linked to the physical milieu in which
training occurs.
From this discussion, it becomes clear that basing
InfoSec awareness on knowledge alone is not enough
and that the contextual factors and information landscapes have an assured impact on how knowledge is
transferred and in the success of how the knowledge
is eventually applied.

5

CONCLUSIONS

This paper introduced the notion of information deserts and local information landscapes in InfoSec
awareness and behaviour. The original aim of this paper was presented in Section 1 and is subsequently revisited here:
Firstly, to show how local information landscapes
and information deserts apply to InfoSec awareness;
Local information landscapes were shown to be relevant for InfoSec awareness. Awareness is based on
knowledge, which is highly dependent on effective
information transfer. Where aspects of the local information landscape have a limiting effect on security
awareness, information deserts may develop. This is

The Role of Information Deserts in Information Security Awareness and Behaviour

Table 1: External factors in information security behaviour related to a local information landscape.
Factors in InfoSec behaviour (Kirova and
Thanh, 2019)
1. Ease of access to systems, processes and
people
The place of work consists of workstations, cubicles or offices. This implies that co-workers
are restricted from each other’s private spaces.
The professional distance and privacy aspects
often limit information sharing with others. Access to systems and processes is based on a
need-to-know principle and may prohibit security information sharing.

Assessing the impact of the local information landscape on security awareness

2. Level of convenience associated with tasks
Everyday tasks may be subjected to red tape and
governing policies which some employees may
experience as a hindrance. The resulting tighter
control may assist with security information distribution.

People component: May have an extending effect as everybody is notified of the
governing policies.
Technology component: May have an extending effect due to the importance of policies and the wide distribution of information.
Space component: May have a limiting effect. Infrastructure does not always exist to
transfer information to, for example, fieldworkers that work outdoors.
General interplay: Positive extending effect on security awareness.

3. Availability of technical expertise
Technical expertise in the organisation is typically concentrated (i.e. in an IT department) and
not readily accessible. This also implies a concentration of information.

People component: May have a limiting effect as information may not be regarded
as essential as, for example, governing policies and may not be announced to everybody.
Technology component: May have an extending effect. IT departments have the
means and know-how to distribute information.
Space component: May have a limiting effect. Infrastructure does not always exist to
transfer information to, for example, fieldworkers that work outdoors.
General interplay: Negative limiting effect; information desert might originate.

4. Presence of security controls
Formal (and compulsory) InfoSec training is
provided to employees.

People component: May have an extending effect due to the control and management
of compulsory InfoSec training.
Technology component: May have an extending effect. Technology exists to inform
people of compulsory training.
Space component: May have an extending effect. Because the security training is
compulsory, information about the training is distributed by various means – this includes posters and bulletin boards for users not working with technology, e.g. outside
workers.
General interplay: Positive extending effect
People component: May have an extending effect as managers would make announcements to groups of people.
Technology component: May have an extending effect as organisational structures
include technological infrastructure. May not be the case for outside/fieldworkers.
Space component: May have a limiting effect as posters and physical billboards may
be confined to specific departments – general announcements may be missed.
The general interplay between components of local information landscape: Positive extending effect on security awareness.

5. Organisational structure
Fixed organisational structures with clearly defined roles and responsibilities exist. A noticeable unidirectional balance of authority exists,
e.g. a manager influences a subordinate in a topdown fashion.

6. Limited presence of co-workers, family or
friends
People are exposed for limited times to coworkers (only during working hours), family
(after hours and weekends) and friends (after
hours and weekends).
7. Collective purpose and working with others
Members of the organisation should have a collective vision, i.e. for the organisation to be successful. This vision guides their InfoSec behaviour and, by extension, security information distribution.

People component: May have a limiting effect due to the inaccessibility of systems
and processes by everyone. Information may be transferred via a word-of-mouth process which may increase the temporary nature of the information.
Technology component: This may have a limiting effect due to information that must
be distributed on various systems.
Space component: May have an extending effect. If workstations are arranged in an
open-plan setup, everybody may see or take notice of posters or physical bulletin
boards.
The general interplay between components of local information landscape: Negative limiting effect on security awareness; information desert might originate.

People component: May have a limiting effect due to limited exposure.
Technology component: May have a limiting effect as technology may not be utilised
after hours.
Space component: May have a limiting effect as physical infrastructure may not be
utilised after hours.
General interplay: Limiting effect on security awareness; information desert might
originate.
People component: May have an extending effect as information and announcements
are regularly made to all organisation members.
Technology component: May have an extending effect as collective information is
made available on all technological platforms. May not be the case for outside/fieldworkers.
Space component: May have an extending effect. Important collective information
such as the company’s vision is displayed on departmental notice boards and communal areas.
General interplay: Positive extending effect on security awareness.
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then indicative of a gap in the knowledge and associated awareness of the organisation which can leave
the organisation vulnerable.
Secondly, to show that a strong connection exists
between local information landscapes and information deserts, and external contextual factors in security behaviour and that the mutual influence should
be considered when seeking to evaluate and address
security behaviour.
In the case of InfoSec awareness and behaviour,
local information landscapes were shown to be inextricably linked to the external contextual factors that
influence individual behaviour.
The mapping that was presented in Figure 2 illustrated how the two concepts intersect. Their mutual
influence can either help or hinder InfoSec awareness
by extending or limiting information. It was furthermore shown how InfoSec awareness and behaviour
could be evaluated through an analysis of the components of a local information landscape, i.e. people,
space, and technology and assessing whether they
contribute positively to the goal of improved security.
A possible limitation in this research is that the
contextual factors are specific to the organisation
where the study was conducted and may not apply to
other organisations. This implies that contextual factors can only be evaluated on a per-organisation basis.
This limits the ability of the proposed approach to
generalise across organisations.
Finally, future work entails the inclusion of intrinsic contextual factors in human behaviour in the
model. The intrinsic factors, when combined with local information landscapes, may help to understand
the formation of attitude and intention as an antecedent in InfoSec behaviour.
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