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Due to new technological innovations, the increase in lifestyle products, and the digitalisation of healthcare
the volume of personal health data is constantly growing. However, in order to use, re-use, and link
personalised health data and, thus, unlock their potential benefits in health research, the authors of the data
need to voluntarily give their informed consent. That is a major challenge to health data research, because the
classic informed consent process requires the immense administrative burden to ask for consent, every time
personal health data is accessed. In this paper we argue that all alternative consent models that have been
developed to tackle this problem, either do not reduce administrative burdens significantly or do not conform
to the informed consent ideal. That is why we used the design thinking approach to develop an alternative
consent model that we call the value-based consent model. This model has the potential to reduce
administrative burdens while empowering research subjects to autonomously translate their values into

consent decisions.

1 INTRODUCTION

In medical data research an informed consent (IC) is
a process in which research subjects are given
information about specific studies and then
voluntarily permits research agents to access and use
their health data like x-ray images, clinical history,
drug prescriptions, and much more to conduct the
study. By informing research subjects in advance
about research objectives, potential advantages and
disadvantages, funding, and other relevant factors,
and by granting them the right to revoke their consent
at any time, the autonomy of subjects in medical
research is structurally protected (Kleinig, J., 2009).
However, the rise of big data in medical research
comes along with two challenges for the IC process.
First, it is impossible to inform subjects about the
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scope, the methods, and the risks of research projects
that are going to access health data in the far future.
Second, to transfer the classic notion of IC into the
medical big data context, researchers would have to
repeat the consent process for each new data use and
each one of the research subjects would have to
repeatedly give their consent. It is easy to see that
with increased quantities of research requests both the
educational and the administrative burden on the part
of the researchers as well as the consent burden on the
part of the research subjects becomes impractical
(Ruyter et al., 2010; Mittelstadt and Floridi, 2016). To
face these challenges, a number of digital alternatives
to the analogue IC model have been introduced
recently (e.g., Helgesson, 2012; Kaye et al., 2015;
Ploug and Holm 2016). All of these models try to find
an equilibrium between the data subjects’ autonomy
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and potential data efficiency benefits by introducing
various interpretations of the research scope that
subjects are able to consent to. They also try to
consider the various national and international laws
concerning medical data privacy like the EU GDPR
or the US HIPAA. Whether these IC models are able
to adequately preserve the research subjects’
autonomy is discussed critically and repeatedly
challenged (e.g., Caulfield and Kaye, 2009; Cheung,
2018; Manson, 2020).

In this paper, we will use the design thinking
method to analyse current IC approaches in the digital
health data research context and come up with a
suitable alternative IC model. First, we analyse the IC
models most commonly discussed in literature and
identify both normative and technical benefits and
risks for researchers and research subjects. Since
some of the identified risks may jeopardise the
research subjects’ autonomy in real live consent
situations, we come up with a new consent model that
we will call value-based consent model and that is
built on the Danish meta consent model by Ploug and
Holm, (2016), the idea of a cascade consent model
that was proposed by the German Ethics Council
(Deutscher Ethikrat, 2017), and the matrix model,
introduced by Christiane Woopen (2020). Its
innovation is the possibility for research subjects to
express consent preferences for different types of
research categories such as research scope, research
agent, funding, and many more in advance and, at the
same time, to manually introduce exceptions from
this setting. We call these exceptions dynamic
categories. They can be introduced in cases, where
settings in the meta consent conflict with each other.
This modification prevents automated consent
decisions that do not match a subjects' personal
values. Additionally, we promote the subjects’ right
to withdraw from its research participation by
introducing the possibility to transparently oversee all
consent decisions already made for past, present, and
future research studies in a so-called consent history
and to opt out of single studies before they start. This
way, the value-based consent model promotes value-
based consent decisions while supressing machine-
based consent decisions.

2 STATE OF THE ART

To understand what informed consent actually is and
how its elements can be justified, it is best to take a
closer look at the status of humans as self-determined
moral beings. This status is often justified by the
human capability to autonomously set and pursue

82

moral ends (Kant, 2011). In this context, Autonomy
is not so much a single momentum of purposeful
action as it is a process that comprises the capability
to, first, create and reflect personal desires, motives
and ideals, second, to form and change concrete
behavioural intentions and put those intentions into
actions and, third, to assess the foreseeable
consequences of actions (Woopen and Miiller, 2021).
To ensure that subjects in medical research are
respected in their nature as morally autonomous
beings the IC must consider all three parts of the self-
determination process. It must enable people to form
and reflect their own preferences and desires
(Frankfurt, 1971). That includes the ability to project
individual changes in preferences and ostensible
choice inconsistencies into the IC architecture.
Furthermore, the IC must take the bounded
rationality (Schlaile et al., 2018) of human beings
into account. Due to cognitive and physical
limitations as well as constraints in terms of time,
economic and social resources, the human ability to
assess all foreseeable consequences of one’s actions
is per se limited. Nonetheless, the quality and quantity
of information as well as its medium of
communication should enable research subjects to
make self-determined decisions. That includes the
necessity to receiving detailed information about
studies subjects are asked to participate in and the
structural ability to easily act on that very information
by consenting to, withdrawing from, or rejecting
research requests. An IC doesn’t serve its purpose if
these criteria are not met and subjects are not able to
form and change their preferences, retrieve relevant
information, and change their consent decisions.
Especially in the digital research context, the last
issue is most relevant. Jiirgen Habermas identifies a
threat to autonomy in the pragmatic tendency to
replace complex decision-making processes with
mere technical processes. In such cases, it is no longer
the autonomous citizens within a society who define
social meaning through their own decisions and
discourses, but the few people who develop a
technology that makes important decisions for the
people (Habermas, 2004). Decisions about which
research projects are covered by a broad consent and
which studies are rejected due to hierarchical meta
structures, are part of that problem. Three criteria can
be derived from the discussion so far: an IC model
that transfers the ethical and legal reasons to conduct
the IC into the realm of medical health data research
can be considered to be adequate when research
subjects (i) are informed about crucial characteristics
of a research project before their participation, (ii) are
informed about foreseeable personal and social
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consequences of their research participation as well
as the limitations to that assessment, (iii) can easily
incorporate personal moral developments and social
changes in their decision-making process and adjust
their consent accordingly.

2.1 Specific Consent Model

With specific consent, subjects authorise research
agents to access a well-defined set of data for one
specific research purpose. In contrast to the confusing
perception given by the phrase ‘data donation’, which
is often used in such contexts, participants do not lose
their right to authorise or deny data access. They can
withdraw their consent at any time, even after
research has been conducted. Moreover, any data
access and use beyond the specific research purpose
needs new consent. The specific consent model
enables potential research subjects to use the specific
consent type in a digital format (Ploug and Holm,
2016). The information process can be provided by an
interface and support subjects in many ways. For
example, information can be made available in many
languages, its transfer can be supported audio-
visually, and the research subjects’ understanding of
the research in question can be checked with the help
of interactive elements (De Sutter et al., 2020). It is
also important to stress that in this model, information
can be altered to fit the subjects’ needs (Ploug and
Holm, 2016). Apart from that, the specific consent
model does not allow researchers to collect contact
data for follow-up studies. Some researchers argue
that this characteristic can cause tremendous
administrative burdens (Helgesson, 2012). Thus, a
consent model that enables subjects to use specific
consent only would demand a lot of efforts from
potential research subjects since it is plausible to
belief that the number of specific consent requests for
medical data research will increase significantly in
the near future (Mittelstadt and Floridi, 2016). In
consideration of the overwhelming numbers of
consent requests, we assume that study drop-outs and
blanked rejections have to be perceived as likely.

2.2 Broad Consent Model

In contrast, the broad consent can be introduced to
widen the research purpose subjects can consent to.
The definition of what an adequate scope of research
should look like is by no means fixed, but open for
debate. It may, for example, refer to the development
of different image recognition algorithms only and
authorise access to skin cancer images exclusively.
But it may also include a consent to grant access to all

related files in the EHR for the purpose of cancer
research in general. As a result, the broad consent
model reduces the number of research requests and,
therefore, the administrative expenses in correlation
to the extension of the research scope (Manson,
2020). However, a serious issue with the broad
consent model is that at the time the consent is given,
the quantity and quality of future studies conducted
with this data is unknown. The problem is that it is
not possible to inform subjects about the research
scope, the personal benefits and risks, the research
agents, or the funding of future research studies
whose design may not even have been invented today
(Caulfield and Kaye, 2009; Caplan, 2009).
Consequently, subjects cannot know, how their
involvement in research may affect future societies and
their future self. Moreover, not every broad consent
attaches an expiring date to the consents which means
that subjects can consent to a broad use of their data
and when research methods or governance policies
changes in the future, the consent will still hold (Ploug
and Holm, 2020). Attached to this problem is the issue,
that it is inconvenient to make use of the right to
withdraw consent, if subjects do not know in which
research projects their data is being used (Ploug und
Holm, 2016). Advocates of a broad consent model
argue that subjects can be well informed about the fact
that they do not have all relevant information on future
research projects (Taupitz and Weigel, 2012). As long
as transparent governance structures are put in place,
they belief that the broad consent model meet the IC
ideal (Manson, 2020).

2.3 Open Consent Model

The open consent model was implemented in the
Harvard Personal Genome Project, in which subjects
were able to consent to the public release of their
genome data after passing a very detailed test about
the properties of genes, the research areas genes are
used in, and all possible disadvantages that might
come along with public data use. The complexity of
the test gives the impression that the few who are able
to pass it are sufficiently informed to make an
autonomous decision (Angrist, 2009). The open or
blanked consent model enables subjects to grant
everyone the access to a specific set of health data
without any limitations regarding access time and
frequency, data use, or agency (Wendler, 2013).
Thus, the administrative burden of obtaining re-
consent is minimal. Because it is difficult to imagine
that regular data subjects are able to reach a level of
enlightenment where they can overview the most
important effects their open consent might have on

83



HEALTHINF 2022 - 15th International Conference on Health Informatics

their personal live and the society, most experts
disqualify this model for broad social application
(Cheung, 2018).

2.4 Dynamic Consent Model

The dynamic consent model as well as the meta
consent model try to mediate the extremes of the
former consent models. The dynamic consent enables
subjects to repeatedly give specific consents to
researchers to use their personal health data for
medical studies (Steinsbekk et al., 2013). While the
subjects’ data is stored permanently and does not
need to be deleted after each study, subjects can
actively oversee all research in which their data has
been used. Because the data is stored permanently,
subjects can be selected for research based on special
attributes like clinical history, blood type, social
media use, and so on. Empirical data indicates that
people are more likely to grant their consent to
research projects if research requests are managed
with a dynamic rather than a broad consent model
(Stoekleé et al., 2019). While advocates argue that the
administrative burden of the dynamic consent model
is likely to be smaller than in the specific consent
model, critics doubt that, because the program
constantly sends requests to potential subjects
followed by a long waiting period for responses
(Manson, 2019). In addition, Ploug and Holm assume
that people who are often confronted with consent
requests will stop reading the consent information and
give their consent or refusal out of habit. The authors
call that phenomenon “consent fatigue” (Ploug and
Holm, 2016). To the best of our knowledge this
phenomenon has not yet been empirically proven.

2.5 Meta Consent Model

The meta consent model can be thought of as a filter
program. It gives subjects the opportunity to set their
preferences regarding the study categories “type of
consent” (blanked refusal, broad consent, blanked
consent, specific consent), “type of data” (e.g., EHR,
gene material, tissue etc.), and “research context”
(e.g., commercial or non-commercial research,
funding situation, national or international research)
(Ploug and Holm, 2015; 2016). Blanked refusal
means that subjects refuse to consent to a given
research category in general. Subjects might, for
example, deny commercial agents access to their data.
By entering their preference settings in the meta
consent form, subjects can choose how they are going
to be asked for consent in the future. Now, if the same
subjects prefer to support all research concerning
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cancer, they can give broad consent to cancer
research. This way, a study request on skin cancer
research that wants to use skin images to train a skin
cancer recognition software can do so without asking
for specific consent. The same way, a research project
on lung cancer can use the subjects’ EHR. As the
example suggests, in the meta consent model subjects
can choose alternative consent types for different
research categories. Unfortunately, there are cases
where consent choices on the meta level contradict
each other. If a for-profit organisation wants to do
cancer research, it is not obvious how the meta
consent form of the subjects in the example above can
generate a consent. For these cases, Ploug and Holm
introduce a prioritisation of consent decisions that
automatically solves technical inconsistencies.
Blanked refusal is prioritised over specific consent
over broad consent over blanked consent. For the
case above, the blanked refusal to private businesses
is weighted higher than the broad consent to support
cancer research. The meta consent model has
empirically been proven to gain trust among Danish
research subjects (Ploug and Holm, 2017).

There are some problems with the meta consent
model as well. First, the meta consent model has a
higher administrative burden than the broad consent
model because the system needs to send consent
requests constantly and waits for individual answers
(Manson, 2020). Second, human preferences are not
as ordered and consistent as the automated conflict
solution suggests. Preferences and desires do not need
to be complete or transitive to acknowledge the moral
autonomy of research subjects (Sunstein, 1996).
Subjects might, for example, not consent to value
blanked refusal over broad consent in a specific case.
Referring to the introduction of this article, we belief
this momentum to be particularly problematic
because consent decisions are actively delegated to an
automated mechanism that is not controlled by the
research subjects. Finally, it is important to note that
a meta-consent model can be shaped with a variety of
meta criteria to choose from and priority rules to
govern conflicts. Ploug and Holm introduced only
one of many ways to design such a model.

3 RESEARCH DESIGN

We applied a design thinking approach as
methodological framework to our research. The
method of design thinking is increasingly applied in
various scientific domains, particularly information
systems research. It is characterizable as a systematic
approach to find solutions for complex issues with the
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aid of multidisciplinary researchers (Wylant, 2008;
Plattner et al., 2011; Wolbling et al., 2012). In this
context, a common model by HPI School of Design
Thinking outlines an iterative process encompassing
six dedicated steps. These steps are passed iteratively
in multiple loops and carried out in a sequential order
while allowing to return to previous steps within an
iteration. The original process model consists of the
steps ‘understand’, ‘observe’, ‘define the point of
view’, ‘ideate’, ‘prototype’, and ‘test’ (HPI School of
Design Thinking, n.d.). For our research design,
however, we performed several adaptations. Similar
to the proposed framework, we defined six steps and
maintained both the sequential order including the
possibility of backward stepping within an iteration
and the iterative nature of the overall methodological
process. Likewise, our research methodology consists
of the steps: (1) awareness building, (2) knowledge
base development, (3) formation of opinion, (4)
ideation, (5) conceptualization, and (6) validation.
Our adapted iterative approach contains an embedded
loop from the last to the first step to ensure agility of

the research process.
Lo e Formation of
Base A
Development Or i
Awareness / \ o
/

m

Figure 1: Design thinking Steps.

Conceptional-
ization

We carried out the steps depicted in Figure 1
iteratively with a project team of 12 researchers, who
contributed their expertise from the research fields
ethics, law, economics, social sciences, information
technology, healthcare, price and service
management, education, and media research. In the
first step, awareness building, each researcher
developed an own understanding for phenomena
related to a given domain under investigation. In the
second step, each researcher relied on individual and
self-selected methods for knowledge  base
development, typically a literature analysis, to acquire
comprehensive information about the phenomenon
under investigation. Naturally, this step differed
among researchers since it is subject to the
researchers’ expertise in terms of the domains
relevant for phenomena elicitations. The creation of a

knowledge base allowed each researcher the
formation of an opinion based on own expertise
established over the time of the project. Such
expertise was used by the researchers in the phase of
ideation to generate novel ideas for consent models.
In conceptualization, these ideas were concretized in
several group meetings, five workshops, and weekly
small group meetings over a period of nine month. As
a result of this step, the first two authors of this article
developed first blueprints for consent models,
typically emphasizing certain aspects, e.g., legal or
ethical issues. The final phase of each iteration, called
validation, was carried out in plenums with all
researchers of the project team. Such plenums took
place according to fixed schedules and terminated an
iteration. All researchers presented and shared their
ideas on state of art consent models and the consent
model development. Subsequently, (dis-) advantages,
problems, and opportunities were discussed as well as
potential (dis-) similarities among model proposals.
In a new iteration, the first two authors tried to refine
their consent model based on the feedback received
by the group. Naturally, this involved further
awareness building and an extension of the
knowledge base. Our findings generated through this
process allowed us to systematically compare the
models, which is presented in section 4. Among
others, this systematic comparison has led to the
further development of Ploug and Holms meta
consent model into a new meta consent model
variation that is the value-based consent model.

4 COMPARISON OF THE
CONSENT MODELS

As we have discussed in part 2 there are many issues
with the current IC models that can either severely
limit Big Data research or critically diminish the
autonomy of research subjects. The specific consent
model incorporates the fundamental elements of the
classic notion of IC the best. But, compared to the
alternatives, it carries the highest burdens for
researchers and research subjects. The broad consent
model and the open consent model both reduce or
minimise these burdens at the expenses of the
research subjects’ autonomy. Autonomy can be
restricted by inconvenient refusal options and by
static broad consent types for an unknown number of
studies with an unknown quality. The dynamic
consent and the meta consent model try to smoothen
this gradual autonomy issues by introducing more
convenient choice architectures. Unfortunately, the
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Table 1: Benefits vs. risks and burdens of contemporary consent models.

Consent Model

Benefit

Risks and burdens

Specific Consent

Broad Consent

Blanked/ Open
Consent

Dynamic
Consent

Meta Consent

-genuine implementation of the IC ideal
(Ploug and Holm, 2016; De Sutter et al., 2020)

-huge financial and administrative burden
(Helgesson, 2012; Manson, 2019)

-burden of being informed numerous times
(Steinsbekk et al., 2013)

-Risk of study drop outs (Steinsbekk et al., 2013)

-reduced administrative burden compared to
specific consent (Manson, 2020)

-subjects are not informed in detail about the
studies they consent to (Caulfield and Kaye, 2009;
Caplan, 2009)

-model may scare potential research subjects away

-minimal administrative burden
(Angrist, 2009)

-does not comply with IC ideal in broad public
settings (Cheung, 2018)
-possibilities to intervene are minimal

-simplified way to contact and re-contact
research subjects (Steinsbekk et al., 2013)
-reduced administrative burden compared to
specific consent (Steinsbekk et al., 2013)

-the ‘Re-Consent’ option might scare potential
research subjects off (Steinsbekk et al., 2013)

-model produces procedurally consistent
consent decisions (Ploug and Holm, 2016)
-subjects can express preferences comparatively

-subjects might give consent to studies that they
prefer not to consent to (Ploug and Holm, 2016)
-higher administrative burden compared to the

accurate (Ploug and Holm, 2016)

broad consent model (Manson, 2019)

first one is still burdensome in administration and
potentially foster a consent fatigue. The latter might
technically generate consents that do not reflect the
informed decisions of the subjects. Table 1
summarise the benefits and burdens of all consent
models as discussed before. This table relates to the
present analysis and is not exhaustive.

Based on the comparison above, we belief that a
meta consent model approach is the best solution, so
far, to realise the IC ideal in the context of medical
data research. It enables research subjects to affect the
frequency and type of research requests they receive
and it also acknowledges their ability to form and
express personal preferences concerning research
categories like research objectives, research agents,
and funding in general.

However, we recognise that the limitations of
Ploug and Holms model jeopardise the IC ideal, for it
creates the option to generate technical consents that,
eventually, do not correspond with the subjects’
actual intentions. It does so by providing only
technical solutions to resolve conflicting consent
types, by allowing subjects to choose between a few
categories within the meta consent form only, and by
not facilitating the subjects’ ability to identify and
subsequently correct potentially erroneous consents.
To overcome those issues and to come closer to the
IC ideal without increasing administrative burdens
disproportionately, we propose an extended version
of the meta consent model that we will call value-
based consent model.
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S THE VALUE-BASED CONSENT
MODEL

So far, it has become evident that an exclusive
specific consent model is too demanding to be used in
a medical data research setting and that all the other
consent models sacrifice important elements of the IC
ideal in their efforts to make medical research more
efficient. The meta consent model is least affected by
this critique. It struggles primarily with the scope of
preferences subjects can choose from and the
technical solution to conflicts of preference
incoherencies. To overcome these problems, we
propose to adapt the meta consent model by
introducing additional consent and refusal options
that enables research subjects to translate their values
into a fine-grained preference matrix that better
reflect their preferences on how to be approached for
IC requests.

The idea to adopt the meta consent model in a way
that better matches the EU General Data Protection
Regulation(GDPR) as well as the autonomous
decision-making process of research subjects have
already been elaborated in political statements
elsewhere (Deutscher Ethikrat, 2017,
Datenethikkomission, 2019; Woopen, 2020). We also
introduce a learning strategy — dynamic categories —
that enables the value-based consent model to favour
individual values over technical choice consistencies.
The interplay between both mechanisms, the adapted
version of the meta consent form that we call value-
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based consent structure, and the dynamic categories,
enable subjects to autonomously translate their
personal values into preferences and IC decisions and
to adjust those decisions at any time.

5.1 Research Categories

For the possibility to use broader consent types such
as broad consent and blanked refusal, as it is common
in the original meta consent model, we propose an
adjustment of the meta consent form (Ploug and
Holm, 2016). In doing so, we also define the term
research category, which can denote single research
fields as well as other characteristics of medical
studies such as ‘research objective’, ‘type of data’ and
‘type of context’. All of those are part of the meta
consent model by Ploug and Holm (2016). Because
every study has a research objective, a source of
funding, research agents like hospitals or research
groups, and so on, it can always be characterised with
a specific set of research categories. For example, a
study that seeks the data of research subjects to
develop an image recognition algorithm for skin
cancer can be characterised by its objective (skin
cancer research), the type of data that is being
processed (images of benign/malignant moles), and
contextual parameters (e.g., funded by the Ministry of
Health). Each research category is composed of
many subcategories. For example, the objective ‘skin

Cancer Research

Colorectal l

Cancer

Virology

cancer’ research is a subcategory of ‘cancer research’
which has other subcategories as well like ‘neoplasms
of digestive organs’ or ‘neoplasm of breast’. The
category ‘skin cancer’ may in turn have further
subcategories like ‘melanoma’ or ‘basal-cell
carcinoma’. All study requests can be represented as
sets of research categories. For example, a study
dealing with the analysis of skin images with a
repeated data query conducted over 5 years in the
field of skin cancer research on behalf of the public
could look like this:

Study (x) = {..., Virology:false, SkinCancer:true,
DataType-Skinlmages:true,
MultipleDataRetrieval:true,
ResearchAgend-PrivateCompany:false,

2

Now, for a fine-grained adaptation of the broad
consent and its counterpart the broad refusal,
research subjects are able to consent to studies that
correspond to research categories on different super
and sub-levels. If broad consent is given in one
research  category, the consent affects all
subcategories if no other consent decision has been
made. In contrast to the classic meta consent model,
however, subjects have the option of manually
consent or refuse to individual subcategories. For
example, research subjects may choose to give their
consent to all research projects that want to use their

4

Research Funding

Study | Study | Study | Study | Study | Study | Study
1 2 3 4 5 6 7

-
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Figure 2: Representation of the linkage between studies and research categories.
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data for ‘cancer research’. By giving broad consent to
this research category, subjects also consent to all its
associated subcategories. If some subjects like to
make other decisions in certain subcategories like
‘skin cancer’ research, they can select another option
in those subcategories. Due to the inheritance of
consent decisions to respective subcategories the
fine-grained preferences of the research subjects can
be represented in a tree structure and all its
components.

Figure 2 shows the linkage of different studies to
their research categories in a tree structure. The
blanked consent option enables subjects to consent to
any research request regardless of the research
category it belongs to. At this time this option is
legally prohibited in the EU and only listed for the
sake of completeness.

What level of differentiation of medical research
areas, data types, funding models and more can
commonly be understood in an IC process and,
therefore, what exact set of research categories are
needed to improve the IC process for research
subjects cannot be determined theoretically. We will
come back to this issue in the limitations.

5.2 Additional Refusal Types

In order to enable subjects to translate their values
into a new fine-grained adaptation of the old meta
consent form, this subsection explicates some refusal
types that have already been in use in other consent
models.

5.2.1 Specific, Broad and Blanked Refusal

One new way for subjects to communicate their
preferences in the value-based consent model is to
choose a refusal to certain research categories and its
subcategories. The specific refusal that is already
implied in the specific consent model allows subjects
to refuse to participate in specific studies and in
studies that share certain research categories. For
example, if subjects are not comfortable to authorise
the research team of Google to access their health data
in one particular case, they can use the specific
refusal. If the same subjects are uncomfortable with
Google in general using their data for research, they
can make a broad refusal for Google to use their data
in any further studies. Analogously, to the broad
consent, the broad refusal affects multiple studies
belonging to that research category at once.
Likewise, the blanked refusal expresses the
preference to deny data access to any kind of medical
data research, whatsoever. This refusal type differs
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from the blanked refusal option that is known to the
meta consent model in that it refers to the entire
preference tree (Section 5.3).

5.2.2 Legal Obligation for Data Processing

For reasons of transparency, it could be useful to
communicate legal acts of obliged health data access.
For example, when the Centre for Disease Control
and Prevention accesses its citizens EHR files to
count new COVID-19 cases and evaluate counter
measures, it is entitled to do so by law. Noteworthy,
communicating legal obligations for data processing
does not embody a novel governmental power, but
rather makes such operations more transparent.

5.3 Value-based Consent Structure

As in Ploug and Holm (2016) original meta consent

form, in the value-based consent model subjects have

the option to express their consent preferences for
each research category and subcategory. In contrast
we present the adapted version in a hierarchical tree
structure which simplifies the representation of
multidimensional research categories and allows
subjects to combine different consent and refusal
types within these dimensions.

‘AII Research ‘ (0] H Cancer research | (0]

| Broad Consent (BC)

‘Speciﬁc Consent (SC) ‘
(@)

» Colorectal Cancer | O
Skin Cancer BC

Liver Cancer SC

i_: Type-1 |
Type-2 |
[o
»| Virology | BC
t Coronavirus
—F \

*»: Research Funding | (0)

’.. Public 0
» Commercial

.. o |

Figure 3: Preference Tree.

Figure 3 shows that some research categories are
described as ‘open’. The term ‘open’ simply means
that the subjects have not made a consent decision in
this category yet. If, at the time a research agent sends
out a study’s request, all the relating research
categories are still ‘open’, a specific consent request
will be forwarded to the subjects. Whereby, the
subjects are made aware that they could set a consent
decision in the value-based comsent structure. A
specific consent option means, that requests should be
forwarded directly to the research subjects as specific
consent requests, whereas the broad consent option
reflects the broad consent decision to grant a consent
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to all corresponding research requests. In addition, we
introduce a prioritisation of consent decisions for
subcategories and supercategories in which consent
and refusal decisions in a subcategory override the
corresponding supercategory. For example, research
subjects may choose to give broad refusal to the
research category ‘cancer research’ which will mark
all subcategories like ‘skin cancer research’ as
refusal. Now, if subjects like to set exceptions, they
can choose to give a different consent option to
specific subcategories. This makes it possible to
express global decisions such as ‘All except these’ as
well as ‘None except these’ through the consent tree.
The opportunity to add exceptions to a broad refusal
option is actively suppressed by the prioritisation
logic of the meta consent model by Ploug and Holm
(2016).

5.4 Dynamic Categories

In the meta-consent form as well as in the value-based
consent structure it is very likely that two or more
preferences conflict with each other on a regular
basis. For the skin cancer research case, such a
conflict may arise for subjects who have given a
broad consent to cancer research but broad refusal to
commercial research agents. Now, if Google wants to
conduct skin cancer research, it is not clear whether
the consent or the refusal should be more important.
The issue of conflicting consent types not only occurs
in cases in which broad consent and broad refusal
conflict with each other, but also in those where
specific consent preferences and broad consent
decisions preferences contradict each other. To solve
this issue Ploug and Holm introduce a prioritisation
schema, as described in section 2.5. According to
their schema, the leaner decision is preferred and
applied as soon as two preference definitions in the
meta-consent form contradict each other, whereby the
refusal is given the highest priority:

Blanked Refusal > Specific Consent > Broad
Consent > Blanked Consent

In line with this prioritization logic, the refusal
towards commercial research agents like Google
would be of a higher priority than the cancer research
consent and Googles cancer research request would
be denied. This prioritisation does not correspond to
the IC ideal, since the subjects cannot decide which
of the respective preference they would favour in a
conflict. On a more technical level, the scheme will
likely generate refusal decisions for research studies
in which subjects would have liked to participate. To
eliminate this problem, we replace the static

prioritization logic with what we call dynamic
categories.

Dynamic  categories  enable subjects to
individually decide how to deal with conflicting
preference choices. In cases in which consent
decisions conflict with each other, the affected
research request triggers a request for specific
consent. Subjects are notified that the request has
been generated by conflicting preference choices in
the value-based consent structure. After reading the
consent information and approving or rejecting the
specific consent request, subjects are given the option
to give a broad consent or a broad refusal to all future
study requests that trigger the very same conflict.
That means that any case of conflict enables subjects
to create exceptional broad consent or broad refusal
rules which is the dynamic category. For the Google
cancer study case, subjects are notified about the
conflicting preferences and can choose, either to treat
every conflict of this kind as specific consent request
or to generate a new dynamic category that solves the
conflict for all studies that share the same research
categories. In the first case, a different study on skin
cancer that is conducted by Google would be brought
forward as a new specific consent request. In the
second case and in dependence to the previous
decision, subjects either consent or refuse their
participation in forthcoming cancer studies that are
conducted by commercial agents like Google, Pfizer,
or Nestle without having to go through a new IC
process. For the dynamic categories, only broad
consent and refusal options are available, since a
specific consent choice would generate the same
effect as the absence of the dynamic category.

Since dynamic categories can only be generated
when consent decisions conflict in the value-based
consent structure, it is evident that they are deleted
when all underlying contradictions cease to exist. As
soon as subjects alter the structure in a way that the
conflicts that establish a dynamic category are
removed, the subjects are being notified. In addition,
subjects can change their consent or refusal decisions
or delete the dynamic category at any time.

There are two ways in which research categories
can overlap. First, there are conflict-free overlaps
which are overlaps of any number of research
categories for which the same consent or refusal type
has been chosen and any number of research
categories for which the decision is still open.
Second, there are overlaps that are characterised by
conflicting consent decisions. The following four
conflict cases are conceivable:

1. Broad or blanked consent with broad or blanked
refusal
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2. Broad or blanked consent with specific consent
preference

3. Broad or blanked refusal with specific consent
preference

4. Broad or blanked consent with broad or blanked
refusal with specific consent preference.

The procedure to solve those conflicts is always
the same. A specific consent request is sent to the
subjects who then can give a specific consent or
refusal and create a dynamic category by choosing a
broad consent or refusal decision for all cases alike.

5.5 Opt out and Reconsideration
Options

We introduced an opt out and a reconsideration
opportunity to the value-based consent model, that
enables research subjects to revoke or change their
consent decisions up to the point of data retrieval. We
belief this option to be necessary to effectively
exercise the right to withdrawal consent in a fast-
moving research field that is medical data research.
For this purpose, a consent history is available that
entails a list of all research requests that have been
given a consent or a refusal to. Subjects can use their
consent history to modify specific consent decisions
as well as the specific consent or refusal decisions that
derived through broad consent and broad refusal
settings. For example, research subjects that decide to
give broad consent to commercial research agents
and to skin cancer research at first, might, at a later
time, read the list of all research studies that they have
given their consent to and realise that they consented
to participate in the research of a company that they
would rather not have given consent to. In the value-
based consent model the subjects can opt out in such
situations without further ado as long as the data has
not been retrieved jet. The other way around it is also
possible that subjects have given a broad refusal to
commercial agents, but by looking on the list of
refused research studies they may realise that they
want to support a specific skin cancer study by
Google. As long as this study is not due, the subjects
can alter their former broad consent decision in such
cases by using the option to reconsider the study for
the specific consent process. It is also possible to opt
out of a specific consent that is characterised by
multiple data retrievals over a fixed period of time. In
the consent history a specific consent of such kind is
tagged prominently so that research subjects can
easily distinguish it from other consent types. To
revoke a consent, subjects can simply opt out of the
data retrieval that is scheduled next.
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The opt out and the reconsider option is a
transparency feature that communicates the relation
between subjects and all relevant research studies
openly. The oversight of the consent history and, thus,
the impact of broad consent and broad refusal
options on specific research requests promotes the
competence of subjects to translate their values into
consent preferences adequately. In all alternative
models that offer broad consent options, subjects may
face the problem of not being able to imagine, which
specific research projects may serve an abstract
research objection, which specific agents are affected
by a broad consent decision or which type of data
might be risky to share in a given research context.
With this transparent structure, the value-based
consent model ensures that subjects will become
increasingly better at wunderstanding research
categories. A remarkable side effect of the opt out
feature is, that it excludes the original notion of a
blanked consent type. Even the broadest consent
decision like the decision to give consent to all
research objectives, research agents, and all other
research categories, whatsoever, does not equal the
classic blanked consent decision because subjects are
always able to change their decision based on
transparently communicated research activities and
opt out of individual research projects.

6 DISCUSSION

In this article we used the design thinking approach
to develop the value-based consent model. The value-
based consent model enables consent requests for the
use of personal health data in medical research
projects to be answered via the value-based consent
structure and additional dynamic categories. In this
process, the research categories of each study are
matched with the selected consent preferences of each
subject. In contrast to the original meta consent form
by Ploug and Holm, the new structure enables
subjects to choose two additional refusal options:
specific refusal and broad refusal. We believe that
representing the super and sub research categories in
a tree structure (see Figure 2) is also more accessible
than the matrix notation used by Ploug and Holm. The
dynamic categories, then, transfer the power to decide
how to deal with conflicting consent preferences from
a technical static prioritization logic to the research
subjects themselves. By adding a transparent consent
history that can be used to audit all former and current
consent decisions and to opt out or reconsider consent
choices, subjects are also able to increase their
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medical and digital literacy and adjust their consent
choices to their personal values.

All these changes establish a digital IC process
that converges with the ideal presented at the
beginning. (i) By informing subjects continuously
and transparently about past, current and future
studies in a learning friendly environment, the value-
based consent model supports the subject’s digital
and medical literacy, thus, enables them to build their
consent decisions on the latest insides and educated
assessments. (ii) Based on the easily accessible and
comprehensive information provided by the value-
based consent model and with access to the advice of
medically trained personnel who always needs to
accompany consent processes subjects are
empowered to understand the risks and consequences
of research participation and the limits of that
assessment. Finally, (iii) the differentiated choice
architecture, the simple to use intervention options,
and the consent history give subjects the opportunity
to incorporate newly gained experiences and personal
value shifts in the IC decision-making process.

However, there is also the issue of the
administrative burdens of digital IC models for
secondary use of research data. We have referred to
empirical studies that indicate that research subjects
are less likely to engage in medical data research that
is governed by broad or open consent models. In
contrast subjects place more trust in IC processes that
are governed by a dynamic consent model or a meta
consent model. Since the value-based consent model
is comparatively more transparent and does not
patronise subjects with priority rules, we assume that
subjects would prefer it over other models. If this was
the case, the comparatively large number of subjects
that would potentially use the new IC model would
reduce the challenges of the recruitment process and,
therefore, the administrative burden. The hypothesis
needs to be proven empirically in future studies.

6.1 Limitations

The effectiveness and the usability of the value-based
consent model has not been evaluated empirically so
far. Since the meta consent form is less complex than
the value-based consent structure and since the new
model incorporates a number of new refusal options
empirical studies on the application of the meta
consent model that have been conducted so far cannot
substitute the gap. Another limitation is the
configuration of the value-based consent structure. In
their work, Ploug and Holm pointed out that the meta
consent form can be extended to contain more meta
categories to choose from. However, the number and

type of research categories it should contain in order
to allow subjects to make autonomous decisions
without being either overwhelming or patronised, has
not yet been determined. This issue needs to be
addressed in further empirical studies as well.
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