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Abstract: Many companies are being targeted by attacks called Advanced Persistent Threats (APT). These are difficult
to be detected because espionage and important information stealing are the main tecniques instead of trying
to crash the system by causing a denial of service (DoS) attack, for example. With the popularization of the
Internet of Things (IoT) and knowing that these devices do not always have a high level of security, this type
of attack can be more efficient and further compromise the security of associations. A study containing the
main attacks and a proposed defense model will be presented in this work.

1 INTRODUCTION

With the advancement of internet technologies, infor-
mation security has become a major concern for or-
ganizations. In the last decade, many companies have
been the target of a new type of attack, called Ad-
vanced Persistent Threats (APT).

(Ghafir et al., 2018) found that the volume, com-
plexity and variety of cyber attacks are growing ex-
ponentially. This growth trend is being driven by the
cyber war and the emergence of the Internet of Things
(IoT).

According to (Kumar et al., 2019), on the Internet
of Things (IoT), devices interact with us to answer
our explicit or implicit needs. And every day we see
new devices emerging and bringing a long-term view
of IoT closer to reality. However, there are still many
challenges related to the reliable and efficient devel-
opment of applications.

In this work, a research on the main APT attack
and defense techniques will be presented, in addition
to addressing some known attacks and defenses in IoT
devices. Based on this, a defense middleware will be
proposed to increase security in networks with IoT
devices that can be a gateway to APT attacks.

a https://orcid.org/0000-0002-8705-732X
b https://orcid.org/0000-0002-2075-6601
c https://orcid.org/0000-0003-1101-3029

2 THEORETICAL REFERENCES
AND RELATED WORKS

2.1 Advanced Persistent Threats (APT)

(Zhang et al., 2018) states that the term APT Attack
was first proposed by the USAF (United States Air
Forces) in 2006. According to the NIST (US Na-
tional Institute of Standards and Tecnology), the def-
inition of APT is: Attackers with technology profi-
ciency use a variety of intrusion programs (networks,
physical and fraud) with valuable resources to achieve
the objective of the attack. According to (Ghafir
and Prenosil, 2014), APT is a cyber threat based on
”one-day exploits” where the attacker can still have
other attack objectives even with the critical system
breached.

2.1.1 APT Attacks

In (Yang et al., 2020), the authors report a generic
APT attack in four steps, namely: Preparation, Infil-
tration, Lateral Movement and Data Exfiltration.

The ”preparation” phase consists of researching
which company will be the target, which company has
digital assets that have a certain importance. Then, an
analysis of the employees is made and a generic email
is created to send malware.

The ”infiltration” phase consists of sending the
email with the malware to the selected employees
who would be potential targets to run the backdoor.
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When executed, the attacker has command and con-
trol with the target server.

The ”lateral movement” phase consists of in-
stalling other backdoors on other nodes in the network
to propagate access by the company.

And finally, ”data exfiltration” phase from the or-
ganization’s network nodes.

In (Zou et al., 2020), a more specific example of
an APT tactic on Windows networks is shown. The
tactic consists of five steps. The attack is separated
into two phases, the first phase being an attack on the
Domain Controller and the second phase a direct at-
tack on a Windows machine in the domain. In this
tactic, the attack begins with the use of software or
malicious hardware. To gain privileges, the attacker
can try to circumvent the UAC (User Account Con-
trol). With the necessary privileges, the attacker can
act without being noticed. After that, the attacker can
try to perform cryptanalysis on the passwords of users
that are stored in the Account Database File. In case
of success, the attacker will have access to other ma-
chines on the network and thus obtain the necessary
data.

2.1.2 Detection of APT Attacks

To perform the detection of an APT, the first action
to be taken is to know the main characteristics of this
type of attack. (Zou et al., 2020) cites the following
characteristics:

1. Multiple Attack Stages: The attack typically has
several phases and each phase has a specific ob-
jective. Example: First, the attacker tries to gain
remote access and then tries to do a cryptanalysis.

2. Control and Data Dependency: Each attack has
prerequisites and subsequent conditions. Exam-
ple: For an attacker to access a server, he first has
to install malicious software and after accessing
the server, he must erase his trail.

3. Malware: Malware is the most widely used tech-
nique for successful APT attacks.

4. Data Exfiltration: Here, the goal of attackers is
to know what data will be obtained and how it will
be done. After that, it is important to erase the
entire trace.

The authors in (Zou et al., 2020) presented a de-
tection method by identifying the techniques used and
then relating it to a specific and already known tac-
tic of APT. Machine learning techniques were used
to detect the technique and relate to the tactic already
known. (Ghafir et al., 2018) also used machine learn-
ing techniques to assist in detecting APT attacks. The

authors (Chandel et al., 2019) have proposed a com-
munity for smart sharing of known threats. In this
way, organizations share knowledge about cyber at-
tacks. In (Zhang et al., 2018), a study and proposal
for a security framework is carried out.

2.2 Internet of Things (IoT)

With the recent technological advances made in the
Internet of Things (IoT), there is an exponential
growth of smart devices that help to build increas-
ingly interactive scenarios that help people in their
daily lives. (Kumar et al., 2019) cites 14 (fourteen)
types of IoT devices, which have been classified by
Avast Software’s Wifi Inspector tool:

1. Computers in General - Example: Macbook,
NetBook, Intel PC

2. Network Nodes - Example: Router, Hub, Switch

3. Mobile Devices - Example: iPhone, Android

4. Wearable Items - Example: Fitbit, Apple Watch

5. Videogames - Example: PlayStation, XBox

6. Home Automation Items - Example: Nest Ther-
mostat

7. Storage Devices - Example: Home NAS

8. Surveillance Items - Example: IP cameras

9. Work Devices - Example: Printers and Scanners

10. Domestic Virtual Assistants - Example: Alexa

11. Cars - Example: Tesla

12. Media and TV Items - Example: Chromecast

13. Appliances - Example: Smart Refrigerators

14. Other Generic Items - Example: Toothbrush

In recent years, there have been many advances in
this area. In (Hua et al., 2019), the authors carried out
an automation study in this area. The authors of (Lee
et al., 2017) have created new authentication methods
through a stateless restful webservice system. The au-
thors at (Ferreira et al., 2013) also conducted a study
using RESTApi for intercommunicating IoT devices.

2.2.1 IoT Attacks

The authors at (Kumar et al., 2019) found that many
popular IoT devices on the market have weak security.
This allowed several attackers to attack these devices
using known techniques, such as DDoS (Distributed
Denial of Service) attacks, identity theft, man-in-
the-middle attacks and compromised local networks.
Even with the due concern to protect the IoTs from
these attacks by companies specializing in security,
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many devices have relatively weak firmware (with
low power and power) and the adoption of security
measures is still unfeasible.

There are several techniques for exploiting vul-
nerabilities in IoT. (Kalita and Kar, 2009) describe in
their article some attacks on IoT devices:

1. DDoS Denial of Service Attacks - Prevents nor-
mal use of the network by excessive traffic and
increased latency.

2. Sybil Attacks - Several malicious devices make
use of the identity as if they were theirs.

3. Wormhole - The attacker redirects incoming mes-
sages over a low-latency link to another part of the
network.

4. Sinkhole or BlackHole - Make a node that has
already been compromised as more attractive and
receive all network traffic on that node.

5. Hello Flood - Sending many HELLO messages
broadcast on the network in order to trick other
nodes that the compromised node is also part of
the network

6. Traffic Analysis - Traffic analysis allows you to
see who is interacting on the network, in addition
to identifying communication patterns.

7. Espionage - After entering the network, it is pos-
sible to spy and obtain confidential information
and even authentication credentials.

In (Kumar et al., 2019), Avast Software’s Wifi In-
spector software was used to scan the local network
for devices that accept weak credentials or have vul-
nerabilities that can be exploited remotely.

It was related in (Koupaei and Nazarov, 2020) that
several IoT devices have resource limitations. Per-
forming computer analysis with low information stor-
age resources left the devices defenseless as they were
not designed to have successful security metrics. In
order to increase security on devices, it is necessary
to implement cryptographic algorithms in addition to
guaranteeing authentication on chips and firmware.
The authors also cite 5 (five) challenges for the im-
plementation of security:

1. Devices with limited CPU and low memory

2. Vulnerable network options

3. Devices that need high performance must have
lightweight encryption algorithms in order not
to interfere with operation

4. Strong passwords are not enough

5. Enable security updates are not always possi-
ble

We can also mention other attacks on IoT devices
that can cause more serious damage. For example,
(Vaishnavi and Sethukarasi, 2020) describes how the
Sybil attack can interfere with IoT devices that use
sensors on the body and report the patient’s health sta-
tus to medical centers.

2.2.2 Detection of Attacks in IoTs

In the past few years, several researchers have con-
ducted IoT attack detection studies. The detec-
tion process becomes more complicated because the
devices are heterogeneous in nature and each has
a different hardware infrastructure (Vaishnavi and
Sethukarasi, 2020). (Rana et al., 2018) made a sys-
tematic review of several types of IoT security frame-
works. The authors concluded that there are still sev-
eral security holes in this IoT world.

(Pacheco et al., 2020) developed an intrusion de-
tection system for fog computing or fog computing.
Mist computing is the equivalent of ”cloud comput-
ing” or cloud computing, but for IoT devices. This
system was built based on artificial neural networks.
In (Pacheco et al., 2018), another study was devel-
oped to perform detections in several types of attacks.
In 2017, a study was carried out for the intelligent wa-
ter system, because according to the author, there are
several cyber attacks on the water distribution system
(Pacheco et al., 2017). A host-based intrusion detec-
tion system (HIDS) by signature for IoT devices was
proposed in (Dutra et al., 2019). This proposed sys-
tem prevents vulnerables IoT devices to be infected
and join botnets. It is also able to notify the IoT mid-
dleware about potential failure indicators.

A security analysis of UIoT middleware using
metrics was proposed by (Ferreira and de Sousa Ju-
nior, 2017). The purpose of this analysis was to pro-
vide privacy, authenticity, integrity and confidentiality
when exchanging data between network participants,
including IoT devices. A framework for detecting
vulnerabilities in each layer of home networks was
developed by (Pacheco and Hariri, 2016). An archi-
tecture based on Intrusion Prevention Systems (IPS)
was proposed by (Gonçalves et al., 2019). This pro-
posed system allows the network to be able to block
attacks, reducing the volume of malicious traffic and
isolating the affected device from the rest of the net-
work.
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3 MIDDLEWARE PROPOSAL AS
AN EXTRA LAYER OF
SECURITY

3.1 Methodology

To carry out this work, a bibliographic research
was first carried out using the so-called exploratory
methodology. This analysis provided a theoretical ba-
sis for both APT and IoT.

The study made it possible to reflect on a new mid-
dleware where the main attacks and defenses were an-
alyzed so that our main objective is the privacy of all
devices and users of the network under study.

3.2 The Proposed Middleware

The middleware must be located between the inter-
nal network containing the IoT devices (in addition to
the rest of the network) and the internet. The mid-
dleware will be in a DMZ, so that any external user
does not have direct access to the internal devices on
the network, but will only have access to the exposed
services. See figure 1.

For access to middleware, and to avoid invasion
attempts, the suggestion is to configure the DMZ fire-
wall and allow access only from previously registered
MAC addresses. Other MAC devices that try to con-
nect to the middleware and are not previously regis-
tered may be redirected to a Honeynet.

All requests and responses must go through mid-
dleware. This will record in the database all requests
and all responses, as a way of further analysis. Re-
quests and responses must be made via REST calls,
using the HTTPS (secure) protocol, that is, encrypted.

The middleware should not allow users to log
in with standard credentials (example: admin, pass-
word). In addition, it should require users to create
strong authentication on each IoT device that is con-
nected to the network. The middleware should check
for updates to IoT devices. If so, it will not be possi-
ble to proceed with the connection. If an IoT gateway
exists, it must also be checked continuously to verify
that the firmware is out of date and has secure encryp-
tion.

Alerts will also be generated when new devices
connect to the network. A check of open ports on the
network can also be done by the middleware to aid
intrusion detection.

Figure 1: Proposed Middleware.

4 CONCLUSION AND FUTURE
WORK

After analyzing several APT attacks, it was found
that phases like ”preparation”, then ”infiltration”, fol-
lowed by lateral movement and, finally, data exfiltra-
tion are very common in most invasions.

As much as studies are done to increase the secu-
rity of IoT devices, they don’t support a more robust
security implementation because of the simple hard-
ware or firmware. Detection methods are more effec-
tive in this case, but the security of these devices still
depends mainly on the action of their users. Security
measures are: keep the firmware updated and create
passwords that are difficult to be cracked by the most
common attacks on the market.

In order to solve this problem, a middleware is be-
ing developed in such a way that it is able to check
firmware information to help the final user. Intrusion
detection systems and machine learning will also be
incorporated into this middleware, in order to avoid
the greatest possible number of attacks.
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