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End-to-end encryption enables secure communication without releasing the contents of messages to the system
server. This is a crucial security technology, in particular to cloud services. Group Key Establishment (GKE)
protocols are often needed to implement efficient group end-to-end encryption systems. Perhaps the most
famous GKE protocol is the Broadcast Protocol, proposed by Burmester and Desmedt. In addition, they
also proposed the Star-based Protocol, Tree-based Protocol, and Cyclic-based Protocol. These protocols
are based on the Diffie-Hellman key exchange protocol, and therefor are not secure against attacks based on
quantum computers. Recently, Furukawa et al. proposed an efficient GKE protocol by modifying the original
Broadcast Protocol into a post-quantum GKE protocol based on the Supersingular Isogeny Diffie-Hellman key
exchange (SIDH). In this paper, we extend their work by considering the remaining DH-based GKE protocols
by Burmester and Desmedt post-quantum versions based on SIDH, and compare their efficiency. As a result,
we confirm that the Broadcast Protocol is indeed the most efficient protocol in this post-quantum setting, in
terms of both communication rounds and computation time.

1 INTRODUCTION

Secure and efficient key management is long-standing
active area of research in cryptography. In many
cases, we have a trustworthy central server in the
system, which is usually responsible for the efficient
key management. However, in the case of cloud
services, servers are not necessarily trustworthy. For
example, when using chat applications, one usually
does not want to let service providers see the contents
of chats — we do not want to give the server access to
the secret keys, thus end-to-end encryption is usually
desirable in this case. When considering end-to-end
encrypted group communication, key management is
more complicated. Group Key Establishment (GKE)
protocols enable group members to efficiently share
the group key without giving access to the server.

Perhaps the most famous GKE protocol is
Broadcast Protocol proposed by Burmester and
Desmedt (Burmester and Desmedt, 1994). The
authors also proposed the Star-based Protocol, Tree-
based Protocol, and Cyclic-based Protocol. All
these protocols area based on the Diffie-Hellman key
exchange, and are therefore insecure against attacks
based on quantum computers.
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Recently, Furukawa et al. proposed an efficient
post-quantum GKE protocol (Furukawa et al., 2018)
by modifying the Broadcast Protocol of (Burmester
and Desmedt, 1994) to use the Supersingular
Isogeny Diffie-Hellman key exchange (SIDH), which
is believed to be post-quantum secure. The concept
of the isogeny-based cryptography was first proposed
in (Silverman, 1986). The first concrete isogeny-
based Diffie-Hellman type key exchange protocol was
proposed in (Rostovtsev and Stolbunov, 2006). The
protocol was defined over ordinary elliptic curves,
and was originally believed to be post-quantum
secure. However, the authors of (Childs et al.,
2014) described a subexponential quantum algorithm
to compute isogenies between ordinary curves, thus
showing that Rostovtsev et al.’s protocol is not post-
quantum secure. Jao et al. (Jao and De Feo, 2011)
proposed an isogeny-based Diffie-Hellman type key
exchange protocol defined over supersingular elliptic
curves, called SIDH, which is believed to post-
quantum secure. They are also among the authors
of the post-quantum key establishment mechanism
based on SIDH that was submitted to NIST’s
Post-Quantum Cryptography competition (National
Institute of Standards and Technology, 2020).
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One important use case of GKE protocols are
group chat applications. The problem of privacy
in these applications has been receiving growing
attention from the cryptographic community. It was
sometimes suspected that providers of these services
might be able to gather the information of chats if they
do not support the End-to-End encryption. As aresult,
in January 2018, Skype started testing new “private
conversations” with end-to-end encryption (Microsoft
Community, 2018), using the industry standard Signal
Protocol by Open Whisper Systems (Open Whisper
Systems, 2018). Facebook Messenger and Allo (by
Google) also use this Signal Protocol for End-to-End
encryption.

The Signal Protocol is a non-federated
cryptographic protocol, initially with no academic
security analysis publicly provided. Cohn-Gordon
et al. produced a first academic analysis of the
protocol, followed by several other works, e.g.
in (Bellare et al., 2017; Herzberg and Leibowitz,
2016; Cohn-Gordon et al., 2018; Rosler et al., 2018;
Tanada et al., 2016; Cohn-Gordon et al., 2016).
Cohn-Gordon et al. reported that there were no
major flaws in the design of Signal Protocol. We
note however that their first study was focused on
Signal’s two-party key exchange protocol, and did
not include group messaging properties (since the
implementation of group messaging of the Signal
Protocol is not specified at the protocol layer (Perrin
and Marlinspike, 2016)).

Moreover, the authors reported in (Cohn-Gordon
et al., 2018) that “While these users’ two-party
communications Now enjoy very strong security
guarantees, it turns out that many of these apps
provide, without notifying the users, a weaker
property for group messaging: an adversary who
compromises a single group member can intercept
communications indefinitely.”. As a result a Tree
based GKE has been proposed for adoption in
the Signal protocols. Also note that IETF MLS
WG (Barnes et al., 2020) tries to generalize the Signal
protocols to the group setting.

2 PRELIMINARY
2.1 Notation and Definition

* a €r A: ais selected from the set A uniformly and
independently at random.

* Group Key Agreement (GKA): all users
participate to key generation; group key
constructed based on all user’s secrets.
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e Group Key Transfer (GKT): a privileged user
(group manager / KGC*) selects a key and
securely distributes it to the other users.

e Group Key Establishment (GKE): general term
including GKA and GKT.

2.2 SIDH Protocol

We briefly explain the SIDH protocol; for full details
see (Jao and De Feo, 2011). The fixed public
parameters of this scheme are {/4,lp, ea,ep,f, p =
l‘iAlng, 1, E()(sz), {PA,QA}, {PB,QB}}, where lA
and /g are small primes, e4,ep, f so that p is a prime.
E is a base supersingular elliptic curve, and {P4, 04}
and {Pg,Qp} are bases of Ey[l;*] over Z/I;*Z and
Eoll5f] over Z/I;F Z, respectively. The key exchange
protocol is summarised as follows.

Alice chooses two random secret elements
ma,na €R Z/ZIZAZ, where my,ny are not divisible by
l4, and computes an isogeny ¢4 : Eg — E4 whose
kernel is ([ma]Ps + [n4]Qa). Alice also computes the
image {04(Pg),04(0p)} C E4 of the basis {Pg,Op}
using her isogeny ¢4. She sends {¢4(Pg),94(0z)}
and E4 to Bob.

Similarly, Bob chooses two random secret
elements Z/I;?7Z, where mp,np are not divisible by
Ip, and computes an isogeny ¢p : Eg — Ep whose
kernel is ([mp]Pp + [ng]Qp). Bob then computes
{05(P4),05(Qa)} C Ep and sends {05(P4),95(0a)}
and Ep to Alice. With this information sent by
Bob, Alice computes an isogeny ¢/, : Eg — Eap
whose kernel is {[m4]05(P4), [n4]05(04)}. Similarly,
Bob computes ¢j9 : Ex — Esp whose kernel is
{[m)0a(Ps), [nB]04(Qp)}. Alice and Bob can then
use the common j-invariant of

Eap = 9p(0a(Eo)) = 04 (05(Eo))
= Eo/{[ma]Pa +[na]Qa, [mp|Pp + [np]Op},

to generate a secret shared key.

3 GROUP KEY ESTABLISHMENT
PROTOCOLS BASED ON SIDH

Burmester and Desmedt (Burmester and Desmedt,
1994; Burmester and Desmedt, 2005) and Steiner et
al. (Steiner et al., 1996) proposed several types of
GKE protocol based on the 2-party Diffie-Hellman
(DH) protocol. These protocols offer however no
security against quantum computer based attacks.
The authors of (Furukawa et al., 2018) proposed an
efficient post-quantum GKE protocol based on SIDH,
by modifying the Broadcast GKA Protocol proposed
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Algorithm 1: Isogeny-based Star GKT Protocol.

1: Each user Uj selects my,,ny, €g Z/1;¥ Z and computes a tuple {Ey,, v, (Pc),9u,(Qc)}, then sends it to U.

2: The chair C selects mc,nc €g Z/1;°Z, t €g T and a conference session key K €g {0, 1}*. Then C computes
Ec,0c(Py),9c(Qu), Ki = Hi(j(Ecy,)), ci = Ki © K.

3: The chair C sends a tuple {Ec,0c(Py),dc(Qu),t,ci} to each user U;.

4: Each user U; computes K; = H;(j(Ecy;)), decrypts K = ¢; B K;.

Algorithm 2: Isogeny-based Tree GKT Protocol.

1: Each user U, selects
zZ/ ISOZ
zZ/ lf‘ 7z

(when d = [loga] is even),

) a E i
my,, Ny, €R { (when d = |loga] is odd).

and computes a tuple

(when d = |loga] is even),

{Eu,,0u,(P1), 0u,(Q1)}
(when d = |loga] is odd).

{Eu,,0u,(Po),0u,(Qo)}

and then sends it to U la/2)> Usa,Usgy1.

2: Each U, computes K, |42 = ch(j(EUnU\_a/zj))’ Kupa = H;, (j(Eu,uy,))s and Kooar1 = Hy, (j(Eu,vp,.,))s
where 7. € T is a fixed constant. The root U; selects a group session key K €g {0,1}* and then sends

2 =K, ®K, c3 = K3®K to Uy, Us, respectively.

3: for d = 1to logn do if [loga| = d then

4: U, decrypts ¢4 to get the conference key K = ¢, © Ky |42

5: U, sends ¢y, = K& Ky, to Uy, and sends ¢2q11 = KB Kog+1 to Uzg -
6: end for

by Burmester and Desmedt. There are differences
between DH and SIDH we have to consider in order
to construct GKE based on SIDH:

* (Space of Ephemeral Secrets): In SIDH, Alice
chooses two ephemeral secrets mg,nyq from
ZJI{*Z, and Bob chooses two phemeral secrets
mp,np from Z/I;FZ. On the other hand, in the
DH protocol, Alice and Bob choose their secrets
74 and rp from the common space Z,.

* (Space of the Shared Key): In SIDH, the shared
secret is j(Eap) € F2. On the other hand, in
the DH protocol, the shared secret is g8 € Zj,
which similar to the ephemeral secrets, is also a
large positive integer.

Dealing with the differences above with the proper
iterative selection of the users’ ephemeral secret
space, we modify the all types of the GKE protocols
proposed in (Burmester and Desmedt, 1994) and
(Kim et al.,, 2004), to post-quantum protocols
based on SIDH: we consider Isogeny-based Star
GKT Protocol, Isogeny-based Tree GKT Protocol,
Isogeny-based Tree GKA Protocol, Isogeny-based
Broadcast GKA Protocol, and Isogeny-based Cyclic
GKA Protocol.

3.1 Isogeny-based Star GKT Protocol

Figure 1: The system for isogeny-based Star GKT Protocol.

We describe the Isogeny-based Star GKT Protocol.
This protocol is analogous to the Star based protocol
proposed in (Burmester and Desmedt, 1994), based
on the Diffie-Hellman key exchange. Algorithm 1
shows the algorithm of the protocol, and Figure 1
depicts the system. Notation used to denote the
members and fixed public parameters is as follows:
* Members:
— C (A chair)
- U (Users): {Ui,...,Uy_1},
e Parameters:
- p=IELY f£1,Ey, {Pc,Oc}. {Pu,Qu}-
— Let H = {H, :t € T} be a hash function family
indexed by a finite set 7, where each H; is a
function from I > to the key space {0, 1}k,
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3.2 Isogeny-based Tree GKT Protocol

e () ) ) 65

Figure 2: The system for the Isogeny-based Tree GKT
Protocol.

d = log(3)] -

d = |loga| -

We describe the Isogeny-based Tree GKT Protocol.
This protocol is analogous to the tree based protocol
proposed in (Burmester and Desmedt, 1994) based on
the Diffie-Hellman key exchange. Algorithm 2 shows
the algorithm of the protocol, and Figure 2 depicts
the system. Notation used to denote the members and
fixed public parameters is as follows:

* Users: {Uy,...,U,}. (U is the root.)
» Parameters:
= p=I1" f£1, Eo, {Py,Q0}. {P1,01}.
— Let #{ = {H, : t € T} be a hash function family

indexed by a finite set 7', where each H; is a
function from F » to the key space {0, =4,

3.3 Isogeny-based Tree GKA Protocol

(0,0)

(1,0) (1, 1)

(2.0 22| @3]

) (e
) [ () () (@)
®) @

Figure 3: An example of the nodes tree for the isogeny-
based tree GKA protocol (n = 5).

We describe an Isogeny-based Tree GKA Protocol.
This protocol is analogous to the TGDH proposed in
(Kim et al., 2004). Algorithm 3 shows the algorithm
of the protocol, and Figure 3 depicts the system.
The notation used for the members and fixed public
parameters is as follows:
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 Users: {Up,...,Us—1}.

* Nodes: (u,v). (2tmax—1 < p < Qtmax),

 Sponsor user(s): Every node has sponsor user(s),
which we denote as S, ).

¢ Parameters:

- p=1’l{' f£ 1, Eo, {Po,Qo}, {P1,01}.

— Let #° = {H :t € T} be a hash function
family indexed by a finite set T, where each
Ht0 is a function from F 2 to the (twin) space

of ephemeral secrets Z /1’ Z x Z/1;'Z.
— Let #' = {H! :t € T} be a hash function

family indexed by a finite set 7', where each
Ht1 is a function from Isz to the (twin) space

of ephemeral secrets Z/1'Z x Z/1{'Z .

— Let H' = {H/ :t € T} be a hash function family
indexed by a finite set 7', where each H]/ is a
function from F » to the key space {0, 1}"

3.4 Isogeny-based Broadcast GKA
Protocol

Figure 4: The system for Isogeny-based Broadcast GKA
Protocol.

This protocol is proposed in (Furukawa et al., 2018),
which is analogous to the broadcast protocol proposed
in (Burmester and Desmedt, 1994) based on the
Diffie-Hellman key exchange protocol. Algorithm 4
shows the algorithm of the protocol, and Figure 4
depicts the system. Notation used for members and
the fixed public parameters is as follows:

e User: Uy,...,U,—1 (For simplicity, n is even)

s p=11 -1

 {Py,Qo} is the basis of E[I"] and {P;,Q;} is the
basis of E[I{'].

e define 1 as follows;

L= 1i) = 0 (wheniis even),
77 )1 (when i is odd).

* index i is always calculated modulo n
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Algorithm 3: Isogeny-based Tree GKA Protocol.

1: for u = upax to 1 do
2: Denote 1 = v (mod 2), and let 7. € T be a fixed constant. Each Sy,

(if (u,v) is a leaf),

selects v,y €r /'L
(otherwise),

computes (m<u,v> | |n<u,v)) = Htlc (K<u,v>)
and computes a tuple {Es, ,,9s,, (P),9s,,, ()} and sends it to S’< » Where S/(u,v> is the sponsor of

u,v
the node whose parent is common with Sy, ).

3: Note that the parent node of (u,v) is (u—1,[v/2]). Each Sy, and S ) obtain Ky, 1, |,2)) =

(uv

/
4: end for ’
5: From the above steps, every user obtains K gy = j (E Sc.0ySeLn ), and then computes the conference key K =

Ht/C (j(ES<1,o>S<1,1> )

j(ES<uJ>S< v)). Then, let S(u,v) and Sl(u,v) be S(ufl.,Lv/Zj)'

Algorithm 4: Isogeny-based Broadcast GKA Protocol.

1: Every U; randomly chooses m;,n; € (Z/I;'Z). Then, U; computes a tuple {Ey;, 0y, (Pii1),9u,(Qr+1)} and
sends it to U;— and Uj4 1.
2: Every U; computes j(Ey, ,u;), and j(Ey,u,,,). Then, Every U; broadcasts X; := j(Evu,,,) " j(Ev, u;) "

3: Every U; calculates K; := j(Ey, ,u;)" -Xl-”*1 -Xl-”[lz ----- X;_». By simple arithmetic, for all i,

K:I{i:j(EUle)‘j(EUzU3) """ j(EUnUl)'

Figure 5: An example of the system for the Isogeny-based
Cyclic GKA Protocol (when n = 8).

3.5 Isogeny-based Cyclic GKA Protocol

We describe an Isogeny-based Cyclic GKA Protocol.
This protocol is analogous to the Cyclic protocol
proposed in (Burmester and Desmedt, 1994) based
on the Diffie-Hellman key exchange protocol.
Algorithm 5 shows the algorithm of the protocol,
and Figure 5 depicts the system. Notation used for
members and fixed public parameters is the same as
for the broadcast protocol.

4 SECURITY

In this section we give a brief sketch of the security
reductions, relating the security of GKE protocols to
the hardness of the appropriate underlying isogeny
computation problem.

The security of GKT protocols, i.e. the isogeny-
based star GKT protocol and the isogeny-based tree
GKT protocol, follows straightforward from SIDH,
of which security proof is given in (Jao and De Feo,
2011). Therefore, we focus on the security of the
GKA protocols, i.e. the isogeny-based tree GKA
protocol, the isogeny-based broadcast GKA protocol,
and the isogeny-based cyclic GKA protocol.

Burmester and Desmedt gave a security proof of
the broadcast protocol based on the Diffie-Hellman
key exchange in (Burmester and Desmedt, 1994).
Similarly, Furukawa et al. gave a security proof of
the isogeny-based broadcast protocol based on SIDH
in (Furukawa et al., 2018). The security of the
isogeny-based tree GKA protocol, and isogeny-based
cyclic GKA protocol described in this paper can be
proven in a similar manner.

To start, assume the notation as follows:

* Egsp: set of isomorphism classes of super
singular EC defined on I »
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Algorithm 5: Isogeny-based Cyclic GKA Protocol.

1: Every U; randomly chooses m;,n; € (Z/I;*Z). Then, U; computes a tuple {Ey,, 0y, (Pi1),9v;(Qu+1)} and

sends it to U;_; and U;.

2: Every U; computes j(Ey, ,u,), and j(Ey,u,,,). Then, Every U; computes X; := j(Eyu,,,) - j(Ev, v;) "

b():Co:]

Let

3: for i = 1 to n do U; computes (b;,¢;), where b; =X;-Xp-+-X;, ¢; = Xf_l ~X£_2~~~Xi,1 =b;_1-ci—1, and

sends them to U; |

end for

Letdy=c, =X/ "X 2 X, 1.

for i =1tondo U; computes d; =by,-di_-X; "
end for

A A

=x"1.x"2...X;, | and sends (by,d;) to Uiy .

i+1 i+2

Every Uj calculates K;:= j(Ey, ,u;)"-d; By simple arithmetic, for all i,

K =K; = j(Ev,u,) - J(Evyus) -+ J(Eu,u,)-

Table 1: Protocol comparison. Communication and computation are considered per user. / and H means the calculation cost
of the isogeny map (¢4 or ¢p) and Hash function, respectively. M means the cost of multiplication of elements in I .

Protocol type Communication (per user) Rounds Computation (per user)
Star GKT Transfer o 2n=) 2 e
Tree GKT Transfer 5 1+[logn]| 41 +3H
Tree GKA Agreement 1+ [logn] 1+ [logn]| [logn]I+ [logn|H
Broadcast GKA | Agreement 2 2 31+ MM
Cyclic GKA | Agreement 6 2+ 1 314 2l

* Jssp=1{j€F | IE € Essp,j = j(E)}
o I .= {jljn | i€ [n],j,- Eﬂssjp} CIsz

The definition of hard problem and security are as
follows:

Definition 1. Super Singular Decisional Diffie-
Hellman (SSDDH) problem is to distinguish the
distribution of

(E,Ex,04(Pg),94(0B),Ep,08(Pa),08(Q4), j(Eas))

and

(E,Ea,04(P),04(QB),Ep,08(Pa),08(04), j)-

Definition 2. When any probabilistic polynomial
algorithm A cannot distinguish K from a random
element of 7", the isogeny-based broadcast protocol
provides secrecy.

Then, the statement of the theorem is as follows:

Theorem 1. Under the assumption that SSDDH
holds, the isogeny-based broadcast protocol provides
secrecy.

Proof. (sketch) Assume that the isogeny-based
broadcast protocol does not provide secrecy: then
there is a probabilistic polynomial algorithm A4 that
can distinguish whether K is the shared key or
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a random element. One can then show that the
SSDDH problem can be solved using A4; that is,
we obtain a sample (E,E4,, {04, (P2),94,(02)}, Ea,,
{04, (P1),04,(01)}, j) from the oracle of SSDDH,
and distinguish whether j = j(E4,4,) using the 4.

Indeed, from the sample above, we can calculate
the sample for A4:

(E’{EAl}?:17{¢A1(P171)a¢A,'(Qtfl)}zy'l:la
{04;(Pir1),04,(Qui1) Hiog AXi Ho )
and calculate K. Then,

{ifj J(Ean,),

otherwise,

K is true shared key.
K is random element.

Thus, A4 can distinguish whether j = j(E4,a, ) O

S COMPARISON

In this section, we compare theoretical and
experimental costs of the five protocols described in
Section 3.

Table 1 shows the theoretical costs of the GKE
protocols.  To compare the actual performance,
we implemented the five protocols. We conducted
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Figure 6: Experimental performance results (seconds).

experiments in one ordinary desktop PC (iMac 2017,
3.4 GHz Intel Core i5) and simulated the total
computation time, from the time when the GKE runs
to the time when all members obtain the group key.
Note that the results do not include the time for
communication. We show the experimental timing
results in Figure 6.

6 CONCLUSION

We described five types of post-quantum GKE
protocols based on SIDH. They were defined by
modifying the classical GKE protocols based on
Diffie-Hellman key exchange proposed by Burmester
and Desmedt (Star, Broadcast and Cyclic GKE) and
Kim et al. (Tree GKE). We theoretically analysed
the computational costs, and also measured their
experimental costs with a simple implementation.
The results of our simulation indicate that all
protocols, with exception of the isogeny-based star
GKT protocol, are feasible in only 2 seconds for n =
10, 20, ..., 100 users. The experiments also confirms
that the isogeny-based broadcast GKA protocol is the
most efficient (it takes less than 0.5 seconds in our
experiments).
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