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Abstract: Radio Frequency (RF) combined with the deep learning methods promised a solution to detect the presence
of the drones. Indeed, the classical techniques (i.e. radar, vision and acoustics, etc.) suffer several drawbacks
such as difficult to detect the small drones, false alarm of flying birds or balloons, the influence of the wind
on the performance, etc. For an effective drones’s detection, two main stages should be established: Feature
extraction and feature classification. The proposed approach in this paper is based on a novel feature extraction
method and an optimized deep neural network (DNN). At first, we present a novel method based on Welch
to extract meaningful features from the RF signal of drones. Later on, three optimized Deep Neural Network
(DNN) models are considered to classify the extracted features. The first DNN model can be used to detect the
presence of the drones and contains two classes. The second DNN help us to detect and recognize the type of
the drone with 4 classes: A class for each drone and the last one for the RF background activities. In the third
model, 10 classes have been considered: the presence of the drone, its type, and its flight mode (i.e. Stationary,
Hovering, flying with or without video recording). Our proposed approach can achieve an average accuracy
higher than 94% and it significantly improves the accuracy, up to 30%, compared to existing methods.

1 INTRODUCTION

Tackling malicious and dangerous Unmanned Aerial
Vehicles (UAVs) use requires the parallel devel-
opment of systems capable of detecting, tracking
and recognizing UAVs in an automatic and non-
collaborative way. Indeed, the development of drones
and the threats for sensitive sites make their detection
and identification critical. It is therefore necessary to
develop robust, reliable and inexpensive solutions to
locate and identify these drones. Several modalities
are available to deal with this problem, such as optical
or radar imagery, the detection of Radio-Frequency
(RF) communications or even acoustics. In (Bernar-
dini et al., 2017), acoustic drone localization and de-
tection has been proposed using support vector ma-
chines. In (Chang et al., 2018; Busset et al., 2015), the
authors propose to use the acoustic cameras method-
ology to detect and identify the drones. Video detec-
tion is also possible but quickly limited by the particu-
lar experimental conditions (Ramamonjy et al., 2016).
However, very high performance cameras should be
dedicated to this task, and require an initial localiza-
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tion step to be able to target the drone beforehand.
In (Bisio et al., 2018), Radar imagery shows limited
performance due to little reflected radar signal portion
that mainly depends on the stealth technology.

RF signal emitted from UAVs is recently attracted
more attention to detect malicious drones and is suited
to be used in several scenarios (Azari et al., 2018).
This methodology is nor depends on the used wire-
less technologies of drones such as Wi-Fi, Bluetooth,
4G, etc. RF combined with the Deep Neural Net-
work (DNN) may provide a more effective solution
for drones detection and classification. However, the
DNN model is widely suggested in several fields such
as speech recognition (Chan et al., 2016; Graves et al.,
2013), signal compression (Al-Sa’D et al., 2018), and
in other fields (LeCun et al., 2015).

The DNN model has emerged as the most impor-
tant and popular Artificial Intelligence (AI) technique
(Deng et al., 2018; Zhao and Gao, 2019).
In this paper, the two main challenges for drones de-
tection and identification are suggested: feature ex-
traction and feature classification. The aim of feature
extraction is to get a low dimensional representation
of the data without losing information of the original
data space. Then, the complexity of the data is re-
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Figure 1: Flowchart of the entire process.
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Figure 2: One segment of Bebop RF signal.

duced to a simple representation.
The second challenge, to classify the features vec-

tor gathered from the feature extraction stage in which
the classification in this work is performed using the
DNN model. Generally, the classification with a low
feature dimension can accelerate the model speed and
limit storage requirements. In this work, three DNN
models are developed:

• To detect the presence of a drone.

• To detect the presence of a drone, and identify its
type.

• To detect the presence of a drone, identify its type,
and finally determine its flight mode.

2 PROPOSED APPROACH FOR
FEATURE EXTRACTION

In this section, we present our proposed approach to
extract meaningful features, and prepare the dataset
for classification using an optimized DNN model. We
use an open access dataset of (Al-Sa’d et al., 2019),
that contains RF signals for three drones: Parrot Be-
bop, Parrot AR, and DJI Phantom 3. In (Al-Sa’d
et al., 2019), the acquisition is performed under differ-
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Figure 3: Welch PSD algorithm.

ent modes: drones are off (i.e. Background activity),
on and connected, hovering, flying with and without
video recording.

Fig. 1 shows a flowchart of the entire proposed ap-
proach. At first, all data are split into small segments
(e.g. of 2.5 ms) in order to obtain a large amount of
the data that are required to train and test the DNN
model. Fig. 2 represents a segment of the obtained
signal of Parrot Bebop.

For Fs = 40MHz, the number of samples in Fig.
2 (also in each segment) is 105 sample. In order to ex-
tract the most important features and reduce the num-
ber of samples in each segment, we focus on Welch’s
method.

Indeed, Welch represents one of the most popu-
lar method to calculate the Power Spectral Density
(PSD) for a given signal (Jahromi et al., 2018). Using
Welch’s method, on the one hand, can significantly
decrease the number of the features in the dataset; oth-
erwise, the DNN model will be trained for too long
time, and that may cause the model overfitting. On
the other hand, it is necessary to discard the noise
segments, that provide a low power; otherwise, the
accuracy will be significantly decreased because the
noise segments are used to train and test the DNN
model1. To perform Welch spectral analysis, Fig. 3
shows the different stages of the Welch’s method. Let
us begin to divide a given signal x into N sample:
x[0],x[1], ...,x[N − 1]. Then, all samples are splitted
into K overlapping segments that is considered, in
most cases, equal to 50%. Let M be the length of
each segment, N is the total number of segments, and
S is the number of samples to shift between segments.
Then, we obtain:

1In our DNN model, there is a class for the noise (RF back-
ground activities) in order to train the DNN model to dif-
ferentiate the signal of the drone from the noise. Then, if
all classes contain noise segments, the accuracy will be
significantly decreased as in the case of (Al-Sa’d et al.,
2019).
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Segment 1: x[0],x[1], . . . ,x[M−1]
Segment 2: x[S],x[S+1], ...,x[M+S−1]

.

.

.
Segment K: x[N−M],x[N−M+1], ...,x[N−1]

For each segment k = 1, . . . ,K, compute a windowed
Discrete Fourier Transform (DFT) as follows:

Xk( f ) = ∑
m

x[m]w[m]exp
(
− 2π f j

M
m
)

(1)

where m = (k− 1)S, . . . ,M +(k− 1)S− 1 and w[m]
represents the window function. Then, calculate the
periodogram Pk( f ) for each segment as follows:

Pk( f ) =
1

W
|Xk( f )|2 (2)

where W = ∑m w2[m]. Finally, average the peri-
odogram for each segments to obtain Welch’s PSD:

Sk( f ) =
1
K

K

∑
k=1

Pk( f ) (3)

After splitting the data and applying Welch’s method
on all segments, a threshold γ is established in order
to eliminate all segments with a low PSD2. Tab. 1
represents all segments in each class before and after
eliminate noise segments that have a PSD lower than
the threshold γ. To finalize the data preparation, all
segments should be normalized in order to make sure
that the different segments take on similar ranges of
values. Then, the necessary time to train the DNN
model is reduced while still providing the most accu-
rate results (Passalis et al., 2019). In (Sola and Sevilla,
1997), the authors show that the best normalization
method can be achieved when all segments are in the
same magnitude, and specially if they are in the or-
der of one. For this reason, after noise elimination, all
segments are normalized using the min-max method
that provides better results in most object classifica-
tion (Al Shalabi et al., 2006; Saranya and Manikan-
dan, 2013):

x =
x−min(x)

max(x)−min(x)
(4)

After performing Welch’s method and the seg-
ment normalization on the signal of the Bebop in Fig.
2, we obtain Fig. 4.

2This threshold level can be chosen with respect to the RF
background activities where there is no-drone signal.
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Figure 4: Welch based estimates, Hamming window, 2050
samples long segment, 50% overlap, min-max normaliza-
tion.

3 DEEP NEURAL NETWORK
MODEL

Deep Neural Network (DNN) has shown surpass-
ing results in various cognitive tasks such as speech
recognition, object detection and identification, etc.
At first, we present the DNN concept and general ar-
chitecture. Later on, we optimize the architecture of
the DNN model in order to accelerate the training
time and also to achieve a better accuracy. A DNN
model has an input layer, hidden layers and an out-
put layer. For a given DNN model, the mathemati-
cal input-output relationship can be expressed as fol-
lows(He and Xu, 2010):

zl
k = f l(W lz(l−1)

k +bl), (5)

W (l) =


w(l)

11 w(l)
12 · · · w(l)

1H(l−1)

w(l)
21 w(l)

22 · · · w(l)
2H(l−1)

...
...

. . .
...

w(l)
H(l)1

w(l)
H(l)2

· · · w(l)
H(l)H(l−1)

 (6)

zl
k is the output of layer l and the input to layer

l + 1 for the kth segment; z(l−1)
k represents the out-

put of layer (l − 1) and the input to layer l; for in-
stance, z0

k stands for the kth segment at the input layer
and zL

k represents the classification vector for the kth

segment where L is the output layer; f l is the acti-
vation function of layer l; This later can be any lin-
ear or non-linear function, such as: the rectified linear
unit (ReLU), Sigmoid, Softmax, TanH, etc. W l is the
weight matrix of layer l; wl

pq is the weight between
the pth neuron of layer l and the qth neuron of layer
l−1; bl = [bl

1,b
l
2, . . . ,b

l
(H l)

] is the bias vector of layer
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Table 1: Class Labels, Acronyms, and Class Sample Rate before and after the Preprocessing.

Classes Class Name Acronyms nb. of segments before nb. of segments after
the preprocessing the preprocessing

1 No-Drone (Background activities) ND 4100 4100
2 Bebop Static BS 2100 832
3 Bebop Hovering BH 2100 695
4 Bebop Flying BF 2100 720
5 Bebop Flying & Video recording BFV 2100 696
6 AR Static AS 2100 659
7 AR Hovering AH 2100 526
8 AR Flying AF 2100 566
9 AR Flying & Video recording AFV 1800 886

10 Phantom Static PS 2100 1627

l; H l is the total number of neurons in layer l; for in-
stance, H0 is the number of features at the input and
HL is the number of classes in the classification vector
at the output.

3.1 DNN Model Optimization

In a DNN model, the weight and biases are updated
through a supervised learning process with respect
to minimizing the classification error (Bottou, 2010).
Several classification loss functions are adapted to
DNN models and widely used in the literature, such as
Mean Square Error (MSE), cross-entropy, etc. Cross-
entropy is the most commonly used loss function for
multi-class classification problems (Nielsen, 2015),
(Zhu et al., 2020) and (Nasr et al., 2002). Cross-
entropy for a multi-class classification task measures
the dissimilarity between the target label distribution
y j and the predicted one ŷ j, and can be expressed as
follows:

L(y j, ŷ j) =−
C

∑
j=1

y jlog(ŷ j) (7)

In eq. (7), the Cross-entropy is configured with C
class (C = HL), and a ‘Softmax‘ activation function
should be used at the output layer in order to pre-
dict the probability for each class (Liu et al., 2016;
Kobayashi, 2019; Agarwala et al., 2020). While for
hidden layers, we use the rectified linear unit (ReLU)
that represents the most used activation function by
default for performing a majority of the deep learning
tasks. Softmax and ReLU functions are respectively
expressed in eq. (8) and (9):

f (xi) =
exi

∑
C
j=1 ex j

, for i=1,...,C (8)

f (xi) =

{
xi xi > 0
0 xi ≤ 0

(9)

Let’s start to determine the best number of layers
and neurons in the hidden layers. For the input layer,
the number of neurons is equal to 2050 that repre-
sents the number of samples in each segment. While
the number of neurons at the output is equal to 2, 4 or
10 classes for the first, second, and third DNN model.
For hidden layers, until now, there were no-definitive
rules for choosing the number of hidden layers, and
the best number of neurons in each hidden layer. Sev-
eral methods are used without providing an exact for-
mula for determining the number of hidden layers as
well as the number of neurons in each hidden layer.
For the number of hidden layers, the best hidden lay-
ers is achieved when the number of layers ranges from
1-5 (Arifin et al., 2019). However, adding more un-
necessary hidden layer can significantly increase the
complexity of the network.
For the number of neurons in hidden layers, several
works attempt different methods trying to maximize
the model accuracy, and some rules are suggested:

• The required hidden neurons are 2
3 (or from 70%

to 90%) of the size of the input layer (Boger and
Guterman, 1997).

• The number of hidden neurons should be less than
twice of the number of neurons in the input layer
(Berry and Linoff, 2004).

• The number of hidden neurons can be as high as
the number of training segments (Huang, 2003).

• The number of hidden neurons should be between
the input layer neurons and the output layer ones
(Blum, 1992).

Based on the above discussion, and to reduce the com-
plexity of the DNN model, we consider three layers
with the following number of neurons: 256, 128 and
64.
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Figure 5: 10-fold cross-validation. The data is randomly
partitioned into 10 blocks, each of them contains 10% of the
data. 90% of the data are used to train the model training
and 10% for model validation.

3.2 K-fold Cross-Validation

K-fold Cross-Validation represents one of the most
used technique for model evaluation in machine learn-
ing practice. However, machine learning models
sometimes cannot generalize well on unseen data that
has not been trained yet. To ensure that the model is
relevant and can perform well on new data, K-fold
Cross-Validation is recommended. As well, it en-
sures that all RF segments in the dataset has the same
chance to be in training and test set. In K-fold Cross-
Validation, RF segments are divided into K blocks
with equal size. Then, one block is used for the vali-
dation while the other K−1 blocks contribute to train
the DNN model, and a validation performance can
be calculated. The operation is repeated K times, by
selecting another validation block, in order to obtain
a model that have both low bias and variance. The
global cross-validated performance can be obtained
by averaging the K performance measurements.

Fig. 5 illustrates the K-fold cross validation for
K = 10 where Dval,1 in the first fold represents the
data validation and blocks Dtrain,1 serve as training
data. In (Raschka, 2018), the experiments show that
K = 10 represents a good choice for K.

4 RESULTS AND DISCUSSION

In this section, we use several metrics in order to eval-
uate the performance of our proposed method: Ac-
curacy, Precision, recall, error, false discovery rate
(FDR), false negative rate (FNR) and F1 scores via
confusion matrices. These metrics are defined as fol-
lows:

Accuracy =
T P+T N

T P+T N +FP+FN
(10)

Precision =
T P

T P+FP
(11)

Recall =
T P

T P+FN
(12)

Error = 1−Accuracy (13)

FDR = 1−Precision (14)

FNR = 1−Recall (15)

where T P, T N, FP and FN are true positives, true
negatives, false positives and false negatives respec-
tively. We develop three DNNs models for drones
detection and identification. The Confusion Matrix
of the three DNN models for 2-class, 4-class and 10-
class are respectively shown in Figs. 6a, 6b and 6c.
In that figures, the rows of the inner 2x2, 4x4 and
10x10 matrices represent the predicted class while the
columns correspond to the true class. The diagonal
cells, exhibited in green, represent the number of seg-
ments that are correctly classified, while the red cells
refer to the incorrectly classified segments. As well
as, each cell show the number of segments and the
percentage of the total number of segments. The gray
cells in the right column show the precision and FDR
in green and red respectively. Furthermore, the gray
cells in the row at the bottom illustrate the recall in
green, and FNR in red. In addition, the blue cell in the
bottom right of the plot shows the overall accuracy in
green, and the error in red. Moreover, the yellow col-
umn and row on the far left and top show the F1 scores
for predicting each class in green and its complemen-
tary in red, (1-F1 score), for completeness. Finally,
the orange cell in the upper left of the plot shows the
averaged F1 score for all classes in green and its com-
plementary in red. The first DNN model in Fig. 6a,
for two classes, shows that the average accuracy is
about of 99.7%, average error of 0.3% and average F1
score of 99.7%. Fig. 6b depicts the classification per-
formance of the second DNN model, which detects
the presence of a drone and identifies its type. Results
demonstrate an average accuracy of 97.7%, average
error of 2.3%, and average F1 score of 97.5%.

We should notice that the average accuracy is
significantly improved using our approach based on
Welch’s method compared to the proposed methods in
(Al-Sa’d et al., 2019; Al-Emadi and Al-Senaid, 2020;
Allahham et al., 2020). Indeed, the achieved accura-
cies in the latter references, for 4 classes, are respec-
tively: 84.5%, 85.8 % and 94.6 %.

Finally, Fig. 6c illustrates the classification per-
formance of the third DNN model which detects the
presence of a drone, identifies its type, and determines
its flight mode. Results demonstrate an average accu-
racy of 94.5%, average error of 5.5%, and average
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(c) Confusion Matrix of the third DNN model
Figure 6: Confusion matrix of the three DNN models. Fig. 6a represents two classes: No-Drone and Drone. Fig. 6b depicts the
performance of the second DNN model for 4 classes: ND (No-drone), B (Bebop), A (AR) and P (Phantom). The Acronyms
in Fig. 6c are shown in Tab. 1.

F1 score of 90.8%. While, the obtained accuracies
in (Al-Sa’d et al., 2019; Al-Emadi and Al-Senaid,
2020; Allahham et al., 2020) are respectively: 46.8%,
59.2% and 87.4%. Then, the average accuracy of our
proposed method, for 10 classes, can be greatly en-
hanced by 47%, 35% and 7% compared to the pro-
posed methods in the latter references.

5 CONCLUSION

In Intelligent detection and identification techniques
have emerged vastly by the rise of data driven algo-
rithms, such as neural networks. In the Deep Neural
Network (DNN), extracting features from given data
represents a critical importance for the successful ap-
plication of machine learning. In this work, we pro-
posed a novel approach based on Welch’s method for
feature extraction in order to enhance the classifica-
tion performance of multi-class and maximize the av-
erage accuracy. Using Welch’s method, the number
of extracted features at the input of the DNN model
can be reduced. Moreover, it can estimate if a given
segment of data contains an useful information or not,
so that the noise segments can be eliminated. Three
DNN models have been used to classify the extracted
features, and then detect the presence of a drone, iden-
tify its type and finally determine its flight mode. In
the first DNN model, for two classes, the achieved
average accuracy is about of 99.7%. By increasing
the number of classes in the second DNN model, 4
classes are used, the average accuracy is slightly de-
creased to 97.7%. In the last DNN model with 10

classes, the obtained accuracy is about of 94.5% that
is enhanced up to 47% compared to existing methods.

In the future work, another important feature ex-
traction methods can be used in the frequency or time
domains, such as Entropy, Skewness, kurtosis, etc.
Another potential research direction is to apply an-
other powerful machine learning technologies to ad-
dress the fundamental visual feature extraction issue.
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