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The application of Intelligent Transportation Systems (ITS) has continued to revolutionize contemporary
Supply Chain Management (SCM). Operators leverage real-time information about vehicle conditions and
traffic to improve the overall transport systems through Global Positioning System data, among other avenues.
Such systems have been invaluable in commercial vehicle administrative processes, vehicle clearance,
automated roadside safety inspection, hazardous materials incident reporting, and commercial fleet
administration and management. Using a sample of 500 respondents, the study used a mixed method design
to understand the key challenges faced by the intelligent transport systems and supply chain management
processes in the Commonwealth of Independent States countries. The study realized that concerns about
security of goods, threats from external attacks, and transportation problems are key concerns among users.
The study finds a statistically significant association between cases of loss of goods and the SCM applications
rating, but no statistically significant association between the cases of loss of goods and the type of goods and
the type of goods delivered. Infrastructural development of countries provides comparative advantages in the

use of ITS systems. Future studies should attempt to use comprehensive data.

1 INTRODUCTION

Revamping contemporary supply chain management
has been one of the integral ways of improving
efficiency in multimodal transportation systems.
Marrota et al. (2018) understands global supply chain
management (SCM) through Dornier’s Four Forces
Model: global market forces, global cost forces,
political and macroeconomic  factors, and
technological forces. The latter—technological
forces—has continued to redefine contemporary
logistics. Kelarestaghi et al. (2019) believe that
efficient management of multimodal logistics would
be inherently difficult to achieve without the use of
sophisticated information and communication
technology. The use of intelligent transportation
systems has been specifically highlighted for its role
in increasing operational efficiency of the SCM.
Veres, Banyai, and Illés (2017) designated intelligent
transportation systems (ITS) systems in the domain of
GIS technology and underscore its role in optimizing
the supply chain. For Veres et al. (2017) the
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application of advanced technologies such as the
Advanced Traveler information system (ATIS) and
Advanced Drive Assistance Systems (ADAS) have
optimized SCM systems, minimizing the overall
costs such as the consumption of fossil-based fuels.

Intelligent transportation systems can be applied
in all the modes of transportation—air, ship, rail, and
road, and to every element of the transport system.
The primary function of ITS is to support network
controllers and other users (citizens, companies and
even governments) in decision-making processes
(Mangiaracina et al., 2017), leveraging accurate real-
time information on traffic and vehicle conditions.
Consequently, ITS improves the overall
transportation systems. However, much of the
research on ITS has focused on developed countries
in the west (UNECE, 2017). Other countries,
including the CIS countries, have also continued to
leverage the benefits provided by smart SCM
systems. However, such systems are not without
challenges that can jeopardize operational efficiency
and consistency.
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In our study, our main objective is to understand the
key challenges faced by the intelligent transport system
and the supply chain management process in CIS
countries which may be helpful for further studies.

2 LITERATURE REVIEW

2.1 Overview of the CIS Countries

The Commonwealth of Independent States were
formed out of the USSR in 1991 and include
Armenia, Belarus, Azerbaijan, Kirghizstan,
Kazakhstan, Moldavia, Tajikistan, Uzbekistan,
Russia, Ukraine and Turkmenistan. In international
supply chains (ISCs), the CIS region has been a
natural transportation and logistics intermediary
between the European Union and the Asia Pacific
region—two centers of international economics. For
a number of countries in the CIS region, especially
countries having access to seas, international
transportation systems can act as a crucial link to
sustainable economic development. However,
logistics in the CIS region currently lags behind (with
annual estimates at US$80-90 bn), of which US$50-
60bn is accounted by Russia, and US$20-30bn mostly
shared by Ukraine and Kazakhstan (United Nations
Economic Commission for Europe, 2017). These
countries have different strengths in terms of their
GDPs, but most have still managed to come up with
excellent transport systems that have improved their
supply chain management processes.

2.2 Intelligent Transport System

The applicability of Intelligent transportation system
(ITS) has attracted interest both from users and
academia as such systems improve traffic management
and general road safety (Tundrea et al., 2017). One
technology that has been developed with regards to ITS
is the vehicular ad hoc networks commonly referred to
as VANETs. The VANETS allows vehicles to share
information about traffic along various routes which
can enable other road users to avoid congested routes
and improve efficiency (Badalyan et al., 2014).
However, the virtue of this system being wireless
presents with it a number of challenges specially to do
with cyber-attacks as there have been security and
privacy concern of such communication systems.
Certificate revocation, confidentiality, anonymity,
authentication, identity privacy, location privacy
among other privacy issues have been the main
concern of the intelligent transport systems. Owing to
the fact that sometimes the goods being transported

612

along roads and railways tend to be sensitive and
sometimes very valuable, the dangers of malicious
attacks and acess abound (Traganos et al., 2015). The
insurance companies are also not spared as they end
up spending a lot in terms of compensation. There are
however new developments in this area as solutions
to this problem are being discovered through aspects
like scalability and latency (Novikov et al., 2017).

2.3 Supply Chain Management in CIS
Countries

The concept of logistics has gone through a number
of evolution processes and currently it is used to mean
much more than just the action of physical transfer of
goods. There are a lot of players that are involved in
the whole logistics processes including commercial
banks, custom brokers, insurance companies,
suppliers and freight forwarders. All these players in
the logistics industry show a need of having not just a
well-organized logistic model but also a robust supply
chain management that keeps all these players into
consideration (Silvestre, 2015). This is because a
problem in one of these players may end up
paralyzing the whole SCM process. For instance,
failure of a financial institution to release money on
time to pay for the many expenses that are incurred
along the transportation chain would hinder the goods
from reaching their intended destination conveniently
and on time which may lead to unprecedented losses
(Sharipbekova & Raimbekov, 2018).

2.4 Gaps in the Supply Chain

The supply chain management is affected by multiple
factors, key being the uncertainty of product prices
and availability owing to the fluctuating demand and
supply trends in the market. This complexity creates
a gap in any SCM system that can be developed as
this unpredictability is hard to foretell. Equally, the
fact that producers and manufacturers are now
preferring to do manufacturing and production close
to where there are factors of production like raw
materials and labor has brought gaps in the SCM
systems since a problem in one region of the world
can bring about problems in the whole SCM system
(Swami & Shah, 2013). For example, when there is a
crisis in an area where raw materials are obtained, it
becomes problematic to get the products in any part
of the world and this creates a gap in the whole of
supply chain management process (Radosevic, 2011).
This problem has been so rampant especially at the
wake of Covid-19 where some countries have been
unable to do the testing of the virus owing to the raw
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materials like the reagents that are used in the testing
which became problematic to come across due to
their high demand all over the world.

3 METHODOLOGY

3.1 Participants

The research which was a mix of both qualitative and
quantitative methods entailed a study of 500 people
who are engaged in various forms of supply chain
management and cargo transportation business,
including cargo transporters and clients. Respondents
are homogenous in terms of sex, between 15 — 64 years
old. Other segmentation variables were not taken in
consideration. The clients included people who have at
one point ordered goods that were supposed to be
transported from any of the CIS countries and sought
to establish the complexities that were found in the
whole of the supply chain model. The key research
question was “what are the key challenges faced by the
intelligent transport system and the supply chain
management process in CIS countries?”

Two questionnaires were used to obtain data, one
being for the users of SCM and another one for the
providers. An online link was went to respondents in
order to create the data set.

3.2 Hypotheses

Out of the research question, three hypotheses were

formulated as listed below:

1. SCM applications play a key role in ensuring there
is security and privacy of the transported products.

2. The transport infrastructural development of the
respective CIS countries plays a key role in
determining the success of SCM systems.

3. Cargo tracking systems and technology has a key
role in determining the confidence and success of
the SCM processes.

4 RESULTS

This section provides the results of the study. Survey
questions are shown in the appendix section. Both
descriptive and inferential analysis are provided,;

4.1 Security and Privacy Concerns

Both the providers and users cited various cases of
security concerns and privacy challenges in the current

systems that are in use. There were various mentions
by users of instances where their goods were lost along
the way and the same challenge was recorded by the
providers. For instance, 24% recorded to have always
encountered cases of loss of goods on transit while
75.51% recorded that they rarely encounter such cases.
Privacy of essential goods that are mostly valuable was
also listed as a key challenge.

Cases of loss of goods.

1,00 75,51%
0,50 24,49%
0.00 I

Always Rare

Figure 1: Cases of loss of goods.
4.2 Tracking Systems

The need of having robust and modernized transport
system was established to be a key requirement in a
bid to making the supply chain management systems
safer and effective. Users noted that the knowledge of
the freight company or the truck doing the
transportation having a tracking system gives them
confidence to use it and the assurance that their
products will arrive safely and that they would be able
to track the movement from the origin of their goods
to the destination. For instance, 71% of providers
recorded that they use cargo tracking services while
29% were not using.

Use of Cargo tracking services.

=Yes =No

Figure 2: Use of Cargo tracking services.

A cross-tabulation was further conducted to
understand any correlation between the use of
tracking services and the types of goods. The analysis
indicates that tracking services are mostly used with
solid goods than perishable goods.
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Table 1: Use of Cargo tracking services * Types of goods
delivered Crosstabulation.

Count
Types of goods Total
delivered

Perishable | Solid

goods goods
Use of Cargo Yes 121 227 348
tracking services No 52 100 152
Total 173 327 500

4.3 Infrastructure Role in SCM
Systems

It was also established that infrastructure plays a key
role in determining the success of a particular SCM
system. Providers noted that they have had many
cases of transportation problems due to poor
infrastructure with 67% recording that they have at
one point or another encountered transportation
problem and 33% noting that they have never
encountered any problem. Countries that had records
of low or poor infrastructures also recorded having
key challenges in their supply chain management
systems and processes while countries that have
improved infrastructure recorded key successes in
SCM especially when it came to the score of loss of
goods and success of SCM applications.

Transportation Problems.

=Yes =No

Figure 3: Transportation Problems.

In cases where transportation problems were
reported, there were higher instances of reported
losses of goods as shown I the cross-tabulation
provided below;

Table 2: Cases of Loss of goods * Transportation problems
Crosstabulation.

Count
Transportation Total
problems
Yes No
Cases of Loss of Always ] 107 61 168
goods Rare 224 108 332
Total 331 169 500
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Inferential analysis.

An inferential analysis was conducted to
understand the association between the attributes.

Ho: There is no significant association between
loss of goods and types of goods.

As shown below, p=0.243, thus the study realized
that there is no significant association between the
cases of loss of goods and the type of goods delivered.

Table 3: ANOVA®?.

Model Sum of | Df | Mean F Sig.

Squares Square
Regression .305 1 305 | 1.364 | .2430
1  Residual | 111.247 | 498 .223
Total 111.552 | 499

a. Dependent Variable: Cases of Loss of goods.
b. Predictors: (Constant), Types of goods delivered.

Ho: there is no statistically significant association
between cases of loss of goods and the SCM
applications rating

In the analysis, p=0.001; p<0.05, thus the study
finds a statistically significant association between
cases of loss of goods and the SCM applications rating.

Table 4: ANOVA?.

Model Sum of | Df | Mean F Sig.

Squares Square
Regression | 4.861 1 | 4861 |22.691] .001°
1 Residual | 106.691 498 .214

Total 111.552 1499

a. Dependent Variable: Cases of Loss of goods.
b. Predictors: (Constant), SCM Applications rating.

S DISCUSSION

The results section provides critical perspectives on
customer evaluation of ITS systems. For instance,
there is generally a marked improvement in the line
of cargo tracking and most freight companies have
now embraced ITS technologies. There is, however,
a need of having SCM applications that guarantee
users of safety and privacy of their goods. While users
would most likely want information about the
location of their goods and services, safety is
indicated as a core concern for many of the users of
such systems. For instance, further inferential
analysis indicates a statistically significant
association between cases of loss of goods and SCM
applications rating (p=0.001; p<0.05). This is an
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indication that while many systems have been
implemented in ITS systems, the security levels of
such SCM applications are an issue among users.

Table 5: ANOVA?,

Model Sum of | Df | Mean F Sig.
Squares Square
. 22.6 b
Regression | 4.861 1 | 4.861 91 .001
I Residual | 106691 [ 4 | 214
Total 111.552 499

a. Dependent Variable: Cases of Loss of goods.
b. Predictors: (Constant), SCM Applications rating.

Our findings about security concerns about ITS
systems have further been explored in other studies
and similar findings indicated. For instance,
Kelarestaghi et al. (2019) indicated that users often
have concerns about the susceptibility of the systems
to malicious attacks and cybersecurity threats.
Unknown security vulnerabilities have trigged a race
among adversaries to find weakness of such systems.
Harvey et al. (2020) affirm that security is an issue
among users of ITS system. as such, there is a need to
introduce solutions aimed at addressing the
vulnerabilities of such systems to overcome external
threats and reduce risks of attacks.

Additionally, the study finds no association
between the cause of loss of goods and the types of
goods delivered. In the statistical analysis below, there
is no statistically significant association between the
cases of loss of goods and the types of goods delivered
(p=0.243; p>0.05). Anholcer, Hinc, and Kawa (2018)
believe that smart supply chains need to be immune
against loss of goods on transit. For the authors
(Anholcer et al., 2018) designing smart supply network
systems with decision support systems (DSS) can
reduce losses and multiple deliveries.

Table 6: ANOVA®.

Model Sum of | Df | Mean F Sig.

Squares Square
Regression | .305 1 305 | 1.364].243Y
1 Residual | 111.247| 498 | .223

Total 111.552] 499

a. Dependent Variable: Cases of Loss of goods.
b. Predictors: (Constant), Types of goods delivered.

The analysis further indicated that the economic
development of a country highly defines its application

of intelligent transport systems. For instance, Russia is
known to be having the highest GDP compared to all
the other 10 countries, and from the analysis, it has the
highest application of ITS systems. Kyrgyzstan on the
other hand has the lowest productivity. It has been
postulated that the SCM systems of a country like
Kyrgyzstan tend to be very low in terms of efficiency
compared to the ones in countries like Russia that enjoy
high GDP. Countries like Kyrgyzstan have however
continued improving their transport infrastructures and
quality of trade in a bid to seal the gaps in supply chain
management systems that exist between them and
other high-income countries like Russia (Ponomarenko
etal., 2020).

Evidence indicates that when a country lags
behind considerably in terms of its transportation and
SCM systems as compared to its neighboring nations,
ISC systems prefer routes that are developed and
safer for their goods (Kucharéukova et al., 2012).
This consequently affects the economic development
of the various countries in the CIS region. More
particularly, a report by the United Nations Economic
Commission for Europe (2017) indicated that ISCs
provide comparative advantages for various
countries—improving their economies and creating
local jobs.

In the following steps of the study, we project to
provide more information about cargo tracking
systems and the use of more advanced sensors on
board and connectivity. This can help us to have a
larger optic on the subject.

6 LIMITATIONS OF THE STUDY

The key limitation in this study was obtaining
representative data for all of the CIS countries. The
countries have different populations and it may not be
practically possible to obtain same number of
respondents for all the countries—an issue that
introduced bias. However, owing to the vastness of the
countries, it was difficult to get representative numbers
from all states and still be able to attain the sample size
of 500 respondents in total. This was still achieved but
it brought with it a lot of logistical re-adjustments.
Future studies can improve data collection techniques
by using purposive sampling frameworks.

7 CONCLUSION

Intelligent Transport systems provide a number of
comparative advantages for countries. Comparative

615



VEHITS 2021 - 7th International Conference on Vehicle Technology and Intelligent Transport Systems

development should be achieved by the various CIS
countries in infrastructure to leverage the benefits of
ITS systems. Additionally, users’ express concerns
about privacy and security of ITS systems. Ensuring
security of freight cargo will be critical to supporting
various ITS systems.

As anext step, we are planning to create a data set
for one of the countries and follow the same
methodology. With a number of 500 participants,
study the each state separately and to finalize our
conclusion as the study remain a work in progress.
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APPENDIX

Survey One: For Users

1.

How long did it take for the product to reach you?
Less than a day

Less than 3 days

Less than a week

More than a week

. More than a month

Was the delay caused by inefficiencies in supply
chain management systems?

a. Yes

b. No

If yes, what was the problem and what do you
think could have been done differently?

a. Open Question

Have you ever lost your ordered goods while they
were still on transit?

a. Yes

b. No

poow

[¢]

. If yes, was the transporting mode, e.g track, fitted

with a cargo tracking device?
a. Yes
b. No

Survey Two: For Providers

1.

What type of goods do you deliver?

a. Solid Goods

b. Products

c. Perishable Food

What country do you work in?

a. Open Question

Are there any problems during the transportation
phase?

a. Yes

b. No

Evaluate the infrastructure of your country for
work in a scale of 1 to 5 where 1 is poor and 5 is
excellent

1

2

3

4

.5

oo o

. How often are there cases of loss of goods? (rare

- always)
a. 1

opo o
QRS I )

5

. Do you use cargo tracking devices?

a. Yes
b. No

. How would you rate the performance of SCM

applications? (bad to god)
1

oao o
(U, I LS I \S)
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