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This paper develops an analytical framework to assess information in planning for critical infrastructure
protection (CIP). Critical infrastructure concerns various societal functions that ensure the daily life,
endurance and progress of societies. Thus, CIP involves a considerable number of actors in a multi-level
planning that relies on inter-organisational information sharing. Based on a Swedish case of CIP, this study
aims to foster information assessment and management that bridge the inherent conflicts between information
sharing and information security in CIP. Analyses of the information alongside the Swedish STYREL process
first exemplify crucial deficiencies in the inter-organisational, national emergency response planning and then
specify a set of dimensions and attributes as baseline for assessing information and information processing in
CIP. Four stages in the Swedish approach cause a filtering and altering of information that affect the quality
of decisions alongside the process and the emergency response plan that relies on them. By assessing the
information basis in this large-scale approach, the paper contributes evidence-based foundations for
information management in inter-organisational settings, such as the multi-level planning for CIP.

1 INTRODUCTION

Information is an essential prerequisite for planning
and decision-making. Alongside multi-level planning
processes for protecting vital societal functions and
the dependent society, the management of
information must maintain an adequate level of
information security during acquisition, storage,
processing, sharing, utilisation and archiving
(European Union, 2008; 2016a). The protection and
maintainance of infrastructure that is critical to
society’s functionality, survival and progression
(Cohen, 2010) involves sensitive information and a
considerable number of public and private actors in a
multi-level ~ socio-technical  system-of-systems
(Gheorghe et al., 2006). Critical infrastructure
protection (CIP) can thus be viewed as a common,
societal concern that is located between governmental
control and competitive market dynamics as well as
the private sphere of citizens (Grofe, 2020), which
includes inter-organisational collaboration and
information management. During the course of inter-
organisational planning for CIP, the quality of the
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processed information is constantly influenced by
various requirements, such as the needs of involved
decision-makers, the demands of national and
international information security policies and the
expectations of the diverse actors who are concerned
with CIP and crisis management. Since CIP involves
secret information about sensitive systems and
protection measurements that a nation or business
applies, the presence of concrete proceedings in the
literature is very limited, such as a discussion of
Canada’s CIP (Quigley, 2013) and the Swedish
approach (GroBe and Olausson, 2019). Therefore, this
study aims to fill this gap and foster information
management that bridge inherent conflicts between
information sharing and information security in CIP.

Subsequent to the background and method
sections, Section 4 presents the Swedish case of
STYREL and exemplifies crucial deficiencies in this
inter-organisational emergency response planning.
By analysing the information and information sharing
in the currently applied approach, Section 5 provides
an analytical framework to assess information in
planning for CIP. A conclusion completes the study.
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2 BACKGROUND

2.1 Critical Infrastructure Protection

Modern societies increasingly depend on a variety of
resources, societal functions and fixed installations,
(inter-)organisational structures and agreements as
well as legal regulations. Critical infrastructure (CI)
concerns a subset of this socio-technical system-of-
system, namely, those elements that are critical to
society’s functionality, survival and progression
(Cohen, 2010). Thereby, the energy sector — and the
power supply in particular — appears central to this
complex system (Rinaldi et al., 2001). Thus, the
protection of such infrastructure has gained
significance for national security in many countries
and for research in this area (e.g. Birkmann et al.,
2016; BMI 2009; European Commission, 2004;
Grof3e, 2020; MSB 2011), whereas information
security is a recurring concern. To protect CI and
maintain it during disturbances, such as electrical
power failures, national emergency response
planning relies on comprehensive information
processing. However, the sensitivity of information
about CI and the protection measurements that are
applied challenges inter-organisational co-operation
as well as empirical research in this area (Grof3e et al.,
2019). Studies have more often focussed on the
operational level of infrastructure, such as the
reliability of power transmission (Alvehag and Soder,
2011; Miinzberg et al., 2014) and power system
restoration (Barsali et al., 2008; Soman et al., 2015;
Tortos and Terzija, 2012). By applying a purely
technical perspective, such studies ignore not only
any societal effects of CI failures but also the
interdependencies with public risk and crisis
management. However, CIP concerns also the
preclusion of unauthorised access to (remote) control
systems and the prevention of unauthorised
disclosure, altering or loss of sensitive information
that is processed and shared.

2.2 Information Management —
Quality, Security and Preservation

Information is an essential prerequisite for planning
and decision-making. To fulfil its dedicated function
of assisting a decision-maker with a decision,
information must meet criteria regarding its quality
and security. In the context of CIP, such demands can
affect each other, which may lead to a paradox that
affects the result of a planning process. Information
quality is a significant property that is difficult to
define and largely depends on the processing of
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information through an information system (Michnik
and Lo, 2009). In a study with data consumers, Wang
and Strong (1996) have captured 118 data quality
attributes, which they fused into 20 dimensions and
grouped into four higher-level categories. Even
though the spectrum of quality attributes remains
considerable (Arazy et al, 2017), studies on
information quality have successfully reduced the
number of categories and identified accuracy,
consistency, security, timeliness and completeness as
the most common characteristics (cf. Knight and
Burn, 2005). For the present study, the information
quality dimension adapts the common attributes of
intrinsic, contextual and representational information
quality, with a particular focus on accuracy,
objectivity, timeliness, completeness, format and
comprehensibility of information (see Table 1).

In view of the particular significance of
information security in the CIP context, attributes that
relate to security fit into the information security
dimension. Apart from quality attributes, such as
accessibility and reputation of the source (Wang
& Strong, 1996), the information security dimension
in this study includes concerns about the processing
of information by a system. Common properties of
information security are the availability, integrity and
confidentiality of information as well as the privacy
of individuals (Andress, 2014, 6-8; 95-99;
Independent Data Protection Authorities of the Bund
and the Lénder, 2016; 2018). Such properties are
maintained, to a certain extent, during the processing
of information by an information system, whose
organisation consists of technical components, formal
rules and informal structures with certain information
paths. This system influences the quality and security
of the processed information (GrofB3e, 2016; Michnik
& Lo, 2009). In accordance with national and
international requirements for national and European
CIP (European Union, 2008; 2016a), an adequate
level of information security must be maintained
during information processing alongside a multi-level
planning process for protecting CI and the dependent
society (Grof3e, 2018a).

A multi-level planning for CIP, such as the STYREL
approach in Sweden, depends on not only an adequate
level of information quality and security but also the
preservation of information. The present study
separates this dimension from the former two to
emphasise the importance of information
preservation for decision-making at subsequent levels
of the planning process. Thus, it mainly focuses on
the preservation of information, which may exceed
archival and technocratic approaches (cf. Quisbert et
al., 2009). Of particular relevance to operationalise
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the information preservation dimension are the
attributes of meaning, as recorded and transferred
through the entire process, and evidence of parallel
actions (ibid.). These attributes are noteworthy for
two reasons. First, they inform evidence-based and
rational decision-making through a multi-level and
multi-agency planning process (Bharosa et al., 2010).
Second, they support sufficient quality and
information security management, which is
obligatory for national agencies in Sweden (MSB,
2016) to enhance CIP, particularly in the energy and
transport sectors (European Union, 2008). Table 1
summarises the conceptual framework that this study
applies and briefly explains each attribute.

Table 1: Attributes of Information Quality, Security and
Preservation (adapted from: Knight & Burn, 2005; Wang
& Strong, 1996).

Extent to which the

Dimension Attribute ; L
information is ...
correct, flawless and
Accuracy certified to be free of
erTor.
Objectivity unbiased, unprejudiced

and impartial.
sufficiently up to date
for the task at hand.

of sufficient breadth,
depth and scope.

well organised, concise
and consistently
represented.

casily understood, inter-
pretable and readable.
accessible for
authorised persons at
the proper time, in the
right place and with the
correct degree of access
permission.

highly regarded in terms
of source or content,
verifiable, well
documented and free of
unauthorised alteration.
protected from
disclosure by
unauthorised persons.
limited to a purpose and
controllable during a
process.

beneficial, undivided
and completely
transferred.

well documented and
completely recorded
and transferred.

Timeliness /
Information Currency
Quality

Completeness

Format

Comprehensibility

Availability /
Access

Information Integrity /
Security Reputation

Confidentiality

Privacy

Meaning
Information
Preservation

Evidence

3 METHODICAL PROCEEDINGS

This study relies on data and evidence collected from
several sources, such as publicly available documents
regarding the case, interviews and a survey.

First, the document study examined Swedish
documentation of the case; this included handbooks
(EA, 2014), guidelines, legal regulations and various
reports, (e.g. CAB Blekinge, 2009; CAB Dalarna,
2009; CAB Stockholm 2012; EA, 2012; Veibick et
al., 2013). This examination provided a further basis
for the interviews.

Second, interviews were conducted with 66
decision-makers who act on behalf of several actors
in this multi-level CIP planning. Table 2 details the
participant sample.

Table 2: Participation in the Study.

Number of

Interviewees Affitiation
4 County Administrative Board (CAB)
47 Municipality
15 Power Grid Operator (PGO)

The maority of informants participated in face-to-
face interviews within their particular working places.
The interviews were semi-structured in nature and
consisted of predetermined, open-ended questions,
which allowed for a similar structure in each
interview while still enabling participants to address
any particularly relevant issue with regard to inter-
organisational information sharing during the STYREL
planning. The interviews lasted for an average of one
hour, were recorded and transcribed.

Third, to broaden the view of particular issues, the
completing survey encompassed all 21 counties in the
first step and, in the second step, considered the 10
PGOs that stabilise the power grid during the initial
phase of a power shortage. The survey posed 34
questions about the respondents’ perceptions of the
proceedings of STYREL in general and the inter-
organisational ~ co-operation and information
processing in particular. This proceeding enriched the
evidence from the document and interview studies
and facilitated a differentiated understanding of the
information management in the Swedish process.

The following section describes and analyses the
information acquisition, processing and sharing in
STYREL in detail. Four stages in the planning for CIP
cause a filtering and altering of information that affect
both the decisions in the process and the resulting
emergency response plan. These stages exemplify
crucial deficiencies in the inter-organisational,
national emergency response planning approach.
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As the governmentally entrusted actor, the EA
starts the multi-level planning process. Subsequently,
the procedure and inter-organisational information
sharing are suggested as follows (EA 2014):

4 THE SWEDISH STYREL CASE

4.1 Inter-organisational CIP Planning

In 1995, a governmental investigation had already
identified the power supply as a critical sector for
national security and development in Sweden and
discovered a change in threats as well as an increased
vulnerability of CI (SOU 1995:19). However, the
compilation of a ranking of power consumers to
prioritise during such events was not encouraged until
after the 2003 blackout in Sweden and Denmark,
which may have been the catalyst for the
development of the national S7TYREL planning
approach (Elkraft System, 2003; Larsson and Danell,
2006; Larsson and Ek, 2004; Svenska Kraftnit,
2003). Since 2004, the Swedish Energy Agency (EA)
has been responsible for the development of STYREL,
which is an acronym for ‘steering electricity to
prioritised power consumers’ (EA 2014).

The STYREL approach was developed between
2004 and 2011 and executed as a pilot in 2009 and in
full-scale in 2010/2011 and 2014/2015 (EA 2014).
The third iteration was scheduled to run between
2019 and 2021; however, it is adjourned for one year
due to the global SARS-CoV-2 pandemic (EA 2020).

The planning involves many actors from the
public and private spheres, including a large number
of national agencies and all CABs, municipalities and
PGOs (Grofie, 2017; 2018b). The first two rounds of
planning were executed over a period of more than
one year and applied a four-year interval. The next
planning process will run over a period of three years.
Table 3 presents an eight-point scale that the actors in
STYREL apply as the decision-making aid to identify
and prioritise CI in their part of the process.

Table 3: Classification Scheme of CI (MSB, 2010:10).

Description of electricity consumers
that have/represent...
significant impact on life and health—

Class Score

1.

. Each CAB forwards

National agencies, which also include CABs to a
certain extent, identify and prioritise the CI that
each of them operates by applying an eight-digit
scale to classify CI (see Table 3).

. Each agency sends one portion of ranked objects

to each CAB (up to 21 in total) whose regional
area of responsibility the CI object belongs.
Each CAB merges the received lists of prioritised
CI and divides them into portions that correspond
to each municipality’s area of responsibility.
these lists to each
municipality in their region.

Each municipality generates an inventory of local
CI and prioritises the objects in accordance with
the list in Table 3, which also involves the objects
that it receives from the CAB.

. Each municipality sends a request for further

information about the prioritised CI to each
locally operating PGO.

Each PGO matches the CI objects to power grid
areas and power lines within the geographical
area in which each PGO operates the local grid.

. Each PGO provides information about technical

feasibility of control to each municipality that has
sent a request.

Each municipality consequently merges the CI
objects into controllable power lines. The
spreadsheet in wuse performs an additive
aggregation of the objects’ ranking scores, which
yields a ranking list of the power lines. Each
municipality is encouraged to assess this list to
ensure that the order of power lines reflects the
desired position of the particular municipality.

. Each municipality sends the latter list back to the

CAB of its region.
Each CAB then combines these lists from the
municipalities in its jurisdiction, resolves

1 7 conflicts between lines that cross municipal or
Shor;term (hours) —— regional borders and finally determines the
2 6 nctionalty- shortterm (hours ranking of power lines.
— Y - F. Each CAB sends the final document, which
3 5 significant impact on life and health— . . : . .
long-term (days) contains the ranking of the local power lines in
significant impact on society's the region, to the national PGO and dedicates
4 4 functionality—long-term (days) portions of it to each provider who operates the
5 3 significant economic value local power grid in the region.
significant importance for the 7. Each PGO plans for a manual load shedding
6 2 . ey e
environment within its area of responsibility based on the
7 | significant importance for social and results of STYREL to protect power lines that
cultural values supply CI from early disconnection.
8 0 Others
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4.2 Critical Information Deficiencies

The design of the information flows and processing
alongside the multi-level approach of STYREL exhibits
built-in deficiencies in the information basis
necessary for proper decision-making. Several
challenges, such as information scarcity in criticality
assessments, information withhold in sharing,
information loss when sharing and ad-hoc
information creation due to scarcity, confront the
interorganisational co-operation during STYREL.
Analyses of the process — both the reference process
described in the official documentations and the
recent execution of the national process in 2014/2015
— have revealed four critical stages in the process
wherein the deficiencies manifest.

1. Identification and prioritisation of CI objects

2. Aggregation (I) of CI objects into power
lines at the local level

3. Aggregation (II) of all local power lines to a
regional ranking at the regional level

4. Aggregation (III) of regional rankings of
local power lines and planning of manual
load shedding at the power grid level

The following subsections detail the effects of
information deficiencies with regard to the
dimensions of information quality, security and
preservation (see Table 1) in the Swedish approach of
CIP against power shortages.

4.2.1 Identification and Prioritisation of CI

The first critical stage covers the limits during the
identification of CI that issue information scarcity in
subsequent criticality assessments. The mentioned
actors act separately and focus on their portion of CI,
which promotes an overvaluation of the CI’s
criticality within the actor’s area of responsibility.
The interviews indicate that such overvaluation has
occurred at both national agencies and municipalities,
which has prompted recurring discussions on the
matter. The deficiencies in the information basis at
the national, regional and local levels accumulate
during the process steps 1 to 3 and manifest in the
information-sharing step C, as Section 4.1 describes.
The analysis reveals the following issues.

Information Quality

= Underrepresentation of the private sector

= Uncertain whether all CI is present

= Criticality assessment relies on eight-point scale
= Neglects interdependencies between Cl/sectors
= Long lists of CI objects

Information Security

= Lack of rules regarding authorised access
hampers data collection

= Uncertain how national assets are incorporated

= Fear of disclosure limits integration in risk and
crisis management

Information Preservation

= Uncertain whether national prioritisation of
local CI objects is preserved

= Uncertain how national and regional CI objects
are considered in relation to local CI

= Central management system is absent

4.2.2 Local Aggregation of CI

The second critical stage concerns the aggregation (I)
of CI objects into power lines at the local level. The
semi-automated aggregation during process step 5
uses an insufficient approach that relies on time-
consuming manual control and adjustments. When
sharing information during step E, CI information
loss is due to the transfer of information from the first
spreadsheet to the second one. This transfer affects
the granularity of information, which, according to
the handbook and the interviews, is motivated by
information security concerns as well as recurring
discussions of variations in municipalities’
interpretations of the priority list (see Table 3). The
closer investigation of the local aggregation discovers
the following concerns.

Information Quality

= Overly trust in additive aggregation system

= Hardly any reassessment of power lines

= Overwhelming content

= Non-prioritised power consumers are ignored

= No common rules for addressing information

gaps
Information Security

=  Qutdated hardware and software systems affect
compatibility and access

= Spreadsheets do not prevent unintended
information altering or loss

= Possibility that unrecognised copies exist

Information Preservation

= [rretrievable removal of object information

= Power lines are specified by score, the number
of objects in each priority class and a final
ranking number

= Rare documentation of assessment and changes
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4.2.3 Regional Aggregation of CI

The third critical stage comprises the aggregation (II)
of all local power lines to a regional ranking at the
regional level during process step 6. According to the
information loss at the previous stage, CAB
interviewees expressed challenges in generating a
regional ranking of power lines from the rankings of
up to 49 municipalities. The concerns include manual
corrections and further resassessments that
necessitate ad-hoc information creation to mitigate
the problem of balancing CI’s importance between
municipalities and regional or national interests. For
example, high-priority CI (which may also be of
regional or national interest) can fall in the regional
ranking if there is a low number of other prioritised
CI on that line. Finally, any information on CI is
completely lost in the information-sharing step F
between CABs and PGOs. Particulary emerging
aspects are the following.

Information Quality

= Reassessment of power-lines is impossible

= Overwhelming amount of condensed
information that each CAB must process

= No common rules for merging the rankings from
all municipalities into a county-wide ranking

Information Security

= Variety of hardware and software systems affect
compatibility and access

= Uncertain how national and regional CI is
represented in the final ranking

= Little knowledge of the source of information

= Unrecognised copies may exist

Information Preservation

= Irretrievable removal of
information

= Power lines are specified by their identifier and
ranking number

= No documentation of assessment and changes

= Exchange of experiences in informal networks

any assessment

4.2.4 Cross-regional Aggregation of CI

The fourth critical stage marks the final aggregation
(IIT) of regional rankings of local power lines and
their inclusion in the subsequent planning of manual
load shedding at the power grid level. Step 7 of the
STYREL reference process does not stipulate any
approach for this collocation and leaves this decision
to the PGOs. In Sweden, there are four power grid
areas, 21 counties and 291 municipalities. In one
example, the participating PGOs was tasked with
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information processing for 120 municipalities and 15
CABs. This PGO bewailed a lack of alternatives and
resources to both assess the criticality of the power
supply to these lines and update the power supply to
CI objects because of information scarcity. The
analysis of the information transition to the next-level
planning revealed the following deficiencies.

Information Quality

= Reassessment of national, regional or local
requirements is impossible

=  No common rules for merging the rankings from
several counties to a power-area-wide ranking

= No information on contiguous power grids

Information Security

= Different requirements for information security
cause manual transfer at PGOs

= Unexpected power line identifiers reveal
compromised integrity (between step D and F)

= Altered information can cause inappropriate
decisions in emergencies

Information Preservation

* Unclear if the final plan fulfils the goal

» Few PGOs are capable to apply the plan
in 15 minutes after order from the national PGO

= About one-third of PGOs did not complete
STYREL with the manual-load-shedding planning

= Little documentation of proceedings

» Inadequate tracing of changes in the power grid

STYREL applies decentralised processing that lacks a
common framework of information security
management and quality management. Because of
this insufficient system governance, the protection of
sensitive information as well as the ability to evaluate
the shared content rely on each actor’s commitment
and effort. The interviews reflect varying perceptions
of the significance of these concerns, which may
explain why a number of national agencies, such as
those concerned with health, post, telecommunication
and defence, refrain from participation. However,
such withholding of information affects the
completeness of information in the planning.

After this examination of the inter-organisational
information sharing alongside Swedish emergency
response planning for an event of a power shortage,
the following section revises the attributes of
information quality, security and preservation
provided in Table 1. Based on the evidence from the
Swedish case, this study discusses and revises each
attribute and suggests a framework for the assessment
of information and information processing for CIP.
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5 INFORMATION ASSESSMENT
FRAMEWORK

5.1 Information Dimensions and
Attributes in Swedish CIP

Since information is the process object in STYREL, the
levels of information quality at the various stages of
the planning influence the quality of the final product,
namely the emergency response plan.

Accuracy relates to the correctness of
information, such as the identification number of a CI
object or the corresponding power line identifier.
Accuracy has not always been high in STYREL,
according to the interviews. Moreover, due to the
long planning period in STYREL and continuous
changes in both the society and the power grid,
information which was correct at the point of creation
and processing could no longer or not fully reflect
societal circumstances once the emergency response
plan is finished or must be applied.

Objectivity targets the classification of CI, which
should be ascertainable independent of an individual
decision-maker. Analysis of the Swedish process
illustrates that various interpretations of the
classification scheme (see Table 3) have obstructed a
uniform assessment of CI. The aggregation of CI
objects into power lines and the ranking thereof use a
scoring system that promotes objectivity. However,
this additive approach does not necessarily reflect the
aggregated societal utility of CI objects on a power
line. Municipalities and CABs can therefore change
the ranking of power lines to achieve a stronger
balance between the local and regional ranking of
local power lines. These changes in turn can
undermine the objectivity of the aggregation (I)
approach. The absence of any recommended
aggregation method at the regional level (II) and at
larger PGOs (II) further weakens the objectivity of
this planning process.

Moreover, the interviews have indicated that the
second run of STYREL mainly used information from
the previous planning as the input information, which
may raise questions regarding the timeliness or
currency of information. According to interviews
with PGPs, the timely extent of the planning process
(including the stand-by periods between the process
iterations) in combination with grid development and
expansion, which have accelerated to meet
requirements of renewable electricity production, can
eventually challenge the usefulness of the produced
emergency plan when it must be applied.

Since the majority of CI is privately operated, the
completeness of the information basis appeared to be
a major problem in STYREL. Therefore, it is possible
that CI remains unknown as a result of limitations of
time, resource allocation and knowledge or the
absence of a common set of rules for the dimension
in the planning process. For instance, a large part of
society is underrepresented in STYREL; this includes
the private sector and civic society. Security concerns
have also prompted national authorities to limit their
participation in the planning. Moreover, STYREL
focuses on electricity-consuming CI objects at the
local level, such as buildings. This concentration
ignores supply chains and staffing, which can be
necessary for the function of an object. In turn, a local
object and its services can also be of vital importance
for other municipalities or regions, which the STYREL
approach overlooks.

Issues with the format and comprehensibility have
arisen in Swedish planning from the tools it uses,
namely spreadsheets and the classification scheme.
These tools require adequate experience to
understand and assess the information. The amount of
collected information has varied considerably,
particularly at the local Ilevel. Therefore,
municipalities and CABs have employed various
strategies to process the content, which include the
merging of national assets into the list of local CI.
Whereas the local level has information on local CI
and addresses the adequate identification of objects
and the assessment of each object’s criticality for the
local society, the regional level lacks object
information ~ and  thereby  faces  reduced
comprehensibility of information during the task of
creating a regional ranking of local power lines. Since
the process did not employ a centralised information
system, the proceeding further encountered technical
issues, such as the compatibility of hardware and
software systems, encryption and decryption
requirements, and the individual representation on the
screen. Interviewees reported that such issues drained
their energy, which implies that format and
comprehensibility, ie.  proper  information
representation, have a significant effect on the quality
of both the processed information and the emergency
response in cases of power shortage.

Information security is another vital concern in
long-term, large-scale planning. This term
encompasses far more than prevention of the
disclosure of secrets.

Both the aforementioned tools and further
security concerns impeded the availability and access
to information in the Swedish process. First, in
2014/2015, interviewees reported technical issues
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due to out-dated software on computers which had no
Internet access and which were exclusively used for
information processing in STYREL. In view of this, it
is reasonable to question the availability of collected
information at a certain point of time for authorised
personnel. Second, since the STYREL process does not
clarify who is authorised to access which kind of
information, some actors withhold information,
which can generate a delay in the process and
incompleteness of information, for example.

The reputation of the source and information
integrity can support well-documented and verifiable
content in CIP planning. In the Swedish case, the
majority of interviewees received the classification of
CI assets from one national authority that was met
with strong rejection of its particular interpretation of
the classification scheme. This in turn affected the
reputation of the source and led to intended
information alteration. Since the recent process lacks
feedback loops and evaluation measures, these
changes are hardly traceable; thus, a national
authority cannot verify whether or to what extent the
process includes national assets. In addition, the
information processing in STYREL can further affect
information integrity. For example, the spreadsheets
it uses allow for changes — whether intended or not —
without recording. Thus, information may have
disappeared unnoticed or even by intention.

Since CIP planning concerns the security of a
society, the confidentiality of concrete CI assets and
objects is vital to maintain national security.
Although the STYREL process does not stipulate any
concrete measures to ensure authorised access, the
premise is to prevent information from disclosure.
The operational realisation rests on the responsibility
of each actor and on each CAB in particular due to its
double role in the process as a participant and a
regional co-ordinator (Grofe and Olausson, 2018).
Observations of the interviewee environment indicate
that such proceeding permits a wide spectrum of
approaches based on individual commitment and
knowledge of information security. Since the lack of
common rules, a controllable information-sharing
system, and authentication and authorisation
measurements in the STYREL approach can facilitate
information disclosure, the STYREL process removes
information at each stage which fundamentally
affects the information quality for subsequent
decision-making.

The information security attribute of privacy has
gained attention through the implementation of the
European regulation on data protection (European
Union, 2016b). The majority of CI is privately
operated, and businesses that not are legally obligated
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to participate in CIP planning can withdraw their
participation and require the removal of processed
information. In STYREL, such removal appears to be
an easy task since the information on CI should be
stored only at the local level. Nevertheless, the
distributed approach of information sharing in STYREL
makes it almost impossible to assure this case. Local
copies may exist with several actors, and the
aforementioned copy-and-paste behaviour may cause
the re-emergence of information that should have
been removed.

The amount and content of information that is
processed through and alongside the Swedish process
— both formally and informally — requires particular
consideration of information preservation, as the
information that each process step creates and
processes acts as input for both subsequent process
steps and a later evaluation of the entire process.

On the one hand, the meaning of information
relates to the individual needs of a decision-maker,
both in terms of making sense of the information and
perceiving this information as beneficial for the task.
During the STYREL process, each stage successively
reduces the meaning of information by changing,
removing and dividing the content. The final ranking
at a PGO is a context-free list of numbers and power
line identifiers, which does not explain the
appearance of such ranking or which reasoning it
substantiates. Although the national PGO receives the
complete lists from all CABs, the information
contains no meaning for this provider at this stage of
the process (aggregation II), as the national operator
has no knowledge of individual power lines at the
regional or local level of the grid. This proceeding
constitutes an unnecessary information flow and,
thereby, a risk to information security.

On the other hand, information can provide
evidence of the process and the decisions and actions
it involves. However, some respondents remarked
that the spreadsheets have minimal space for
comments and explanation, and the STYREL approach
otherwise neither requires nor facilitates any
documentation. Few of the respondents reported that
they documented the proceeding during the STYREL
planning in some way, while the majority stated that
no other documentation or recording of changes exist.
Notably, some could not even identify the location of
the produced ranking. The absence of documentation
of proceedings by the actors not only elevates the
entrance level for new personnel but also precludes a
comparison and evaluation of local approaches as
well as the entire process.
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5.2 Requirements of the Information
Basis for CIP

As evidence from the STYREL process demonstrates,
information management for CIP has to consider
several aspects in creating and maintaining an
appropriate information basis for decision-making. In
the emerging domain of CIP, information quality
must compete with information security and
information preservation. The triangle of these three
dimensions warrants thorough consideration and
balance in accordance with the particular needs of a
community, society, nation or international co-
operation. However, the study also reveals a difficulty
in assessing individual, slightly structured approaches
that are parts of a whole, large-scale and long-term
national process. Particularly, comparisons of local
proceedings appeared hardly possible without
adequate documentation and criteria for assessment,
which in turn hindered an evaluation of consequences
of the proceedings for society’s safety. Moreover, no
similar cases have been documented in detail from
which to learn, and there is not much evidence from
larger blackouts or power shortages that could inform
information management and development, which
relates to such national planning of CIP measures.
This study emphasises several attributes of the
three dimensions of information quality, security and
preservation. These attributes are commonly used
(Arazy et al, 2017; Knight & Burn, 2005), so
evidence from the represented case highlights issues
that interconnect with these attributes. To enable
assessment of local, regional, national or international
approaches to information processing in CIP
planning, the results of this study can concretise these
attributes in the context of CIP (see Table 4).

Table 4: Attributes for Assessing Information and
Information Processing in CIP.

Extend to which the

Dimension  Attribute . Co
information is ...

correct, flawless and certified
Accuracy free of error at each step and

actor in the process.
E unbiased, unprejudiced and
g Lo impartial ~ regarding  the
<4 Objectivity criticality classification of CI
_§ assets for a depending society.
g Timeliness/ P © date and updatable at
8 Currency ea(;h step, agtor and certain

RS point of time in the process.

of sufficient breath, depth and
Completeness scope to reflect the structure
of the society to be protected.

well-organised, concise and

consistent as well as inter-
Representation pretable and readable and
considerate of the human
ability to analyse big data.
accessible for authorised
persons at the correct time,
in the right place and to the
appropriate extent of access
permission.

Availability /
Access

highly regarded in terms of
source or content, verifiable
at each step and actor in both
directions of the process, and
well documented and free of
unauthorised alteration.
prevented from disclosure by
unauthorised persons
alongside  the  process,
between process iterations
and within the entire infor-
mation processing system.
limited to CIP, controllable
during its life cycle and
removable on demand under
consideration of regulatory
conditions.

beneficial for the task,
valuable for sense-making at
each step and actor in the
process and comprehensive
when auditing proceedings,
structures and methods.

well  documented  and
completely recorded at each
step and actor in the process
and at the meta-level for
evaluation and improvement
of the process and the
process development.

Integrity /
Reputation

Information Security

Confidentiality

Privacy

Meaning

Evidence

Information Preservation

Employing a scale for each attribute to indicate
the level of fulfilment can facilitate a further
evaluation and comparison of particular proceedings,
such as those at the local or regional level in STYREL.
Thereby, such scale can reflect the maturity of each
attribute and improve the capability of the process to
produce the intended plan for CIP against power
shortages. The results of this study demonstrate that
the government initiated national efforts towards CIP,
while the private sector mainly operates targeted CI
assets yet are hardly included in CIP planning. Thus,
appropriate  public-private co-operation seems
necessary to obtain mature planning processes for
local, regional, national and global CIP. In particular,
process development in the public sector could learn
from maturity models and process performance or
capability indicators that are common in business.
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6 CONCLUDING REMARKS

This study establishes an analytical framework that is
built upon three dimensions and 11 attributes to
assess information in inter-organisational planning
for CIP. To foster information assessment and
management that bridge the inherent conflicts
between information sharing and information
security in CIP, this paper demonstrates the decision-
making process in Swedish CIP for the case of a
power shortage. Since previous research has
emphasised that both the user and the context in
which information is acquired and utilised are
significant for assessing processed information
(Arazy et al., 2017; Bizer and Cyganiak, 2009; Strong
et al., 1997; Wang & Strong, 1996), this study
clarifies both the process and the dimensions to assess
information. In the Swedish case, the decision-
makers in the multi-level process are both creators
and users of information, whereas a subsequent
planning level employs information from a previous
level as input in the national policy-making process.

The results have illuminated crucial deficiencies
in inter-organisational emergency preparednes and
CIP planning that stem from the complexity of
information management in such processes. Since
STYREL applies decentralised information processing,
the reference process regulates neither information
security management nor quality management. In
particular, a filtering and altering of information that
affect the quality of decisions alongside the process
and the emergency response plan that relies on them
manifest at four stages in the Swedish approach. By
tracing the information and decision-making during
this large-scale approach, this study contributes
evidence-based  foundations for  information
management in inter-organisational settings, such as
the multi-level planning for CIP.

This study contributes an assessment framework
that specifies a set of dimensions and attributes as
baseline for assessing information and information
processing in CIP. Furthermore, the framework
provides support in identifying the extent to which
conflicts occur between dimensions and enables
analysis to balance them. This element is particularly
relevant for CIP, wherein information security and
information sharing are important yet conflicting
aspects.

The proposed framework and its attributes require
further specification, and future studies in domains
beyond power infrastructure may reveal additional
attributes. Attributes may also differ according to
legal situation. Therefore, future development of a
process assessment model for CIP should evaluate the
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relevance of each dimension and attribute in relation
to the others. Moreover, concrete definitions should
describe the maturity levels in detail. To establish
auditable conditions for a planning process for CIP,
such as STYREL, minimal requirements must be
specified to determine the lowest acceptable level of
each dimension and attribute. The development of
such maturity model for CIP processes should further
consider (upcoming) legal regulations and emerging
international strategies for CIP (Mattioli and
Moulinos, 2015). Such framework can provide a tool
for internal self-assessment by each actor as well as
an external audit by an independent body.
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