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In consumer-generated media (CGM), it is important to promote secure content circulation. Content

circulation includes the editing of content, and it is desirable for content to become more abundant and varied.
For copyright protection suitable for CGM, a technology (K. Koga et al., 2015, T. Fujimoto et al., 2016) has
been proposed that controls editing using digital signatures. We propose a method in which the author can
securely provide individual editing permissions for content that has been editing-prohibited. this method
offers a way to securely buy and sell the right to edit content in exchange for money. Therefore, this method
is applicable to commercial content circulation. It is possible to promote content circulation while protecting
the rights of the author by using the proposed method, even in scenarios where content circulation is stagnant

with conventional methods.

1 INTRODUCTION

In recent years, it has become easier to generate and
transmit content in the modern society where the
Internet has developed. The distribution of content by
general users has become popular, and this content is
called User Generated Content (UGC). In UGC
(YouTube, etc.), with the spread of content
distribution services, new content is generated by
secondary use of the published content. This creates
content circulation by creating better content for
viewers. In such an environment, copyright
protection technology that protects the rights of
authors without hindering the distribution of content
is essential. In addition, technology that guarantees
the copyright of the original content after secondary
use is also required.

A copyright protection method suitable for UGC has
been proposed (K. Koga et al., 2015, T. Fujimoto et
al., 2016). In case of former, a content protection
scheme wusing a Boneh-Lynn-Shacham (BLS)
signature method (Boneh et al., 2001, Boneh et al.,
2003) to achieve both editing control and rights
inheritance has been proposed. Also, in case of later,
we realized the composition control by the editor,
which was the problem in (K. Koga et al., 2015). In
addition, by using the ID-based signature method
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(Xun, 2003, Jing et al., 2005), a public key certificate
is not required, and the work of verifying the
signature of a content composed by many authors and
editors has been reduced. As a result, the rights of
authors once set to prohibit editing are protected
without further editing.

In (T. Kobayashi et al., 2019), a content protection
method has been proposed that implements the
purchase and sale of content editing rights (supports
billing) through financial transactions. In addition, an
organization (third party) involved in buying and
selling content has been newly established in order to
reduce the time and effort required for authors to
transfer editing rights. Therefore, we propose a
method to outsource the processing related to billing
on behalf of the author. As a result, it is possible to
buy and sell editing rights for content for which
editing is prohibited, which was not realized in the
conventional method.

However, in (T. Kobayashi et al., 2019), the
trouble of creating the signature of the content of the
author is still significant problem. Therefore, in this
paper, the Proxy signature scheme (Francesco et al.,
2016) is newly adopted as the signature scheme. The
purpose of this scheme is to further reduce the work
of the author by entrusting the creation of the author's
signature to a copyright protection organization (a
third-party organization in the conventional method).
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This paper is structured as follows: Chapter 2
describes the prerequisite knowledge and previous
research that forms the basis of this method; Chapter
3 describes the proposed method and the algorithm;
Chapter 4 describes conclusion.

2 RELATED WORK

In this section, we describe the previous research used
in this method and the conventional method we have
proposed.

2.1 Aggregate Signature based on
ID-based Signature Scheme

In the ID-based signature method, a key is generated
from an author ID indicating the author information
newly set for each author. Therefore, there is no need
to issue a public key certificate for signature
verification. It uses a pairing function with hyperbolic
characteristics on an elliptic curve. The algorithm of
the ID-based aggregate signature that can aggregate
multiple generated signatures into one signature is
shown in (N. Yanai et al., 2017).

2.2 Proxy Signature

The Proxy signature method allows the signature
authority to be transferred to a person called the Proxy
signer without sharing the signature key itself. Most
Proxy signatures use bilinear pairing of elliptic curve
groups to satisfy identity-based properties. An
example of the Proxy signature algorithm using ID-
based signature is shown in (Francesco et al., 2016).

2.3 [Editing Control using Digital
Signature

A technology for controlling the secondary use of
content using the BLS signature scheme (Boneh et al.,

2001, Boneh et al., 2003) as follows is proposed in (K.

Kogaetal., 2015). The author divides the content into
multiple partial content and pre-generates a digital
signature (hereinafter referred to as an edit control
signature) indicating whether editing is possible for
each partial content. Then, the edit control signature
is aggregated into one signature (hereinafter,
aggregate signature), and the aggregate signature is
made public for each content. The edit control
signature of the partial content that is allowed to be
edited is made public and deleted from the aggregate
signature so that it can be replaced, and the edit

control signature of the partial content that cannot be
edited is kept confidential and cannot be replaced.
This allows the author to control in advance whether
editing is possible. In addition, the control data that is
not displayed is set as empty data and the displayed
data is set as actual data. This makes it possible to
control addition (change from empty data to actual
data) and deletion (change from actual data to empty
data). The content playback device has a signature
verification function: it always performs signature
verification before playback, and if it does not have a
valid digital signature or whose digital signature does
not match, does not play content that as unauthorized
content.

A content management station that verifies the
originality of each partial content and issues a digital
signature (hereinafter referred to as a management
station signature) that authorizes the author is
established. It is mandatory to set the management
station signature for each partial content. As a result,
each partial content is associated with its author (the
content management authority associates the partial
content with its author like a certification authority in
PKI), and the author is not deceived in units of partial
content (partial content without a management station
signature is illegal). Only authors can set it as editable
(the published edit control signature is always
verified with the author's key specified by the
management station signature). This prohibits editing
that is not allowed by the author. However, after
editing the partial content set to be editable, the editor
can make it impossible to edit it further, including
other partial content. For example, if the partial
contents A and B are editable, the editor changes A to
A 'and replaces it with a new signature, keeping both
signatures private. As a result, the content can be
made uneditable in both A and B thereafter. The
uneditable partial content is checked with the key of
the editor (hereinafter, bID) that is set to be uneditable.
In other words, even if the author cannot edit the
partial content at positions A and B, the editor can
change the setting according to the editing
circumstances.

Diversion control is realized by the same
mechanism as above, using the content ID described
later. However, even if the editor who diverts and
uses the partial content that can be diverted makes it
impossible to divert it after the diversion, there is no
effect on the edited work. This is because changing
the settings by the editor is meaningless as the
original content has its diversion control signature
published. Therefore, the applicability of the partial
content can be determined only by the author
(hereinafter alD) of the partial content. Therefore,
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since the diversion control signature is always
checked with the aID key, the editor cannot change
the setting.

The authors of the content (hereinafter cID) only
can decide whether to perform composition control or
not. Therefore, after the editor combines the contents
a and b that can be combined, the combination of a
and b is indispensable in the story; if you do not want
to change it as one work, it cannot be realized.

In (T. Fujimoto et al., 2016), inheritance control is
realized. A new signature is introduced that controls
the change of copyright settings (hereinafter, setting
control signature) to control inheritance. However,
whether or not the inheritance is determined by the
author who created the content, the signature is
verified using the cID key. The cID is specified from
the content ID. The content ID is the ID set by the cID,
and only one content ID is set for the content. When
the partial content is diverted, then the content is set
with multiple content IDs. Since the start and end
position signatures included in the aggregated
signature are always private and are verified using the
cID key, if the content ID is falsified, the signature
will not match. In addition, whether or not editing is
possible is controlled not only by
publishing/unpublishing the edit control signature but
also by control parameters. Therefore, the setting
control signature includes parameters related to the
controllability (py for setting, p. for change, p; for
deletion, p,, for diversion, p;, for composition) in the
hash value as follows:

hijie = HUCyj W ije W H(AG ) I ps 1 pe Il pa

I pm I pp I 7) (1)

Therefore, if p; = 1 is set (inherited), after verifying
the signature, the settings related to the editing of
each partial content are checked; if the settings are
different from the settings of the setting control
signature, the contents are invalid. If p; =0, the
settings for each edit are not verified.

2.4 Content and Partial Content and
Aggregate Signature Structure

In (T. Fujimoto et al., 2016), Partial content is roughly
divided into actual data and control data. Actual data
is treated as the data displayed as content, and control
data is treated as the data not displayed. The control
data includes the start data indicating the beginning
of the content, final data indicating the end, and
empty data required to control addition / deletion. The
content consists of start data, final data, and one or
more partial contents created by the author. Also, as
the author information, a content ID is set for the
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content, and a partial content ID is set for the partial
content. As a result, in addition to addition / deletion
/ change control for each partial content within one
content, it also controls the diversion of the partial
content and the composition of the content.

2.4.1 Content Tree Structure

As mentioned above, an author ID is set for a
content as author information. When an author
creates a content A4;;, IC;; is set as a content ID.
When the content 4;; has m pieces of partial
contents A;j; ~A;jm, A;jo 15 set as start data, A;jm4q
is set as final data, and I;;o ~1;j,,4, are set as the
content ID. ID;; represents the positional
relationship between the authors of the content.
Considering the positional relationship shown in
Fig. 1 as an example, the contents A,, ~4,, are the
primary contents created by the authors ID,; ~ID,g,
respectively. The authors ID,,,ID,, combine the
contents A,;,4,, with the primary contents to
create secondary contents, and the author ID;;
combines the secondary contents to create the
tertiary contents As;.

3rd Creator

2nd Creator

1st Creator

Figure 1: Content tree structure.

3 PROPOSED METHOD

In this section, the method proposed in this paper is
described.

3.1 System Configuration

Third-party organization
Seeret Key Copyright Protection Coatent Management
issuing ceater agency burean

Signature I

Key

5 Content
distribution 2

Dedicated UL

Reproduction envirorment Tl
Release s,
4 Content Delivery Dedicated Software [
service A
Playback &

Figure 2: System configuration.
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The following definitions describe a person, an
institution, and the system constituting the present
system configuration:
* Author (A)
The person who creates the original content.
+ Editor (E)
The person who edits the content that is allowed to
be edited in the distributed content.
* Buyer (B)
A person who edits the content that is prohibited
for editing but is compatible with billing in the
distributed content.
Viewer (V)
People who watch the distributed content.
Secret Key issuing center (SK)
A trusted organization that issues and manages
secure keys when using public key cryptography.
Copyright Protection agency (CP)
A reliable organization that manages the billing for
content on behalf of the author in the proposed
method.
Content Management bureau (CM)
A trusted organization that verifies the originality
of each piece of content. The management station
signature for partial content is created only when
the originality of each piece of content can be
confirmed.
Dedicated UI (UT)
A user interface that executes the necessary
algorithms to implement the proposed method.
* Content Delivery service (CD)
Service to distribute the created content.
* Dedicated Software (SO)
A software to verify the signatures when playing
the content.
+ Administration Bureau (AB)
A reliable organization that manages the dedicated
Ul and dedicated software.

3.2 Various Editing Controls

In the proposed method, the following editing
controls are performed:
[Change]
The control related to content change is the change
from real data to actual data, and this control is
performed using the change control signature.
[Addition]
The control for adding content is a change from
empty data to actual data, and this control is
performed using the change control signature.
[Deletion]

The control for deleting content is a change from
real data to empty data. However, in order to
realize the control such as {changeable / non-
deletable}, {non-changeable / deletable}, this
control is performed using the deletion control
signature.

[Diversion]
The control on the diversion of content indicates
that the partial content in one content is diverted to
another content, and this control is performed using
the diversion control signature.

[Composition]
The control for compositing content indicates that
one content is composited with another content,
and this control is performed using a composition
control signature.

[Inheritance]
This control introduces a new signature that
controls the change of copyright settings
(hereinafter, setting control signature) to control
inheritance. Only the creator of the original content
can create the setting control signature; the
secondary and subsequent editors cannot change it.
In addition, the setting control signature is verified
using the hash value of the original partial content,
and hence, it is necessary to link the hash value of
the original content to the header portion of the
edited partial content in advance.

3.3 Protocol of the Proposed Scheme

In the proposed method, the billing for the purchaser
in the conventional method (T. Kobayashi et al.,
2019) is entrusted to a third party using a Proxy
signature to reduce the processing load on the author.
Therefore, an editing control method suitable for the
Proxy signature method is required. The specific
editing control algorithm is described below.

3.3.1 Pre-processing

(1) Key Generation (A)(E)(B)&(SK)

The user ID;; that generates the signature registers
personal information using a dedicated UL This is
followed by applying to the private key issuing
center to create a public key pair for the set ID. The
secret key issuing center selects g € G, as a
generator, selects a random number s € Z, ,
calculates a public key Q;; = H,(ID;;) from ID;j,
and substitutes d;; = sQ;; with the signature key of
the author ID;; (secret key ). The secret key issuing
center publishes gpyp, = sg. Here, s is the master
secret key, which is secretly managed by the secret
key issuing center.
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(2) Proxy Key Generation (A)&(CP)
The author ID;; entrusts the signature authority
using a Proxy signature to a copyright protection
agency using a dedicated Ul. The proxy key
generation protocol is shown below.
(1) Creating a Warrant (A)
The author ID;; delegates his signing authority
through a warrant w signed by the Copyright
Protection agency ID¢p. The warrant w contains
information such as the ID of the author, the ID
of the Copyright Protection agency, the time of
the delegation, the validity of the period, and the
nature of the signable message.
(2) Generating Delegation Values (A)
The author ID;; randomly chooses x;; € Zj
and calculates:

Sij = xijQij € Gy (2)
hz = Hz(W, SU) € ZZ; (3)
Tij = (XU + hz)dlj € Gl (4)

The original signer O then sends D = (w, S;;, T;j)
to the Proxy signer over a secure channel with
T;; as the delegated value.
(3) Validation of Delegation Values (CP)

When the copyright protection agency receives
the delegation value T;; of the warrant w, it
calculates the following and verifies that the
equation holds.

Qij = H (IDyj) %)
hz = Hz(W, SU) € Z; (6)
e(Tij, 9) = e(Sij + h2Qijr Gpun) )

If not, a new delegation value is requested or the
protocol is terminated.

Proxy Key Generation
If the verification is successful, the Copyright
Protection agency IDcp generates a proxy
signing key by calculating the following.

dp,; = Tij + hpdcp (8)

Author Copyright protection agency

.
W, X,€Zy

So = X0Qip, € Gy

hy = Hy(w,S,) € Z;
To = (xo + h2)Sip, € G

D = (w,So,To)

e(Tp, P) =?e(So + haQip,,, Pub)

hy = Hy(w,So) € Z;
dp =Ty + hySip,

Figure 3: Proxy key generation protocol.
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3.3.2 When Creating Original Content

(D Decomposition into Partial Contents (A)
The author ID;; decomposes the content created by
them into a desired unit for editing control using a
dedicated UI.

@ Applying to Content Management Bureau
The author ID;; asks the Content Management
Bureau to check the originality of the partial
content divided in (D and receives the signature of
the Management Bureau.

(@ Creating Start and End Data
Control data Aj;y, A} j,44 is created to be added to
the beginning and end of the content.

{ Ao = 1C;1|1joll d
Al = 1Cij| | ijm+1l d

)

{ hijo = H(ICij||Iijol| H(Afjo) I T) (10)

hijmer = HUCij| | jjmar || H(A jpi1) 1 7)

@ Editing Control Settings
The author IDj; sets various edits (change, delete,
divert, inherit) for each partial content divided in
(D. Here, for the start data and the final data,
various edits are set to be prohibited. In addition,
whether composition control is possible or not is
set.

(® Creating Control Data
Create control data Aj; based on the partial
content A;;, (d for empty data).

® Creating a Hash Value

The author IDj; generates a hash value for each
editing control of each partial content divided in (D
using the dedicated UI. Here, p = 1 when editing
is permitted, and p = 0 when editing is prohibited;
7 is a constant that changes for each edit: change:
rc, delete: rd, diversion: rm, configuration: rs, and
composition: rb.

Change / Delete / Divert:
hijie = H(ICy; I i | H(Ag") lp Nl ) (1n
Configuration:

hijie = H(ICy; Il Ljee I H(Agjpe™) 1l ps 1l pe (12)
Il pa Il D I Py I pp Il T)

(ps: configuration, p.: change, pq: delete, ppy,:
diversion, py,: composition, py: billing)
Composition:
Pre-composition:
hijp = H(ICi; W lijo I H(Aijo") 1 p 11 7) (13)

Post-composition
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hijp = H(IC;j I Lijmsr W H(Ajjmar ™) Ip IlT)  (14)

(@ Outsourcing the signature creation
The edit control settings and hash values of the
various partial contents are sent to the copyright
protection agency.

3.3.3 Signature Generation

(DCreating Start and End Position Signatures (R)
a;; and f;; are created for each of change, deletion,
and diversion. Here, 7jj0, Tijm+1 are random
numbers generated by the copyright protection
agency.

aij = (Tijo + hijo)dpij- Uijo = 109

Bij = (Tijm+1 + hijm+1)dpijl Uijm+1 = Tijm+19

(15)

@ Creating an Edit Control Signature
The copyright protection agency calculates various
editing control signatures for each partial content
using the proxy key based on the received hash
value as follows. Here, the random number 7; is
different for each edit.
Change control signature:

oijre = (rijic + hijk)dpi]-r Uijk = Tijrg (16)
Delete control signature:

Tijie = (Tijk + hiji)dp, Uijie = Tijicd (17)
Diversion control signature:

Xije = (rijic + hijk)dpij' Uiji = 1ijx9 (18)
Configuration control signature:

wijic = (rijic + hijk)dpijr Uijk = 1ijr9 (19)
Pre-composition control signature:

8ijr = (Tijr + hijr)dpy Uijr = 1ijsg (20)
Post-composition control signature:

Sijp = (rub + hub)dp, ijp = Tijpg (21

(® Aggregate Signature for Content
Aggregate signatures for various controls are
created.  Here, Ujjo, Uij1, ) Uijms Uijm+1  are
different for each edit.
Change aggregate signature:

oy =i + Z Oijic + Bij. (22)
Uijo, Uiji, ) Uijms Uijmaa

Delete aggregate signature:

T = + Z Tijk + Bijs (23)
Uijo, Uija, 5 Uijmo Uijman

Diversion aggregate signature:

Xij = @ij +Z)(ijk + Bij, (24)
Uijo Uijrr 5 Uijmo Uijm+a

Configuration aggregate signature:

wij = aj;t+ z wijk + Bij (25)
Uijo, Uija 5 Uijmo Uijman
Composition aggregate signature:
61']- =aij+6ijf+6ijb+ﬁij'Uij0' (26)
Uijm+1, Uijr Uijp
@ Signature Management
The copyright protection agency sends only the
created signature and the individual signature of
the part that the author can edit to the author and
keeps the created signature secure.

3.3.4 Linking to Content

(D Signature Verification (A)
After receiving the signature, the author ID;;
calculates whether the aggregate signature of the
various edit controls is valid to confirm the validity
of the various edit control signatures and verifies
that the verification formula holds.

Change:
e(Si;+h2(Qij + Qcp),
e(O'Ur g) 1_[ l.]k + h”kgpub) (27)
Delete:
e(Sij+h2(Qij + Qcp),
el 28
( j g) 1_[ l]k +hl]kgpub) ( )
Diversion:
e(Sij+h2(Qij + Qcp),
e(ron q) = 29
()(l] g) 1_[ Uiji + hijkGpup) @
Configuration:
e(Sl]-I-hz(Ql] + QCP)
elw;;, %
( ij g) 1_[ ljk +hngpub) ( )
Composition:
e(Sij+h2(Qij + Qcp),
e((sljrg) n Uk+h”kgpub) (31)
(k=0,f,bym+1)
@ Creating a Header
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The author ID;; creates a partial content, start data,
and final data, and a header of the entire content
using the signature received from the copyright
protection agency.

Table 1: Content header.

Author
alD(ID;))

Content ID(ICj;)

Change aggregate signature

Delete aggregate signature

Diversion aggregate signature Content (A;;)

Composition aggregate signature

Setting aggregate signature
Delegati
Warrant w ¢ egation Other
value S‘]
Table 2: Start and end data headers.
Partial
aﬁ;‘(tlhg_r_) Content ID(IC;)) | Content
) ID(ij)
Hash value of change control pe
signature start data
Hash value of delete control
. pd or end
51gn§mre i data
Hash value of diversion control ( Ay
. pm ijo or
signature Ajmer)
Setting control signature ps fjm+1
Composition control signature b
or hash value P
identifier Management Other
station signature
Table 3: Partial content header.
Author alD(IDy) Content ID(ICy)
partial Content .. .
ID(1,) original hash value(H(Aj;)
Change control .
- Signature
signature bID pc
method
or hash value
Delete control Sienat
signature Ilf:tigge bID pd partial
or hash value Content
Diversion .
control signature Signature pm
method
or hash value
Setting control signature ps
Purchase Management
availability(p,,) identifier | station Other
YiPp signature
Table 4: Composition content header.
Structure data
Synthetic management signature Composition
ID of the composited editor Content
Other
(® Publishing Content

The author ID;; publishes the content associated
with the header created in 3.3.4 @ on the content
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distribution service.

Author Copyright protection agency
- ﬁ.

Content creation

Break down into
partial contents

Set edit control

Outsource Proxy Signature Creation

Proxy signature
creation
Transmission of aggregate signature Aggregate
and individual signature signature creation

Signature verification

Linking to content
Publishing content

Figure 4: Delegation of editing control signature creation.

3.4 Editing Content

3.4.1 Change/ Add / Delete / Diversion
Partial Content

Start data A E Final data Agaregate Signature

B C D
e @ . E]
Individual »
o :| E]

', After editing

"B @ @ @ @

o' =0p+0,+6,+ -+ 05+0y,

=0 +0,+0,+ - +05+0,

Figure 5: Edit control (change).

Consider a case in which an editor ID,, edits

(changes, adds, deletes, and diverts) a partial content

A;ji of a content A;; to be a partial content Agpy. At

this time, the editor /D, performs the following

processes. When editing two or more partial contents,
the same processes are repeated.

(1) Signature Verification of Secondary Use Content
The successful verification of the signature of
content A;; is confirmed. Here, partial content
that is permitted to be diverted can be diverted.
Also, the partial content 4; j; that is allowed to be
changed, added, or deleted can be changed to the
partial content A ;.

(2) Generating Hash Values
The editor /D, creates control data Agy, from
the edited partial content A, as in 3.3.2.%.
After that, a hash value and a part of the control
signature are created based on the constant p
(representing the propriety) for each edit as in
3.3.2.(6). However, if the inheritance is set, the
value of p for A;j; is inherited as it is; if it is not
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necessary to inherit, p can be set at the discretion
of the editor of A; .

Aupre = 1C;j | ijic| | Aapre (32)
hijic = H(ICyj I Iije | H(Aapi) 1 p Il 7) (33)
(3) Creating an Edit Control Signature
The following are calculated for the edited partial
content. Here, the random number 7y, is
different for each edit.
Change control signature:
Oabk = TabkRabk + dab) Uabk = Tabkd (34)

Delete control signature:

Tavk = Tabkhavk + dap) Uabk = Tapk 9 (35)

Diversion control signature:

Xavk = Tabihavk + dap, Uapk = Tapid (36)

Where d,, is the signature key of editor 1D,
and 7, 1s a constant generated by editor /D, .

(4) Creating an Aggregate Signature
Editor ID,;, updates the aggregate signature as
follows. However, if the aggregate signature for
prohibited editing (change, deletion, diversion)
cannot be updated. Usjo, Usja, ) Uijm, Usjm+ 1, Uabi
are different for each edit.
Change aggregate signature:

! —
0;j = 0ij — Oijk + Oapk

Uijo, Uija 5 Uijmo Uijma1, Uank (37)
Delete aggregate signature:
Tij = Tij — Tijk + Tabko (38)
Uijo, Uija 5 Uijms Uijma1, Uani
Diversion aggregate signature:
Xij = Xij — Xijie + Xavo (39)

Uijo, Uija 0 Uijmo Uijma1, Uank

(5) Linking to Content

The partial content that allows editing is
associated with the edit control signature. In
addition, for the partial content for which editing
is prohibited, only the generated hash value and
Ugapr are linked to the partial content, and the
editor 1D, is linked as the editor bID for which
editing is prohibited.

3.4.2 Compositing Content

The editor Dy, combines the contents A;; and
Amn(Ajj = Ay order). Editor ID,;, composites the
contents by the following procedure:

(1 Signature Verification of Secondary Use Content
Editor ID,, checks whether the composite
control signature of the contents A4;; and A,
has been published. Editor ID,;, can compose
A;j and A, if the opposing sides are both
permitted to compose when the composing order
is decided. At this time, the composition order of
A;j and A,y is recorded as structural data.

(2) Composition Management Signature
1D, fixes the relationship between the contents
by creating a composite management signature
between contents A;; and A,,,. The composite
management signature is created as follows:

L. The final position signature S;;,p) and the start
position signature ay,,qp) are created using the
editor's secret key d,}, for the final data of the
content 4;; and the start data of the content A;,y,.
( Tijm+1aby Fmno@aby are random numbers

generated by editor 1D,.)

II. A composite management signature is created
using the post-composition control signature of
the content A;; and the pre-composition control
signature of the content A,,,,,.

Composition management signature:

8ijyemn) = Bijcab) T ijp + Omns + Amncan) (40)

By configuring the aggregation signature as
described above, the relationship between the
two contents can be fixed.

Content 4;; Content Ay,

Start | | Partial content | | Final Start | | Partial content | | Final

data group data data group data
@5 B j Tmn Bmn
6iff 61'}'11 6mnf §mnb

Figure 6: Compositing content.
3.5 Billing Support

Consider the case where the editing of content is
prohibited and the transfer of editing rights by
charging is permitted. Here, as an example, we
explain the charging support in the change control.

3.5.1 Compositing Content

First, the purchaser confirms that the purchase of the
target partial content is permitted by verifying the
following expression using the header and the
inheritance control signature of the partial content.

hZ =H2(W,SU)€Z3 (41)
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hijie = H(IC;; I Lijy W H(Agji™) 1 ps 1 pe Nl pa
Il D Il 2y I pp 11 7)

e(wy, g) = e(Sij+hy(Qij + Qcp ), Ucp
+ hijiGpun)

(42)

(43)

Next, if the purchase is permitted (p, = 1), the

copyright protection agency is requested to purchase
the partial content.

3.5.2 Transfer of Editing Rights for Partial
Content

After receiving the purchase application from the

buyer, the copyright protection agency performs the

following:

(1) Create Buyer Data
Copyright protection agencies create buyer data
Acpy based on the buyer's registration
information. A change control signature op, for
the purchaser data is created using the Proxy key
of ID;; in the same manner as in 3.3.2 ®, ® and
333.@.

(2) Creating a Rights Transfer Signature
The copyright protection agency calculates the
following using the change control signature o;
of the partial content to be purchased, the change
control signature of the purchaser datas.p,, and
the signature o;;, of the empty data included in
the content to be purchased.

Org = Ojji + Ojjx — Ocpx (44)

(3) Transfer of Editing Rights
The copyright protection agency sends the
purchaser data created in (D and the rights
transfer signature opg created in @ to the
purchaser using a secure channel.

3.5.3 Signature Update When Charging(P)

(D Editing Partial Content
The buyer ID_; edits the purchase target partial
content and creates a change control signature o4
for the edited partial content in the same manner as
in3.4.1. @ and ®.

@ Adding Purchase Data
The purchaser adds the purchaser data received in
3.5.2. @ by changing the null data specified by the
copyright protection agency.

Updating Aggregate Signature

The purchaser I1D.; updates the change aggregate
signature o;; using the rights transfer signature org
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received in 3.5.2. @ and the individual signature
0.4 0f the edited partial content as follows.

o
0ij = 0jj — Ot t Ocak
= aij — (yjx + Oijx — Ocpx) + Ocak

(5) Linking to Content

The purchaser ID.; associates the signature with
the edited partial content as inherited by the
original author ID;;. Here, if the signatures are not
linked according to the author's inheritance, the
verification of the setting control signature w;;
does not match, resulting in unauthorized editing.
As for the association of the signature with the
purchaser data, since the purchaser data is basically
prohibited from editing, only the hash value is
associated. Here, since the purchaser does not have
the individual signature of the purchaser data, it is
impossible to link them in the first place.

(45)

Author Copyright protection agency
Py

S ﬁ.
Apply for purchase ‘I

Create buyer data

reate transter O
rights signature
Send rights transfer signature and buyer data

Edit partial content

Add buyer data

Update aggregate
signature

Link to content
Publish content

Figure 7: Protocol for billing.

Startdata A Final data Aggregate Signature

B c D E
S [D E] @
iﬁféﬁﬂi‘ @ J-’ @

‘ After editing

conen @ @ [E] E] E]
SL‘E:UE E] }-b

o' =gty tahtosto,tostay,

0= 05401+ 0, +0;+0,+05+0p

Figure 8: Editing control when billing is supported (change).
3.6 Watch Content

The mechanism of signature verification in dedicated
software when viewers view content is described
below. Here, by verifying the signature of the content,
it is possible to confirm that the content is legitimate
without any unauthorized editing, and it is possible to
disable the reproduction of the illegal content.

3.6.1 Content Signature Verification

D Verification of the Management Station Signature
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The dedicated software verifies that the
management station signature of each partial
content is valid. Inconsistent partial content
without a management station signature or
inconsistent content is considered illegal content.
@ Verification of Composition Content
In the case of composite content, the composite
data is separated into each content by referring to
the structural data. If the structural data and the
structure of the content do not match, the
composite is illegal.
(3 Verification of Composite
Signature
The dedicated software verifies that the contents
are correctly combined using the following
verification formula (e.g. when synthesized in the
order of (4;; = Amn)):

Management

e(8jamny 9)
= e(gpubr Qab)e(Uijm+1(ab)r hijm+1)
“e(Sij+haajy(Qij + Qcp ) Uijmen
+ hijm+1gpub) (46)
' e(Smn+h2(mn)(an + Qcp)s Umno
+ hmnogpub)
' e(gpub: Qab)e(Umn[)(ab)f hmno)

@ Verification of Composite Control Signature
The dedicated software verifies that the contents
are correctly composited using the public key Q,;p
of the alD as follows.

e(Sl--+h2(Q-- + Qcp)n
e(8:1,9) = j i
(3.9) 1_[ Uiji + hijrGpun) 47)
(k=0,m+1,f,b)

® Verification of Diversion Control
L. Verification of diversion control signature
The dedicated software verifies that each
partial content is properly diverted using
the alD's public key Q,;p as follows.

T T1eCSi+h2(Qif + Qcp),
ety ) = 1_[ Uijk + hijkGpun) (48)

II. Confirmation of content ID
The dedicated software checks whether
each partial content has the correct content
ID (content ID is unified). If it has a
different content ID, following steps are
taken for the target partial content:
i. When the diversion control signature is
published:
Verify that the partial content diversion
control signature is correct using the
public key of aID as follows:

e(xij,9) = e(Sij+hz(Qi; + Qcp), (49)
Uiji + hijicGpun)
ii. When the diversion control signature is
private:
Verify whether the generated and
diverted hash values are equal.

©® Verification of Control Signature for Each
Edit
The dedicated software verifies that each
partial content has been correctly edited
(changed / added / deleted). First, it confirms
whether the empty data is changeable /
deletable or not changeable / deletable, and
the dedicated software generates a hash value
for each edit. If the actual data does not have
a change control signature, the dedicated
software verifies that the generated hash value
is equal to the change hash value. If the empty
data does not have a deletion control signature,
the dedicated software verifies that the
generated hash value is equal to the deletion
hash value. The dedicated software attaches
the public key Q_alD of the aID (the public
key Qqip, Qpip and the signature Uy, p, Upp if
the change / deletion has been changed), the
hash value of the generated partial content,
and the partial content without signature.
Collect the hash values and verify that the
following equations hold:

Change:
N _TTeGytha(Qu + Qcp),
e(ULpg) _ 1_[ Uijk + hijkgpub) (50)
Delete:
B e(Sij+h2(Qij + Qcp),
e(TUrg) B 1_[ Uijk + hijkgpub) (51)

@ Verification of configuration control
signature
The dedicated software verifies each partial
content by using the attached parameters
Ds)De Pas Py PpsPp  according  to  the
following formula. If it is verified correctly
with pg = 1, verify that the setting of each
parameter and editing permission status of
each partial content match for editing and
composition.

- _ e(S,]+h2(QU + QCP)'
e(wurg) - 1_[ Uijk + hi,-kgpub) (52)

Those that have been correctly verified can be
used as legitimate content.
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3.7 Regarding Signature Verification
after Secondary Use

In the proposed method, the signature creation of the
original author is entrusted to a copyright protection
agency, so the Proxy signature method is used. In
contrast, since the signatures of the editor and the
buyer are created individually, the usual signature
method is used. Therefore, in the proposed method,
two signature methods are mixed in the content after
secondary use. In this case, since the signature
verification algorithm is different, different
verification formulas must be used for each. However,
in the proposed method, an aggregate signature must
be created for each content. In addition, if the proxy
signature scheme is separated from the aggregate
signature of the normal signature scheme, if the editor
edits only one partial content, the individual signature
will be found from the aggregate signature even if the
individual signature is kept private. This is a problem.
Therefore, it is desirable to have one aggregate
signature. Therefore, in the proposed method,
signature verification is performed as follows so that
verification can be performed without any problem
even with one aggregate signature. The algorithm for
verifying the aggregate signature is shown below.
(D Check Signature Scheme
Confirm from the header of the partial content
whether the signature scheme used for various
control signatures of the partial content is the
normal signature scheme or the Proxy signature
scheme.
@ Preparation for Verification of Aggregate
Signature
Calculates only the right side of the verification
formula for partial content using the Proxy
signature method and the normal signature method.

a;; =Ile (Sij+hz (QID”- + QIDR)'UR
+ h3gpub)

bi; = n e(gpub' Qma,,)e(Ui. h) (i€ed) (54)

(@ Verification of Aggregate Signature
The wvalidity of the aggregate signature is
confirmed by verifying that the following equation
holds.

(33)

e(V,9) = aj; * by (55)

3.8 Comparison with Conventional
Method

Here, a comparison is made on the amount of
calculation in the method proposed with the
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conventional method (T. Kobayashi et al., 2019). For
the comparison, the amount of calculation by the
author and the third party of each method is calculated
and compared. At this time, the number of times is
counted for each of the following calculation
processes.

P: Bilinear pairing, H: Hash function used for
mapping, SM: Scalar multiplication

Table 5: Preparation amount.

Method role Computatipnal
complexity
Conventional (A) 0
method (CP) 0
Proposed (A) 2SM+H
method (CP) 2SM2H 2P

Table 6: Amount of calculation required for signature
generation for each partial content (change control).

Method role Computatipnal
complexity
Conventional (A) SSM+2H
method (CP) 0
Proposed (A) H
method (CP) 2SM+H

Table 7: Calculation amount required for charging for each
partial content (change control).

Method role Computatipnal
complexity
Conventional (A) 5SM+H
method (CP) 2SM+H
Proposed (A) 0
method (CP) 2SM+H

Table 8: Calculation amount per piece of partial content
corresponding to billing.

Method role Computational
complexity
Conventional (A) 4SM3H
method (CP) 2SM+H
Proposed (A) H
method (CP) 4SM-+2H

Table 5 shows that the amount of computation
required to prepare for signature creation is larger in
the proposed method than in the conventional method.
However, once the signature preparation has been
performed, there is no need to do so afterwards, so the
impact is considered to be small. From Table 6, it can
be seen that, compared to the conventional method,
the amount of calculation for the signature generation
per partial content by the author is reduced in the
proposed method. In addition, Table 7 shows that the
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author's calculation amount for charging for each
partial content is reduced compared to the
conventional method. As a result, it can be seen from
Table 8 that the amount of calculation by the author
was significantly reduced for each piece of content to
be charged.

4 CONCLUSIONS

In this method, the Proxy signature scheme (T.
Kobayashi et al., 2019) is newly adopted as the
signature scheme. The purpose of this scheme is to
further reduce the work of the author by entrusting the
creation of the author's signature to a copyright
protection organization (a third-party organization in
the conventional method). Also, compared to the
conventional method, the time and effort required for
the author to create a signature has been greatly
reduced. In this method, we propose a method in
which the author can securely provide individual
editing permissions for content that has been editing-
prohibited. this method offers a way to securely buy
and sell the right to edit content in exchange for
money. Therefore, this method is applicable to
commercial content circulation. Additionally, I want
to continue my research in the future.
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