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Abstract:

Evolving Information Technology (IT) that drives the fourth Industrial Revolution (4IR) is disrupting
organisational management. Particularly in public sector, the global movement towards Smart Cities (SC)
initiative involving the Internet of Things (IoT) is motivating drastic changes to IT management methods.
The heavy adoption of the IoT technologies in SC creates complexity for the information security to be
managed by Information Systems (IS). IS security management approach changes according to the current
nature of an organisation. As organisations prepare towards SC, there is a need to understand key concepts in
managing IS security in IoT towards SC. The current IS security management for organisations is challenged
in five aspects: governance, integrity, interoperability, personalisation, and self-organisation. Therefore, this
study proposes an IS security conceptual framework for IoT management towards realising SC. Literature
review uses the document analysis method to identify key concepts on relevant reports, for the purpose of
developing a proposed conceptual framework. Based on analysis from previous research, a conceptual
framework for IS Security Management in IoT-enabled SC was proposed as the outcome of this study.

1

INTRODUCTION

Smart cities utilise information and communication
technologies to enhance the quality of life for citizens,
local authority activities, and communication within
government. Technology is ubiquitous, so smart
cities use information and communication
technologies to make life easier for citizens by
circumventing traffic congestions for users,
informing users in real-time about available services,
or notifying users regarding any urban transformation
(Harrison et al. 2010). With the Internet at every
place, urban infrastructure which consists of various
types of electronics or smart devices, such as
surveillance cameras, notifies citizens about traffic
conditions, assesses air pollution using sensors, and
uses smart tools to manage domestic consumption of
electricity, gas, etc. Cities are becoming more and
more intelligent with the expansion of digital
technology (connected objects, 4G / 5G mobile
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networks, etc.) (Witti & Konstantas 2019). Following
the relevance of smart cities to numerous
stakeholders, and the advantages and challenges
pertaining to its implementation, the concept of smart
cities has drawn essential attention from researchers
within multiple fields, including IoT, IS, and more
areas of computer science and engineering disciplines
(Ismagilova et al., 2019).

2

BACKGROUND

SC is a citizen-centric urban operation that is
sustainable and innovative via the use of IT to
improve the present and future citizens’ quality of
life, sustainability, continuous urbanisation, and
intelligence. The concept of “smart city” implies the
development of an urban ecosystem, in which the
government, businesses, and citizens actively use
digital technologies to collect and analyse
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information and exchange data to create and maintain
the effective life of a “smart person” in time and
space. Yigitcanlar and Kamruzzaman (2018) defines
that a city becomes “smart” when it starts to use
digital technologies actively in all areas of its
economic activities. The public’s accessibility in
utilising such technologies increases the demand for
service providers in both public and private sectors to
provide high quality service.
IoT is an enabler for cultivating smarter society
through its application in vital public service
domains, such as healthcare, transportation,
agriculture, energy, and security. Gartner reported
that the number of IoT devices entering households
will drastically increase from nine devices per
household to 500 devices by 2022, with IoT
connectivity being bundled into products (Nathan
Nuttall, 2018). This revelation, together with the
prediction that 70% of global population will be
living in cities by 2050, is driving the
conceptualisation of IoT-enabled SC. In addition,
Gartner’s Survey Analysis 2016 on Internet of Things
Backbone showed that security is a top barrier to IoT
success, followed by the complexity of
implementation and integration, privacy concern,
potential risks and liabilities, and the technology itself
being immature (Ganguli & Friedman, 2017).
Organisations need to be able to keep abreast with IoT
technologies which will impact their IoT initiatives,
attempt IoT technology to ensure the success of IoT
projects, and overcome these difficulties.
City platforms which are based on IoT and other
smart devices must be protected from attackers or
unauthorised access. Due to the use of the Internet,
IoT receives the same vulnerabilities as any other
computing device, possibly becoming a cyber-attack
victim. An attack on a connected device can cause
substantial damage on a SC platform and impact
serious vulnerability issues. Besides, confidential
information may also be accessed from any connected
device over the network (Witti & Konstantas, 2019).
To ensure a successful SC development, security
must be highlighted and improved. Thus, the public
sector is required to improve their organisational
management, services, systems functionality,
information sharing and integration, and business
process coordination. This shows that it is integral to
reform the IS management in public sector
organisations, despite challenges.
However, assessment on readiness of the IS
performance in IoT-enabled SC indicates that the
existing IS management approach for managing IS
security in SC operation is deemed to be unsuitable or
unfit (Lam & Ma, 2018). IS security management is

problematic in several ways: (i) IS is unprepared to
manage ongoing threats of cyber-attacks, as it is
vulnerable to information leaks and access breaches
(Wahab & Jambari, 2018); (ii) IS is poorly designed
for IoT-enabled SC, as security measures are not
properly defined (Mah, 2015); and (iii) the application
of IoT threatens the IS interoperability, particularly
concerning the incompatibility of IoT technology with
legacy IS that remains critical to operation (Lam & Ma,
2018; Laudon & Laudon, 2018). The complex security
concerns indicate the diverse perspectives for IS
security in IoT-enabled SC. Existing studies have
focused on investigating IS security and providing
security solutions from a technical perspective, while
research on the management perspective is limited
(Whitmore, Agarwal & Da Xu, 2015). Lam and Ma
(2018) suggested that IS security management should
be addressed through governance by establishing
appropriate and clear IS security management
standards, and proper cyber-attack and remedial plan
strategies. Control measures for IS operation’s
planning and management are also crucial to improve
security management (Abdullah, Yusof & Jambari,
2016).
The aim of this study is to develop a conceptual
framework for IS security management for IoTenabled SC based on the five (5) components: (i)
governance; (ii) integrity; (iii) interoperability; (iv)
personalisation; and (v) self-organisation, to achieve
secure and high-quality IS. The framework is
developed through document analysis on relevant
published articles and reports. The conceptual
framework serves as the foundation for a
comprehensive and practical solution to support a
more effective IS security management for SC. This
paper is organised as follows: It starts with research
introduction and proceeds with the research
background. The next section focuses on literature
review. The fourth section explains the research
methodology used in this study. Subsequently, the
remaining sections will describe the result and
discussion of the proposed conceptual framework for
IS security management for IoT-enabled SC. The last
section addresses concluding remarks by highlighting
the research contribution, together with suggestions
for future research work.

3

LITERATURE REVIEW

This part of the paper discusses the literature on the
management of IS security for IoT-enabled SC,
which is important for considering IS security
management and IoT Security management
45
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simultaneously. All SC stakeholders will get valuable
and secure information in IoT ecosystems, which is
security issues become a major concern. Reliable,
economical and efficient security including privacy
for IoT is needed to ensure the appropriate
confidentiality, integrity, authentication and access
control among others.

3.1

IS Security Management in SC

The SC initiative will integrate IS and emerging IT,
such as IoT, into urban development to enable
government functionality, city operations, services
deliveries, and intelligent analytics that will enhance
public services, production, and usability. These are
essential backbones for connecting the core IS
together in a city. As information creation and sources
become dynamic, the IS is exposed to different
security attacks and critical vulnerabilities (Kumar et
al., 2018). IS security in IoT-enabled SC involves
issues in technology, applications, infrastructure, and
information, which are affected by the emergent
integration of IoT, leading to intensive
communication, high complexity, and high
interdependency. Cyber security, particularly in IS
for IoT-enabled SC, is challenged by the difficulty to
ensure end-to-end security via large and
interdependent IS, with multiple stakeholders
involved, and incompatible data standards and
formats for integration. The IS security concerns
specifically with IoT applications in SC, including
attacks on data confidentiality, threats to data
integrity (Dunkerley & Tejay, 2009; Gil-Garcia,
Pardo & Nam, 2015; Witti & Konstantas, 2019),
misuse of resources, bandwidth degradation, battery
or resources exhaustion, unauthorised access
(Gharaibeh et al., 2017; Hassanien et al., 2019;
Zedadra et al., 2019), threats to authentication, and
Denial of Service (DoS).
Furthermore, the characteristics of SC require
higher speed communication, more constant
engagement between multiple organisations, and
appropriate governance agenda (Ruhlandt, 2018) such
as policy (Bull & Azennoud, 2016; Irshad, 2017; Lam
& Ma, 2018; Laudon & Laudon, 2018; Ruhlandt,
2018; Theodorou & Sklavos, 2019; Trček, 2003;
Whitmore et al., 2015; Witti & Konstantas, 2019),
accountability (Hassanien et al., 2019; Irshad, 2017;
Ruhlandt, 2018; Witti & Konstantas, 2019), and
auditability (Hassanien et al., 2019; Irshad, 2017;
Laudon & Laudon, 2018; Ruhlandt, 2018; Witti &
Konstantas, 2019). Information integrity and systems
security have always been vital in IS management.
However, the various information types from multiple
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technologies and processing platforms in SC have also
heightened the criticality in ensuring information
integrity and systems security (Gichoya, 2005). Fast
and reliable technology (Gharaibeh et al., 2017;
Harrison et al., 2010; Taewoo Nam & Theresa A.
Pardo, 2011; Witti & Konstantas, 2019) and
communication between multiple organisations to
integrate information, also affect the IS
interoperability, as integration becomes more complex.

3.2

IoT Security Management in SC

The security aspects, such as communication
confidentiality (Gharaibeh et al., 2017; Hassanien et
al., 2019; Witti & Konstantas, 2019; Zedadra et al.,
2019), authenticity (Gharaibeh et al., 2017; Hassanien
et al., 2019; Witti & Konstantas, 2019; Zedadra et al.,
2019), trustworthiness of communication partners
(Aldein Mohammeda & Ali Ahmed, 2017; Hassanien
et al., 2019), message integrity, and other
requirements need to be highlighted in IoT. The
challenges in the application of IoT-enabled SC are to
the citizens’ security and privacy, whenever their
personal and private information is collected and
analysed in IoT platform. It will be exposed to
vulnerabilities and several attacks, so it is important
to manage the way citizens and service providers are
able to control the information and how they are
exposed to third-party applications (Moreno et al.,
2017). There is a necessity to access certain services
or prevent from communicating with other things in
IoT (Aldein Mohammeda & Ali Ahmed, 2017).
Furthermore, IS in IoT-enabled SC is connected to
the IoT application context. Authorities as service
providers, must analyse their target, specify the
required computing hardware and software, and
finally, integrate these heterogeneous subsystems. The
existence of such infrastructure and the provision of an
appropriate collaborating structure among IS can be a
huge challenging task for the IoT-based IS (Arasteh et
al., 2016). Such complexity in the communication
among IS in IoT environment is problematic to the
interoperability of the IS, due to non-standard
heterogeneous interfaces in IS (Lam & Ma, 2018).
Additionally, each type of smart object in IoT has
different information, processing, and communication
capabilities; and subjected to different conditions, such
as energy availability and the communications
bandwidth required. To facilitate communication and
cooperation of these objects, common standards are
required (Aldein Mohammeda & Ali Ahmed, 2017).
The reliability problem has become significant in IoTbased systems due to numerous smart devices involved
(Arasteh et al., 2016).
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Thus, IoT security management should consider
two (2) dimensions: personalisation and selforganisation. The personalisation feature requires
access to the citizens’ private and personal
information from multiple IS that manage the
information gathered and processed via IoT devices
(Arasteh et al., 2016; Dong et al., 2018; Elmaghraby
& Losavio, 2014; Ferraz & Ferraz, 2014; Hassanien
et al., 2019; Irshad, 2017; Lam & Ma, 2018; Laudon
& Laudon, 2018; Nagamalla & Varanasi, 2017;
Trček, 2003; Whitmore et al., 2015; Witti &
Konstantas, 2019). This issue challenges IS security
in IoT-enabled SC. As massive citizens’ connected
devices generate staggering volume of information
instantaneously (Gharaibeh et al., 2017), the risks of
cyber-attacks such as Distributed Destruction of
Service (DDoS) attacks on public infrastructure
potentially increase. Such risks highlight the
difficulty to manage secured information exchange
during the communication and integration of multiple
IS to enable citizen-centric services (Aldairi &
Tawalbeh, 2017).
Meanwhile, the Self-organisation feature would
allow
direct
machine-to-machine
(M2M)
communication over the internet through IoT devices
(Whitmore et al., 2015). Self-organisation is the
management of accepting, processing, and
distributing information using automated M2M
without human involvement (Aldein Mohammeda &
Ali Ahmed, 2017; Lam & Ma, 2018; Sung, 2018).
Machines are operated independently or coordinate
with humans to produce customer-oriented
manufacturing that constantly works to maintain
itself and be made available at every time (Aldein
Mohammeda & Ali Ahmed, 2017; Hassanien et al.,
2019; Lam & Ma, 2018; Mohanty, Choppali &
Kougianos, 2016; Sung, 2018; Witti & Konstantas,
2019). Hence, the machines become independent
entities that can collect and analyse data, and provide
advice based on the analysis (Sung, 2018), which will
cause risk on IS integrity. Risk is one important
aspect in managing IS security in IoT-enabled SC
(Dong et al., 2018; Gharaibeh et al., 2017; Harrison
et al., 2010; Irshad, 2017; Nagamalla & Varanasi,
2017). Less effective risk management in IS will
become one of the causes of failure of IS security
management in organisations (Abdullah et al., 2016;
Baharuddin & Yusof, 2018). Risk analysis in IoT
consists of identifying assets, threats, and
vulnerabilities. Another important factor is
availability, which is to ensure that IS performs
completely at any time, every time it detects an
authenticated user (Hassanien et al., 2019). The
security must ensure that corresponding resources are

available if any IS operation fails, and as an added
assurance, must allow M2M operations. The use of
IoT technology that enables machines to manage
information will boost IS security in the SC, such as
against information leaks.
To propose a conceptual framework for IS
security management for IoT-enabled SC, this study
will consider both aspects of security management: IS
security management in SC, and IoT security
management in SC. Therefore, this conceptual
framework will be categorised into five (5)
dimensions: governance, integrity, interoperability,
personalization, and self-organisation.

4

METHODOLOGY

Qualitative method has been adopted for this study.
Document analysis was performed by gathering, and
critically analysing documented reports on related
topics to the scope of the study. It was conducted to
identify the key concepts of IS and IoT security
management in SC. The documents include scientific
articles, research theses, and government official
documents. The Scientific articles were gathered from
several databases related to the computing field such as
Scopus, Web of Science, IEEE, Science Direct,
Springer Link, and ACM Digital Library. Besides that,
research reports in the form of theses and books were
also gathered for data collection and analysis. Related
government official documents were also gathered
from publicly available sources, including government
official portals and document libraries. The searching
process used Open search engines, such as Google,
Google scholar, and research gates. The keywords used
were “information system security management,”
“smart cities,” “Internet of Things” and
“cybersecurity” from 2014 to 2019. Only journals,
conference proceedings, books, and working papers
written in English and Malay were selected for this
study. Document analysis method was then applied to
analyse the reports according to the defined keywords.
The analysis resulted in the identification of five key
concepts and established their relationship with IS
security management in IoT towards SC development.

5

RESULT AND DISCUSSION

The establishment of SC requires IS security
management for IoT to address issues of unauthorised
access of sensitive and confidential information due
to cyber-attacks. Besides that, reliability, integrity,
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availability, and real-time information to the citizen
(Giffinger et al., 2007) were also highlighted. The
proposed conceptual framework was developed
based on the five (5) dimensions for managing IS
security for IoT in SC, consisting of governance,
integrity, interoperability, personalisation, and selforganisation. Each dimension has a relationship, as
illustrated in Figure 1.

interoperability and to prevent from taking risks.
(Lam & Ma, 2018; Laudon & Laudon 2018;
Theodorou & Sklavos, 2019; Trček, 2003;
Whitmore et al., 2015; Witti & Konstantas, 2019)
ii. Accountability: Accountability refers to the
person or device, who has generated and
processed the information. Accountability
assurance can assist in the heterogenous IoT
environment to specify which device has
generated which data and which device has
processed which data (Hassanien et al., 2019; Nia
& Jha, 2016). It is an ability to ensure that users
are held responsible for their actions.
iii. Auditability: refer to the ability of a system to
perform continuous and consistent monitoring of
all actions (Hassanien et al., 2019; Nia & Jha,
2016) such as collecting, processing, and
transmitting an information.

5.2
Figure 1: Proposed Conceptual Framework for Information
System Security Management for Internet of Things (IoT)enable Smart Cities.

The description of each dimensions in the
proposed conceptual framework are as follows:

5.1

Governance

Governance is identified as the anchoring concept for
improving the IS security management for IoT in SC.
Governance needs to be redefined according to the
features of SC for IS integrity, interoperability,
personalisation, and self-organisation. Governance
contains strategies, policies, and frameworks as a
guide for organisations in ensuring effective IS
management to support organisational strategies and
objectives (Laudon & Laudon, 2018). Besides that,
the different range of IS security levels from various
SC organizations integrated will be overcome. Three
(3) elements are related to this study: security
policy/standard, accountability, and auditability.
i. Security
policy/standard:
IS
security
standard/policy refers to the document that
contains specification of information security and
standardisation of requirement to ensure
information quality in SC, by using IoT
technology. Compliance to the policy and
standard is very important to ensure
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Integrity

Managing the IS Integrity is crucial for SC to ensure
quality information for accurate decision making.
Integrity has four (4) characteristics, i.e.
completeness, timeliness, accuracy, and validity of
the information managed by IS (Dunkerley & Tejay,
2009; Flowerday & Von Solms, 2005). It will prevent
unauthorised users from manipulating even a single
bit of data in the communication, ensuring
completeness and accuracy (Hassanien et al., 2019;
Nia & Jha, 2016). In the IoT, integrity concerns
become critical when it comes to the modification of
information in daily life activities such as medical
records, financial transactions, etc. The nonrepudiation element was identified to influence
integrity dimension.
i. Non-repudiation: Non-repudiation is defined as a
system’s confirmation action whether an event
has happened or not. The policy must strictly be
enforced regarding event occurrence (Hassanien
et al., 2019; Nia & Jha, 2016).

5.3

Interoperability

Another affected IS security management is
interoperability. Interoperability is defined as the
ability of IS to support the business processes for data
exchange, and information and knowledge sharing
(Gharaibeh et al., 2017). An organisation must have
the ability to communicate and transfer data
effectively by using different information systems in
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terms of infrastructure, geographical area, and culture
(Van Der Veer & Wiles, 2008). The organisations’
readiness to use IoT is still low and requires an
integrated link among various devices, services, and
applications due to the use of different technologies
offered by IS suppliers. This study proposed risk
assessment and technology to be elements that
influence IS security management for IoT in SC.
i. Risk Assessment: This refers to identifying,
estimating, and prioritising risks to SC operations,
organisational assets, individuals, and other
organisations, resulting from the use of IoT in IS.
The risk analysis of IoT is by identifying the
assets, threats, and vulnerabilities (Dong et al.,
2018; Irshad, 2017; Nagamalla & Varanasi,
2017).
ii. Technology: Technology involves using a series
of information security technology to realise
security protection of the physical environment,
network transmission, host system, data
resources, and applications services in SC
(Harrison et al., 2010; Taewoo Nam & Theresa A.
Pardo, 2011).

5.4

Personalisation

The services are provided uniquely and specifically,
depending on the profile and individual needs
(Gharaibeh et al., 2017). As result, the privacy of
citizens' personal data will become vulnerable to the
threat. For this study, researcher will use
confidentiality,
privacy,
authentication,
authorisation, and access control to represent
personalisation elements.
i. Confidentiality: Confidentiality refers to the act of
ensuring that only authorised users access the
information and that the information must be
confidentially transmitted from sensor devices to
storage (Hassanien et al., 2019; Nia & Jha, 2016).
In the IoT, devices collect various sensitive
information from the users, so identity and details
of information can be tracked by unknown users.
ii. Privacy: Privacy can be defined as ‘not even a
single bit of information of a person will be
revealed to anyone else without the consent of the
owner.’ In the IoT, most sensors which are part of
public services will collect numerous personal
information, but to whom personal information
can/should be shared, must be decided by the
individual owner (Hassanien et al., 2019).

iii. Authentication: Authentication (i.e. to confirm
identification) means communicating parties
interact using the authenticated counterparts.
Successful authentication mechanism ensures
confidentiality, integrity, and availability of
information. Authentication in the IoT becomes
critical due to the heterogeneity of the number of
devices involved (Liu, Xiao & Chen, 2012). Each
device transmits data or wants access to other
devices; therefore, each user is required to
authenticate oneself to gain access from sensors.
iv. Authorisation: Authorisation is related to the
users’ or IoT devices’ permission to access
sensitive information in SC environment. The
authentication process will permit authorised
users to access the data (Witti & Konstantas,
2019).
v. Access Control: This signifies that only
authenticated users or devices can access other
individuals’ data and devices (Liu et al., 2012). IS
Security management must ensure the accuracy of
information by preventing the modification of
information by unauthorised users.

5.5

Self-organisation

IoT technology facilitates the reception, processing,
and distribution of personal information without
human
intervention.
Information
system
communication is automated via machine-to-machine
(M2M) without having to wait for human instructions
(Aldein Mohammeda & Ali Ahmed, 2017; Lam &
Ma, 2018; Sung, 2018). Besides increase in
productivity, there is also vulnerable for hacking.
Connecting to more devices means more
vulnerabilities. This study proposed two (2) elements
that influence IS security management for IoT in SC
in the self-organisation dimension.
i. Trust: Trust can be defined as ensuring that the
people and devices involved in IoT system accept
the services and information with full faith and
confidentiality (Nia & Jha, 2016). Trust
management involves reliable data collection,
reliable data combination and mining, and
enhanced user privacy. IS must be reliable on realtime data (Shwe, Jet & Chong, 2016). Successful
trust in IS security will ensure quality of IoT
services.

49

SMARTGREENS 2020 - 9th International Conference on Smart Cities and Green ICT Systems

ii. Availability: This refers to the assurance that all
services are available and operated in the
complete system at any time without fail, when
requested by an authenticated user (Hassanien et
al., 2019; Nia & Jha, 2016). Availability in the
security can be guaranteed by the sufficient
resources, whenever required.

6

CONCLUSIONS

A conceptual framework for IS security management
in IoT-enabled SC is important to establish the
understanding of the key concepts in managing IS
security in IoT towards the development of SC.
Extensive literature review has verified the proposed
conceptual framework. This study has categorised five
(5) general dimensions in IS Security Management for
IoT-enabled SC, comprising governance, integrity,
interoperability, personalisation, and self-organisation.
Most IoT devices or information may be exposed to
information security threats and vulnerabilities if not
correctly secured and will become a challenge to
develop secure IoT ecosystems. In addition, the
verification of the conceptual framework by selected
experts had been done completely. Future work is
already planned for developing a comprehensive
framework and validation based on empirical work.
The result achieved will become a guide for SC
authorities to enhance their IS security management in
IoT-enabled SC.
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