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Abstract: The Industrial Internet of Things is a fast-growing bussesth many opportunities but also security risks.
For instance, a crucial risk is an attack on customer’s orgaoy’s internal data to violate the integrity, like
order information or machine configurations. In addition, atacker could inject packets which contain
harmful manufacturing machine tool commands. This workoitices a novel rule-based approach which
uses subcontexts of the Industrial Internet of Things (Jlodntext for deep packet inspection to protect the
privacy of data and to increase the resilience of the systgimst attacks. Furthermore, formal definitions for
the Industrial Internet of Things context, subcontexts emtext rules have been investigated and developed.
The subcontexts are used in combination with a new protoaiééd context enhancement protocol, to add
context information to packets.

1 INTRODUCTION subcontexts and suggests a generic approach for gath-
ering different attribute keys. A formal definition of
rules and a rule template introduction are given in
Section 5. Section 6 describes an infrastructure which
supports a distributed access evaluation and could be
integrated into existing Industrial Internet of Things
environments. Section 7 evaluates the suggested ar-
chitecture and the Section 8 gives a conclusion and
shows an outlook for further research.

According to Gartner (2017) in 2020 consists the
Internet of Things of more than 20 billion devices,
which is a dramatic growth. These interconnected de-
vices enable intelligent information systems, that will
be used at different industry sectors like manufactur-
ing, healthcare, entertainment, biotechnology, etc. to
offer new services and products. Besides the advan-
tages of such highly interconnected systems, the se-
curity challenges (Jing et al., 2014) increase and must
be considered. Itis a horror scenario of all companies,2 RELATED WORK
that after connecting a manufacturing machine to a
Cloud infrastructure, an attack can stop the produc- Much research about context and context-aware secu-
tion, corrupt the production of specific orders, read rity has been already done in the sector of Mobile-
information about company internal machine settings, Computing. For instance, Tudoric and Gheorghe Tu-
etc. afterwards. These scenarios lead to a financialdoric and Gheorghe (2016) developed a context-
loss, image damage or even damage to people. aware security framework for Android. This frame-
The paper addresses this problem by introducing awork validates the current device context towards
rule-based security approach for gateways which usesgiven XACML (OASIS Standard, 2013) defined poli-
context defined attributes and deep inspection to for- cies. Another policy enforcement framework, which
ward valid packets and drop suspicious packets. uses the context is named CRePE and was published
The outline of this paper is structured as follows: Py Conti etal. (2011). In the following three differ-
Section 2 contains related work to context definition €Nt challenges for these frameworks in the Industrial
and attribute based security especially on Android and Internet of Things are explained) they use a con-
Internet of Things. Section 3 defines the terms Indus- t€Xt, which does notfitto lloT scenaribg they focus
trial Internet of Things, Context, Context Awareness ©n Mobile phones whereas IloT focuses on machines,
and shows the need for an own context definition for SENSOrs, gateways, etc. aridthey focus on a single
the Industrial Internet of Things. Section 4 gives a device context whereas IloT merges multiple devices
formal definition of the 10T context, the associated CONtEXLS.
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Monir (2017) suggested a lightweight attribute- settings for years” This paper focuses on the Indus-
based access control system for 10T which calculatestrial Internet of Things.
a trust value on the requesting device and only if a
minimum threshold value is met, the request is for- 3.2 Context
warded into the cloud. In addition, the cloud vali-

dates the request and the given context with deﬁ”edWinograd (2001) defined context &Sontext is an
policies and only on success the request is forwardedq e rational term: Something is context because of the
to the sensor. Compared to the approach of Monir, oy it is used in interpretation, not due to its inherent

this paper uses user _and 0T specific context, which properties. The voltage on the power lines is context
leads to more specific and secure policies. Further-j¢ there is some action by the user and/or computer
more, the acquired context information is evaluated \yse interpretation is dependent on it, but otherwise
on gateways instead of the cloud. is just part of the environmentThis context defini-

_ Asecurity mechanism for loT which uses context iqp, js ysed and adapted to the Industrial Internet of
information was introduced by Ramos et al. (2015). Things in Section 4.

The security approach translates raw data into a com-
mon data format which could be used for further se-
curity steps. This paper contains a new context en-

hancement protocol which encapsulates other pro- ,
tocols, enriches them with context and renders the Based on three different use cases the need of a par-

ticular context for the lloT is shown. Furthermore,
important attributes for the context are highlighted.

3.3 Contextin Industrial 10T

above-mentioned translation process obsolete.

Son et al. (2015) introduce a context-based dy-
namic access control model for ubiquitous sensor net-
works which uses the intuitive 5SW1H (what, where,
when, why, who and how) to define a context. The o ) )
5W1H approach misses additional information like A company offers individualized product production
for example, the order id. For instance, a customer @nd allows the customers to track their orders or to do
(who) uses the order tracking app (how) of her smart- 125t minute changes to their orders during the manu-
phone (GPS, where) to request progress of her orderffacturing process. The must be assured that the prod-
(why), which is produced from a manufacturing com- uct tracking and order adjustment is only allowed by

pany (what), at 10:00 AM (when) - no order id is part € initial customer, who gave theorder. When the
of the defined context. order is given alelivery date and alocation need to

be set. To adjust or track an order (e.g. change colour
before varnishing or check progress), the order needs
to be selected biD.

3.3.1 Order Adjustment and Tracking

3 THE NEED OF lloT CONTEXT
3.3.2 Process Outsourcing in Smart Factories

The following section defines basic terms like Indus-

trial Internet of Things (”OT), Context and shows the |\/|u|t|p|e Companies/& B, C, etc) cooperate and pro-

need of a dedicated context for Industrial Internet of quce together, building a cooperated manufacturing

Things. line. In case of a failure in the manufacturing line
_ of companyA, the failing subprocesscould be out-
3.1 Industrial IoT sourced to anachine toolfrom companyB, to mini-

mize the delay in production. To outsource a process
The Internet of Things (loT) consists of two distinct step the receiving company needs to be identified (e.g.
subsets which were defined by Rodskar et al. (2017) by id andlocation) and themachine tool configu-
as following: a) the consumer loT which includes ration should be automatically carried out. Further-
wearable computers, smart household devices, andnore, theorder needs to be packed by the packing
network appliances, anld) the 1loT which includes  station with the corregbackaging material and de-
smart systems within processes such as power generlivered with atransport vehicle.
ation and distribution, manufacturing, medicine and
transportation. Furthermore, Rouse (2015) pointed 3.3.3 Machine Tool Repairing
out, that”lloT incorporates machine learning and
big data technology, harnessing the sensor data, A machine tool from the manufacturing line reports
machine-to-machine (M2M) communication and au- a failurestate and atechnician has to inspect it and
tomation technologies that have existed in industrial solve the problem. The technician needs remote or
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physical access to the faulty machine tool and addi- e Values: v; = 12 : 00,v; = 48.05,8.20,v3 =

tional information like the machin&l, machinelo- JohnDoevs=7,...,vn

cation, currentmaterial, currentconfiguration and o Attributes (Key-Value Pairs):(usertime= 12

currenttools. , , 00) U (userlocation= 48.058.20) U... U (kn, Vn)
A sum up of all context attributes can be found in

Table 1.

Cror7ap(t = 1) = (PO77ID,
(usertime=12: 00)U

4 1loT CONTEXT (userlocation= 48.05,8.20)U

This section describes a novel approach for the def- U (kn,Vn)) ®)
inition of the Industrial Internet of Things Context .
which is the key part of the given rule-based security 4.2 Keys of Attributes

approach. . . .
Every subcontext is built of a set of attributes (key-

P value pairs). A list of different attribute keys
4.1 lloT Context Definition which were extracted from the use cases 3.3.1 3.3.2

. . . and 3.3.3 are shown in Table 1.
An 1loT context is a union of different subcontexts.

Each subcontex, is.a tuple with an ideljtifier and Table 1: Keys of Attributes by Use Case.
a set of key-value paits; (k;, v;) called attributes. The

identifier! is an identification to specify differentsub- | 258 Case Atiribute Keys
texts. For instance, a subcontext could correspond Order Adjustment customer
con ) . ! and Tracking delivery date
to a use case like the request qf the progress of order delivery place
77 from John Doe or to a user like the customer John order id
Doe. The keys; of a subcontext are static and the | Process Step process
valuesy; are time-dependent which means that they | Outsourcing in machine tool
could change their value over time. A subcontext at a | Smart Factories machine id

machine location

specific timet is defined as follows: : ; .
machine configuration

order
ihteN packaging material
transport vehicle
G (t) = (I’LiJ(ki’Vi (t))) (1) Machine Tool machri)ne state

Repairing technician

The union of all different subcontexts machine id
Ci1,C2,....,CGn = UjCj which exist at a specific machine location
timet build up the lloT contexC(t). current material

current tools
current configuration

j,teN
C(t)=uGj(t) (2) A generic approach for acquiring attribute keys
y is needed because the keys from Table 1 are only a
Due to the time-dependency of tf¢t), two dif- subset of all possible attribute keys. To achieve this,

ferentC(t + 1) are possible(t + 1) # C(t) or C(t + groups of different keys are defined and attributes for
1) = C(t). Furthermore, the number of subcontext @ subcontext pick the key from them. A key grdgip
over time could also vary depending on the current is defined as a set of attribute keys, where each key
use cases, users, etc. k could only be part of a single group. Furthermore,
At following, an example for the subcon- the union of all attribute key groups contains all pos-
text: progress of order 77 of John Doé £ sible keysKy from the Industrial Internet of Things
ProgressOrder7JohnDoe= PO77JD) is given. In  context.
generalt is based on the system time akgdis the

user time, so they could vary from each other depend- i,jeN
ing on the time zones, hardware, etc. K = Uk (4
1
e Keys: ki = usertimek, = userlocationks = Kail = UK; (5)
i

usernameky = order.id, ...,k
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A lot of attribute keys (e.g. user role, location,
etc.) could be taken from the Mobile-Computing
context, which was originally defined by Schilit
et al. (1994) and enhanced from Chen and Kotz
(2000). The following listing shows four different at-

tribute key groups adapted from the enhanced Mobile-

Computing context from Chen and Kotz.

e Computing: network connectivity, communica-

tion cost and bandwidth, nearby resources

User: user profile, user role, location, social situ-
ation

Physical: lighting, noise, traffic condition, tem-
perature

Time:time of day, day of the week, timezone, sea-
son of the year

Table 1 already pointed out that the Mobile-

Computing context is not specific enough and misses

Access Rules Enhanced by Dynamic IIoT Context

5 RULES AND TEMPLATES

The following section defines formal rules for using
the previously defined subconte&xt(t). Furthermore,
rule templates are introduced, that are used as input
for generating the active rule set for the gateways.

5.1 Formal Rule Definition

This subsection defines rules, which are context de-
pendent. The approach uses the defined attributes
from section 4. A ruleR, is always linked to a spe-
cific subcontext by the identifidr and the expected
valuesk; for a specific key;.

ieN

R = (1U(k,E) ®)

When a subcontext is evaluated, eacheeds to

keys. For example, depending on the user’s role otherbe an element d&; from the associated rule.

attribute keys are needed. Additional groups based on

the different user’s role are listed below. For new user
roles the list could be enhanced.

e Customer:customer id, orders, etc.

e Technician: technician id, machine tools, tools,
technical experience, etc.

e Administrator:administrator id, network devices,
communication between components, etc.

In the Industrial Internet of Things, the produc-
tion line and the shipping departments are important.
The following listing introduces additional attribute
key groups containing keys which are inappropriate
for the already defined groups.

e Order: id, delivery date, place of delivery, manu-

facturing steps, etc.

Machine: id, location, tools, current order, state,
configuration, current material, allocated em-
ployee, etc.

Employeecurrent task, salary, etc.

Transport vehicle:id, vehicle type, status, age,
allocated orders, delivery times, driver, etc.

Packaging station:current order, material, em-
ployee, etc.

In a nutshell, a subconteg (t) is a tuple con-
taining an identified and a union of attributes. Fur-
thermore, each attribute consists of a kewhich is
element oKy and a time-dependent valué).

Vi:vi € E @)

Examples of rules could be found in the column
Ruleof Table 3.

Rules could be stackdgkiackeglike an access con-
trol list (ACL), so that company compliance rules
can be introduced and effect before other rules. The
stacked rules are an ordered set, with the company
compliance rules at the beginnifyy, Ry, ... and the
subcontextrules at the end Ry,_1, Rn. EachRstacked
could be used on a specified set of subcontéxts
Normally stacked rules are used to enhance a given
subcontext rule with company compliance rules, so
|Uili| = 1 and|(Ry, Rz, ...,Rm-1,Rm)| > 1. Stacked
rules can be used to drop requests from none techni-
cians to a machine while the machine is under repair.

I,meN

Rstacked: (LIJ||7(R17R27"'7Rm—laRm)) (8)

5.2 Rule Templates

Rule Templates are used to simplify the generation
of rules. They contain the expected attribute keys of
a specific rule (see the coluntixpected Keysf Ta-

ble 2). Equation 9 is the formal definition of a rule
templateT which is a tuple consisting of an identifier
Z and a union of keyk.

T2=(Z.Uk) (©)
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A template can be used to generate multiple rules.
The identifierZ is not equall otherwise each tem-
plate could only be used once. For instarcés the
genericprogress of an ordeand| is the more speci-
fied progress of order 77 of John Dodt is possible
to reuseZ for user Jane Doe but thérom John Doe
cannot be reused.

6 CONTEXT PROPAGATED
THROUGH INFRASTRUCTURE

To manage rules (create, revoke, validate) or context
(acquire, enhance) a basic infrastructure is needed.
This paper introduces a distributed context enhance-
ment and validation approach, which is shown in Fig-
ure 1. The infrastructure is split into three layers:

e Company ExternaWith customers, other facto-
ries, other machines, etc.

e Context Managementith context enhancement,
template database, rule database, etc.

e Company Internalwith production line, ma-
chines, sensors, employees, etc.

User Machine Company

Company External

Context
Enhancement Proxy

s Rule
o Management

Context Management

Company Internal

Resources

Figure 1: Context Propagation Infrastructure.

further used to acquire the expected context within
the context acquirer component. Finally, the con-
text module combines the original request and the
acquired context to a context enhancement protocol
packet, where necessary.

The rule management contains template and rule
database. Generating rules depending on the rule tem-
plates or revoking generated rules are necessary oper-

For example, a request is done by customer, ma- 4iinns for the context evaluation. The generation and

chine or another company. The context enhancementy,e reyocation are triggered by a security authority.
proxy combined with the rule management enhances s quthority could be an ERP system, a security ad-

the incoming request with context. Afterwards, the
enhanced request (CEP) is forwarded by the context
module (CM). The access is granted if the context is
valid at the last component with a CM. This way, it

ministrator or a security component. For instance, a
process starts and the ERP system triggers the rule
generation. The generated rules are stored in the use
case rule database with a validity period. For the re-

is possible that components between the first and last, o cation of a rule, the security authority could request
CM can add additional context. A communication be- a revocation or the validity end is used.

tween external and internal does not necessarily run
across the context management layer. This paper only
focuses on context enhancement at the first compo-
nent. Now a detailed description of the infrastructure
components is given in the following subsections.

6.1 Context Enhancement Proxy and
Rule Management

Two different services are part of the cloud: context

enhancement proxy and rule management. Figure 2
shows the structure of these two components. The
context enhancement proxy receives a packet with a
context enhancement protocol or a normal request. If
the packet is of type CEP the decision maker forwards
it to the context module otherwise the request will be

processed by template and context acquirer. The tem-

[CEP/Request

Decision Maker Template  Rule

Request Database  Database

Template
Acquirer

Request
+ Expected Context

Context
Acquirer

Request

CEP

Rule Administration
Generation
Revokation
Get

+ Acquired Context

Context Module

CEP/Request

Context Enhancement Proxy

Rule Management ‘

Rule Request

Figure 2: Context Enhancement Proxy and Rule Manage-
ent

6.2 Template and Rule Database

plate acquirer fetches the associated template fromTemplates for rules are used to minimize the error
the template database. This template contains the exprobability for new rules and the needed time to cre-
pected attribute keys for the given request, which is ate new rules. The structure of the template database
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together with two example entries is shown in Table 2.
Three different columns: id, expected keys and tem-
plate are part of the template database. The identi-
fication (id) is needed to reference the correct tem-
plate while the rule generation. All attributes in the

expected attributes column are used for the context

enhancement process, each attribute is acquired and

added to the context. The template is base for new
rules. An entry between square brackpts is re-
placed with the expected values while rule generation,
for exampleuserid== 77 and entries without square
brackets are fixed values likele == customer

Table 2: Template Database Example Entries.

Id Expected Template
Keys

Order if (

Progress | Userrole role==customer &&
Userid userid==[userid] &&
User- userlocation==
location [userlocation] &&
Time time==[time] &&
Orderid orderid==[orderid]

) then access

Machine if (

Status User role role==technician &&
Userid userid==[userid] &&
User- userlocation==
location [userlocation] &&
Time time==[time] &&
Machine id | m.id==[mid] &&
Machine m_status==failure
status ) then access

Table 3 shows the rule database with two example

entries. The id is used to reference the associated rule

for the evaluation and the index of the id points out,
that a template can be used for more than one rule.
Start and end correspond to the validity period, which
means order progressame into force on 07.07.17 at
12:00 and will expire on 12.07.17 at 12:00. For the
rule evaluation, the rule column is used. The left side
of the statement is replaced by the context information
within the context enhancement protocol, for example
userid==7to 7==7.

6.3 Context Module

The Context Module (CM) is responsible for the com-
munication between components, which support or

Access Rules Enhanced by Dynamic IIoT Context

Table 3: Rule Database Example Entries.

Id Start End Rule

Order 1717 2.7.17 | if(

Progress | 12:00 | 12:00 | role==customer
&& userid==7 &&
userlocation==EU
&&  time==[12:00-
18:00]

&& orderid==20
) then access
Machine | 3.5.17 | 5.5.17 | if(
Statug 07:00 | 17:00 | role==technician

&& userid==4 &&
userlocation==
factory area &&
time==[07:00-12:00]
or

[13:00-17:00] &&
m_id==15 &&
m_status==failure

) then access

a CEP packet and forwarded. The context of the en-
riched CEP packet contains the acquired context. An
acquired context could contain context or none infor-
mation. If the receiving module is no CM, the context
of the request is validated and accordingly forwarded
as a normal request or dropped otherwise. For the val-
idation, it is necessary to decapsulate the packet into
request and context.

Request
CEP + Acquired Context

[ Next Component Checker ]

* IsCM

[Encapsulate/Forward] [ Forward/Decapsulate ]

* Not CM

Request
" Acquired Context

CEP Validate Context
Forward {—= Drop

y Request

I

Resources

Context Module

y

(o)

|
£
Machine

Figure 3: Context Module Structure.

6.4 Context Enhancement Protocol

The Context Enhancement Protocol (CEP) is defined
in this work to transmit context-enhanced requests

do not support context-based security. Figure 3 showsbetween context modules and context enhancement

the structure of the CM. After CM receives packets, it
checks first in the Next Component Checker whether
the next destination of the packet is also a CM. If it

proxy. CEP is an application layer protocol which
encapsulates data and adds its own header with pro-
tocol/context information. The CEP structure is illus-

is so and the request was already a CEP packet, therated in Figure 4. The 4-bit fieldYPErepresents the

packet is forwarded otherwise it will be enriched to

protocol type of the packet, the field becomes 1 for
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request and 2 for a response pack4ERSIONs the paradigm.

version of the CEP and has a length of 4 bit. The d) OPC UA:The IEC 62541 (IEC, 2008) standard
CONTEXT part contains arATTRIBUTE COUNT  OPC Unified Architecture (OPC UA) is an industrial
with a length of 1 byte (max. 255 attributes) and the communication specification that meets all require-
contextATTRIBUTESwhich are using a type-length- ments for loT communication and is the only recom-
value (TLV) approach for their representation. All at- mendation from RAMI 4.0 (Reference Architecture
tribute types have a length of 2 bytes and are picked Model for Industrie 4.0) (Hankel and Rexroth, 2015).
from the keys of attributes 4.2. Th&TTRIBUTE

LENGTHuses two different length formats: short and

long definite from the Basic Encoding Rules (BER) (,

ITU-T). If the short form is used bit 8 from thAT- 7 EVALUATION
TRIBUTE LENGTHWwiIll be "0” and bits 7-1 give the
length of theATTRIBUTE VALUEFor the long def-
inite form bit 8 has value "1” and bits 7-1 give the
number of additional length bytes which results in a
maximumATTRIBUTE VALUHength of 2908 1

The effectiveness of the proposed rule-based secu-
rity approach is presented and evaluated in this chap-
ter using an implemented lloT scenario order track-
ing, which is shown in Figure 5. In the given sce-
nario, an automobile manufacturer offers his cus-

byte. tomers a customized order tracking service in real-
GEP Structure: time in which she can fc_)IIow all production steps
- CEP Header . via cloud-based services in the customer portal. It is
not available to customers 24 hours, but only from
TYPE VERSION CONTEXT DATA 12am to 6pm. The cloud-based customer service
(4 bit) (4 bit (variable length) (variable length) uses a REST-API (Fielding, 2000) request in the
form /customers/7/orders/20/progred® get the or-
CONTEXT Structure: der progress. The request is encapsulated to CEP and
ATTRIBUTE COUNT | ATTRIBUTE 0 | ATTRIBUTE 1 ATTRIBUTE n Va“date(_j against following ru!é (role == CUSt(?mer
(1 byte) variable length)(variable length (variable length && Use”d ==7 && userlo,catlon J EU && time
==[12:00-18:00] && orderid == 20) to prevent ma-
ATTRIBUTE Structure: licious behaviour.
ATTRIBUTE TYPE ATTRIBUTE LENGTH ATTRIBUTE VALUE 1. Get Context Template ‘
2. Acquire Context 1. Decapsulate CEP e
(2 byte) (1 byte - 128 byte) (0 byte - (2'”“—1) byte) 3. Enhance with Context 2. Validate Context
Context CEP Context Machine
H . Enhancement Proxy Module Customer
Figure 4. Context Enhancement Protocol. Customer g
quest Request
Resources
A central challenge of 10T is the secure, standard- | mm mwm
ized data and information exchange between devices, eers20 lorders/20 lorders201
machines and services from various sectors. There are o
numerous communication protocols to choose from to e
cope with the upcoming tasks on this matter. In the _ )
following, four of the most popular protocols for the Figure 5: Use Case for the evaluation.
IloT are briefly explained. i ttacker | . ‘ d tri
a) CoAP: CoAP (Shelby et al., 2014) is a UDP an atlacker logs in as a customer and tres

to request information about another customers or-
der, she changes the API call to the following
/customers/1/orders/1/progres§ he suggested rule-
based security approach the system would deny a re-
sponse to the attacker because the real user is already
logged in as a customer. For the evaluation of the out-
lined attack scenario, a prototype with python 2.7 and
the scapy (Biondi, 2016) library was implemented.
The prototype successfully detected the explained at-
tack scenario and dropped the packet.

based web transfer protocol specialized for use in
resource-constrained devices which provides basic
RESTful services and out-of-the-box service and re-
source discovery. The CoAP protocol is a purely
binary protocol and follows the request/response
paradigm.

b) HTTP:HTTP (Fielding et al., 1999) is a generic
and stateless protocol which was originally imple-
mented for distributed, collaborative hypermedia in-
formation systems.

c) MQTT: MQTT (Cohn et al., 2014) is a data
agnostic, sleek and scalable messaging protocol, tai-
lored for loT and is based on publish/subscribe
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8 CONCLUSION IEC (2008). IEC 62541: OPC Unified Architecture Speci-
fication - Parts 1-100.

; (ITU-T), I. T. U. (2015). X.690 - ASN.1 encoding rules:
D e e o Speiaon ol asc Encang o (G Carn
. - : ’ ical Encoding Rules (CER) and Distinguished Encod-
provides formal definitions for the lloT context, sub- ing Rules (DER). ITU-T 690, ITU-T.
Context§ and thg rules,' vyhich are used. for the contextJing’ Q., Vasilakos, A. V., Wan, J., Lu, J., and Qiu, D.
evaluation. Beside definitions, a generic approach for (2014). Security of the Internet of Things: perspec-
gathering attributes is shown. This generic approach tives and challengeddVireless Network<20(8):2481—

is split into two generic categories: user and manu- 2501.

factury company attributes. Both use their own in- Monir, S. (2017). A Lightweight Attribute-Based Access
dependent contexts like user context, order context, Control System for loT. Master’s thesis, University of
machine context, etc. to extract attributes. The pa-  Saskatchewan.

per also suggests a distributed context infrastructure, CASIS Standard (2013).  eXtensible Access Con-
which uses the defined subcontexts combined with the thrtct)l , /}\garkupa Ii_angu:;llger /E(EAS]'I\//'SL% /X\;errillog 03'0r'
rules to improve the industrial internet of things secu- Spepé_ogf:eshéh;ifcme -orgixacmis.Uixacmi-.L-core
rity by a rule-based approach. For the approach eval-g. ¢ 5 | 1. Bernabe, J. B., and Skarmeta, A. F. (2015).
uation, a simplified order tracking scenario was taken Managing Context Information for Adaptive Security
and shown, that a malicious behaviour could be pre- in 0T Environments. Ir2015 IEEE 29th International
vented. Conference on Advanced Information Networking and
Further research include the enhancement of the ~ Applications Workshoppages 676-681.
existing infrastructure, so that each context module Rodskar, E., Volden, R., and Skjong, E. (2017). Sailing into
could add additional context for evaluation. Using the Future: Industrial Internet of Things at Sea with
content information for the rule templates, rule gen- >3<£—9Connect. IEEE Electrification Magazine5(3)-33-
te()rgitcl:(?n I?]ng drgii?oﬁviugtéo?mvglosg dapuolttahs?rézsceh?r:zh Rouse, M (2015). ||_1dustrial Internet of Things (_II(_)T).
learning algorithms will be used to detect suspicious rttp'mmememﬂhmgsag?nda'tecmarget'Com/dwm
! : ndustrial-Internet-of-Things-lloT.
behaviour in the system. Schilit, B., Adams, N., and Want, R. (1994). Context-Aware
Computing Applications. IfProceedings of the 1994
First Workshop on Mobile Computing Systems and
Applications WMCSA '94, pages 85-90, Washing-

REFERENCES ton, DC, USA. IEEE Computer Society.
Shelby, Z., Hartke, K., and Bormann, C. (2014). The Con-
Biondi, P. (2016). Scapy. http://www.secdev.org/praéct strained Application Protocol (CoAP). (7252).
scapy/. Son, J., Kim, J.-D., Na, H.-S., and Baik, D.-K. (2015). CB-
Chen, G. and Kotz, D. (2000). A Survey of Context- DAC: Context-Based Dynamic Access Control Model
Aware Mobile Computing Research. Technical report, Using Intuitive SW1H for Ubiquitous Sensor Net-
Hanover, NH, USA. work. International Journal of Distributed Sensor
Cohn, R. J., Coppen, R. J., Banks, A., and Rahul Gupta Networks 11(9):836546.
(2014). MQTT Version 3.1.10ASIS Standard Tudoric, C. A. and Gheorghe, L. (2016). Context-Aware Se-

Conti, M., Nguyen, V. T. N., and Crispo, B. (2011). curity Framework for Android. 112016 International

CRePE: Context-Related Policy Enforcement for An- Workshop on Secure Internet of Things (S|qdges

droid, pages 331-345. Springer Berlin Heidelberg, ) 11-19. ,
Berlin, Heidelberg. Winograd, T. (2001). Architectures for Contextdum.-

N . . Comput. Interact.16(2):401-419.
Fielding, R. T. (2000) Architectural Styles and the Design P +16(2)
of Network-based Software Architectur®hD thesis.
AAI9980887.

Fielding, R. T., Gettys, J., Mogul, J. C., Nielsen, H. F,,
Masinter, L., Leach, P. J., and Berners-Lee, T. (1999).
Hypertext Transfer Protocol - HTTP/1.1. RFC 2616,
RFC Editor. http://www.rfc-editor.org/rfc/rfc2616.txt

Gartner (2017). Gartner Says 8.4 Billion Connected
"Things” Will Be in Use in 2017, Up 31 Percent From
2016. http://www.gartner.com/newsroom/id/3598917.

Hankel, M. and Rexroth, B. (2015). Industrie 4.0: The Ref-
erence Architectural Model Industrie 4.0 (RAMI 4.0).
ZVEI: Die Elektroindustrie

211



