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Abstract:

The field of information security is growing in research and practice over the past years. Recent studies
highlight a gap in measuring and monitoring information security. In this context various definitions and
synonymous expressions exist to describe information security. The aim of the work is to compare and delimit
the various terms in this field of research and give a thematic overview of current articles in place. In particular,
five dimensions of information security are developed and outlined. Additionally, an overview of possible
research directions in the field of measuring and monitoring information security is provided.

1

INTRODUCTION

The interest in aspects of information security has increased significantly in recent years. There are technical, behavioral, managerial, philosophical and organizational aspects which address the protection of
assets and mitigation of threats (Crossler et al., 2013).
These aspects are not to be ignored for organizations
since these can lead to great harm in case of disregard. (Frizell, 2015) reported a damage of $15m
within one-quarter for Sony Pictures because of a security breach. This cost only included the direct costs
of cleaning up the systems. The damage caused by
the loss of reputation and other factors were not included. In 2016, the ransomware ’wannacry’ infected
thousands of computers in more than 150 countries.
The damage was not only economically as people like
patients were affected as their appointments were canceled based on system errors (Bentkower, 2017). Organizations are not just affected because of potential
economic damage but also of legal requirements like
the security-law in Germany (Bundesanzeiger, 2015).
Recent literature reviews on information security
pointed out the need for intensified research in measuring and monitoring information security related
data (D’Arcy and Herath, 2011; Crossler et al., 2013;
Fenz et al., 2014; Sommestad et al., 2014). This is
an obligatory aspect of information security management for making good decisions (Bayuk, 2013). Also,
accurate models of the security problem are not in
place (D’Arcy and Herath, 2011). A problem which

causes a lack of measurement of information security aspects is that the identification of security related
data is not well-known (Fenz et al., 2014). But a requirement to collect and measure security related data
is to understand the success factors of information security (Sommestad et al., 2014).
The aim of this work is to gain an overview of current research in the field of measuring information security. A state-of-the-art literature analysis is carried
out to obtain a comprehensive overview of the area.
The goal is not just to show the literature but also to
define the different terms in place. Since the understanding is a requirement for measurement, a definition becomes indispensable. Thematic classes of the
research area are needed to observe and assign future
research.
The paper is organized as follows: Section 2 outlines the used method with the scope and the search
process to collect relevant literature. Section 3 consists of a descriptive analysis, the extracted definitions
and thematic classification of the investigated literature. Part 4 shows current research challenges for
each of the classes. Finally, this work concludes with
a conclusion and limitation section.

2

METHOD

To provide a comprehensible literature review, the
method of (Webster and Watson, 2002) and the tool207
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Table 1: Search process matrix.
Group
Information
Security
Databases
Backward
Forward
Total

Resource
Information Management and Computer Security
IEEE Transactions on Dependable and Secure Computing
IEEE Transactions on Information Forensics and Security
Computers & Security
Google Scholar
ScienceDirect
OpacPlus

set of (vom Brocke et al., 2009) was used. The specific goals of this review are as follows:
1. Identify, define and delimit different terms in the
field of information security.
2. Assign the relevant literature to the definitions and
compare it with the used terms of the literature
itself.

Hits[KW]
99
8
7
84
100
41
110

449

Hits[TA]
7
1
0
12
11
6
17
10
24
88

Relevant
7
1
0
9
9
4
11
10
19
70

backward search contained all articles which were
referenced in the previous iteration and which are of
relevance for the information security measurement
topic. Google Scholar (scholar.google.de) was used
with its function ’Cited by’ in order to identify all articles which reference the selected one.

3. Thematic classification of the literature and show
current research gaps.

3

Search Process: Initially, a keyword search is performed within peer-reviewed journals to select high
quality articles. Journals from the security field were
selected within the Scimago Journal & Country Rank
(SJR) with the condition that they are part of the categories security, safety, risk or reliability. Two journals are added because they were used often in the
basis literature reviews of (D’Arcy and Herath, 2011;
Crossler et al., 2013; Fenz et al., 2014; Sommestad
et al., 2014). These are ’Computers & Security’ and
’Information Management & Computer Security’. To
provide most of the relevant literature the databases
ScienceDirect, OpacPlus and Google Scholar were
added to the search. As the most relevant literature
can be found within the first 100 result of Google
Scholar the search was limited to these result set (Silic
and Back, 2014). To limit the results the following
keyword-string were used.

First, a descriptive statistic was done to get a background of the research area. The last row of table 1
shows the total amount of articles found in the literature. Only 15.59% of the original articles out of the
first search round could be marked as relevant. This
leads to the assumption that there are many different phenomena described in the research area. The
high amount of articles also assumes the importance
and presence in research. Many articles were identified in the forward and backward search (29) within
conferences. This can be seen as an indication that
the topic is still at the beginning of research. Technically oriented journals just show up with one relevant
article. The quantification of information security is
therefore mainly part of the security management or
related area and not technical-driven.
Since there are many definitions and terms of information security in the literature, the next subsection compares and delimits them. Finally, a classification of the relevant literature in thematic classes are
developed to better track and monitor future research.

(it OR information OR cyber)
AND (resilience OR security)
AND (factors OR kpi OR measures OR metrics
OR measurement OR indicator OR management)

The first iteration of the search process resulted
in a number of hits (Hits[KW]) which are shown in
Table 1. After that, technical articles and those which
are not related to the search topic were excluded based
on their title and abstract (Hits[TA]). Finally, articles
which described metrics or success factors of information security were marked as relevant. After that,
a forward and backward search was carried out to get
results which are relevant and were not yet found. The
208

FINDINGS

3.1 The Terms in Information Security
A lot of different terms which describe ’information
security’ are in place during the review. These are
’Information Systems Security’, ’IT Security’, ’Information Security’, ’Cyber Security’ and ’Cyber Resilience’.
The basis of the delimitation in this article is the
work of (von Solms and van Niekerk, 2013). They
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defined three terms in the security area. ’Information Security’ (IS), ’Information and Communication Technology Security’ (ICT) and ’Cyber Security’
(CS). The delimitation of the terms is based on the
assets which are protected. In this case, ICT is the
protection of information which is stored or transmitted via a technical system. ’IT Security’ or ’Systems
Security’ are defined as synonyms to ICT. IS differs
from this because it is the protection of information
which can be stored or transmitted without using technical systems. ICT is a part of IS because IS includes
the protection of the underlying technology. CS now
describes the protection of assets without any information but with a relationship to them. A bugging
operation is an example of this. A technical system
(phone) was attacked which has ’access’ to information which is in human heads. CS is protecting technical systems which have or have no information stored
and therefore also includes ICT. ’Cyber Resilience’
(CR) firstly appears 2013 in form of resilience management (Crossler et al., 2013). The only attempt to
define CR was done by (Björck et al., 2015). They
showed 5 dimensions to differ CR from CS. One of
these is assets. CR is not just about the protection of
assets but also to ensure business delivery despite adverse cyber events. The correlation between the terms
is shown in Figure 1.

often have just content of ICT included in the text (37)
and not IS as defined. All authors used CS and CR as
synonyms for ICT. The articles which describe CS or
CR used the term IS instead of them. In the present
literature, there are clear definitions of the terms, but
the terms are not used based on them.

3.2 Thematic Classification
The relevant literature of this review is about measurement and metrics of ICT, IS, CS and CR. To observe papers in future and better understand the context, there are several classes produced in this literature review which are based on the keywords of the
underlying articles. Each paper is assigned to one of
the classes which are shown in Table 2.
3.2.1

Security Management

’Information security management’ is used to
describe activities for the protection of valuable
information assets and mitigate various risks to information coming from all aspects of the organizations
environment by applying the security technology and
management process (Ernest Chang and Ho, 2006).
In other words, it is about processes to control,
classify and manage information as well as different
guidelines and policies therefrom.
Organization and Governance: These articles deal
with organizational processes, policies and their
effectiveness. A subset of articles also provides
information and simulations of security investments
and the security economy within organizations.
There are also frameworks on how to set up a secure
environment with a culture and guides to good
policies included.

Figure 1: Delimitation of terms.

According to the definition of ICT, IS, CS and CR,
the literature was assigned respectively one or more of
these in two iterations. First, the article was assigned
the term, which the author had intended for this. The
basis of the assignment was the terms of the title, abstracts and the keywords. Second, the articles were
assigned the terms according to the definition above.
This is done based on the context.
The result of the assignment shows that 23 out of
70 articles (32.86%) have the same assignment to the
terms for both iterations. It is noticeable that the terms
are often used as synonyms. Mainly IS is used as a
synonym for ICT. Articles that use the term IS (60)

Awareness: The role of human in information security is a substantial stream in research (Kraemer et al.,
2009). Therefore organizations have to consider
dealing with security awareness.
Evaluation: These articles deal with the question of
which success factors lead to good management or
which factors influence the success of implementing
a security management system. Another aspect is
the validation and verification of policies and factors
which causes better ones.
3.2.2

Security Measurement

Security metrics refer to the interpretation of measurements of the security performance, level and
indicators (Savola and Heinonen, 2011). Therefore
209
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Table 2: Thematic classification of the literature.
Security Organization (Geer et al., 2003; Hong et al., 2003; Trèek, 2003; von Solms and von Solms, 2004; Gupta and
and
Hammond, 2005; Anderson and Moore, 2006; Ernest Chang and Ho, 2006; Johnson and
management
Governance Goetz, 2007; Veiga and Eloff, 2007; Atoum et al., 2014; Narain Singh et al., 2014; Yaokumah,
2014; Fenz et al., 2014; AlHogail, 2015; Horne et al., 2017)
Awareness
(Straub and Welke, 1998; Velki et al., 2014; Tran et al., 2016)
Evaluation (von Solms et al., 1994; Kraemer et al., 2009; Abu-Musa, 2010; Hall et al., 2011; Norman and
Yasin, 2012; Tu and Yuan, 2014; Alqahtani, 2015; Muthukrishnan and Palaniappan, 2016;
Azuwa et al., 2017)
Development (Wang and Wulf, 1997; Sharman et al., 2004; Herrera, 2005; Tanna et al., 2005; Tashi and
Ghernaouti-Hélie, 2008; Sowa and Gabriel, 2009; Leon and Saxena, 2010; LeMay et al., 2011;
Security
Idika and Bhargava, 2012; Jones and Horowitz, 2012; Tariq, 2012; Bayuk and Mostashari,
measurement
2013; Zalewski et al., 2014; Mazur et al., 2015; Collier et al., 2016; Young et al., 2016)
Taxonomy
(Vaughn et al., 2003; Savola, 2007; Savola, 2009; Verendel, 2009; Purboyo et al., 2011;
Pendleton et al., 2017)
Security
(Boyer and McQueen, 2007; Premaratne et al., 2008; Dogaheh, 2010; Jafari et al., 2010;
Metrics
Mermigas et al., 2013; Holm and Afridi, 2015)
Effectiveness
(Coronado et al., 2009; Bayuk, 2013; Savola, 2013)
Visualization
(Savola and Heinonen, 2011)
Human Behavior
(Gonzalez and Sawicka, 2002; Ifinedo, 2012; Crossler et al., 2013; Vance et al., 2014;
Montesdioca and Maçada, 2015; Alavi et al., 2016)
Practical Frameworks
(IT Governance Institute, 2007; NIST, S. P., 2008; ISO/IEC, 2009; Hayden, 2010; CCIB, 2017)

measurement is the process of estimating attributes
of an object while metrics refer to assign a value to
an object (Pendleton et al., 2017).
Development: There are methods to develop metrics
for information security aspects. Examples of them
are metrics which are developed based on different
approaches like Goal-Question-Metric (Savola, 2007;
Bayuk, 2013) or attack-graphs (Premaratne et al.,
2008; LeMay et al., 2011; Idika and Bhargava, 2012).
There are also frameworks with descriptions of good
metrics and how to implement them.
Taxonomy: The taxonomies in this class describe
and characterize different measurement approaches
and several classes of metrics which are based on the
objective and the measurement goal.
Security Metrics: A security metric is a quantitative
indicator for various targets in operational security
(Verendel, 2009). The articles focus on specific
metrics and evaluate or simulate them.
Effectiveness: The effectiveness of metrics to
measure information security is discussed here. The
articles compare different frameworks to generate
measurements and discuss different metrics in detail.
Visualization: The management has the requirement
to easily understand and therefore react very fast
to changed metrics (Jafari et al., 2010; Savola and
Heinonen, 2011). Therefore these articles deal with
an optimal visualization of complex metrics.
210

3.2.3

Human Behavior

Human behavior or human factors affecting information security are not to be confused with the awareness described above. These articles deal with different behavior theories like ’protection motivation’
or ’planned behavior’. The perspective of attackers
is included in form of social engineering attacks and
factors which can prevent them.
3.2.4

Practical Frameworks

Frameworks from practice which also called bestpractices are included. They are developed for practitioners to deal with information security management
systems or security effectiveness.

4

DISCUSSION

The quantitative analysis of the relevant literature
revealed that under the subject of the measurement
of information security many phenomena can be
interpreted. An exact delimitation of the topic area
from others, such as management processes, would
be helpful for tracking this issue. In the case of
the definitions, it can be argued that there is less
research in CS and CR available than in ICT and IS.
Context is the measurement of information security.
Future research should pay attention to the correct
and uniform use of the concepts and develop them
further. The thematic classification shows potential
research areas in each of the different classes. The
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following part describes these research areas within
the different classes based on the given literature:
Security Management: To fundamentally make
decisions in the area of systems security it is necessary to know the current information security status
within an organization and know the weaknesses
and where they are. This is currently still a gap
in research (von Solms et al., 1994; Johnson and
Goetz, 2007; Tu and Yuan, 2014; Horne et al., 2017).
(Mermigas et al., 2013) goes one step further and
says that organizations need to know how secure they
are at any given point in time. A requirement to do
this is the understanding of the success factors of
information security within organizations and how
they are related (Kraemer et al., 2009; Norman and
Yasin, 2012; Horne et al., 2017). If the security status
can be operationalized it is also possible to measure if
the security program as well as their countermeasures
or policies of the organization are effective or not.
This is also an undeveloped research task (Gupta and
Hammond, 2005; Fenz et al., 2014; Atoum et al.,
2014). The present literature review excludes those
articles which did not contain any security success
factors. Further work could show and categorize the
existing direct and indirect success factors which
are already in place. This could be the basis for an
empirical evaluation and a better understanding of
security in organizations.
Security Measurement: The measurement of security as a property and the development of security
metrics itself are in a very early research stage and
quite underdeveloped (Savola, 2009; Savola and
Heinonen, 2011; Zalewski et al., 2014). Knowing
how to measure the security as well as the defense
level of organizations and generally of systems is a
gap in research (Vaughn et al., 2003; Purboyo et al.,
2011; Alavi et al., 2016). The area of measurement
goes also a step back and asks for practices to
measure the coverage of visibility. This is about
effective and adequate assessments of risks and assets
and how it can be monitored (Abu-Musa, 2010).
Specifically, there is a gap in explored metrics for the
measurement of information security, which are associated with existing models and thus provide the basis
for cross-sectoral and organizational independent
security comparison (Sowa and Gabriel, 2009; Bayuk
and Mostashari, 2013). It is often the case that just
the security management program is measured and
not the security itself (Tashi and Ghernaouti-Hélie,
2008; Jafari et al., 2010). There is not just a gap in
developing and creating concrete metrics but also in
tools to gather information security related data and

monitor the security status (Wang and Wulf, 1997;
Boyer and McQueen, 2007; Crossler et al., 2013).
Based on this work, current metrics in place could be
shown and linked to the frameworks, success factors
and development models.
Human Behavior: Human behavior is little represented in this review. In case of measurement there is
an open question on how to capture actual behavior
(Crossler et al., 2013).
Practical Frameworks: Practical frameworks are
designed to help organizations to implement and use
security related information in management. The only
framework who describes metrics to monitor the security status says that these metrics are not covering the minimum security requirements (NIST, S. P.,
2008). Also, the automatic way to collect and measure the data is a requirement for good and repeatable
metrics (NIST, S. P., 2008). Other frameworks like
(IT Governance Institute, 2007; ISO/IEC, 2009) addresses just the effectiveness of security management
processes and not the security status of the assets and
environment itself. An empirical evaluation or test of
the described issues is not present literature.

5

CONCLUSION

There is a gap in measuring and monitoring information security in current research (D’Arcy and
Herath, 2011; Crossler et al., 2013; Fenz et al., 2014;
Sommestad et al., 2014). To develop a measurement
and collect information security related data, it is necessary to understand information security and the success factors influencing it (Sommestad et al., 2014).
This literature review after (Webster and Watson,
2002; vom Brocke et al., 2009) included journals of
the information security area as well as databases.
The search process results in the identification of 70
articles which are interesting for measuring information security. The chronological analysis shows that
the topic has become more and more important in the
past years. Also, there are a lot of terms in place
which are used in different contexts. This becomes
clear as soon as the keywords, the title and the contents of the articles are compared with respect to the
term. The delimitation of the terms is based on the
work of (von Solms and van Niekerk, 2013) and is
extended in this review based on the definitions of
(Björck et al., 2015) to get an overview of the current
terms and their usage. Past literature uses the terms as
synonyms which should be avoided in the future.
The thematic classification of the literature can
211
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help to capture future research and better assign them
a context. It is shown that the measurement of information security is often a management topic. This is
useful because the measurement allows an objective
control and a well-based decision-making in connection to information security.
The relevant articles show that information security is necessary for organizations and decisionmakers. To manage, make good decisions and capture the current state of information security, a measurement is needed (Bayuk, 2013). Current research
does not adequately cover this topic. Future research
should investigate in the definition of success factors for information security to fulfill the requirement of understanding security success factors (Kraemer et al., 2009; Norman and Yasin, 2012; Horne
et al., 2017) and define a current state of security
(von Solms et al., 1994; Johnson and Goetz, 2007;
Mermigas et al., 2013; Tu and Yuan, 2014; Horne
et al., 2017). Therefore concrete metrics and tools to
monitor these need to be developed (Wang and Wulf,
1997; Vaughn et al., 2003; Boyer and McQueen,
2007; Sowa and Gabriel, 2009; Purboyo et al., 2011;
Crossler et al., 2013; Bayuk and Mostashari, 2013;
Alavi et al., 2016). Future research could then evaluate the effectiveness of security programs and actions
based on the security quantification (Gupta and Hammond, 2005; Fenz et al., 2014; Atoum et al., 2014).

6

LIMITATIONS

The limitations are based on the search process. The
initial search was performed based on highly ranked
journals. Therefore it is possible that articles within
conferences or not included journals could influence
the results of this literature review. The same could
apply for articles which are excluded based on their
title and abstract. It cannot be ruled out that relevant
articles have been removed which does not outline to
the search topic but has relevant content. In order
to limit these shortcomings, the database search, as
well as the forward and backward search, was performed. Moreover, this literature review does not
cover management or interdisciplinary journals which
could also be interesting for measuring security.
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