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Abstract: A Ciphertext-Policy Attribute-Based Encryption (CP-ABE) allows users to specify the access policies without
having to know the identities of users. In this paper, we contribute by proposing an ABE scheme which
enables revoking corrupted users. Given a key-like blackbox, our system can identify at least one of the users
whose key must have been used to construct the blackbox and can revoke the key from the system. This paper
extends the work of Liu and Wong to achieve traitor revocability. We construct an Augmented Revocable CP-
ABE (AugR-CP-ABE) scheme, and describe its security by message-hiding and index-hiding games. Then we
prove that an AugR-CP-ABE scheme with message-hiding and index-hiding properties can be transferred to a
secure Revocable CP-ABE with fully collusion-resistant blackbox traceability. In the proof for index-hiding,
we divide the adversary’s behaviors in two ways and build direct reductions that use adversary to solve the
D3DH problem. Our scheme achieves the sub-linear overhe@i@N), whereN is the number of users
in the system. This scheme is highly expressive and can take any monotonic access structures as ciphertext
policies.

1 INTRODUCTION of supporting any monotone access structures) have
been proposed in (Lewko et al., 2010; Okamoto

Attribute-Based Encryption (ABE) system is first in- and Takashima, 2010; Lewko and Waters, 2012a),
troduced by Sahai and Waters (Sahai and Waters,the_traceablll_ty of traitors which |ntent|(_)nally expose
2005), which is based on users’ roles and does not!helr decryption keys has become an important con-
have to know their identities in the system. In C€mM related tp th.e applicability of CP-ABE. Assume
an Attribute-Based Encryption (CP-ABE) system, N @ communication system, the sender wants to as-
each user possesses a set of attributes and a priSUre that only those users who have paid for the ser-
vate key generated based on his/her attributes. TheVIC® can access the content. This concern can be
encrypting party will define araccess policyover solved by encrypp.ng the content and only receivers
role-based/descriptivtributesto encrypt a message VN0 own the legitimate keys can decrypt the con-
without having to know the identities of the targeted €Nt correctly. If we build such a system with ABE,
receivers. As a result, only the user who owns the Nowever, due to the nature of CP-ABE, the attributes
appropriate attributes which satisfy the access pol- (2nd the corresponding decryption privilege) are gen-
icy are able to decrypt the ciphertext. Among the €rally sharedby multiple users. As a result, a ma-
CP-ABE schemes recently proposed, (Bethencourt"c'ous user, with his attributes shared with multiple
et al., 2007; Cheung and Newport, 2007; Goyal et al. other users, might have an intention to leak the cor-
2008; Waters, 2011; Lewko et al., 2010; Okamoto 'eSPonding decryption key or some decryption priv-
and Takashima. 2010: Herranz et al.. 2010 Lewko 1€9€ in the form of a decryption blackbox/device in
and Waters, 2012a; Rouselakis and Waters, 2013),which the decryption key is embedded, for example,
progress has been made with regard to the schemes/or financial gain or for some other incentives, as he
security, access policy expressivity, and efficiency. only has little risk of getting caught. Recently a hand-
While the schemes with practical security and ex- ful of traceable CP-ABE schemes have been proposed

pressivity (i.e. full security against adaptive adver- 1N (Liu et al, 2013b; Liu et al., 2013a; Deng et al.,
saries in the standard model and high expressivity 2014)- In the whitebox traceable CP-ABE schemes,
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Table 1: Features and Efficiency Comparison.

(Liu etal., 2013a)| (Liu and Wong, 2015b This Paper
Ciphertext Size 2 +17v/N 6l + 3+ 46yN 6l +3+ 46N
Private Key Size IS +4 6|9 + 12 6|5+ 9+ 3N
Public Key Size |U|+3+4VN 24U|+22+14/N | 24 U|+22+23/N
Paring in Decryption 2|1]+10 6/I]+30 6[I]+30
On prime Order Groups X vV vV
Revocation X X N
Order of the Groups P1P2P3 p p

! Let| be the size of an access poli¢§ the size of the attribute set of a private keyi| the
size of the attribute universe, afid the number of attributes in a decryption key that satisfies
a ciphertext's access policy.

given a well-formed decryption key as input, a trac- tion list R. Thenlzi,j is used in the following decryp-
ing algorithm can find out the malicious user who tion process. To avoid a further loss, the revocation
leaked or sold well-formed decryption keys. Liu etal. list should be updated timely once corrupted users are
(Liu etal., 2013b) proposed such a whitebox traceable found. For the security proof for message-hiding, we
CP-ABE scheme that can deter users from these mali-re-construct the Semi-functional Keys by replacing
cious behaviors. As malicious users invent a decryp- with hh;, which can realize revocability, and adding
tion blackbox/device which keeps the embedded de- o random itenk; . accordingly. As a contrast, the
crypt keys and algorithms hidden, Liu et al.(Liu et al., S

random items for Semi-functional Ciphertexts remain
2013a) proved that the blackbox traceable CP-ABE the same, which is irrelevant to the revocability. For

scheme supports fully collusion-resistant b[ackbox the security proof for index-hiding, we have two ways
traceable in the standard model, whieriéy collusion- for adversary to take and add more sub-cas&sise

resistant blackbox traceabilityneans that the num- -\ hich make the security proof a non-trivial work.
ber of colluding users in constructing a decryption |, this paper, We continue our work on prime order

blackbox/device is not limited and can be arbitrary. .0.1s'as an extension for (Liu and Wong. 2015b
This scheme is fully secure in the standard model and grovg ( : )

highly expressive (i.e. supporting any monotonic ac-
cess structures). 1.1 Our Results

It should be observed that a tracing system is not |t has been shown (e.g. in (Garg et al., 2010;
designed to protect the encrypted content. It is used | ewko, 2012)) that the constructions on composite or-
to distinguish the compromised users from other le- der groups will result in significant loss of efficiency
gitimate users, which means the corrupted user/key isand the security will rely on some non-standard as-
still remained in the system and an effective black- sumptions (e.g. the Subgroup Decision Assumptions)
box s likely to be produced with these corrupted keys and an additional assumption that the group order is
in the wild market. The exposed compromised users hard to factor. The previous work in (Liu and Wong,
need to leave or be removed from the system to avoid 2015b) achieves better security than the scheme in
incurring more losses. When any of these happens,(Liu et al., 2013a), which is constructed on compos-
the corresponding user keys should be revoked. Weite order groups. In this paper, we add the revoca-
added the revocability in the scheme so that we canpility in (Liu and Wong, 2015b) and prove it highly
remove the compromised keys as needed. We focusexpressive and fully secure in the standard model. On
on achieving direct revocation in traceable CP-ABE the efficiency aspect, this new scheme achieves the
system. In a direct revocation mechanism, it does not same efficient level as in (Liu and Wong, 2015b), i.e.
need any periodic key updates and it does not affectthe overhead for the fully collusion-resistant black-
any non-revoked users either. A system-wide revoca- hox traceability is inO(y/N), whereN is the number
tion list could be made public and revocation could of users in a system.
be taken into effect promptly as the revocation list Table 1 compares this new scheme with the pre-
could be updated immediately once a key is revoked. yious work on blackbox traceable CP-ABE (Liu
Specifically, we generat@, which is a partof cipher- et al., 2013a) and the traceable CP-ABE on prime
text, with a non-revoked index li®. When decrypt-  order group but without revocability (Liu and Wong,
ing, we first recovek; j which has a common item 2015b). We only change the size of keypair as we
h[jer hy with Q| if they share a consistent revoca- need add revocation items in the key. Both the cipher-
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text and the pairing computation in decryption are of Augmented Revocable CP-ABE (AugR-CP-ABE
kept unchanged. This implies both this new scheme for short) from (Liu and Wong, 2015a). We refer
and (Liu and Wong, 2015b) have better security than to the ‘functional’ CP-ABE in Section 2 as Revoca-
the scheme in (Liu et al., 2013a), although all of them ble CP-ABE (R-CP-ABE for short), then extend the
are fully secure in the standard model and have over-R-CP-ABE to AugR-CP-ABE, which will lastly be

head inO(v/N).

Related Work. In the literature, several revocation
mechanisms have been proposed in the context o
CP-ABE. In (Sahai et al., 2012), Sahai et al. pro-
posed arindirect revocation mechanism, which re-
quires an authority to periodically broadcast a key up-
date information so that only the non-revoked users
can update their keys. In (Attrapadung and Imai,
2009), Attrapadung and Imai proposedieect revo-
cation mechanism, which allows a revocation list to
be specified directly during encryption so that the re-
sulting ciphertext cannot be decrypted by any decryp-
tion key which is in the revocation list even though
the associated attribute set of the key satisfies th
ciphertext policy. For ABE scheme, in (Liu et al.,
2013a) Liu et al. defined a ‘functional’ CP-ABE that
has the same functionality as the conventional CP-
ABE (i.e. having all the appealing properties of the

conventional CP-ABE), except that each user is as-

signed and identified by a unique index, which will
enable the traceability of traitors. Furthermore, Liu
et al. defined a new primitive called Augmented CP-
ABE (AugCP-ABE) and formalized its security us-

transformed to a key-like blackbdraceableR-CP-
ABE. In Section 4 we propose our AugR-CP-ABE

fconstruction on prime order groups and prove that

our AugR-CP-ABE construction is message-hiding
and index-hiding in the standard model. As a result,
we obtain a fully secure and fully collusion-resistant
blackbox traceable R-CP-ABE scheme on prime or-
der groups.

To construct the AugR-CP-ABE, we continue our
work in (Liu and Wong, 2015b) and leverage the re-
vocation idea from (Liu and Wong, 2015a). In par-
ticular, besides achieving the important features for
practicality, such as revocation, high expressivity and

gefficiency, the construction is proved secure and trace-

able in the standard model.

2 REVOCABILITY AND
BLACKBOX TRACEABILITY

We follow the definition in (Liu and Wong, 2015a).
Given a positive integem, our Revocable Ciphertext-

ing message-hiding and index-hiding games. Then Policy Attribute-Based Encryption (R-CP-ABE) sys-

Liu et al. proved thaan AugCP-ABE scheme with
message-hiding and index-hiding properties can be
directly transferred to a secure CP-ABE with fully
collusion-resistant blackbox traceabilitywith such

a framework, Liu et al. obtained a fully secure and
fully collusion-resistant blackbox traceable CP-ABE
scheme by constructing an AugCP-ABE scheme with
message-hiding and index-hiding properties. In (Liu
and Wong, 2015b), Liu et al. obtain a prime or-
der construction and it will be tempting to bring the
revocation into (Liu and Wong, 2015b) as a practi-

cal enhancement and implementation. In this paper,

we leverage the revocation idea from (Liu and Wong,
2015a).

Outline. In this paper, we follow the same framework
in (Liu and Wong, 2015b). In particular, in Section 2,
we propose a definition for CP-ABE supporting key-
like blackbox traceability and direct revocation. In
our direct revocation definition, tHencryptalgorithm
takes a revocation liR C {1,...,N} as an additional

input so that a message encrypted under the (revoca-

tion list, access policy) paiR;A) would only allow
users whose (index, attribute set) p&irS) satisfies
(k€ [NJ\R) AND (SsatisfiesA) to decrypt. In Sec-
tion 3, we revisit the definitions and security models

tem consists of four algorithms:

Setup(A, U,N) — (PP,MSK). The algorithm takes
as input a security parametgrthe attribute uni-
verse U, and the number of usefs in the sys-
tem, then runs in polynomial time ik, and out-
puts the public paramet®P and a master secret
key MSK.

KeyGen(PP,MSK,S) — SKg s. The algorithm takes
as input the public paramet@P, the master se-
cret keyMSK, and an attribute s&, and outputs
a private decryption ke$Ky s, which is assigned
and identified by a unique indéxe [N].

Encrypt(PP,M,R,A) — CTr 4. The algorithm takes
as input the public parametBP, a messaghM, a
revocation listR C [N], and an access polici
over U, and outputs a cipherteftTg , such that
only users whose indices are not revokeddgnd
attributes satisfyA can recoveM. R andA are
implicitly included inCTg 4.

Decrypt(PP,CTra,SKks) — M or L. The algo-
rithm takes as input the public parameld?, a
ciphertextCTr 4, and a private keydsKys. If
(k € [NJ\R) AND (S satisfiesA), the algorithm
outputs a messadé, otherwise it outputd. indi-
cating the failure of decryption.
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Correctness. For any attribute seS C U, index
k € [N], revocation listR C [N], access policyA
over U, and messag&/, suppose(PP,MSK) «+
Setup(A, U,N), SKygs < KeyGen(PP,MSK,S),
CTra < Encrypt(PP,M,R A). If (ke [NJ\R) A (S
satisfiesd ), thenDecrypt(PP,CTr 4, SKks) = M.

Security. Now we define the security of a R-CP-ABE
system using aessage-hiding game.

Gamemy. The Message-hiding game is defined be-
tween a challenger and an adversdrgs follows:

Setup. The challenger run$etup(A, U,N) and
gives the public parametéP to 4.

Phase 1.Fori =1 toQ, 4 adaptively submits (in-
dex, attribute set) paitki, S ), and the challenger
responds withSKh,g‘q .

Challenge. 4 submits two equal-length mes-
sagesMop, M1 and a (revocation list, access pol-
icy) pair (R*,A*). The challenger flips a ran-
dom coin b € {0,1}, and sendsCTg- s+ <
Encrypt(PP,Mp,R*, A*) to 4.

Phase 2.Fori = Q1+1 to Q, 4 adaptively submits
(ki,Sq), and the challenger responds Witk s, -

Guess.4 outputs a guess € {0,1} for b.

4 wins the game ity = b under therestriction that

none of the queriee{(kt,Sk()}iQ=1 can satisfy(k €
[NJ\R*) AND (S satisfiesA*). The advantage of

A is defined adMH”Adv 5 = [P/ = b] — 3|.
Definition 1. An N-user R-CP-ABE system is secure

if for all polynomial-time adversariesl the advan-
tageMHAdv 4 is negligible inA.

The message-hiding game is a typical semantic

remark that these two points apply to the rest of the
paper.

2.1 Blackbox Traceability

Now we define the traceability against key-like de-
cryption blackbox. A key-like decryption blackbox
D can be viewed as a probabilistic circuit that takes
as input a ciphertextTr » and outputs a message
M or L, and such a decryption blackbox does not
need to be perfect, namely, we only require it to be
able to decrypt with non-negligible success probabil-
ity. In particular, a key-like decryption blackba®R

is described by a (revocation list, attribute set) pair
(Rp,Sp) and a non-negligible probability valedi.e.

0 <& < 1 is polynomially related td\), and adver-
tised that for any ciphertext generated under the (re-
vocation list, access policy) paiR(A), if ((Sp satis-
fiesA) AND (I[N]\ R)N(|N]\ Rp) # 0) can be satis-
fied by Sp andRyp, this blackbox? can decrypt the
corresponding ciphertext with probability at least
Specifically, once a blackbox is found being able to
decrypt ciphertext, we can regard it as a key-like de-
cryption blackbox with the corresponding (revocation
list, attribute set) paifRp,Sp), and the ciphertext is
related to the pair, A) which satisfies &, satisfies

A) AND (INJ\R)N([N]\ Rp) # 0). If we set the re-
vocation listR andRy as empty, we can get the same
definition for key-like decryption blackbox as shown
in (Liu et al., 2013a).

Trace? (PP,Ryp,Sp,€) — K1 C [N]. This is an ora-
cle algorithm that interacts with a key-like decryption
blackbox®?. Given the public paramete?P, a re-

security game and is based on that for conventional Vocation list B, a non-empty attribute set,Sand a

CP-ABE (Lewko et al., 2010; Lewko and Waters,
2012a), where the revocation liRtis always empty.

It is clear that such a CP-ABE system (Lewko et al.,
2010; Lewko and Waters, 2012a) has the following
properties: fully collusion-resistant security, meaning

probability value (lower-bound), the algorithm runs
in time polynomial il and 1/¢, and outputs an in-
dex sefKt C [N] which identifies the set of malicious
users. Note that has to be polynomially related fa

In the following Tracing Game game, the adver-

that several users should not be able to decrypt a messary targets to build a decryption blackbdx that

sage that none of them are individually granted to ac-

functions as a private decryption key with the pair

cess, fine-grained access control on encrypted data(r,, S,,) (as the name of key-like decryption black-

and efficient one-to-many encryption.
It is worth noticing that, as pointed in (Liu et al.,
2013a), in the definition of the game: (1) the adver-

box implies) which can decrypt ciphertexts under
some (revocation list, access policy) paigA). It
captures the notion déilly collusion-resistant trace-

sary is allowed to specify the index of the private key apility . The tracing algorithm in the game is designed
when it makes key queries for the attribute sets of tg extract the index of at least one of the malicious

its choice, i.e., fot = 1 to Q, the adversary submits  sers whose decryption keys have been used for con-
(index, attribute set) paifk;, S¢) to query a private  structing®.

key for attribute sef,, whereQ <N, k € [N], and

k # kv V1 <t #t <Q (this is to guarantee that each
user/key can beniquelyidentified by an index); and
(2) for ki # ke we do not requires, # S, i.e., dif-
ferent users/keys may have the same attribute set. We

Gametg. The Tracing Game is defined between a
challenger and an adversafyas follows:

Setup. The challenger run$etup(A, U,N) and
gives the public paramet@P to 4.

284



Attribute based Encryption: Traitor Tracing, Revocation and Fully Security on Prime Order Groups

Key Query. Fori =1 toQ, A4 adaptively submits
(ki,Sq), and the challenger responds Witk s, -

(Key-like) Decryption Blackbox Generation. 4
outputs a decryption blackba® associated with
a (revocation list, attribute set) paiRp,Sp),
Sp C U,Rp C [N] and a non-negligible probabil-
ity (lower-bound) value.

Tracing. The challenger runsTrace” (PP,Ry,
Sp,€) to obtain an index sé€t C [N].

LetK, = {ki|1 <i < Q} be the index set of keys

corrupted by the adversary. We say that the adversary

A4 wins the game if the following conditions hold:

1. Forany (revocation list, access policy) p&ir f)
which satisfied §, satisfiesA) AND ([N]\R)N
(IN]\ Rp) # 0), we have

P D(Encrypt(PP,M,R A)) = M] > ¢,

Decryptp(PP,CTr 4,SKks) — M or L. The algo-
rithm takes as inpuRP, a ciphertexCTr 4, and a
private keySKy s. If (k€ [N]\ R) AND (Ssatisfies
A), the algorithm outputs a messadeotherwise
it outputs_L indicating the failure of decryption.

Correctness. For any attribute seS C U, index
k € [N], revocation listR C [N], access policyA
over U, encryption indexk € [N + 1], and mes-
sage M, suppose(PP,MSK) <« Setupa (A, U,N),
SKks ¢ KeyGena(PP,MSK,S), CTra <«
Encrypta (PP,M,R A k). If (ke [N]\R) A (Ssatisfies
A) A (k> k) thenDecryptp (PP,CTr 4,SKk s) = M.

Security. The security of AugR-CP-ABE is defined
by the following three games, where the first two are
for message-hiding, and the third one is for the index-
hiding property.

In the first twomessage-hiding gamebetween

where the probability is taken over the random @ challenger and an adversag; k = 1 (the first

choices of messadé and the random coins ab.
A decryption blackbox satisfying this condition is
said to be aiseful key-like decryption blackbox

2. K1 =0, or Ky Z Ko, or ((k € Rp) OR (Sp &
SQ) Yk € KT).

We denote byl RAdv 4 the probability that adversary

A wins this game.

Definition 2. An N-user Blackbox Traceable CP-
ABE system is traceable if for all polynomial-time ad-
versaries the advantagd RAdv 4 is negligible inA.

3 DEFINITION

3.1 Definitions and Security Models

An Augmented R-CP-ABE (AugR-CP-ABE) system
consists of the following four algorithms:

Setupa (A, U,N) — (PP,MSK). The algorithm
takes as input a security parametethe attribute
universet, and the number of useksin the sys-
tem, then runs in polynomial time ik, and out-
puts the public paramet®P and a master secret
key MSK.

KeyGen, (PP,MSK,S) — SKgs. The algorithm
takes as inpuPP, MSK, and an attribute se,
and outputs a private ke&§Ky s, which is assigned
and identified by a unique indéxe [N].

Encrypt,(PP,M,R A,k) — CTra. The algorithm
takes as inpuPP, a messag#l, a revocation list
R C [N], an access policy over U, and an index
k € [N+ 1], and outputs a ciphertefiTr 4. A is
included in CTg 4, but the value ofk is not.

game,Game’,\*,,Hl) or k =N+ 1 (the second game,
Gameﬁ\AHNH).

Setup. The challenger runSetup, (A, U,N) and
gives the public parametéP to 4.

Phase 1.Fort =1 to Q1, A4 adaptively submits (in-
dex, attribute set) paitk, S, ), and the challenger
responds wittbKy, s, which corresponds to at-
tribute setS, and is assigned inde.

Challenge. 4 submits two equal-length mes-
sagesMp, Mz and a (revocation list, access pol-
icy) pair (R*,A*). The challenger flips a ran-
dom coin b € {0,1}, and sendsCTg: 4+ +
Encrypt, (PP, Mp, R*, A* k) to 4.

Phase 2.Fort = Q; + 1 to Q, 4 adaptively submits
(index, attribute set) paitk:, S ), and the chal-
lenger responds witBKy, s, which corresponds
to attribute se§, and is assigned inde.

Guess.4 outputs a gueds € {0,1} for b.

Gameﬁ,lHl. In the Challenge phase the challenger
sendsCTr: 4+ < Encrypta (PP, Mp, R*,A* 1) to 4.

4 wins the game ity = b under therestriction that
none of the queried (k;,S) inl can satisfy(k €
[N]\ R*) AND (S, satisfiesA*). The advantage of
A is defined adlH} Advq = |Pri/ = b] — 3|.

Gameﬁ,,HNH. In the Challenge phase the challenger
sendsCTr+ o+ < Encrypta(PP,Mp, R, A* N+1) to

A. 4 wins the game i’ = b. The advantage ofl is
defined asiHy, 1Advq = |Pri = b] — 3|

Definition 3. A N-user Augmented R-CP-ABE system
is message-hiding if for all probabilistic polynomial
time (PPT) adversaried the advantageMH} Adv 4
andMHy, ;Adv 4 are negligible inA.
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Gamef},. In the third gameindex-hiding game for

any non-empty attribute s& C U, we definethe
strictest access policasAs = Aycs X, and require
that an adversary cannot distinguish between an en-
cryption using(As, R*, k) and (As,R*,k+ 1) with-

out a private decryption key?KES; such that(k
INJ\R*)A (S 2 S). The game takes as input a pa-
rameterk € [N] which is given to both the challenger
and the adversargl. The game proceeds as follows:

Setup. The challenger runSetup, (A, U,N) and
gives the public parametéP to 4.

Key Query. Fort =1 to Q, A4 adaptively submits
(index, attribute set) paitk:,S), and the chal-
lenger responds witBKy, s, which corresponds
to attribute se§, and is assigned inde.

Challenge. 4 submits a messadd and a (revoca-
tion list, access policy) paifR*,A*). The chal-
lenger flips a random coib € {0,1}, and sends
CTrs o+ < Encrypta(PP,M,R*,A* k+b) to 4.

Guess.4 outputs a guess € {0,1} for b.

4 wins the game ift’ = b under therestriction
that none of the queried paifgk, S¢ )}, can sat-
isfy (k.= K) A (k € [N]\ R*) A (S satisfiesAs), i.e.

(k =K) A (k € [N]\R*) A (S¢ 2 S*). The advantage
of 4 is defined asH”Adv 4 (k] = |Pr{b’ = b] — 3.
Definition 4. A N-user Augmented R-CP-ABE system
is index-hiding if for all PPT adversaried the ad-
vantagedH*Adv 4 [K] for k =1,...,N are negligible
inA.

3.2 The Reduction of Traceable
R-CP-ABE to AugR-CP-ABE

We now show that an AugR-CP-ABE with message-
hiding and index-hiding implies a secure and trace-
able R-CP-ABE.

Let 3o = (Setupa,KeyGeny, Encrypty, Decrypty)
be an AugR-CP-ABE with message-hiding
and index-hiding, defineEncrypt(PP,M,A) =

Encrypta(PP,M, A, 1), thenX = (Setup,, KeyGeny,,
Encrypt, Decrypt, ) is a R-CP-ABE derived frorx,.

In the following, we show that £ is message-hiding
and index-hiding, theix is secure. Furthermore, we
propose a tracing algorithrirace for = and show
that if 5 is message-hiding and index-hiding, then
(equipped withTrace) is traceable.

3.2.1 R-CP-ABE Security
Theorem 1. If Z is an AugR-CP-ABE with message-

hiding and index-hiding properties, thénis a secure
and traceable R-CP-ABE.
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Proof. Note that> is a special case ofs where
the encryption algorithm always sets= 1. Hence,
Gamew for X is identical toGameyyy;, for Za, which
implies thatMHAdv 4 for X in Gameyy is equal to
MHZTAdv 4 for S in Gamepyy, , i.€., if Z5 is message-
hiding (in Gamepy,,, ), thenX is secure. O

3.2.2 R-CP-ABE Traceability

Now we show that ifXs is message-hiding (in
GameﬁAHNH) and index-hiding,Z is traceable. As
shown in (Liu et al., 2013a), with the following
Trace algorithm (Liu et al., 2013a)s achieves fully
collusion-resistant blackbox traceability against key-
like decryption blackbox.

Trace? (PP, Ry, Sp,€) — Kt C [N]: Given a key-like
decryption blackboxD associated with a non-empty
attribute seS, and probabilitye > 0, the tracing al-
gorithm works as follows:
1. Fork=1toN+ 1, do the following:
(a) The algorithm repeats the following\ @\ /<)?
times:
i. SampleM from the message space at random.
ii. Let CTrag, « Encrypta(PP,M,R Asg,, k),
whereAg,, is the strictest access policy 8.
Query oracleD on inputCTRASD, and com-
pare the output of) with M.
(b) Letpy be the fraction of times thab decrypted
the ciphertexts correctly.
2. LetKr be the set of alk  [N] for which g —

Pic.1 > €/(4N). Then outpufr as the index set
of the private keys of malicious users.

Theorem 2. If Z5 is message-hiding and index-
hiding, thenX is traceable using th&race algorithm
against key-like decryption blackbox.

Proof. In the proof sketch below, we show that if
the key-like decryption blackbox output by the ad-
versary is a useful one then the tradgg will sat-
isfy (Kt # 0) A (Ky CKp) A (Hk( € Ky st.( kg €
[N]\ Rp) A (Sp € S¢)) with overwhelming proba-
bility, which implies that the adversary can win the
gameGametg only with negligible probability, i.e.,
TRAdvg is negligible.

Let D be the key-like decryption blackbox output
by the adversary, and@Rp, Sp) be the (revocation list,
attribute set) pair which can be used to descrihe
Define

P = P{D(Encrypta (PP,M,R, Asg,),k))

MI,

where the probability is taken over the random choice
of messagévl and the random coins @b. We have
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that p; > € and pn41 IS negligible. The former fol-
lows the fact thatD is a useful key-like decryption
blackbox, and the later follows thaiy is message-
hiding (in GameQHNH). Then there must exist some
k € [N] such thatp — pi1 > €/(2N). By the Cher-
noff bound it follows that with overwhelming proba-
bility, P — Pi.1 > €/(4N). Hence, we hav&r # 0.
For any k € Kt (i.e., Pk — P+1 > z), We
know, by Chernoff, that with overwhelming probabil-
ity P, — Pi+1 = €/(8N). Clearly (k € Kp) A (k €
[INJ\Rp) A (Sp C §) since otherwiseD can be
directly used to win the index-hiding game faj.
Hence, we havgKt C Kp) A ((k € [N]\ Rp) A

(Sp C S) Vk € Kr). O

4 CONSTRUCTION

Now we construct an AugR-CP-ABE scheme on

prime order groups, and prove that this AugR-CP-

Dual Pairing Vector Spaces.Our construction will
use dual pairing vector spaces, a tool introduced by
Okamoto and Takashima (Okamoto and Takashima,
2008; Okamoto and Takashima, 2009; Okamoto and
Takashima, 2010) and developed by Lewko (Lewko,
2012) and Lewko and Waters (Lewko and Waters,
2012b). Please refer to the full version (Li et al., 2016,
Appendix A) for the details of the dual pairing vector
spaces. As our AugR-CP-ABE construction will use
dual pairing vector spaces, the security proof will use
a lemma and a Subspace Assumption, which are in-
troduced and proved by Lewko and Waters (Lewko
and Waters, 2012b), in the setting of dual pairing vec-
tor spaces. Please refer to the full version (Li et al.,
2016, Appendix A.1) for the details of this lemma
and the Subspace Assumption. Here we would like
to stress thathe Subspace Assumption is implied by
DLIN assumption

To construct our AugR-CP-ABE scheme, we fur-
ther define a new notation. In particular, for any

V=(V1,...,Vn) €Z}, V' = (..., V) € Z, we de-

ABE scheme is message-hiding and index-hiding in fine

the standard model. Combined with the results in Sec- ",
tion 3.2, we obtain a R-CP-ABE scheme that is fully (9')"
collusion-resistant blackbox traceable in the standard
model, fully secure in the standard model, and on

prime order groups.
4.1 Preliminaries

Before proposing our AugR-CP-ABE construction ,
we first review some preliminaries.

Bilinear Groups. Let G be a group generator, which
takes a security parameteand outputgp, G, Gt,e)
wherepis a prime G andGr are cyclic groups of or-
derp, ande: G x G — Gt is amap such that: (1) (Bi-
linear)vVg,h € G,a,b € Zp,e(g?,h°) = e(g,h), (2)
(Non-Degenerate)g € G such thai(g,g) has order
pin Gt. We refer toG as thesource groupand G
as thetarget group We assume that group operations
in G and Gy as well as the bilinear mag are effi-
ciently computable, and the description@fandGt
includes a generator & andGrt respectively.

Complexity Assumptions. We will base the
message-hiding property of our AugR-CP-ABE
scheme on the Decisional Linear Assumption
(DLIN), the Decisional 3-Party Diffie-Hellman As-
sumption (D3DH) and the Source GroggParallel
BDHE Assumption, and will base the index-hiding
property of our AugR-CP-ABE scheme on the DLIN

assumption and the D3DH assumption. Please refer

to the full version (Li et al., 2016, Appendix A) for
the details of the three assumptions.

V.
(@), (g")')
gL gL gty e G

= (g1"1,...

Note that for any,w € ZJ,V',w € Z, we have

e ()7 (@) = [ el ¢"")
" [

Linear Secret-Sharing Schemes (LSSSAs in pre-
vious work, we use linear secret-sharing schemes
(LSSS) to express the access policies. The formal def-
initions of access structures and LSSS can be found in
the full version (Li et al., 2016, Appendix D).

Notations. Suppose the number of us@sn the sys-
tem equals'? for somen %, so we us€n, n] instead

of [N] in the following content. We arrange the users
in anx n matrix and uniquely assign a tuple j)
where 1< i,j < n, to each user. A user at position

1if the number of users is not a square, we add some
“dummy” users to pad to the next square.
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(i,]) of the matrix has indek = (i — 1) xn+ j. For
simplicity, we directly use(i, j) as the index where
(i,j) > (i,j) meansthat(i >i)v(i=iAj>]j)). The
use of pairwise notatiofi, j) is purely a notational . P
convenience, aks= (i — 1) xn+ j defines a bijection Ilnda%d'ltl&nS,Ka countectr = 0 is implicitly in-
between{(i,j)|1 <i,j <n}and{1,...,N}. We con- cludedin '

flate the notation and consider the attnbute universe KeyGen,(PP,MSK,S) — SK; j)s. The algorithm
to be[U] = {1,2...,U}, so U serves both as a de- first setsctr = ctr+ 1 and computes the corre-
scription of the attnbute universe and as a count of  sponding index in the form ofi, ) where 1<
the total number of attributes. Given a bilinear group i,j <nand(i—1)xn+ j =ctr. Thenitrandomly

MSK = (B3B3, B51.B2, (BB, B Biaheeray

ag,az, {ri,z, Gi,lyai,z}ie[n]7{Cj‘l7cj‘2}je[n])»

orderp, one can randomly choosgry,r; € Zp, and
setX1 = (rx,0,r2), X2 = (0,ry,T2), X3 = X1 x X2 =

(—ryrz, —Ixrz,Ixry). Let spa{X1,X2} be the sub-

space spanned by; andX», i.e. span{Xi, X2} =
{V1X1+V2X2|V1,V2 € Zp}. We can see thats is or-
thogonal to the subspas@an{X1,X2} and thatZ% =
span{X1,X2.X3} = {ViX1+V2X2 + VaX3|V1,V2,V3 €
Zp}. Foranyv e span(X1,X2}, we have(Xz-V) =0,

choosess; j 1,0i j2,9ij,1,9i 2 € Zp, and outputs
a private key

SK(i,j),S: < (|7 ])787
Kid— = g(“iﬁﬁfiCjﬁl)BiJr(Ofi,zHiCj,z)BE

- (hh; )(0ij.1+31j.0)B+ (01, 2+811.2)B5

iy . R/ g(alJFGl 1,110 j, 1)b1+(a2+0| i,210ij, Z)bz
and for randonv € Zf;, (X3-V) # 0 happens with over- b ’
whelming probability. Kl = (K{ )2,
. va G j1+9, b+ Gi j2+0i, b
4.2 AugR-CP-ABE Construction {Kijp = hipa o Pir Oz tdizlay, o
7. . Bi.'. b +6i‘] b
Setupa (A, U,N = n?) — (PP,MSK). The algo- Ki,jo =grioriz,

rithm chooses a bilinear group of order p and
two generatorsy,h € G. It randomly chooses
{hj € Zp}jep, (B,B*), (Bo,By) € Dual(Z3, )
and (B1,B3),...,(By,By,) € Dual(Z5,p). We
let bj,br(1 < j < 3) denote the basis vectors
belonging to (B,B*), Bo j,b5;(1 < j < 3) de-
note the basis vectors belonging(io, B;), and
by j.b; (1 < j < 6) denote the basis vectors be-
longing to (B, By) for eachx € [U]. The algo-
rithm also chooses random exponents
1,02 € Zp, {ri,z, 0i1,0i2 € Zplicp
{€i1,¢j2, Vi, Nj € Zp}jep)
The public parametePP and the master secret K, T, St,.--55n t1,. .o, tn € Zp, Ve, Wy,...,Wh GZ%,
key MSK are set to €11,812,...,811,812 € Zp, Uy, U € Zy.

PP = ((p.G,G1.0), g.h.d ™

{h}}jem. hPL 02, (P 2y gy

hPo., hbo,z7 {hbx,l7 hbx,z7 hb><,37 hbX’4}xe[71]
Fi=e(g,h)¥", F> = e(g,h)*2,

{F1j = e(g,hj )LIJG1,|:2] =e(g,h )Llez}JE
{Ei1=e(g,9)%"1, Ei2=e(g,9)¥" 2}ieln)

{éi _ gri(BlJrﬁz)7 Zi=o <Bl+62)}ie[n]a

Z 01 j,1(05 1 +B5 ) +0i | 205 5+B5
{Ki,j,X: g I‘J‘l( x,1 x,2) '-J-Z( x,3 X'4)}XES>~

EncryptA(va M»R7A = (A7 p)? (Iv J)) — CTR,(A,p)'
RC [n,n] is a revocation listAis anl x mLSSS
matrix andp maps each rowy of Ato an attribute
p(k) € [U]. The encryption is for recipients

whose (index attributes set) p4ii, j),S; j)) sat-
isfy ((i,j) € [n,n]\R) A (S;,j) satisfies(A,p)) A
((i,j) > (i,j)). Let R= [n n\R and fori e

n,R = {j’|(i,j’) € R}, that is, R is the non-

revoked index Ilst ang, is the set of non-revoked
column index on thé-th row. The algorithm first
chooses random

It also chooses random,ry,r; € Zp, and sets
)_(1 = (rX7oer)77(2 = (Oer7rZ)7X3 = 5('1 X XZ -

(—rylz,—Ixr'z Ixry). Thenitrandomly chooses
ViezZdfori=1,...,i,
Vi € span{X1, X2} fori=i+1,...,n

Let Ty and p be the first entries offy and U
respectively The algorithm creates a ciphertext

. - - N v < ( RI R QI» )| =1 (CJ,C/)J =1
(A = gsbiradds ¢ — A}, <ﬁK>L=o> as follows:

1. For each row e [n]:
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e if i <i: choose randors & Zp, then set

i"eR;
[ =giP1tP) T = e(g,0)S
e if i >i: set

s (Vi Vc)(b1+b2)

5 g
dl/ =(h |_I_ hj/)TS(Vi'Vc)(BlJFBZ)Z hT[llerlebz7

o gti(Bl+Bz) T=M (Ei.lEi,Z)TS(Vi Vo)
: w0 (F/F) sV’
whereF,’ = F; |_L Frjand/' =F rL Fo i
. I'eRy I'eRy
respectively.
2. For each column € [n]:
e if j < j: choose random; € Zy, then set

Cj = (Hj) "o rhiXs) (%)%, Cf = (V)™
o if j > j:set
Cj = (Hj)™e(¥y)*™, Cj=(Y))".

5 b b
Po= h™Po,1+TR 02
{|3k _ h(Ak‘UlJrfk.l)Bp(k),rfk.pr(k) 2
Up+Ek 2)Bo 1) 3~k 2D
. H(A T2 +8k 2)Pp k) 3~k 2 p(k),4}k

Decrypta (PP,CTg (A p), SKiij),s) = Mor L.
The algorlthm parseGTR (Ap) andSK< sto(R,

7 R|7F<7le TI)| =1 (Clvc )j il

(R’()lk_ >and< ( J) S Kl J7KI,J7KI”]7

If ( J) € Ror Sdoes not satlszA p), the algo-
rithm outputsL, otherwise it

1. Computes constantsy € Zp|p(k) € S} such
thaty 1 estxAx = (1,0,

Dp =e3(Ki j 0. Po) |_| es(Ki j o Po) ™.
p(k)es

2. Since(i, j) € R(= [n,n]\ R) implies j € R;, the
algorithm can compute
Kij=Kij-( Kij.ir)
i’eRi\{i}
— g(ui,1+riCj‘l)BﬁiJr(Gi‘erl’iCj)z)Bz
-(h |_Lhj/)(Gi.j.1+6i'j'1)59:[+(0'i'j'2+5i‘j‘2)6’§'
i'eR;

,0), then computes

Note that if(i, j) € R (implying j ¢ R), the al-
gorithm cannot produce suchﬁj. The algo-
rithm then computes

—

%(ﬁ,j,di) (KINJ’QN Rll é
es(K/;. Q) & (R, C))

3. Computes = T;/(Dp - D) as the output mes-
sage. Assume the ciphertext is generated from
messageM’ and index(i, j), it can be veri-
fied that only when(i > i) or (i=1iAj > ),

M = M’ will hold. This follows from the facts
that fori > i, we have(Vi-¥3) = 0 (since

Vi € span{X1,X2}), and fori =i, we have that
(Vi - X3) # 0 happens with overwhelming prob-
ability (sincev; is randomly chosen frori3).
The correctness can be found in the full version
(Li et al., 2016, Augmented CP-ABE Defini-
tions).

D =

4.3 Security of The AugR-CP-ABE
Construction

The following Theorem 3 and Theorem 4 show that
our AugR-CP-ABE construction is message-hiding,
and Theorem 5 shows that our AugR-CP-ABE con-
struction is index-hiding.

Theorem 3. Suppose the DLIN assumption, the
D3DH assumption, and the source group g-parallel
BDHE assumption hold. Then no PPT adversary can
win Gamepy,,, with non-negligible advantage.

Proof. We begin by defining our various types of
semi-functional keys and ciphertexts. The semi-
functional space in the exponent will correspond to
the span obs, b3, the span obyg 3, b 3 and the span
of eachby s, by e, b 5, b .

Semi-functional Keys. To produce a semi-functional

key for an attribute sef, one first calls the nor-
mal key generation algorithm to produce a nor-

mal key consisting oK; j,K/;,K/ J,{KI Ve

Ki.j.0, {Ki jx}xes with index (i, j). One then chooses
random valug. The semi-functional key is

Ri.j (hhy)¥3, K! g5, RY',g?¥5,
—_ VE*
{Ki Y remn iy Kijor {Kijxtxes
Semi-functional Ciphertexts. To produce a semi-
functional ciphertext for an LSSS matri@, p) of

sizel x m, one first calls the normal encryption al-
gorithm to produce a normal ciphertext consisting of
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|Game0 I--->| ...... I--- Game_, |- -------------------- ->| Game, |—-->| ...... |--->|GameQ|
Lemma 5 Lemma 8 Lemma 9
Legm‘ 4 DLIN DLIN o
1 Phase 1: Lemma 6 D3DH —
Game} Game]
Phase 2: Lemma 7 g-pBDHE

| Gamegea; |

| Gamefipg) |

Figure 1: Lemmas 4, 5, 8, and 9 rely on the subspace assumpfiich is implied by DLIN assumption, Lemma 6 relies on
the D3DH assumption, and Lemma 7 relies on the source gyqarallel BDHE assumption.

(R (R.R.G.Q.Q/, T 17(CJ’C/)J —1s

(I3k)' 0) One then chooses random values
3,&k3(1 < k<) € Zp and a random vectak € Zg‘
with first entry equal ta. The semi-functional ci-
phertext is:

<R7 (A7 p) (ﬁl ) R',a (_ji ) (_ji/hT[SbB’
|30hT1350.37 (|3kh(Ak'Us+5k,3)5p(k),5*Ek.sBp(k),e)lk

—;.//
1

Ti )in=17 (él 7é; )T=l7
—1)-

Our proofis obtained via a hybrid argument over a
sequence of game&ameres, Game; andGameging) .

The outer structure of our hybrid argument will
progress as shown in Figure 1. First, we transition
from Gamereg t0 Gameg, then to Gamej, next to
Gamep, and so on. We ultimately arrive &ameg,
where the ciphertext and all of the keys given to the
attacker are semi-functional. We then transition to
Gamefinal, Which is defined to be lik&sameg, ex-
cept that the ciphertext given to the attacker is a semi-
functional encryption of a random message. This will
complete our proof, since any attacker has a zero ad-
vantage in this final game.

The transitions frontameyey to Gameg and from
Gameg to Gameying are relatively easy and can be ac-
complished directly via computational assumptions.
The transitions fronGame;_1 to Game; require more
intricate arguments. For these steps, we will need to
treatPhase 1 key requests (before the challenge ci-
phertext) andPhase 2 key requests (after the chal-

We note that a nominal semi-functional key still
correctly decrypts a semi-functional ciphertext.
Temporary Semi-functional Keys. A tempo-
rary semi-functional key is similar to a nomi-
nal semi-functional key, except that the semi-
functional component attached tq( will now
be randomized (this will prevent correct de-
cryption of a semi-functional ciphertext) and
!(”‘, K", and {Ki;j}yem\(jy change accord-
ingly. More formally, to produce a tempo-
rary semi-functional key for an attribute s8t
one first calls the normal key generation algo-
rithm to produce a normal key consisting of

Kij KK K remp gy Kijos {Kijxdxes

with index (i, j). One then chooses random val-
ues 0i 3,0 j3,Y € Zp. The temporary semi-
functional key is formed as:

Ki j (hhy) YB3, RE 1g¥Ps, KE g5, (K il e gy

_ B* _, - B* B*
Ki7j7096'"’3 03 {Ki,j,xgc”'a( 51 x.e)}xes.

For eacht from 1 to Q, we define the additional
gamesGame) andGame, .

In order to transition fromGame;_; to Game; in
our hybrid argument we will transition first from
Gamet_; to Gamet , then toGametT, and flnaIIy to
Game. The transition fronGame]! to Game/ will re-

quire different computational assumptions for Phase
1 and Phase 2 queries (As shown in Figure 1, we use
two lemmas based on different assumptions to obtain
the transition).

As shown in Figure 1, we use a series of lemmas,
i.e. Lemmas 4,5, 6, 7, 8, and 9, to prove the tran-
sitions. The details of these games, lemmas and their
proofs can be found in the full version (Li et al., 2016,
Appendix C.1).

lenge ciphertext) differently. We will also need to de-
fine two additional types of semi-functional keys:

Nominal Semi-functional Keys. To produce a
nominal semi-functional key for an attribute
set S, one first calls the normal key generation
algorithm to produce a normal key consisting of

KI 3K IJ7 |Ja{Kl is J’}J €ln \{]}7KIJ07{KI1X}X€S

with index(i, j). One then chooses random values
0i,j3,9i.j,3 € Zp. The nominal semi-functional
key is:

O

R j(hhj)("i-i~3+5i-i~3>55, R! g(0uia+d,385 Theorem 4. No PPT adversary can wiﬁameﬁ‘,IHN+1
, o b ’ with non-negligible advantage.
REj g s tOisls, (i< phy (a0 e, 1),

Gi.j.s(ﬁiﬁﬁi.e)}xgs, Proof. The argument for security dkameyy,,, is

74 3. j.ab5 " . . . )
Kij0g™ %2, {Ki jxg very straightforward since an encryption to indéx-
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Lemma 10\ Lemma 11\

Lemma 12\ Lemma 13\

H, D3DH ~ Ha D3DH ~ Hs

D3DH ~ Hy DLIN 7 Hs

Figure 2: Lemmas 10, 11, and 12 rely on the D3DH assumptiahLamma 13 relies on the DLIN assumption.

1= (n+1,1) contains no information about the mes-
sage. The simulator simply runs act$stup, and
KeyGen, algorithms and encrypts the messadgieby
the challenge access poligy and index(n+ 1,1).
Since for alli = 1 to n, the values ofT; contain no
information about the message, the Ibis perfectly
hidden andVIHy , ;Adv 4 = 0. O

Theorem 5. Suppose that the D3DH assumption and
the DLIN assumption hold. Then no PPT adversary
can winGamef}; with non-negligible advantage.

Proof. Theorem 5 follows Lemma 1 and Lemma 2
below. O

Lemma 1. Suppose that the D3DH assumption holds.
Then forj < n no PPT adversary can distinguish be-
tween an encryption t@, j) and (i, j + 1) in Game},
with non-negligible advantage.

Proof. In Game}};, the adversarya will eventually
behave in one of two different ways:

Case I: In Key Query phase, will not sub-
mit ((i,j),Sy;jy) for some attribute se§;;y to
guery the corresponding private key. In Challenge
phase,Z submits a messagd and a non-empty
attribute se". There is not any restriction dsf.

Case II: In Key Query phase,Z will submit
((1,]),Sj)) for some attribute se; ) to query
the corresponding private key. In Challenge
phase, 4 submits a messagd and a hon-empty
attribute seS* with the restriction that the corre-
sponding strictest access polidy: is not satis-
fied byS;j). Case Il has the following sub-cases:
1. (i,]) ¢ [n,n] \ R, S satisfiesh”.

2. (i,]) ¢ [n,n] \ R", Sijy does not satisfh*.

3. (i,)) € [n,n]\ R", S7jj does not satisfy".

We flip a random coirt € {0,1} as our guess on
which case tha#g is in. In particular, ifc = 0, we
guess thatq is in Case | Case Il.1 or Case II.2
In this case, it follows the restriction in the index-
hiding game for Augmented Broadcast Encryption
(AugBE) in (Garg et al., 2010), where the adversay
does not query the key with indék j) or (i, j) is not
in the receiver lisfn,n] \ R*. If c =1, we guess that
A4 is in Case | Case Il.2 or Case 1.3, As of the
fully secure CP-ABE schemes in (Lewko et al., 2010;

we assume that the size of attribute universe (iL8)

is polynomial in the security paramet®r so that a
degradation oD(1/|U|) in the security reduction is
acceptable. The proof details of Lemma 1 can be
found in the full version (Li et al., 2016, Appendix
C.2). O

Lemma 2. Suppose the D3DH assumption and the
DLIN assumption hold. Then for ary<i < n no
PPT adversary can distinguish between an encryption
to (i,n) and (i + 1,1) in Gamef}, with non-negligible
advantage.

Proof. The proof of this lemma follows from a series
of lemmas that establish the indistinguishability of the
following games, where “less-than row” implies the
corresponding is randomly chosen frorﬁ% andT;

is a random element (i.6; = e(g,g)¥), “target row”
implies the corresponding is randomly chosen from
Z% andT; is well-formed, and “greater-than row” im-
plies the corresponding is randomly chosen from
span{X1, X2} andT; is well-formed.

e Hi: Encrypt to columm, row i'is the target row,
row i+ 1is the greater-than row.

Hz: Encrypt to columm+ 1, rowi is the target
row, rowi + 1 is the greater-than row.

Hs: Encryptto columm+-1, rowi is the less-than
row, rowi-+ 1 is the greater-than row (no target
row).

Ha: Encrypt to column 1, row is the less-than
row, rowi-+ 1 is the greater-than row (no target
row).

Hs: Encrypt to column 1, row is the less-than
row, rowi + 1 is the target row.

It can be observed that gania corresponds to the
encryption being done t@,n) and gameHs corre-
sponds to encryption tG + 1,1). As shown in Fig-
ure 2, we use a series of lemmas, i.e. Lemmas 10,
11, 12, and 13, to prove the indistinguishability of the
gamesH; andHs. The details of these lemmas and
their proofs can be found in the full version (Li et al.,
2016, Appendix C.3). O

5 CONCLUSION

Okamoto and Takashima, 2010; Lewko and Waters, In this paper, we proposed a new Augmented R-
2012a; Lewko and Waters, 2012b; Liu et al., 2013a), CP-ABE construction on prime order groups, and
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proved its message-hiding and index-hiding proper-
ties in the standard model. This CP-ABE achieves
full security in the standard model on prime order
groups. Our contributions are (1) adding the revoca-
tion list, and (2) proving its full security with revoca-
bility. We follow the proof method in (Liu and Wong,
2015b) for message-hiding, and build two direct re-
ductions for the proof for index-hiding. The scheme
is a fully collusion-resistant blackbox traceable R-CP-
ABE scheme. It achieves the most efficient level to
date, with overhead i®(y/N) only.
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