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Abstract:

Outlier removal from training data is a classical problem in pattern recognition. Nowadays, this problem
becomes more important for large-scale datasets by the following two reasons: First, we will have a higher
risk of “unexpected” outliers, such as mislabeled training data. Second, a large-scale dataset makes it more
difficult to grasp the distribution of outliers. On the other hand, many unsupervised anomaly detection methods
have been proposed, which can be also used for outlier removal. In this paper, we present a comparative study
of nine different anomaly detection methods in the scenario of outlier removal from a large-scale dataset.
For accurate performance observation, we need to use a simple and describable recognition procedure and
thus utilize a nearest neighbor-based classifier. As an adequate large-scale dataset, we prepared a handwritten
digit dataset comprising of more than 800,000 manually labeled samples. With a data dimensionality of
16 × 16 = 256, it is ensured that each digit class has at least 100 times more instances than data dimensionality.
The experimental results show that the common understanding that outlier removal improves classification
performance on small datasets is not true for high-dimensional large-scale datasets. Additionally, it was found
that local anomaly detection algorithms perform better on this data than their global equivalents.

1

INTRODUCTION

Outliers are instances in a dataset, which deviate
clearly from the norm. It seems to be logical to eliminate outliers before classification takes place. Indeed,
this was the main motivation of Grubbs (Grubbs,
1969), when he developed his first outlier test. At that
time, parametric classification models like a simple
Gaussian fit were very sensitive to outliers. With the
development of more sophisticated classification algorithms, for example the Support Vector Machines
(SVM) (Schölkopf and Smola, 2002) or Artificial
Neural Networks (ANN) (Mehrotra et al., 1997), the
need for outlier removal decreased. The reason for
this trend was that these classifiers are not very sensitive to outliers in the dataset any more, or have even
built-in outlier suppression techniques. However, the
research for the detection of outliers experienced a revival from the year 2000 onwards, when many new
methods have been developed for anomaly detection.
In this research area, one is typically interested in the
anomalies (the outliers) itself, not primarily in their
removal. Anomalies can carry important information
for a variety of applications and are therefore of inter-

est in intrusion detection (Portnoy et al., 2001), medical diagnosis (Lin et al., 2005), fraud detection (Gebhardt et al., 2013) and surveillance (Basharat et al.,
2008).
Today, the terms outlier and anomaly are mainly
used as a synonym, whereas the removal of outliers
from a dataset is also often referred to as data cleansing and the search for the outliers as anomaly detection. In the anomaly detection research domain, three
different learning modes based on the availability of
labels exist (Chandola et al., 2009; Goldstein, 2014).
In the case of having a fully labeled dataset with the
labels normal and anomalous, supervised anomaly
detection algorithms are used, which is very similar
to a standard classification task. Second, if a dataset
contains only normal data and no anomalies, semisupervised anomaly detection algorithms could be applied. In this setup, typically a model of the norm is
learned and the deviation of the test data to that model
is used as an indicator for abnormality. A well-known
semi-supervised anomaly detection algorithm is the
One-class SVM (Schölkopf et al., 1999). The third
setup is unsupervised anomaly detection. Here, no
assumption about the data is made and it is only ana263
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lyzed using its internal structure. The result of todays
unsupervised anomaly detection algorithms is often a
score instead of a binary label such that the results
can be ranked and further processing can draw more
sophisticated conclusions.
Unsupervised anomaly detection is in general a
challenging task since it is solely based on intrinsic
information and does not have a ground truth to optimize a decision boundary. In this context, is is also often hard to decide what actually should be considered
as an anomaly and what not. An important concept is
the differentiation between global and local anomalies. Global anomalies are suspicious instances with
respect to the whole dataset whereas local anomalies
are only noticeable with respect to their immediate
neighborhood. More information and detailed examples can be found in (Goldstein, 2014). Please note
that anomaly detection algorithms focus on the detection on either global or local anomalies.
Of course, unsupervised anomaly detection algorithms can also be used for data cleansing by removing the top anomalies from the training data. In this
work, we utilize a variety of unsupervised anomaly
detection algorithms in order to study the effect of
outlier removal on handwritten character recognition.
The goal of this research is to gain a deeper understanding of the importance of anomalies in a dataset,
not the improvement of classification accuracy. The
use of a large-scale dataset is of particular interest to
us in order to learn whether anomalies have significant influence at all in this situation.

2

RELATED WORK

Outlier detection and removal for improving accuracy has been studied extensively (Barnett and Lewis,
1994). In this context, it is important to stress out that
there exist multiple views of what an outlier is. Especially in research conducted on focusing on classification performance improvement, data instances
close to the decision boundary and also misclassifications are named outliers. It is correct that these
are outliers with respect to a classification problem,
but these instances are not necessarily outliers in a
statistical sense. This view on addressing an interclass anomaly detection is also often understood as
a preprocessing step for classification (Sharma et al.,
2015).
This research focuses on an intra-class outlier definition, which is a more statistical perspective. This
more general view can also be used to boost classification, but it detects also outliers far away from
decision boundaries. Although these anomalies will
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very likely have no influence on classification performance, they might still be of particular interest.
In the application scenario of handwritten character
recognition, this could be mislabeled data, errors in
scanning, segmentation and binarization as well as
strong image distortions. Prior experiments were performed (Smith and Martinez, 2011) with unsupervised anomaly detection for outlier removal similar to
this work, but evaluation was only based on two unsupervised anomaly detection algorithms (k-NN and
LOF) as well as a restriction on small datasets due to
implementation restrictions as stated by the authors.
Concerning handwritten digits, it was found (Guyon
et al., 1996) that outlier removal improves recognition
performance for a small dataset with less than 8,000
instances. In this work, we want to verify whether
this is still true for a large-scale dataset or whether
nowadays the huge amount of data compensates outlier elimination.

3

METHODOLOGY

3.1 Anomaly Detection
A huge variety of unsupervised anomaly detection
algorithms exit today. A comprehensive overview
as well as a categorization is presented by (Chandola et al., 2009). The vast majority of the different approaches is very resource demanding in terms
of time and memory. For our primary goal, the
analysis of a large-scale dataset, only a small subset of algorithms can be utilized. In this work, the
algorithms will not be described in detail. Instead,
we only briefly summarize their main characteristics.
As a categorization attempt, the algorithms might be
classified in three main groups: (1) Nearest-neighbor
based methods, (2) Clustering-based methods and (3)
Statistical methods. Statistical methods can again
be sub-classified into parametric or non-parametric
methods such as histograms (Goldstein and Dengel,
2012), Kernel-density estimation (Turlach, 1993) or
Gaussian Mixture Models (Lindsay, 1995). Besides
that, other methods based on classification techniques
exist, such as Support Vector Machines (Amer et al.,
2013) or autoencoders (Hawkins et al., 2000). Due
to its complexity, most of the methods are not suitable for large-scale datasets. For that reason, we use
the histogram-based HBOS (Goldstein and Dengel,
2012) algorithm from this group only.
For the nearest-neighbor based approaches, the
global k-NN algorithm (Ramaswamy et al., 2000;
Angiulli and Pizzuti, 2002), the well-known Local Outlier Factor (LOF) (Breunig et al., 2000), the
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Connectivity-based Outlier Factor (COF) (Tang et al.,
2002), the Local Outlier Probability (LoOP) (Kriegel
et al., 2009) as well as the Influenced Outlierness
(INFLO) (Jin et al., 2006) were selected. Please note
that the k-NN algorithm is global and all the remaining ones focus on detecting local anomalies. The idea
of LOF is to estimate a local density of a data instance
and then comparing it with the local densities of the k
neighbors. This procedure results in a spherical density estimation. COF works similar to LOF, but the
density estimation uses a minimum spanning tree approach instead. INFLO addresses a problem arising
in LOF, when clusters of different densities are close
to each other. In contrast, LoOP has a different basic approach using probabilities to identify anomalies.
Here, the local density is estimated by a half-Gaussian
distribution.
For the clustering-based approaches, the
Clustering-based Local Outlier Factor (CBLOF) (He
et al., 2003) and a modified version uCBLOF (Amer
and Goldstein, 2012) are the representative candidates. The basic idea is to cluster the data using
k-means, remove too small clusters and afterwards
use the distance of each instance to the centroid
as an anomaly score. In CBLOF, additionally a
weighting factor is utilized according to the cluster’s
size.
The Local Density Cluster-based Outlier
Factor (LDCOF) (Amer and Goldstein, 2012) also
uses k-means clustering as a basis, but additionally
estimates the cluster’s local density for computing the
anomaly score. In contrast to the CBLOF variants,
this procedure can be considered as taking local
cluster densities better into account. Additionally,
the Clustering-based Multivariate Gaussian Outlier
Score (CMGOS) (Goldstein, 2014) carries out this
idea further and uses the Mahalanobis distance for
computing the anomaly score. Since k-means clustering is not deterministic, multiple runs might lead
to different anomaly detection results making it hard
to compare the different algorithms. For that reason,
the k-means clustering algorithm was performed 10
times and the most stable result was chosen as a basis
for all the clustering-based algorithms.
All used algorithms are available within an open
source anomaly detection plug-in1 of the RapidMiner (Mierswa et al., 2006) data mining software.
One goal of this implementation is the focus on largescale dataset processing.

3.2

Classification

After utilizing the anomaly detection algorithms on
the training data, our goal is to remove anomalies
1 More

information and download at http://git.io/vnD6n

from the training set and study the effect on the classification results using the test set for evaluation. Our
hypothesis is, that removing strong anomalies should
increase the classification performance.
As already stated in the introduction, our focus is
not to tweak recognition rates, but to gain insight of
the internal structure of the large-scale data. For this
reason, we explicitly chose a classifier being sensitive
to anomalies in order to immediately study their effect. To this end, we choose a one-nearest-neighbor
classifier for evaluation. This has the big advantage
that a single removed outlier might directly influence
the classification result. Of course, we are aware that
using a k-NN approach would be in general much better and more robust with respect to maximizing classification performance.
As a distance measure, the Hamming distance was
used. It is intuitively interpretable and corresponds to
the Euclidean distance on binarized images.

4

EVALUATION

4.1 Dataset
Our large-scale character image dataset comprises in
total 819,725 handwritten digit images, separated randomly into a 614,794 instances for anomaly detection
and training as well as 204,931 instances for the test
set. The size of each character image is 16 × 16 pixel
resulting in a feature vector of 256. The distribution
of the digits is not balanced since the data was pulled
from a real-world environment and the digit “0” occurred approximately three times more often than the
other digits. The data has been binarized and was labeled manually. It is unknown if the labeling is absolutely accurate. Also, the number of different writers
in the dataset is unknown.

4.2 Experimental Setup
First, the unsupervised anomaly detection algorithm
is applied separately on each of the 10 classes in the
training set. This results in 10 different lists with
scores describing the “outlierliness” of each instance.
These lists are then merged together and sorted by the
anomaly score. This ensures that the statistically most
significant anomaly ranks top in this list, regardless
of its class. All nine algorithms presented in Section 3.1 were used for evaluation with the exception
of CBLOF. The reason why CBLOF was excluded is
that it weights the resulting score with the cluster size.
Since the digit “0” occurs more often in the data, all
outliers from this class are ranked first. However, the
265
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unweighted version uCBLOF (Amer and Goldstein,
2012) was used instead. In a second step, the top N
outliers are removed and the performance of the onenearest-neighbor classifier using the reduced training
set is evaluated on the test set. For N, the following
numbers were selected: 4, 8, 16, 32, 64, 128, 256,
512, 600, 1200, 1800, 2400, 3000, 3600, 4200, 4800,
5400 and 6000. The last value for N corresponds to
approximately removing 1% of the training data. The
reason for a more dense evaluation for small N is the
assumption that the classification performance will
increase when removing the most obvious anomalies.

4.3

Anomaly Detection Results

The results of the anomaly detection algorithms cannot directly be evaluated quantitatively due to the fact
that there is no ground truth. Nevertheless, we can
show the top anomalies detected by plotting the images with the highest scores. Figure 1 shows exemplary the top-10 result of the k-NN global anomaly
detection algorithm for all classes. The anomalies are
ordered according to their score with the highest score
on the left column. It can be seen that the anomaly
detection results are reasonable. For the class “8” the
two top anomalies seem to be mislabeled instances.
Also, the top-3 anomalies of the digit “5” might be
worth considering a mislabeling. The results of the
local outlier factor (LOF) algorithm are illustrated in
Figure 2 as a representative of a local anomaly detector. As mentioned in the introduction, global and
local anomalies may differ a lot. It can be seen nicely
that some global anomalies cannot be detected by
LOF, for example for the digit “8”, but for the digits “1”, “2” and “4” new interesting anomalies show
up. The results are also remarkable since it has been
shown that local anomaly detection algorithms tend to
perform worse than global algorithms on large-scale
datasets (Goldstein, 2014).

4.4

Classification Results

First, the results of the unsupervised anomaly detection algorithms were sorted according to their outlier
score. Then, the top N anomalies of that list were removed from the training data and the performance of
the 1-NN classifier was measured. Since the dataset
is very large, removing few instances does not lead
to a huge change in the classification accuracy measured as a percentage. For this reason, absolute numbers were used in the following plots. Please keep in
mind that classification improvement is not our goal
at all, and that the presented insignificant change with
respect to accuracy should only be interpreted as a
266

Figure 1: The top-10 anomalies of the large-scale dataset
for every digit. The results have been computed using the
global k-NN method.

Figure 2: Showing the top-10 anomalies using the LOF algorithm. Some global anomalies are not detected.

trend to answer the question of the effect of outlier
removal. Figure 4 and 5 show the classification results of all algorithms, whereas the latter is a magnified view to verify our hypothesis that removing
the most obvious anomalies should increase recognition performance. The plots also show a baseline,
among which no anomalies are removed as well as
a random strategy when N instances are removed by
chance from the training data.
The results were very astonishing to us. First of
all it can be seen that the performances of the different anomaly detection algorithms differ a lot. While
typically the global k-NN and the LOF deliver good
results on average, the earlier performs very poorly
on our large-scale dataset. The results also show that
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Removed anomalies from training data
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Figure 4: Results of the one-nearest-neighbor classifier after removing the top-N anomalies using nine different unsupervised
anomaly detection algorithms.

anomalies is going to drop recognition performance
if too many of them are removed.
Table 1 shows the percentage of each digit class
among the top-1000 anomalies for each of the evaluated algorithms. Some of the algorithm have a strong
bias to detect anomalies of a specific class, whereas
the digits “0” and “1” seems to have on average more
detected anomalies than the other digits.

5

Figure 3: The 10 most normal digit images of each digit
class for comparison determined using the global k-NN.

INFLO performs best on our dataset being at the same
time the only one improving classification accuracy
in total. Figure 4 also illustrates that local anomaly
detection algorithms perform much better than the
global algorithms (4 lowest curves).
The most important result to us is that we could
not verify our initial hypothesis. Removing anomalies, even only the most prominent ones, does not
guarantee an improvement of classification accuracy.
On the contrary, chances are high that removing

CONCLUSIONS

In this paper we evaluated the effect of removing
intra-class anomalies from a large-scale handwritten
digit dataset. Nine different unsupervised anomaly
detection algorithms have been used in order to cover
a wide range, taking global and local approaches
into account as well as covering all the basic underlying mathematical methodologies. A one-nearestneighbor classifier was then used to evaluate the effect of anomaly removal from the training data with
respect to classification accuracy. The goal was not to
tweak the accuracy but to derive a general statement
about the usefulness of anomaly removal. For smaller
datasets, it was shown previously that outlier removal
is beneficial. Our experiments showed that removing anomalies from large-scale character datasets is in
general not a good idea. Summarizing our results, the
benefit from removing the obvious anomalies is very
low compared to the risk of dropping performance
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Figure 5: Magnified view of Figure 4 showing the effect of the most important anomalies.
Table 1: Outlier class distribution. The percentage of anomalies among the top-1000 for each anomaly detection algorithm.

LOF
k-NN
INFLO
COF
LoOP
HBOS
uCBLOF
CMGOS
LDCOF

0
5.2
3.9
3.8
2.2
15.2
21.7
35.4
28.4
11.4

1
63.0
0.1
71.3
71.9
14.7
6.2
1.1
6.1
53.4

2
5.0
8.1
3.6
4.3
16.3
0.1
3.6
5.2
0.3

3
3.4
9.4
2.4
1.4
7.3
11.4
7.5
8.5
5.7

due to removing too many important instances. When
comparing our anomaly removal with a random removal strategy, it is even possible to state that anomalies are very important for the classification accuracy
and should remain in the large-scale dataset.
However, our experiments additionally showed
that unsupervised anomaly detection algorithms can
be used to manually review the top anomalies – on our
dataset we gained insight about incorrectly labeled instances, found upside-down images as well as images
which can be considered as noise.
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