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Abstract: Video surveillance has been applied to many fields, specifically for detecting suspicious activity in public
places such as shopping malls. As the use of video-surveillance cameras increases, so too does the threat
to individual privacy. Therefore, video-surveillance technologies that protect individual privacy must be im-
plemented. In this study, we propose a scheme in an MPEG2 video-encoding environment that successfully
employs mosaicking, encryption, and restoration of faces captured in videos.

1 INTRODUCTION

Surveillance cameras are installed in various places,
such as street corners, convenience stores, and metro
stations. The main purpose of installing surveillance
cameras is to deter criminals and record criminal ac-
tivity. However, privacy is an issue with surveillance
cameras, particularly because it is unclear how to han-
dle ostensibly private information such as facial iden-
tifications. Thus, we may display surveillance-camera
pictures on television or in newspapers or Internet ar-
ticles, but privacy is typically protected by applying a
mosaic to the faces of bystanders.

In this way, it is often necessary to conceal faces
such that individuals are not identified. Such mask-
ing is typically accomplished with a mosaic (or ‘pix-
elization’ ) applied to privacy-infringing areas of the
surveillance-camera picture. However, it is some-
times desirable for mosaicked areas of the picture
to be restored, if the video is used to investigate
some crime for instance. Therefore, when utilizing
a surveillance-camera picture for some legitimate rea-
son, techniques must be available to restore concealed
faces.

Techniques to conceal private areas are common.
Conventional mosaic techniques can divided into re-
versible and irreversible conversions. Irreversible
conversions take the mean or the median of the tar-
get range and change the target range to the mean
or the median. On the other hand, for reversible
conversions, it is common to change the target-range
pixel location. However, even if a reversible mosaic
is applied beforehand, individuals can nevertheless

be identified, because reversible conversions merely
change the pixel location of the target range. There-
fore, in this paper, we suggest a novel and reversible
mosaic technique that encrypts the image.

Our proposed method encrypts the information
needed to remove a mosaic, and it embeds the en-
crypted information using reversible watermarking
when a mosaic is applied. This method ensures pri-
vacy protection, insofar as only valid users who know
the encryption key can restore a mosaic. Moreover,
upon reversing a mosaic, the image is restored with-
out any deteriorated information.

Watermarking is a technique to embed informa-
tion in a way that cannot be perceived by the user.
Watermarking can be classified into reversible wa-
termarking and irreversible watermarking. With re-
versible watermarking, the content is identical to
the original image when the watermark is removed.
Therefore, reversible watermarking is used for med-
ical imaging, for instance, where the deterioration of
content is unacceptable. Irreversible watermarking,
however, cannot reverse the watermark, even after the
information is extracted.

There have been several methods proposed to
address the issue of privacy in surveillance cam-
eras (Dufaux and Ebrahimi, 2008), (Carrillo et al.,
2009), (Peng et al., 2013), (Li et al., 2009), (Yu and
Babaguchi, 2007), (Saini et al., 2014). In this pa-
per, we propose a new method for protecting privacy,
using reversible watermarking to encrypt information
and a novel mosaic technique.

We implemented the proposed method in order to
meet the following three conditions:
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(1) The picture that is masked by a mosaic is nat-
ural (seamless) and retains as a digital watermark the
information needed to restore the picture.

(2) The embedded information is preserved even
after the video is compressed.

(3) The illegal restoration of the embedded infor-
mation is prohibited, and only an authorized person
can remove a mosaic.

This paper organized as follows. Section 2 ex-
plains the background research. In Section 3, we ex-
plain proposed method. Section 4 presents the exper-
imental results from a simulation, and Section 5 con-
cludes the paper.

2 PRELIMINARY

2.1 MPEG2

MPEG2 is a method to compress digital videos. Once
compressed, the original quality cannot be restored.

2.1.1 Picture Types in MPEG2

With MPEG2 compression, there are three types of
pictures defined: I, P and B.

An example of the MPEG2 frame constitution is
shown in Figure 1.

 

 

1 MPEG2  

I B B P I

Figure 1: Example of the MPEG2 frame constitution.

I-frames: Encoded with a frame of its own, with-
out using information from other frames.

P-frames: Encoded using the forward-motion-
compensated prediction from the preceding I or P
frame.

B-frames: Encoded using bidirectional-motion-
compensated prediction from previous and subse-
quent I or P frames.

In addition, with MPEG2, the frames are not in-
dependent, and compression is performed by a unit of
the frame called the GOP (group of pictures). In this
study, the GOP is composed exclusively of I-frames.

2.1.2 MPEG2 Video Encoding

A block diagram for MPEG2 video encoding is shown
in Figure 2.
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Figure 2: Example of the MPEG2 encoder.

The input image becomes the bit-stream output af-
ter 2D-DCT (two-dimensional discrete cosine trans-
form) processing, quantization, and VLC (variable-
length coding). When a frame must refer to other
frames, such as P-frames for forward prediction, we
perform inverse quantization and inverse 2D-DCT
processing to the preceding frame. After temporarily
restoring a forward frame and converting a predicted
frame to a local decoder, the frame is saved in the Pre-
vious Frame Memory. Next, we compare the previous
frame with the current frame using motion estima-
tion and calculate a motion vector. We then generate
a motion-compensated frame from the motion vector
along with a forward frame . The difference between
the motion-compensated frame and current frame is
calculated to determine the prediction errors. Finally,
we generate a P-frame applying the prediction errors
to 2D-DCT, quantization, and VLC. In our study, we
embed information in watermarks and apply a mosaic
for privacy protection.

2.1.3 MPEG2 Video Decoding

A block diagram for MPEG2 video decoding is shown
in Figure 3.
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Figure 3: Example of the MPEG2 decoder.

The input bit-stream encoded with the MPEG2 en-
coder is decoded by VLC decoding, inverse quanti-
zation, and inverse 2D-DCT processing . In addi-
tion, the motion compensation used for encoding is
selected among the encoding information from the
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encoded area, and a reference signal is obtained af-
ter motion compensation. We generate the decoded
frame by adding the prediction errors formed in the
reference signal and encoding. In our study, we re-
store mosaicked area by adding operations just before
inverse quantization.

2.2 Reversible Watermarking

We employ (Xuan et al., 2007) as a method to embed
information for restoring mosaicked areas.

This approach applies JPEG compression to the
DCT coefficient after quantization, and it embeds re-
versible information in the JPEG images. The qual-
ity of the picture after embedded this information re-
mains high, and this was the main reason for employ-
ing this method. In our study, we applied MPEG-2
compression. Because we secured an embedding do-
main, we must change the range in order to embed the
mosaic information, as shown in Figure 4.

1 2 6 7 15 16 28 29

3 5 8 14 17 27 30 43

4 9 13 18 26 31 42 44

10 12 19 25 32 41 45 54

11 20 24 33 40 46 53 55

21 23 34 39 47 52 56 61

22 35 38 48 51 57 60 62

36 37 49 50 58 59 63 64

1 2 6 7 15 16 28 29

3 5 8 14 17 27 30 43

4 9 13 18 26 31 42 44

10 12 19 25 32 41 45 54

11 20 24 33 40 46 53 55

21 23 34 39 47 52 56 61

22 35 38 48 51 57 60 62

36 37 49 50 58 59 63 64

Approach method Xuan et al.., 2007

Figure 4: Mosaic range.

2.2.1 Basis Theory (Histogram Pairs)

Xuan et al. proposed a method for reversible water-
marking based on the definition of a histogram pair.
We turn now to a brief discussion of this approach.

First, we assume that the DCT coefficients take
x[a,b], where ‘a’ and ‘b’ are the immediately neigh-
boring feature values (b = a+1, a> b, where ‘a’ and
‘b’ are integers). Then, the histogram pair is denoted
as follows: h=[ha,hb], whereha and hb are the fre-
quent feature values in an 8x8 DCT coefficients block,
given that one of the two frequencies is zero. There-
fore, the histogram pair can be applied with the fol-
lowing conditions:

(1) a≥0 and h=[ha,0] (2) a<0 and h=[0,ha]
Furthermore, when the histogram is not zero, then

its original position and the thing that is zero is ex-
panding. Embedding and extracting watermarks pro-
ceeds as follows.

(1) a≥0
� When the bit to embed is ‘1’. Change one fre-

quent in the original position to the expanding posi-
tion.

� When the bit to embed is ‘0’. Nothing.
(2) a<0

� When the bit to embed is ‘1’. Change one fre-
quent in the original position to the expanding posi-
tion.

� When the bit to embed is ‘0’. Nothing.

2.2.2 Histogram Expansion

The histogram is expanded to secure a domain for em-
bedding information. In this section, we describe how
the histogram is expanded. The expansion proceeds
as follows:

�Decide the thresholds T and S.
�If T ≥ 0, add 1 to all the values larger than T.
�If T < 0, subtract 1 from all the values smaller

than T. The following describes how the expansion of
the histogram is inverted.

� If T ≥ 0, subtract 1 from all the values larger
than T.

� If T < 0, add 1 to all the values smaller than T.

2.2.3 Embedding and Extraction

The watermark is embedded and extracted according
to the following algorithm.

[Embedding]
(1) Decide the region for embedding in the 8x8

block.
(2) Decide the thresholds T and S.
(3) Expand the histogram.
(4) Embed the information.
(5) Change the threshold T.
� If T≥0, T changes to -T.
� If T<0, T changes to -T-1.
(6) If the embedding process is incomplete, repeat

Steps (3) through (5). Upon reaching the threshold S,
the embedding process is complete and the histogram
is expanded.

[Extraction]
In order to extract the watermark, the thresh-

old, the embedding region, and the payload must be
known. We begin with the threshold S (i.e., the stop-
ping value).

(1) Extract the information.
(2) Inverse the expansion of the histogram.
(3) Change the threshold T.
� If T≥0, T changes to -T-1.
� If T<0, T changes to -T.
(4) If the extraction is incomplete, Steps (1)

through (3) are repeated.
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3 PROPOSED METHOD

3.1 Proposed Method

With JPEG compression, our proposed method can
remove a mosaic without deteriorating the image.
This is accomplished by embedding the information
that is needed to restore the original image with re-
versible watermarking. In addition, unauthorized re-
constructions of this information are prevented by en-
crypting the information needed for removing a mo-
saic. This ensures that the proposed method protects
against the infringement of privacy. In this study, we
apply MPEG2-style coding (exclusively to I-frames).

3.1.1 Generating the Mosaic

In order to obtain a JPEG image, the following steps
are undertaken.

(1) The original image is divided into 8x8-sized
blocks.

(2) The blocks are transformed using DCT.
(3) Blocks are quantized.
(4) VLC encoding is performed.
After quantization, the NxN blocks around the

discrete cosine component are set to zero. This dis-
torts the image, providing the mosaic. To remove the
mosaic, the original value is set to 0. The method for
generating mosaics is illustrated in Figure 5.

n

n

n

n

mosaic

remove

Figure 5: Generation a mosaic (n=3).

3.1.2 Generating Reversible Mosaics

The method for applying a reversible mosaic is shown
in Figure 6.

Original 

47 2 0

6 0 1

-1 1 0
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surrounding the DC 

coefficient.

Figure 6: Applying a reversible mosaic.

In order to apply a reversible mosaic, the follow-
ing steps are required during the JPEG compression.
An NxN component is stored around the discrete co-
sine component after the image is divided into blocks,
DCT processing, and quantization. The NxN compo-
nents are set to zero, with the exception of the discrete
cosine component. The information is then embedded
and stored as a reversible watermark using the tech-
nique proposed by (Xuan et al., 2007). (Assuming a
watermarked mosaic picture as follows). Finally, the
JPEG-compressed and watermarked mosaic picture is
produced with entropy encoding.

3.1.3 Removing a Reversible Mosaic

Figure 7 illustrates the process for removing a re-
versible mosaic.

Entropy

Decode

I substitute an original 

value before zeroing it

Mosaicked

Restored

n

n

Inv.DCT

Inv.Quantization

Figure 7: Decrypting and restoring a reversible mosaic.

In order to remove a reversible mosaic, the follow-
ing steps are required after the JPEG compression.
First, entropy decoding is performed on the JPEG-
compressed and watermarked mosaic picture. Sec-
ond, the watermark information is extracted using the
technique proposed by (Xuan et al., 2007). Third, the
information that was extracted for an NxN component
and set to zero is substituted, with the exception of
the discrete cosine component. Thus, the mosaic is
removed.

3.1.4 Problem

In large-sized images, this method does not conceal
areas completely, as shown in Figure 8.

N=1,n=5

Figure 8: Insufficiently concealing a private area.

As shown in Figure 9, we use the same values for
multiple blocks in the vicinity of NxN, changing the
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particle size of the mosaic. Thus, it is possible to ap-
ply a mosaic to a large-sized image.

N

N

n

n

Figure 9: Method for applying a mosaic to a large-sized
image.

As shown in Figure 10 , the private are is suffi-
ciently concealed.

N=8,n=5

Figure 10: Mosaic successfully applied to a large-sized im-
age.

3.2 Implementation Approach

We combine the two techniques respectively proposed
in Sections 2 and 3 for implementation, as shown in
Figures 11 and 12.

Original

Face

Detection
Encode, Embed information

Position

Position

Number-of-

face

Pixel

Informatin

Mosaicking

Preserve

Encrypting

Output

Watermarked mosaic

Figure 11: General view of the proposal in terms of apply-
ing mosaics and encryption.
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Pixel
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Figure 12: General view of the proposal in terms of decryp-
tion and restoration.

To realize a reversible mosaic after MPEG2 com-
pression (with a GOP exclusively for I-frames) four

steps are required.
First, the positional information is obtained for the

face using the face-detection technique proposed by
(Bradski, 1998). Second, the number of faces is deter-
mined and the pixel information for these faces is de-
rived based on the positional information. Third, the
positional information for all faces is encrypted, along
with the pixel information and information regarding
the number of faces. Finally, the video is compressed
(using MPEG2 compression), embedding the infor-
mation that was encrypted and generating a reversible
mosaic for the facial areas. The following explains
the steps for removing the reversible mosaic from the
MPEG2-compressed video.

First, the watermark information is extracted and
decrypted. Then, the reversible mosaic is removed
used three types of information (viz., pixel informa-
tion, positional information, and the number of faces).
In this study, we used 128-bit AES (advanced encryp-
tion standard) encryption in CBC (cipher block chain-
ing) mode, applying MPEG2 compression (Hoelzer,
2015).

4 EXPERIMENTAL RESULTS

In this section, we discuss the results from a simula-
tion we conducted to evaluate the proposed method.
We used 352288 CIF (common intermediate format)
sequences in our study.

Still images from some of the original videos used
for the simulation are shown in Figure 13. The exper-
imental results are shown in Figures 14–18. For the
experiment, we used 128-bit AES encryption in CBC
mode, and we set the thresholds T and S at 190 and 0,
respectively. The quality scale was 3.

(a) (b) (c)

(d) (e)

Figure 13: Experimental objects-(a)Akiyo, (b)News,
(c)Pamphlet, (d)Sign-Irene, (e)Silent.

We implemented our proposal in an effort satisfy
the three conditions discussed in the Introduction, as
seen in Figures 14–18. The mosaicked areas in the
image are hidden completely and naturally. Thus, the
first condition is met. Furthermore, we calculated
the PSNR (peak signal-to-noise ratio) and the SSIM
(structural similarity) index for the images from each
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(2) (3)(1)

Figure 14: Akiyo - (1)Original, (2)Watermarked mosaic, (3)
Restored.

(2) (3)(1)

Figure 15: News - (1)Original, (2)Watermarked mosaic, (3)
Restored.

(2) (3)(1)

Figure 16: Pamphlet - (1)Original, (2)Watermarked mosaic,
(3) Restored.

(2) (3)(1)

Figure 17: Sign-irene - (1)Original, (2)Watermarked mo-
saic, (3) Restored.

(2) (3)(1)

Figure 18: Silent - (1)Original, (2)Watermarked mosaic, (3)
Restored.

video. The PSNR was infinity, and the SSIM was 1.
This result shows that the image is reversible. Thus,
these results demonstrate that the proposal meets the
second condition. Finally, the information for restor-
ing the mosaicked area was successfully encrypted,
satisfying the third condition.

5 CONCLUSIONS

In this paper, we described a technique to facilitate
the deterrence of crime with video surveillance while
ensuring privacy protection. In future research, we
shall consider the introduction of variable-length cod-

ing and frames other than I-frames, and we shall aim
to increase the processing speed with a hardware im-
plementation.
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