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Abstract: Password-based Authenticated Key Exchange (PAKE) allows a server to authenticate a user and to establish
a session key shared between the server and the user just by having memorable passwords. In PAKE, con-
ventionally the server is assumed to have the authentication functionality and also provide on-line services
simultaneously. However, in the real-life applications, this may not be the case, and the authentication server
may be separate from on-line service providers. In such a case, there is a problem that a malicious service
provider with no authentication functionality may be able to guess the passwords by interacting with other
participants repeatedly. Abdalla et al. put forward a notion of the server password protection security to deal
with this problem. However, their proposed schemes turned out to be vulnerable to Undetectable On-line
Dictionary Attack (UDonDA). To cope with this situation, we propose the Gateway Threshold PAKE prov-
ably secure against this password guessing attack by also taking the corruption of authentication servers into
consideration.

1 INTRODUCTION There are two cases where conventional PAKE
cannot be deployed. The first case is that there ex-
1.1 Background ists a gateway between a user and an authentication

server as in a global roaming service. The global

Password-based  authenticated  key eXch(,;mgeroaming is a system where a user can receive the

(PAKE) (Bellare et al., 2000; Boyko et al., 2000; Gol- S@me services from_an overseas provider even if_the
dreich et al., 2001; Katz et al., 2001) is a two-party USET iS I.ocated outside service areas of the provider
key exchange allowing users to utilize memorable With which the user has made a contract. For ex-
passwords as secret information, where each pass@MPle, when receiving on-line services via a foreign
word is shared between a user and an authenticatiorPCC€SS Point by using borrowed devices, a user has
server. Conventional authenticated key exchange©nlY to enter the password registered with the user's
protocols based on a public key cryptosystem need domestic provider. In the situation where a gateway
a key whose length is too long to remember. Since C@lléd an access point plays a role of an on-line ser-
users cannot memorize such complicated information VIC€ Provider, PAKE cannotbe deployed in such envi-
without devices, the users are unable to respond tofonments bgcause itis as;umed that an authentication
any incident such as an emergency call unless theS€rVer provides services in PAKE.

users have the devices. On the other hand, users can
rely on PAKE protocols only with a short character
string, and PAKE will also be suitable for cloud
environments where ubiquitous access is important.

The second case is that there exists a malicious
authentication server. Actually, European Network
and Information Security Agency (ENISA) (ENISA,
2009) pointed out that malicious providers could be a
*This work was done at NTT Secure Platform Laboratories. high threat with social influence. Even if a provider
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is honest, vulnerabilities on a system can also causekey of the authentication servers where the corre-
a problem such as Heartbleed in April 2014. In sponding secret key is shared among the authentica-
fact, the vulnerability of OpenSSL can cause a prob- tion servers. Furthermore, in the authentication pro-
lem that the passwords stored in servers are leakedcess, the servers decrypt the encrypted password par-
ENISA pointed out that an adversary can potentially tially and authenticate a user simultaneously without
obtain the passwords of all users without authentica- revealing the password itself.
tion (ENISA, 2014). PAKE cannot defend against We compare the proposed scheme with other ex-
such a threat because a single trusted authenticatioristing GPAKE and GTPAKE schemésAs shown in
server stores all the passwords. Table 1, the computation and communication costs
Abdalla et al. (Abdalla et al., 2005; Abdalla et of our protocol are not better than those of GT-
al., 2008) proposed schemes to solve those problemsPAKE (Abdalla et al., 2005). However, their secu-
Gateway PAKE (GPAKE) is a scheme addressing the rity proof reduces to the non-standard assumptions
first problem and Gateway Threshold PAKE (GT- such as the Password-based Chosen-basis Decisional
PAKE) is a scheme addressing both problems. How- Diffie-Hellman (PCDDH) assumption, which is vul-
ever, their schemes are vulnerable to Undetectablenerable to some attacks (Szydlo, 2006). Even if those
On-line Dictionary Attack (UDonDA) (Ding et al., flawed assumptions hold, their scheme is vulnerable
1995), where an adversary guesses a password in onto UDonDA, which is out of security model. The se-
line transaction and its password guessing attack iscurity of our scheme is proven in the random oracle
not detected by any authentication server. In (Ab- model if the DDH assumption holds. Our scheme tol-
dalla et al., 2008), it is mentioned that the scheme erates the corruption of some authentication servers
can be modified such that the authentication serveras their scheme. Furthermore, while their scheme is
can detect on-line dictionary attacks, but the details of vulnerable to UDonDA, our scheme is.invulnerable to
the modification and its security proof are not given. this attack, although our proof similar to (Wei et al.,
In their schemes, an authentication server returns a2011) is given in the non-concurrent setting, which
message without authenticating users, so the adver-assumes that a new session does not begin until the
sary can make unlimited attempts to guess a pass-previous session is finished.
word. Due to the low entropy of the password, sucha  The organization of the paper is as follows: In
password guessing attack becomes a serious problemSection 2, we introduce some background to under-
Therefore, it is necessary to propose a new schemestand this paper. In Section 3, we define the security

that overcomes UDonDA. model of GTPAKE. In Section 4, we describe the con-
struction of our scheme. In Section 5, we prove the
1.2 Contribution security of the proposed scheme. Finally we make

final remarks in Section 6.

We propose new GTPAKE which has resistance

of UDonDA and the corruption of authentication

servers. We prove the security of our GTPAKE 2 PRELIMINARIES

under standard assumptions in the random oracle

model. The proposed scheme has the stronger secuWe show the notation and the security assumption
rity against a malicious provider compared with ex- used in this paper.

isting schemes, and a global roaming service used

for users regardless of places and devices is EXpECte(Notat'

as an application. Our scheme is an instantiation of lon.
GTPAKE, and the generalization of GPAKE and GT-
PAKE is left as future work.

A naive extension of GPAKE does not lead to
GTPAKE with the property described in Section 1.1.
The reason is as follows: If one authentication server
holds plain passwords as in GPAKE, the server can
just compare the received password with the corre-
sponding plain password. However, as stored pass-
words should be hidden from authentication servers
in GTPAKE, the authentication servers cannot eas- 2, the comparison here, we focus only on the schemes
ily verify logins of users. To overcome this prob-  with security proofs, and the discussion about the schemes
lem, we encrypt the stored passwords by a public without security proofs can be found in (Wei et al., 2011).

We use the following notations through-
out this paper. We denote &4 a set{0,1,...,q—1}.

X < Arepresents thatis chosen uniformly at random
from a setA. Letg be a generator of subgroup of
order p overZq anda || b be a concatenation of el-
ementsa andb, which is able to be divided into the
original elements. We denote H, 1}¥ a set of all
binary strings of lengthk. Especially{0,1}* means a
set of all binary strings of arbitrary length. A function
negl is negligibleif and only if for every positive inte-
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Table 1: Comparison of the existing GPAKE and GTPAKE schemes

[ Protocols | User | Gateway | Server | Message| Assumption] Model [ Threshold] UDonDA |
ACFPO5a 2e 2e 2e 4 PCDDH ROM NO NO
ACFPO5b 2e 2e (13n+18)e 3n+4 PCDDH ROM YES NO
WMZ11 3e 2e 2e 6 DDH ROM NO YES
WZM12 5e+E 2e 5e+E 6 DDH Standard NO YES
WZM13 3e 2e 2e 9 CDH ROM NO YES
Ours 4e 2e (2 +19n+11)e | 4n411 DDH ROM YES YES

ACFPO05a corresponds to GPAKE in (Abdalla et al., 2005). ACFBO&orresponds to GTPAKE in (Abdalla et al., 2005).
WMZ11 corresponds to GPAKE in (Wei et al., 2011). WZM12 cepends to GPAKE in (Wei et al., 2012) and its computa-
tional costs are recalculated by us here. WZM13 corresptm@4#AKE in (Wei et al., 2013). The computational costs for a
user, gateway, and each authentication server are estinatee User, Gateway, and Server columns, respectivelyustea
modular exponentiation denoted & because a modular exponentiation is the most expensivguetation and E” means

a cost of a public key encryption. For the sake of simpligitguthentication servers participate in the authenticgtivase.

In the Message column, the number of communications is slaowinwe evaluate a broadcast to all authentication servers as
n communication costs. In the Assumption column, a hardressaption is shown. In'the Model column, the random oracle
model or the standard model is shown. In the Threshold calufis shown whether a protocol tolerates the corruptions
of authentication servers. In the UDonDA column, it is shomimether a protocol can detect malicious login attempts for
guessing the passwords of users.

gercthere exists an integdrsuch thahegl(x) < 1/x° |PrA(g, 0?0, 0®) = 1] — Prl4(g,0?, ¢, %) = 1]| is

for anyx > N. negligible for any probabilistic polynomial time algo-
We represent a user a$ € U, a gateway as rithm A with respect to a security parameker

G € G and thei-th authentication server & € §

fori=1,....,nwhere?, G, ands are the set of all

users, gateways, and authentication servers, respec3 SECURITY MODEL
tively. Especially, we denote bl any participant in

the set of all participant® (= UU G US). We call e describe the system model and security definitions
one representative of the authentication servers thaty GTPAKE, which is a protocol which allows a legit-
communicates with a gateway a combi@whose  jmate user to establish a session key with a gateway
index is contained in the qualified index det The  yjth the help of multiple authentication servers. At
size ofL is not less than threshotd the time of authentication, a user cannot directly com-

municate with an authentication server. Although the
communication channel between a user and a gate-
way is insecure and under the control of an adversary,
the channel between a gateway and a combiner is au-
Definition 1. (Computational Diffie-Hellman thenticated and the channel between the authentica-
(CDH) Assumption.) We define the Computational tion servers is secure. When an authentication process
Diffie-Hellman (CDH) problem as the problem of for a user (say, Used) is being processed, another
computing g® from given (g,¢%,¢°) where g is  |ogin attempt from the same user (i.e., UAgis sus-

a generator chosen at random from groépand pended until the preceding authentication process is
(a,b) + Z3. We say the CDH assumption holds@ finished. We assume a static adversary that corrupts
if the advantage in solving the CDH problem defined the set of less than the threshold authentication servers

as AdviPH(k) = P{4(g,g% ¢°) = g is negligible  pefore the protocol is executed.

for any probabilistic polynomial time algorithni

with respect to a security parameter 3.1 System Model

Definition 2. (Decisional Diffie-Hellman (DDH) . .
Assumption) We define the Decisional Diffie- 1he proposed scheme consists of the following three
Hellman (DDH) problem as the problem of dis- Sub-protocols.

Security Assumption. The following security as-
sumptions are well-known;

tinguishing the distribution of(g,g?,g¢°,¢®) and e Init. Given the security parameter and the setup
(9,0%,9° ¢°) whereg is a generator chosen at ran- parameters, public parameteparams are out-
dom from groupG and (a,b,c) « Z3. We say putted. Although we assume a trusted dealer dis-
the DDH assumption holds i@ if the advantage in tributing some parameters for simplicity, authenti-
solving the DDH problem defined a@&dngH(K) = cation servers themselves can publish parameters
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by using the technique of the distributed key gen- the threshold authentication servers into considera-
eration (Gennaro et al., 2007). If the numbers of tion.
authentication servers are modified, this protocol

phase is executed again e Resistance to leakage of internal information to

servers (LIS). The adversary cannot distinguish a
real session key from a random session key and
cannot guess a password even if the adversary ob-
tains internal information of some authentication
servers.

e Regi. A user registers his password with authenti-
cation servers. If all authentication servers cannot
register the password successfully, then outputs an
error symboll.

e Auth. The qualified servers the number of which
is not less than the threshold authenticate a user.3.3 Oracles
If the user and a gateway can establish the same
session key while passing the authentication suc-We show the necessary oracles to define the stronger
cessfully, then outputs a session lskyotherwise  security model than that of GTPAKE (Abdalla et al.,
outputsreject. 2005). ~To distinguish the session between partici-
pants, the-th instance for participarn® is denoted
by PO, Letu®, g), ck, ands(k) be instances of
a user, a gateway, a combiner, anditile authentica-
We describe the security requirements for GTPAKE. tion server, respectively. The instance of these oracles
The technical details of reflecting these requirements defined here reflects the state during the progress of
the protocol.

3.2 Security Requirements

are given in Definitions 4 and 6.

Existing Security Requirements. The security re-
quirements for GPAKE are as follows (due to Wei et used in existing GPAKE are as follows:
al. (Wei et al., 2011)):

Known-Key Security (KS). The adversary can-
not distinguish a real session key from a random
session key even if the adversary obtains other
session keys.

Forward Secrecy (FS).The established session
key before the adversary obtains the static keys
of the user including passwords are still indistin-
guishable from a random session key.

Resistance to Basic Impersonation (Bl)The ad-
versary cannot impersonate a legitimate user un-
less the adversary obtains the password of the
user.

Resistance to Off-line Dictionary Attack
(offDA). The adversary acting as a malicious
gateway cannot guess a password by verifying its
guess in the off-line manner.

Resistance to Undetectable On-line Dictionary
Attack (UDonDA). The adversary acting as a ma-
licious gateway cannot guess a password by veri-
fying its guess in the on-line manner without be-
ing detected by honest participants.

New Security Requirement. We add a security re-
quirement necessary for the threshold setting. In
GPAKE, an authentication server potentially acts only - hesenduser andsendServer oracles interacts with an ad-

as a passive adversary, but in GTPAKE, we need to versary acting as a gateway, thendGateway oracle inter-
take an active adversary corrupting a set of less than acts with an adversary acting as a user and a combiner.
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Existing Oracles (Wei et al., 2011). These oracles

o Execute(U ) G, c). This query models pas-

sive attacks. The output of this query consists of
the message exchanged during the honest execu-
tion in the protocol among (), G, andC®.

SendUser(U ), m). This query models active at-
tacks against a user instanoé).3 The output

of this query consists of the message the user in-
stanceJ ) would generate on receipt of message
m.

SendGateway(G)), m). This query models active
attacks against a gateway insta@$€’.3 The out-

put of this query consists of the message the gate-
way instanceG!) would generate on receipt of
messagen.

SendServer(CK) m). This query models active
attacks against a combiner instar€® .3 The
output of this query consists of the message the
combiner instanc€¥ would generate on receipt
of messagen.

e SessionKeyReveal(P()). This query models mis-

uses of session keys which are the intermediate

3 This oracle halts if an adversary asks the oracle in the
invalid order or the counter of incorrect login attempts ex-
ceeds the predetermined limit. The states of the oracle for
an adversary in the same session are preserved. Although
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result calculated from ephemeral keys. If the ses-
sion key for the instance of participaRt) is not
defined, then return.. Otherwise, return the ses-
sion key forP().

StatickeyReveal(P). This query models leakage
of the static secrets of participat If P is a user,
then return the password. Ffis a gateway, then
return secret keys for authenticated channels. If
P is an authentication server, then return the en-
crypted passwords for all users, the share of a se-
cret key, and other secret keys for authenticated
and secure channels.

EphemeralKeyReveal(P()). This query models

SID is an identifier to determine a session uniquely
and the PID is an instance considered to share a ses-
sion key.

Definition 3. (Partnering (Abdalla et al., 2005).) A

userU ) and a gatewag!!) are partnered if the fol-

lowing conditions hold.

1. U andG\) are accepted.

2. UM andGUY have the same SID.

3. The PID oU® is G and the PID of3()) isU (),

4. N(o_)other instances have the same PIJ&f or
GW,

For the security of session keys, an adversary can

leakage of the ephemeral keys used by instance@sk theTest oracle once against faesh participant.

P0). The output of this query consists of the
ephemeral keys oP() such as chosen random
numbers.

EstablishParty(U, pwy ). This query models that
an adversary registers a passwoud, on behalf
ofausel). The users against whom the adversary
has not ask this query are callronest.

Test(P()). This query models the indistinguisha-
bility of the session key oP{). At the beginning

of an experiment the challenge biis chosen. If
the session key fdP() is not defined, then return
L. Otherwise, return session key Bf) if b= 1

or arandom key of the same sizévi= 0. The ad-
versary can ask this query only once at any time
during the experiment.

TestPassword(U, pw(;). This query models se-
crecy of the password held by an honest uger

If the guessed passwoply; equals the registered
passwordwy , then return 1. Otherwise, return 0.
The adversary can ask this query only once at any
time during the experiment.

Added Oracles. We add a new oracle to adapt to
the threshold setting where an adversary can obtain
internal information of authentication servers by cor-
ruption.

e Corrupt(S). This query models intrusion into au-
thentication servers. By asking the query at the
beginning of the protocol, the adversary can take
full control of an authentication servé&.

3.4 Security Definitions

We describe the security definitions of GTPAKE. The
definitions here are similar to GPAKE, but the method
of dealing with authentication servers is different.
The Session ID (SID) and Partner ID (PID) are used to
define a partner sharing the session key in PAKE. The

In the following definition, the adversary is restricted
such that the adversary cannot ask queries that break
the security of the protocol trivially.

Definition 4. (Freshness in Session Key Securily.
A userU () and a partnered gatew&f) arefresh if
the user is honest and none of the following condi-
tions hold.
1. The adversary askSessionKeyReveal(U") or
SessionKeyReveal(G(1)).
2. The adversary asléphemeralkeyReveal(U ")) or
EphemeralKeyReveal(G())).
3. The adversary asksendServer(C),m) and ei-
ther queries.
(a) StatickeyReveal(G).
(b) StatickeyReveal(C).
4. The adversary asksSendUser(U(),m)
SendGateway(G!), m) and either queries.
(a) StatickeyReveal(U).
(b) EphemeralkeyReveal(U () in any instancé.
(c) Corrupt(S) for not less thart authentication
servers.

or

In the game to prove the security of session keys,
an adversary is allowed to ask theecute, SendUser,
SendGateway, SendServer, SessionKeyReveal, Stat-
ickeyReveal, EphemeralKeyReveal, Corrupt, Estab-
lishParty, andTest oracles. The list of participants is
given to an adversary at the beginning of the experi-
ment. In this situation, we defiruccS*®as the event
that an adversary succeeds in guessing a challenge bit
b in theTest oracle.

Capturing Security Properties of Session Keys.
As described in the condition 1 of Definition 4, KS
is reflected by allowing an adversary to obtain session
keys in the non-target session. As described in the
condition 2, LIS is reflected by allowing an adversary
to obtain internal information of some authentication
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servers and by prohibiting the adversary from obtain- Definition 7. ((7,% )-Password Protection Secu-
ing ephemeral keys of users and gateways in the targetity. ) In a GTPAKE protocolZ, an advantage of an
session. As described in the condition 3, FS is re- adversary4 for the (7, % )-password protection se-
flected by allowing an adversary to obtain static keys curity is defined as

of the users and by prohibiting the adversary from ob- s

taining static keys of partnered gateways and the com- Advi’?@(’q) = PrlSuec™,

biner. As described in the condition 4, Bl is reflected where the password is chosen at random from a dic-
by allowing an adversary to ask queries in the non- tionary » whose size is denoted &®|. A max ad-
target session and by prohibiting the adversary from yantage with at most a timg and a resourc&_ is

obtaining the password of the target user.

Definition 5. (Session Key Security.In a GTPAKE
protocol £, an advantage of an adversafyfor the
session key security is defined as

AdVI(4) = |PriSucc®*s — 1/2|.

The session key security meets the equation

AdvSKS(4) < negl(k) for any probabilistic polynomial
time adversaries whereis a security parameter.

For the security of passwords, an adversary can

ask theTestPassword oracle once againstfeesh pass-
word.

Definition 6. (Freshness in Password Protection
Security.)) A password of a useéy is fresh if the user

is honest and an adversary does not ask the following

queries.
1. StatickeyReveal(U).

2. EphemeralkeyReveal(U ) in any instance.

3. Corrupt(S) for not less thant authentication
servers.

In the game to prove the security of pass-
words, an adversary is allowed to ask tendUser,
SendServer, SessionKeyReveal, StaticKeyReveal,
EphemeralKeyReveal, EstablishParty, Corrupt, and
TestPassword oracles. The list of participants is given
to an adversary at the beginning of the experiment. In
this situation, we defin8uccPPs as the event that an
adversary succeeds in guessing the passwardin
the TestPassword oracle.

Capturing Security Properties of Passwords. As
described in Definition 6, UDonDA is reflected by al-
lowing an adversary to ask tt&endUser and Send-
Server oracles until the number of incorrect login at-

defined as
AVPL(T,R) = mﬂax{Adv‘;f’;(ﬂ)}.

The (7,R)-password protection security meets
the equationAdvi’s,(7,R) < (dsnd + 1)/|D| +
negl(k) for any probabilistic polynomial time adver-
saries wheréseng (< | D)) is the number of queries to
the SendUser or SendServer oracles and is a secu-
rity parameter.

4 OUR PROPOSED SCHEME

4.1 How to Construct GTPAKE

We describe the problems and give an intuitive ex-
planation of our construction. As described in Sec-
tion 1.2, itis difficult to convert GPAKE of Wei et al.
(which is secure against UDonDA) into GTPAKE in

a naive way. In addition, it seems difficult to make
GTPAKE of Abdalla et al. secure against UDonDA.
In their scheme, it is impossible for an authentica-
tion server to terminate the protocol when an incor-
rect login attempt is made because the message made
by an honest user is indistinguishable from that by
the adversary. In the proposed scheme, it is possible
for authentication servers to compute the result while
keeping a password secret by realizing decryption and
randomization simultaneously. We also use a zero
knowledge proof in communication among authenti-
cation servers to prevent an adversary from showing
incorrect shares.

4.2 Overview of our Scheme

tempts does not exceed the predetermined limit. Also We describe the flow of our proposed scheme. First,

offDA is reflected by allowing an adversary to ob-
tain internal information such as ephemeral or static

a trusted dealer generates some public system pa-
rameters such as the public kel of authentication

keys of the non-target users and a set of less than theservers. Second, a user registers the EIGamal encryp-
threshold corrupted authentication servers. The cor-tion (PW- pk¥,g¥) with the hash valuBW of his pass-

rupted combiner can disturb the communication be-

word pw and a random number. Third, the user

tween a user and honest authentication servers, busendsy’/PW to authentication servers via a gateway

cannot obtain information about the password of the
user.
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among authentication servers, a combiner segftls

and sendsc, z) to the verifier. The verifier checks the

to the user. The user and authentication servers ver-equatiorc =Ho(q || 91 || g2 || X1 || X2 || 95 /%5 || 95/%5)-

ify the validity of H(g"") with each other. The user
sendgy* to the gateway whereis a random number.
The gateway sendy to the user whergis a random
number. Finally, a session key(g"¥) is established
between the user and the gateway.

4.3 Construction

Third, we describe the authentication process

composed of twelve steps as below.

Auth. If a processing request has come in the invalid
order, the request is recorded as an incorrect login at-
tempt and the protocol terminates. When the counter
of incorrect login attempts exceeds the predetermined
limit, a processing request from the gateway to a user
or authentication servers is rejected.

We show our proposed scheme based on the systenpteP 1. A userU computes W, = Hy(U || pwy) by
model defined in Section 3.1. A perspective of the USing his passworgwy. U chooses < Zq and com-
proposed scheme is shown in Figure 1. First, we de- PUtesR” = g'/PWy. U sendgU, R) to a gateways.
scribe the initialization process as below. Step 2.The gateways sendgU, G, R") to a combiner

Init. Let p be a prime whose bit length is the given C

security parameted andq be a large prime dividing
p— 1. Let us denote a generator of subgréupf or-
dergoverZp by g. The hash functiondp : {0,1}* —
Zq, Hi: {0, 1}* — G, ande,Hg . {O, 1}* v {O, 1}K

Step 3. The combinerC publishes(U,G,R*) to
all authentication servers. The authentication server
S generates two polynomialg(z) = bjo + bi1z+
--4big 1271 modqandg/(z) = b o+ bl 2+ +

are chosen. A trusted dealer computes the param-bf, ,7~* modq where (b, biy) < Z3 for k =

eters as follows: The trusted dealer computes an-

other random generatdr (# g) and a public key
pk = g° of a secret keys < Zq for the EIGamal en-
cryption. The trusted dealer choosas+ Zq for
k=1,...,t—1wheret is a given threshold value and
generates a polynomié(z) = s+a;z+---+ a2 1
modqg. The trusted dealer sends a share= f(i)
modq to each authentication servEr via a secure
channel and publisheg® modp among the authen-

tication servers. Finally, the public system param-

eters params = (p,q,G,g,h, pk,Ho,H1,Hz2,H3) are
outputted.

,...,t —1. S broadcast$ x = g®<hx modp for
k=0,....,t—1and sendsj=gi(j) modg,w ;=
gi(j) modqto §j for j =1,...,n. Sj checks the
equationg™ih"i = ML= (B ) fori=1,...,n. If
the confirmation does not hold for indéxS; pub-
lishes a complaintagainSt An authentication server
receiving not less than the threshaldomplaints is
marked as disqualifieds receiving a complaint from
Sj publishesw; j,w; ; satisfying the confirmation. An
authentication server publishing the complaint with
values satisfying the confirmation is also marked as

Second, we describe the registration process as bedisqualified. According to the index sktof not less

low.

Regi. A new user chooses a passwgngy at random
from a dictionaryD and compute®W; = Hy(U ||
pwy) by using his identificatiold. After generat-
ing the ElIGamal encryptioBnc(pwy ) = (PW, - pk¥
modp,g’ modp) wherev < Zq, the user sends

than the threshold non-disqualified authentication
servers S whose index is included ih computes as
follows: § computesw = ¥ jc Wji and broadcasts
Ak =gPk fork=0,....t —1. Sj checks the equa-
tion g™ = L5 (A k)1 for i € L. If the confirmation

does not hold for index, S; publishes a complaint.

(U,Enc(pwy )) to the authentication servers. This in-  OtherwiseS§ computesw = Mict Aio.  Using the
formation is stored in all authentication servers as the encrypted passworlnc(pwy) = (E1,Ez) = (PW, -

encryption of the password for the udgr If any
problems occur, then an error symhois outputted.

We use the non-interactive zero-knowledge proof

pk,g"), S broadcast§; = (E1-R)%, Fpj = E)'
and proofs EDLog(El,R*@(FlJ, MieL HL;%(Aj,k)ik),

_ ik
of equality of discrete logarithm as the building block EPLOY(E, ) (Fi: [TjeL Mico(Ajk)")- After § checks

in a similar manner to Abdalla’'s GTPAKE (Abdalla

the proofsC sendqU,C,W) to G.

et al., 2005). We describe the proof system between Step 4.The gateways sendgG,C,W) toU.
a prover and a verifier as follows: The two generators Step 5. The userU computesK; = W' anda =

(91,92) over a grouffs are given and IeEDLog(ngz)

be the language pai(g;,x;) € G? where there exists
a random numbex € Zq such thaix; = g} andx, =
g5. The prover chooses«— Zg and computeg; = g’l’
andy, = gj. After computinge=Ho(q | g1 || g2 || X1 |
X2 || y1 || ¥2), the prover computes= xc+y modq

Hz2(U | G || C || R* || W || K1). U choosesgx,d) « Z2
and computeX = g“ and a commitmer@om= g®hd.
U sendqU, X,Com) to G.

Step 6.The gateways sendgU,Com) to C.

Step 7.The combineC broadcast$U,Com) among
S whose index is included in the sét S com-
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putesF1 = [MicL Fl}‘,i””i and R = [icL FZ}:iL’O‘i where

ALij = MikeLnkzjy (i —K)/(j —K) is a Lagrange co-

efficient. S broadcastsTy; = F2S4 and a proof

EDLOg(F, g) (T2i,0%). After checking the proofS
L,0,i

computesK; = Fl/ﬂieLTz)ti' S computesa’ =
H2(U || G||C|| R || W || K1). CsendqU,a’) to G.
Step 8. The gatewayG choosesy +— Zq and com-
putesY = @¥. G computeK, = XY and an authenti-
catorAuth' =Hy(U || G||C || X || Y || K2). G sends
(Y,o, Auth’) toU.

Step 9.The uset) checks the validity ofi’ by using
a. U computesK, = Y* and checks the validity of
Auth’ by usingKs. If one of the two confirmations is
false, the user increments the counter of incorrect lo-
gin attempts foG, reject is outputted, and the proto-
col is terminated. OtherwiseU computes a session
keysk=Hz(U ||G||C|| X || Y || K2) and send$U,d)
to G.

Step 10.The gateways sendgU,d) toC.

Step 11. The combinelC broadcastgU,d) among
S whose index is included in the et S checks the
validity of Comby usingd anda’. If one of the confir-

mations is false, the authentication server increments

the counter of incorrect login attempts fdr reject is
outputted, and the combiner sends failure) to G
where failure means that the authentication process
failed. Otherwise, the combiner sen(ds, success) to

G wheresuccess means that the authentication pro-
cess succeeded.

Step 12. The gatewayG computes a session key
sk=H3U ||G||C| X || Y] K2) andsk is outputted

if success is received. Otherwise (i.efailure is re-
ceived), the session is rejected.

Remark. We explain the reason why the proposed

valued until the password satisfying this equation
(that is the correct password) is detected.

5 SECURITY ANALYSIS

5.1 Session Key Security

We prove the security of the session key in the pro-
posed scheme under the CDH assumption in the ran-
dom oracle model.

Theorem 1. (Session Key Security. Let £ be our
GTPAKE protocol and4 be a probabilistic polyno-
mial time adversary that corrupts at mbst1 authen-
tication servers in advance whete- 1) < n/2. Then
the advantage ofl for the session key security in
is

AdvSK(7) < qao * qﬁl + (Gere + Geena)? qﬁz - qas
L = 29 2k+1
+0ece (OHy + GHs) - AdVZPH (K) + @,

where OH,,0H,,0H,,0H, are the numbers of hash
queries to the oraclesly,Hy,Ho,Hs, respectively,
Oexe IS the number of queries to thexecute oracle
andgseng is the number of queries to tt&endUser,
SendGateway, andSendServer oracles.

Proof. We defineSuccSsin Gamen asSuccs®s.

Game 0. This experiment corresponds to a real at-
tack by the adversary in the random oracle model. By
Definition 5, and we have

AdvSK(4) = |Pr{Succy — 1/2|.

scheme uses the commitment scheme in Step 5 al-Game 1. In this experiment, we simulate the hash

though it seems unnecessary. If a user sermdgth X
in Step 5 without hidingx, a malicious gateway can

functions and the oracle defined in Section 3.3. We
simulate the random oracléty, Hi, Hz, andHz by

guess the password of a target user with a combina-maintaining hash listo, A1, A2, andAs as follows:

tion of the on-line dictionary attack and the off-line
dictionary attack as follows: First, the active adver-
sary chooses the random numbes Zq and sends
(G,C,g") to the user and obtairts We note that this
attack in the on-line manner is detected eventually by

honest authentication servers. Second, the passive ad-¢

versary chooses a passwd™ and checks whether

Ho(U |G| C||R* || g7 | (R*-PW)W) equals the hash

4An honest user also counts the number of the login failures
if the login attempt failed although a correct password was
used, and will report that the gateway is corrupted if the
counter exceeds the predetermined limit. This is because
the corrupted gateway can cause such login failures.
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e On a hash querfHp(m), if there already exists
a record(m,r), then we returrr; Otherwise, we
chooser < Zgq, add the recordm,r) in the hash
list Ag, and returrr;

On a hash queri(m), if there already exists
a record(m,r), then we returrr; Otherwise, we
chooser + G, add the recordm,r) in the hash
list A1, and returrr;

e On a hash querdz(m) (resp. Hz(m)), if there
already exists a recorfin,r), then we returrr;
Otherwise, we choose«+ {0,1}¥, add the record
(m,r) in the hash list\, (resp.A3) and returrr;
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User U Gateway G Server S;
PW = Hy(U |l pw) S; broadcasts A, = gPix fork = 0,-,t — 1
re1 (Msg1) (Msg2) and sends w; ; = b;g + by1j + -+ + b r—1j"!
y U,R* U,G,R" = Dio b, :
R*=g"/PW ’ > P > Sj checks the validity of 4; ;. by using w;
S; computes a share w; = Y w;; of w = Y w;
(Msg4) (Msg3) and broadcasts F; ; = (E; - R*)i, Fp; = E,™!
K,=WrT G,C,W u,c,w S; computes W = [] 4;, in the qualified set L
a=H,(UIGICIR IWIEK) < <
2
(x, d))( - ZZ (Msg5) (Msg6) . )
= L,0,0 L,0,i
Com = g"‘id U,X,Com U,Com S; computes F; = HFl’isi =11 Fy,;
S; broadcasts T,; = F, ~ and a proof
ALoji
(Msg8) y I (|V|587)I S computes Ky = Fy /TIT,;
Y mu Y =g Ua anda' = Hy(U Il G| CIIR* I W Il Ky)
a=a &— Ky =XV
K,=Y* Auth' = Hy(UIIGICI XY I K)
Auth’ =" HyUIGICIX Y 1 Ky) (M58 (Meg10)
sk=H;(UIGICIXIYI K) 4 > a > i checks the validity of Com by using d
(Msg11)
U, succ/fail
sk=Hs(UIGICIXIYIK,) <&——

Figure 1: Overview of the proposed scheme.

For the simulation in the later games, we also pre-
pare the hash functiond; and H; by maintaining
hash lists\;, andA.

The Execute, SendUser, SendGateway, Send-
Server, SessionKeyReveal, StaticKeyReveal,
EphemeralKeyReveal, EstablishParty,  Corrupt,
andTest oracles can be simulated as below.

e On aquensendUser(U() ), we proceed as fol-
lows:
If a query StatickeyReveal(U) or Ephemer-
alkeyReveal(U()) in any instance or a query
Corrupt(S) for not less thant authentication
servers has been asked by the adversafy igra
member of invalid gateways for which the counter
of incorrect login attempts exceeds the predeter-
mined limit or a processing request has come in
the invalid order, we increment the counter of in-
correct login attempts, then do nothing.

1. On a quensenduser(U ") starh, we proceed
as follows:PWy =H1(U || pwy ); r +— Zg; R* =
g"'/PWy; then returnU, R*);

2. On a quengendUser(U (), (G,C,W)), we pro-
ceed as follows:K; = W"; o = Hy(U || G|
C|[R W Ky); (x,d) + Z3; X = g"; Com=
g®h?; then returnU, X, Com);

3. On a quensenduser(U®, (Y,a’, Auth’)), we
proceed as follows: We check the validity of
a’; Ko = Y*; We check the validity ofauth’;

If one of the two confirmations is false, we in-
crement the counter of incorrect login attempts
for G and returrabort; Otherwisesk = Hz(U ||
G|C|I XY || K2); then returnU,d);

e On a querySendServer(C¥, ), we proceed as

follows:

If 'a query StatickeyReveal(G) or StaticKeyRe-
veal(C) has been asked by the adversaryJois

a member of invalid users for which the counter
of incorrect login attempts exceeds the predeter-
mined limit or a processing request has come in
the invalid order, we increment the counter of in-
correctlogin attempts, then do nothing. In the fol-
lowing queries, an adversary does the process on
behalf of the corrupted authentication ser8gr

1. On a querySendServer(CK (U,G,R")), we
proceed as follows: The uncorrupted authenti-
cation servel§ broadcast®; x = gbtkhbi'?k and
sendswi j = gi(j),W,; = gi(j) secretly to the
authentication serves; corrupted by an adver-
sary; S checks the validity ofv;;,wj; by us-
ing Bjk; § computes a share; = Y jc Wi
and broadcast4; x = gbi,k; S checks the valid-
ity of Ajx by usingw;; § broadcasts; =
(E1-R )™, Fj = E," and proofsS checks the
proofs and computed/ = ;< Aio; then re-
turn (U,C,W);

2. On a querySendServer(C¥, (U,Com)), we

proceed as follows: The uncorrupted authen-

L o
tication server§ computesFy = (i, Fy ™

and R = [icL Fz}fiL'o‘i; S broadcastd,; = F,

and a proofS checks the proof and computes
AL

Ki=Fi/Mie T,y ™' S computest’ = Ha(U |

G|IC| R ||W | Kz); then returnU,a’);

3. On a quenysendServer(CK, (U, d)), we pro-
ceed as follows: The uncorrupted authentica-
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tion serverS checks the validity ofCom; If

one of the confirmations is false, we incre-
ment the counter of incorrect login attempts for

U and return(U, failure); Otherwise, return
(U, success);

On a quengendGateway(G'/), %), we proceed as
follows:

If a query StatickeyReveal(U) or Ephemer-
alkeyReveal(U()) in any instance or a query
Corrupt(S) for not less thant authentication

servers has been asked by the adversary or a pro-
cessing request has come in the invalid order, then

do nothing.

1. On a querySendGateway(G'), (U,R¥)), then
return(U, G, R");

2. On a query SendGateway(GU, (U,C,W)),
then return(G,C,W);

3. On a querySendGateway(G!), (U,X,Com)),
then returnU,Com);

4. On a querySendGateway(G!) (U a)), y
Zq; Y =@ Kg =XV  Auth" = H(U (G C |
X ||Y || K2); then return(Y,a’, Auth’);

5. On a querySendGateway(G'), (U,d)), then
return(U,d);

6. On a querySendGateway(GU), (U, success/
failure)), If successis receivedsk = Hz(U ||
G|IC|| XY || Kg); If failureis received, then
do nothing;

e On a quenyExecute(U®, G c), we proceed
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as follows:

(U,R) SendUser(U' ,starb; (U, G,R)
SendGateway( D (U,R));(U,C,W)
SendServer(C¥ (U G,R)); (G,C,W)
SendGateway(G}), (U,C,W)); (U,X,Com)
SendUser(U ), (G,C,W)); (U,Com)
SendGateway(G}), (U, X,Com)); (U,a’)
SendServer(CK, (U,Com)); (Y, o, Auth’)
SendGateway(G\/), (U,a’)); (U, d)
SendUser(U ) (Y,a’, Auth)); (U, d)
SendGateway(G}), (U,d)); (U, success/ failure)
+ SendServer(C, (U, d)); SendGateway

(GU), (U, success/ failure)); then return
(U,G,C,R"W,X,Y,a,d’,

Auth, Auth’, Com, d, success/ failure);

On a querySessionKeyReveal(P')), we proceed
as follows:

If the session keysk is defined for the user or the
gateway instance(!) then returrsk, else returnL;
On a queryStatickeyReveal(P), we proceed as
follows:

TTTTTTTTT

If Pis a uselJ, then return the registered pass-
word pwy; If P is a gatewayG, then return

a secret key for authenticated channels between
the gateway and authentication serversPlis

an authentication serves, then return the en-
crypted passwordnc(pw) = (PW - pk¥,g") for

all users, the sharg of the secret key folP,

the published parametgf for all authentication
servers, and other secret keys for authenticated
channels between the authentication server and a
gateway and secure channels among authentica-
tion servers; else return;

¢ On a queryEphemeralkeyReveal(P()), we pro-
ceed as follows:
If there are already the ephemeral keys generated
by the instanceP(l, then return the ephemeral
keys, else returr;

e On a quenCorrupt(S), we proceed as follows:
We return all the information obtained by the
authentication servel§ such as static keys,
ephemeral keys, and all the intermediate values of
the computation ir§.

e On a queryEstablishParty(U, pwy ), we proceed
as follows:
If there is already a us&s, then do nothing, else
establish a new usér with the passworghwy ;

e On aqueryrest(U®"), we proceed as follows:
sk < SessionKeyReveal(P1)); if sk = L, then re-

turn L; elseb < {0,1}; if b=1thensk’ = sk else
K« {0,1}%; then returrsk’;

This experiment is perfectly indistinguishable from
the previous experiment, and we have

PriSuccs Y = Pr{Succ .

Game 2. We halt this experiment when the collision
on the outputs of the hash oracles and the transcripts
occurs. We set the number of queries to the hash ora-
cleH; asgy, fori =0,1,2,3, that to theExecute oracle
asee and that to thesendUser, SendGateway, and
SendServer oracles ajseng- By the birthday paradox,
and we have

|PriSuccs*y — Prisuccs*q)|

_ G, + G, + (Gere+ Goena)? N a7, + o,
- 2q 2K+1 :

Game 3. We change the simulation of queries
to the Execute oracle or queries sent by the ora-
cle instances t@&endUser and SendGateway oracles
on the selected session. When a quseepdGate-
way(G'), (U,a’)) or Senduser(U ), (Y,a’, Auth')) or
SendGateway(GU), (U, success/ failure)) is asked,
we compute the authenticatossth (and Auth’) and
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the session keyk asH,(U || G| C| X | Y) and
Hi(U |G| C| X ||Y) by using the private hash or-
aclesH; and Hj, respectively. The difference be-

tween this experiment and the previous one is in-
distinguishable unless the adversary asks the queryAdvips(/q)

(U G| C|I XY | Kz) to the hash functioifl, or
Hs. The difference of the following probabilities is

negligible as long as the CDH assumption holds, and

we have
|Pr{Succsy — Pr{Succs*s|
S CIa(e . (qHz + qHa) . AdV%DH(K)'

To evaluate the probability of this event, we con-
struct an algorithm to solve the CDH problem. The
algorithm obtains the CDH tupl@J,V) and chooses
the sessioiU (), CY). We setX = U g"2 for a query
Senduser(U), (G,C,W)) andY =V'3g% for a query
SendGateway(G)), (U,a’)) where (ug, up, Uz, Ug) <
Za‘. All other queries are handled in the same way

(t—1) < n/2. Then the advantage of for the pass-
word protection security il with at most timeZ and
resourceR is

< Ofio + 0, + (Gexe + Gsend)
< 2

G, + O,
2K+1
Osends + Osendu + 1
|D| ’

where Qgny,0H,,0H,,0H; are the numbers of hash
queries to the oraclé4g, H1, Ho, Hz, respectivelyexe

is the number of queries to thexecute oracle,qseng

is the number of queries to tl8endUser, SendGate-
way, andSendServer oraclesfsnds aNdgsendu are the
numbers of queries to thgendServer and SendUser
oracle, respectively, and| is the size of the dictio-
nary D.

Proof. We defineSuccPPSin Gamen asSucch”®,
Game 0. This experiment corresponds to a real at-
tack by the adversary in the random oracle model. By

+(Qexe+1)- Adv/,DqDH (K)+

as in Game 2. The simulator picks a selected sessionpefinition 7, and we have

as test.one with the probability/fjee. -Although the

simulator cannot obtain ephemeral keys of a user and

a gateway by Definition 4, the simulator can simulate
queries to all oracles without Igi and log; Y.

If the adversary asks the querfJ || G ||
C| X||Y | K2) to the hash functionH, or
Hs in the session(U(® GU)), we can compute
Ky, = CDH(U%:g2 V'%g¥4) = CDH(UY"“,VY%) .
CDH(UY1,g") - CDH(g",V") - CDH(g"2,g"4) =
CDH(U,V)tts . ythts . \yU2ts . g2U from hash lists
A, and Az where CDH is a function to returg?®
from (g?,¢°) in terms of the generatayin the same
way as (Bresson et al., 2004). In this way, we can
extract the value CDHU,V) from the given tuple
(U,V). As a result, the only way to distinguish a

session key from a random key is to ask the query

UG C|X]Y || K2) to the hash functioitd, or

AP (1) = PriSucc™.

Game 1.As in the proof of Section 5.1, we can sim-
ulate the hash functiond; for i = 0,1,2, 3, theEx-
ecute, SendUser, SendGateway, SendServer, Ses-
sionKeyReveal, StaticKkeyReveal, EphemeralKeyRe-
veal, EstablishParty, andCorrupt oracles. We simu-
late theTestPassword oracle as below.

e OnaqueryfestPassword(U, pw(, ), we proceed as
follows: pwy <« StaticKeyReveal(U); If pw(, =
pwy, then return 1, else return 0;

This experiment is perfectly indistinguishable
from the previous experiment, and we have

Pr{Succh”s = Pr{Succh™.

Hs. With the probability that the adversary succeeds Game 2. We halt this experiment when the collision

in guessing the challenge lhtat random, we have

1 OH, + OH3

skg _ -
PriSucci = > + o

5.2 Password Protection Security

We prove the security of the password in the proposed
scheme under the DDH assumption in the random or-

acle model.

Theorem 2. ((7,R)-Password Protection Secu-
rity.) Let £ be our GTPAKE protocol andl be a
probabilistic polynomial time adversary that corrupts
at mostt — 1 authentication servers in advance where

on the outputs of the hash oracles and the transcripts
occurs. By the birthday paradox, and we have

|Pr{Succh™] — PriSucc]™|

_ o+ Oy + (Geet o) Gy, + Gy
= 2q 2K+1

Game 3. We change the simulation of the queries to
the SendServer oracle for all sessions and tt@or-

rupt oracle for authentication servers. When a query
SendServer(C®), (U,Com)) or Corrupt(S) is asked,

we replace the secret part needed to decrypt the stored
ElGamal encryption of the password with a random
element for honest users. The difference between this
experiment and the previous one is the stored pass-
words which are not generated BstablishParty. The
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difference of the following probabilities is negligible knowledge proof of equality of discrete logarithm is
as long as the DDH assumption holds, and we have used in our scheme. In the random oracle model,
IPiSuccl™ — Prisuccd®| < AdvRPH (k). the simulator can simulate this proof without know-
ing the secret keys as follows. The simulator chooses
(c,z) + Zé and sendsc, z) as the proof. The hash or-
acleHp returnsc from the hash list\g if the adversary

Suppose a successful distinguisher between
Games 2 and 3, and we construct an algorithm to
solve the DDH problem to prove the above. 7/ c

The simulator needs to change the process don aSkﬁr:gfe?ggm 9179§HglaU27931|/r:11u|g%éruz)- assigns

by uncorrupted authentication servers to be consistent : .
W)i/th the intznded values. We assume w.l.0.g. Bat EBK,\?"Z,?DH(pk,g")) for the given DDH triple
is in the set of uncorrupted authentication servers par-. =’ '
ticipating in the authentication process. The simulator
controls the other uncorrupted authentication servers
as usual.

First, we deal with the simulation about the public

In Definition 7, the task of an adversary

is to guess the password of a target user. The
simulator is able to solve the DDH problem by
using the difference of success probability between
each game because all the encrypted passwords for

kev in th i haseit. In thi d model all honest users includes the DDH triple. In the
€y In the setup phaseit. n this proposed Model, . g ofz — CDH(U,V), the environment for the

the trusted dealer computes a secret&ejie public distinguisher corresponds to Game 2. In the case

— S H H
kgzvﬁlﬁm;u? ' ?r?g ;?niu(:lg:ger}snp;;ddslqg shag?ﬁGglser; of Z # CDH(U,V), the environment for the distin-
? ted d S’I h thet is the EIG pul blic k guisher corresponds to Game 3. If the distinguisher
TS i e |3 amal public KeY. - jecides that the distinguisher interacted with Game
Using the DDH triple(U,V,Z), the correspondlng 2, the algorithm outputs 1, otherwise 0.
share foi, is set ag® = U"S0- ¢ () (g¥)"s™ Game 4. We change the simulation of queries to the

whereAsij = Mseswej) (i — )/(J —k)isala gycite oracle or queries sent by the oracle instances
grange coefficient. Due to the honest majority Setting, 4 senduser andSendServer oracles on the selected
the simulator can compute all the sharef secretkey  cossion. When a quesenduser(U (), (G,C,W)) or

s SendServer(C®), (U,Com)) is asked, we replace the
Diffie-Hellman key in the authenticators and o’
with a random element. The difference of the follow-
ing probabilities between this experiment and the pre-
'Vious one is negligible as long as the DDH assump-
tion holds, and we have

To simplify the system, we assume that the trusted
dealer distributes the shares of the secret key corre-
sponding to the ElGamal public key. We can con-
struct the proposed scheme without the trusted dealer.
by producing some parameters among authentication
servers. In this case, we can simulate the public key
by hitting the intended value similar to the distribut- |PriSucch”d — Pr{Succh™| < Qexe - AdVEPH (k).

ing key generation technique (Gennaro et al., 2007). To evaluate the probability of this event, we

Second, we d(_aal with t_he s-imulation.abput the construct an algorithm to solve the DDH problem.
stored passwords in the registration phRsgi. Since The algorithm obtains the DDH tripldJ,V,Z) and
all users register the encrypted passwords by sending T

e chooses the sessidt ),CK). The distinguisher
the encrypted passwords to the authentication servers,. K | d D ith th b
the simulator knows all the passwords for honest picks a selected session as test one W'ﬁ the prob-
users. When a quergorrupt(S) is asked, we em- ability 1/Gec. We_want to cgmpijtéizzfu 1 for a
bed the DDH triple into all encrypted passwords as querySendUs?r)(U star*l) andW =V for a query
follows. The simulator returnéW(, - 2“1, V¥ ) where SendServer(Cl, (U, G,R")) where(us, Up) + Z§.

Vi < Zq for all honest users anP\W, - pk¥,g") for When a querysendUser(U () start) is asked, we

the other users. Other internal information is given to compute R* = U“1/PW instead ofR* = d'/PW.

the adversary as usual. Accordingly, we setK; as W“1'2 on a query
Third, we deal with the simulation about a partial SendUser(U(), (G,C,W)).

decryption in the authentication phasath. We need When a querySendServer(C¥, (U,G,R")) is

to simulate the uncorrupted authentication servers for asked, we describe the process of honest servers send-

SendServer(C®, (U, Com)) The shareT,,, for U ing and receiving the information privately and pub-

can be computed &&"ViLno. Miew gy VY s Asn,j licly for corrupted parties without ephemeral keys

without s,. Other parameters generated from uncor- loggR and log,W as below. The S|mulator knows all
rupted servers can be simulated similarly to the au- the sharesy J,V\/Ij, the coefficientsy i, ,k, and the
thentication process. public valuesB; x due to the honest majority setting.
To detect malicious authentication servers that We assume w.l.0.g. th&; is in the set of uncorrupted
publish incorrect shares, the non-interactive zero- authentication servers in the well-defined ketWe
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computeA; x = gPi for i € (L\{n}),k =0,...,t—1 W has been generated by an adversary who tries to

and setA;, = V2 [icw ) (A, o)l We assign !mpersonat_e_acpmbiner to a user. To succeed in pass-

W = 0n(] ) for j € (L\{n}) and computeA’,, = ing the verification done t_)y the user, the adversary
LK . MY for k= 1.t — needs to send an authenticatowhich is computed

(An °> Miewyiny (g ) or k= with at most one password in the non-concurrent set-

1. We broadcas#; x for uncorrupted authentlca'uon

ting. Then th bability with at t ti
servers§ andAp fork=0,...,t — 1. We broadcast bl ansnad sy Acuiallisehl

7T and resourceR_is at mosthsengu/| 2P| Whereqsendu

Fin= (V2. Z%%)Mono. ﬂje(L\{n})(U UL pk!) Wi AL is the number of queries to tf&endUser oracle, we
and Fop = (VUZV))\L.n,O . ﬂje(L\{n})(Ez)Wj ALni. Al have
other processes are handled in the same way as in the |Pr Sjccgps] pr[sljccg’”” < du Gsendu
previous game. _ o
Since the simulation in the generation of ¥4 is We note that if a user sends the hash vatue

identical to the action in the previous game, thelset ~Without using the commitmerom, the adversary
can be the same as the real protocol at the end of thecan compute the password of the honest user as de-
protoco| Accord|ng|y, other parameters such/\$ scribed in Section 4.3. This means the proof can-
are defined without contradiction. More details can be not go through if we do not use the commitment
found in (Gennaro et al., 2007). We note that the pass-Com due to the existence of such an adversary distin-
word obtained via th&xecute oracle is information-  guishing between the previous game and this game.

theoretically hidden in sessions becaBs&, andK; In the proposed scheme, howeveris information-

are relatively independent in every session. On the theoretically hidden by the commitment, so the differ-

other hand, the passwords obtained viagaadUser ence between this experiment and the previous one is

andSendServer oracles are still used in sessions. indistinguishable. We note also that the user reveals
Therefore, the simulator assigns to the authentication servers in Step 9 eventually only

(R,W,CDH(RW)) for the triple (U',V{%,Z'4b%), when the authentication servers already sent the same

In the case ofZ = CDH(U,V), the environment @' tothe user, so this does notcause any harmin terms
for the distinguisher corresponds to Game 3. In of security.

the case ofZ # CDH(U,V), the environment for In this game, the information of the password ob-
the distinguisher corresponds to Game 4. If the tained via theSendUser and SendServer oracles is
distinguisher decides that the distinguisher interacted not used in sessions, so the malicious gateway cannot
with Game 3, the algorithm outputs 1, otherwise 0.  do much better than guessing the password at random.
Game 5 We change the simulation of the queries Finally, the adversary guesses the password through

to the SendServer oracle. When a quergend- the TestPassword oracle once, we have
Server(C¥, (U,Com)) is asked, we compute the au- PrisucPy = =

thenticatora’ as Hy(U || G || C || R* || W) by us- 6 |D|’

ing the private hash oracld;. The difference be- |

tween this experiment and the previous one is indis-

tinguishable unless the adversary asks a qery

G| C| R || W || K1) to the hash functiohl, where

K = COH(R P 6 CONCLUDING REMARKS
There is at most one password such tKat=

CDH(R* - PW,W) for some pair(R*,W) as a result

of Lemma 2 in (Bresson et al., 2004). Therefore

the probability that this bad event occurs in the non-

concurrent setting is bounded by the probability that

an adversary guesses the password at random throug

the SendServer oracle to whichgsngs is the number

of queries with at most tim& and resourc& where

|D| is the size of the dictionarp, we have

We proposed new GTPAKE which has resistance
of UDonDA and the corruption of authentication
' servers. We proved the security of our GTPAKE
under standard assumptions in the random oracle
odel. The proposed scheme has the stronger secu-
ty against a malicious provider compared with ex-
isting schemes, and a global roaming service used for
users regardless of places and devices is expected as
an application.

|Pr{SuccEPy — PriSucch™| < qls;)‘Ts.

Game 6 We change the simulation of the queriesto ACKNOWLEDGEMENTS
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