Anonymity and Fair-Exchangein e-Commer ce Protocol for Physical
Products Delivery

Catalin V. Birjoveanu
Department of Computer Science, “Al.l.Cuza” University of lasi, lasi, Romania

Keywords:  Electronic Commerce Security, Anonymity, Fair-Exchange, Security Protocols.

Abstract: Fair exchange and customer’s and merchant’s anonymity are two important properties of e-commerce trans-
actions. There is to date a variety of proposed e-commerce protocols to achieve fair exchange and customer’s
anonymity for transactions involving digital products. For physical products delivery there is no e-commerce
protocol to provide fair exchange and customer’'s and merchant’'s anonymity. In this paper, we propose the
first e-commerce protocol for physical products delivery that will provide fair exchange in all circumstances,
anonymity of customer and merchant for any collusion that can be formed, non-repudiation, integrity and
confidentiality of data exchanged between the parties.

1 INTRODUCTION want not to reveal sensitive data of his identity (as

credit card number, information about customer’s
The electronic commerce (e-commerce) has grown bank, customer’s account number) so that this in-
rapidly and dynamically, becoming a part of everyday formation can not be used by merchant in commer-
life. 1t is difficult for the customer and the merchant cial purpose to build spending habits of the cus-
to trust each other in the online environment. There tomer. An e-commerce protocol provides the cus-
are many proposed solutions in which the customer tomer’s anonymity if no party and no coalition be-
sends the payment first, but in this case the customertween parties can make a link between the true iden-
may have losses if the merchant behaves dishonestity of the customer and actions taken by him. Also,
and does not send the product to customer. Also, if thethe merchant may want to remain anonymous in e-
merchant sends the product first, then the customercommerce transactions. For example, a merchantwho
might not send the payment to merchant, and in this has business in many areas may want that his cus-
way the merchant is prejudiced. Therefore, in order tomers can not link transactions where the merchant
to solve the situations like the ones mentioned above, is involved in all these areas.

is necessary to design tif@ir-exchange e-commerce Among the protocols proposed to date for physi-
protocols The fair-exchange ensures that either the cal products delivery (Aimeur et al., 2006), (Alaraj,
customer gets the product and the merchant gets the2012), (Li et al., 2006), (Zhang et al., 2006), none
payment for product, or none do. of them provide fair exchange and customer’s and
Fair-exchange protocols are used in different con- merchant’'s anonymity. In (Zhang et al., 2006), the
texts to exchange payments and digital products (asauthors claims that the proposed e-commerce proto-
computer software, digital books, etc.) (Li et al., col for physical products delivery guarantees fair ex-
2006); payments and physical products (as laptops,change and anonymity of both the client and the mer-
phones, etc.) (Alaraj, 2012),(Li et al., 2006),(Zhang chant. There are several problems with the proto-
et al., 2006); email and receipt; and two digital signa- col proposed in (Zhang et al., 2006). First, in the
tures on a document. physical delivery of the product to cabinet is not take
To achieve fair exchange, most of the proposed into consideration a delivery agent. Thus, the pro-
protocols are based on a Trusted Third Party (TTP) tocol works only in certain particular scenarios in
that acts like item validator or to solve the disputes.  which the merchant can directly access the cabinet
Anonymityof customer and merchant is also a from which the client collects the product. This is
key property that must be considered in a fair- difficult to achieve in an e-commerce environment
exchange e-commerce protocol. The customer mayin which the customer and the merchant are not lo-
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cated in the same geographical area. Secondly, itinet and destination cabinet provides access to the
does not provide anonymity of customer and mer- physical products by passwords to conceal true iden-
chant. There are collisions between two parties (suchtity of the customer and the merchant.
as customer and merchant’s bank) that destroy the Informally, the protocol works as follows:
merchant’s anonymity and, also there are collisions  The customer decides the product he wants to buy
between three parties (such as merchant, merchant'aand in what follows the customer buys a digital coin
bank and customer’s bank) that destroy the customer’sof appropriate value from his bank and validates this
anonymity. In (Aimeur etal., 2006) is proposed a pro- coin to TTP. The customer sends to the merchant the
tocol for physical product delivery that ensures the purchase order and the digital signature of TTP on the
customer’s anonymity, but does not discuss how to encrypted coin. The merchant uses a delivery agent
make the payment and how it ensures fair-exchange.to send the product to the customer. After the prod-
In (Alaraj, 2012) and (Li et al., 2006) are proposed uct is posted to the destination cabinet, the customer
e-commerce protocols that ensure fair-exchange forcollects the product and he provides to the destina-
physical product delivery, but they do not take into tion cabinet an evidence of the product collection and
consideration the anonymity issue. sends to the merchant the decryption key of the coin

In this paper, we propose the first protocol for and his bank’s signature on the coin. The merchant
physical products delivery that will provide fair ex- sends the coin to his bank for redemption. The mer-
change in all circumstances, anonymity of customer chant’s bank verifies the validity of the coin and then
and merchant for any collusion that can be formed, transfers the coin value in the merchant’s account.
non-repudiation, integrity and confidentiality of data
exchanged between the parties.

The paper is structured as follows: section 2 gives 3 THE PROTOCOL
an informal description of our protocol, section 3
presents the protocol, section 4 provides an analysis
of the proposed protocol and section 5 contains the
conclusion.

In the Table 1 are presented the notations used in the
description of the proposed protocol.

3.1 Assumptions
2 INFORMAL DESCRIPTION The following assumptions are made for our protocol:

(1) All parties use the same algorithms for encryp-

The goals of our protocol are to obtain the fair ex- tion, hash, digital signature and the same group blind
change of physical product and electronic payment digital signature protocol mentioned in the Table 1.
between a customer and a merchant and also to pro{2) Cryptographic algorithms are strong enough. (3)
vide anonymity for both of them. The protocol uses T T Pis the group manager, namely Central Bank, that
an online Trusted Third Party (TTP) that will vali- is known by all parties implied in protocol. T Pdoes
date the coins of the customer and will provide fair not misbehave or collude with any of parties to pro-
exchange of items if any party misbehaves or prema- vide benefits to another party. (@)andM each have
turely aborts. an account to their bank. (5) All banks from group

Both customer and merchant may choose to re- and group manager share a commit-buffer in that the
main anonymous during the protocol execution. To transaction value is stored until the transaction is com-
ensure anonymity in the payment phase, our protocol pleted successfully or aborted. (6) All banks from
uses the electronic cash payment mechanism based ogroup and group manager maintain a global list of
group blind digital signatures on behalf of the banks coin’s serial already spent, validated but unspent, or
proposed in (Lysyanskaya and Ramzan, 1998). Thiscanceled, to allow any bank to check a digital coin for
mechanism provides anonymity of the customer and double-spending or double-canceling. Each record in
anonymity of the bank that issues the electronic cash. the list includes besides the coin’s seriagpentflag.
Moreover, after the way it is used in our protocol, it The value of this flag corresponds to the current state
provides anonymity of the merchant in the payment of the coin. Thespentflag has three possible values:
phase. spent= 0 means that the coin is validated Byl P

To ensure anonymity of the customer and the mer- but not yet spentspent= 1 means that the coin has
chant in the physical product delivery phase, our pro- already been spergpent= 2 means that the coin has
tocol is based on existence of a delivery agent whosealready been canceled. (7) A source cabB@tex-
role is to take the product from a source cabinet and ists, where the physical product is placedMy and
provide it to a destination cabinet. Both source cab- DA can take the product fror8C only by knowing
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Table 1: Notations used in the protocol description.

Symbol Interpretation

Cc/C',M/M’ True identity/pseudo identity of the customer and the mamth

CB,MB,DA, TTP Customer’s Bank, Merchant’s Bank, Delivery Agent and Tedsthird Party
SC/DC The source/destination cabinet from which the product rhesaken/posted bpA
SGaddr/DCaddr The mailing address &8C/DC

Cacct/Macct Customer’s/Merchant’s bank account wiis/MB

Pid The identifier of the product th& wants to buy fromM in the current transactian
Pr, Quantity, Po Price, quantity, purchase order used to order the produbtRidl identifier
A—B:m A sends the messageto B

DC—+DA—M —=C':m

DC sends tdA the messagmthat is forwarded bypA to M’ and byM’ toC’

The digest ofm obtained by applying of a hash functibpnsuch as SHA-1

Timestamp generated AyT P, lifetime of encrypted digital coin’s validity

Nonce generated b, digital coin generated b@, AES symmetric key that encrypts

Apub, Aprv Public/private key pair oA

Ai/pub7Ai/prv One time public/private key pair @& used only.in the transactidn
{m}x/ The messagm encrypted with the ke’

h(m)

siga(m) (RSA) Digital Signature with thé\'s private keyApry onh(m)
Trre L

NA, n, K

sigcg(n)

CB's signature om obtained by running the Group Blind Digital Signature Pooto

a password that is set by when he puts the prod-
uct in. In the physical delivery of the product phase,
we useSCto replace the correspondence’s address of
M. So, the true identity oM remains hidden if it
wants. Also, a destination cabinBC exists, where
the physical product is provided YA, andC can
collect the product fronDC only by knowing a pass-
word that is set byM. The purpose of usin@C is

to hide the true identity of if he wants.SCandDC
have the ability to digitally sign messages, verify dig-

and provides the public keJ T By, to C andM. (2)
WhenC andM create accounts to their banks, each of
them generates a public/private key papp, Cprv)
and Mpun, Mpry), respectivelyC provides his public
keyCpupto CBandM provides his public keM pyn to
MB. The banks maintain databases with public keys
of their clients associated to their accounts. (3)
respectivelyM, generates a one time public/private
key pair, Gy, Cipr): respectively i, ,p, Mip,, ) that
each of them will use it only in the current transaction.

ital signatures on messages and to check if the pass{4) The Setupand Join phases of the Group Blind

word entered byDA, respectivelyC corresponds to
the barcode set on product. AftBA/C provides the
correct passwordsQDC opens a hatch where packed
product is available tDA/C. DC has a video camera
mounted that records the moment wherunwraps

the packed product and check if the product is the
ordered one.DC has a device that allows G, by
pushing a button, to send the encrypted recording to
TTP. C uses this feature only in the case is not satis-
fied with the product as an evidence of wrong product
reception. Otherwise, the recording is automatically
deleted. (8)Communication channels that are set be-
tween parties provides anonymity, except the cases in
that the parties choose to reveal their true identities.

3.2 Preude

We assume that before the starting of the protocol, the
following system setup steps are executed: TI)P
generates a public/private key paif, T Byup, T T Forv)

172

Digital Signature Protocol (GBDS Protocol) (Lysyan-
skaya and Ramzan, 1998) are executed. Briefly, this
means that the group manager Pgenerates a secret
key for group manager and the group’s public Kef
andMB obtain fromT T Pthe group membership cer-
tificate.

3.3 Protocol Description

In the following we describe our protocol, splitting
it in four phases. The messages exchanged in the
protocol are shown in the Figure 1.

Phase 1: Buying and Validating Digital Coins. Af-
ter C finds the physical product he wants to acquire
from M, he will contact his bank to buy a digital coin
with the value that he must pay M. C generates a
new digital coin that is a numberof 256 bits consist-

ing of a unique coin serial number represented on the
first 224 bits and the coin value represented in the last
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TTP CB

2 0605
e 2.1

MB sigrrp(C',M’, {n}k,Val, Trrp, L, Nrp)
N The message.2 contains a timestampryp, a
1 e lifetime of encrypted coin’s validity. and a nonce
<

> Nrrp, all to avoid replay attacksC checks ifTrtp

C = 22 M and L are recently enough, and then verifies the

: > TTPs signature that will be used by customer to
P 4.1 © confirm to the other party (the merchant) tHat}x
|2 / represents the encryption of a valid cair{that was
Y. . ~ N . . .

26 o signed by a bank from the group, and its lifetime

DC +—= DA +—= SC has not expired), the coin is fresh and of the value
37 > 35 . Val, but without exposing the digital coin to the

Figure 1: Messages exchanged in protocol. merchant.

32 bits. The protocol starts with running the GBDS Phase 2: Agreement on the Transaction’s Terms.
Protocol betwee@ andCB on the digital coim. The ~ The agreement phase is initiated by the customer that

coin’s value is sent b@ to CB by signingit.CBtrans- sends a message to the merchant that represents his
fers the coin value fronCacc to the commit-buffer,  intention to buy a product from him.

and after running all steps of the protocGlpbtains M essage Zpiin ¢ - M
siges(n)-the signature of his bank on the digital coin  Po,Cl,, Siger (Po,Cip ),

n on behalf of the bank’s group. In this pha&sB {n}k,Val, Trrp,L,Nr7p,

knows the identity of the customer and the value of sigrTp(C',M’, {n}k,Val, Tr1p,L,Nr1p)

some digital coin purchased by him, but it doesn’t where
know the serial number of the coin because his sig- Po=C’,M’, Pid, Pr,QuantityVal, DCaqqr, \(Nc)

nature on the coin is blind. Po containsh(N¢) whose goal is to be used as a
Message1.1: C' = TTP: barcode on the product and is setMysuch that only
{C/,M/,Cllpub,K}TTPpub’{n}K7 who knows the passworic can collect the product
siges(n), Sige (Siges(n)) from DCyqqr; Nc is kept secret b, while M receives

a digest of him.

When the messageis receivedM checks the
terms of the transaction initiated §y. M verifies
if Trrp andL are recently enough, the informations
from Po, the customer’s signature ¢o and the sig-
nature ofT TP. If M is not satisfied, he sends an abort
message to the customer and aborts the transaction. If
M is satisfied, the signature @fT P assures him that
{n}k represents the encryption of a valid digital coin
of valueVal from Po. The new noncé\t1p ensures

; the merchant about freshness of the digital coin. Even

on thesigea(n). if M does not know the digital coin and can't redeem

On reception of the messagel1T TP decrypts e ; .
first encrypted component of the message and obtainsIt in this phase, he knows that could redeem it after it

the one time public ke, of Cand the key<. TTP will post the produt:t WittPid identifier toDCqqqr-
ipu . . L. .
obtains the digital coim by decrypting the ciphertext Message 2.2 M’ — C': sigy (ige (P0)),

After C gets the group signature on the digital
coin, he validates ak T Pan encrypted version of the
digital coin. For this,C generates a symmetric key
K and sends t@ T Pa message that contains the fol-
lowing informations:C’, M’, the one time public key
Ci,up that the customer will use only in the current
transactiontj, the keyK, which are encrypted with
T TPs public key to provide confidentiality; the digi-
tal coinn encrypted with the ke¥(; his bank’s sigha-
ture on the digital coin sigcg(n); and his signature

!/
{n}k with the keyK and uses th&j, , to verify the _ _ _{Mipub}c{pub -
signature of the customer on the signed coiirP ~ If M is satisfied by the conditions of the message
checks the validity of the digital coin by verifying it received, he sends © a message to ensu@by

the signatursiges(n) using the group public key, and M’s agreement on the terms of transaction specified
checks whether this coin has already been spent, orin the message.2. After receiving message 2.2, if
validated byT TP (in a previous request) but not yet C receives an abort message fréuty then he aborts
spent or Cance]ed, by Verifying tfwentﬂag of the the transaction. OtherWiS@,ObtainSM 'S pUbllC key
coin’s serial in the global list of coin’s serial. If all ~ Mipup by decrypting{Mi, p}c; , with his one time
checks outT TP add the coin in the list setting the private keyC,, and checks the merchant’s signature.
coin’s spentflag on the value 0, and sends to the cus-
tomer the following message: Phase 3: Physical Delivery of the Product. If the
Message 1.2: TTP— C': Tr1p,L,Nrp, phase 2 is successfill posts the product t8Cfrom
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where the product must be taken Dj.

Message 3.1: M’ — SC: product

The product has two barcodes setNdyh(Ny ) to
control the access d@A to SC andh(Nc) to control
the access of to DC. We consider that the product
with both barcodes is placed ty on a shelf ofSC
that is located a8G,qqr. We useSGgqqr to conceal the
true identity of the merchant and such to ensure his
anonymity.

Message 3.2: SC— M’ : sigsc(M’, Pid, DA)

Upon receiving the product from the mercha®i
confirms to him by a signed acknowledgment.

M essage 3.3 M = DA: F’id7 SQddr, Dcaddr,

{M’, M{u0, Nt} DA
sigw (M, Pid, SGuddr, DCaddr, Nm)

M sends tdA a delivery request message 3Ny
has the same goal &g, but in this case the password
Ny is shared only betweelN and DA. DA recov-
ers the public key\/li/pub of M andNw by decrypting
{M;M{ 5, Nw } oA, With his private key, and checks
the signature oM. If the signature is successfully
verified,DA is ensured by message’s authenticity.

Message 3.4: SC— DA : product

DA collects the product fronsC by proving he
knows the passworlly.

Message 3.5: DA — SC:

sigpa(M’, Pid, DA, SGddr, DCaddr, Nm)

To confirm the collection of the produ@®A sends
to SCan acknowledgmentin the messagg.3

Message 3.6: DA — DC : product

Further DA posts the product tbC as is specified
by merchant in the delivery request.

Message 3.7. DC - DA— M — C':

sigoc(M’, Pid, DA, DCagdr)

Upon receiving the product frodA, DC confirms
him by a signed acknowledgment whibiA forwards
it to the merchant. Thus, the merchant has the proof
of posting the product tBCyq4qr and thereafter he for-
wards the proof to the customer.

Message 3.8: DC — C' : product

The customer collects the product frdd€ using
the passwordNc.

Message 3.9: C' — DC:

Si(ﬁlk:f(M/7 F’id7 DCaddr,C/, Nc)

The customer checks if the collected product
meets the specifications frofo. If the customer
is satisfied with the product, he sends a signed
acknowledgment t®C.

Phase 4: Payment. If the customer collects the
product and is satisfied, then he sends to the mer-
chant the message 4.1Message 4.1: C' — M’ :

{K}Mi'pubv Si%' (K)v
sigce(n)
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The merchant obtains the ké§ and verifies the
customer’s signature df, then he usek to decrypt
the encrypted coin received in the message 2.1 from
the customerM verifies the validity of thesigcg(n)
using the group public key. If the coin is vality]
sends it taViB for redemption in the message 4.2.

Message4.2: M — MB:

{n,sigce(n), sigw (n, sigee(n)), M, Macet} v,

MB decrypts the received message, chelgks
signature, checks thatgcg(n) is a valid signature of
some bank from bank’s group, using the group public
key, without knowing who is the bank that signed the
coin. MB checks if the coin has already been spent or
canceled by checking the value of gentflag of the
coin, using the global list of the coins. If all checks
are satisfiedVB updates the global list by setting the
spentflag of the coinn to the value 1, transfers the
coin value from commit-buffer ttMacc, and sends to
M a signed acknowledgment of successfully redemp-
tion of the coin. Otherwise, if some check is not sat-
isfied,MB sends tdVl an suitable error message.

Message 4.3: MB — M ; sigus(ack)

4 ANALYSISOF THE PROTOCOL

4.1 Ensuring Fair-Exchange

In an e-commerce protocol the fair exchange assures
that two parties exchange items of value such that ei-
ther both parties obtain each other’s item or none do.
Our protocol assures fair exchange if eitBegets the
physical product ani gets the payment for product,
or none do. IfC andM behave honestly, the proposed
protocol assures fair exchange. We will consider all
possible scenarios in whid#l or C behave dishonest
or prematurely abort the protocol. To ensure fair ex-
change in all this scenarios, extensions of the basic
protocol are necessary as we will see below.

If M behaves dishonest, then the following scenar-
ios are possible:

1. M receives fromC' a correct message 2.1, but
he doesn’t continue the protocol. Such behavior
brings no benefit tdV because he is in posses-
sion of an encrypted coin with a key that does not
know, so he can'tredeem the coin and get the pay-
ment. ButC has bought a coin from his bank,
which can not be used by him. In this scena€o,
initiates the extended protocol providing Tar P
the message 2.1 he sent ithb T TP checks the
information received fronC and askM for his
agreement on the terms of transaction.Mfre-
sponds to th&@ T Ps request by sending tG the
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message 2.2, then the basic protocol can continue
with the phase 3. IM doesn't respond, theRT P
sends tdC a cancellation request of the coin in the
first message below that furth@msends encrypted
together with his account information @B.
TTP— C':n,siges(n), sigrrp(siges(n))
C—CB:

{n,sigcs(n), sigrre(n,siges(n)),C, Cacet}cBoys
CB checks ifsigcg(n) is a valid signatureT T Ps
signature, if the coim has not already been spent
or canceled by checking the global list of coin’s
serial. If all checks are satisfie@B sets thespent
flag of the coimn to the value 2, transfers the coin
value from commit-buffer t&€,c¢, and sends t€
a signed acknowledgment of successfully cancel-
lation of the coim. In this way the coin’s value is
redeemed b¢. Otherwise, if some check is not
satisfiedCB sends t&C an suitable error message.

2. M receives fromC' a correct message 2.1 and
sends the message 2.2G@4 but he doesn’t posts
the product or posts a product that doesn’t com-
ply with the specifications frorPo. ‘Similarly to
the scenario 1M does not have any benefit from
this behavior. IfC is not satisfied with the col-
lected product, he pushes the button of B@&'s
device that allows sending 6T P the recording 2
of the moment whe unwraps the packed prod-
uct, proving toT T P that the received product is
wrong. Also,C sends tol TP all the messages
received/sent from/tM. TTP checks the infor-
mation received fronC and send tavl all evi-
dence received froi@® and askM to post the cor-
rect product. IfM responds tdl T P by sending
such a proof, the€ can continue the basic pro-
tocol with collecting the product fro®C. If M
doesn't respond to thET P, then similarly to the
scenario 1,T TP will cancel the customer’s coin
used in the current transaction.

. M sends taCB many times the same message 4.2 3.
for multiple redemption of the same coin. This
scenario is solved in the basic protocol, because
MB checks if the coin received in the message 4.2
has already been spent by checking the value of
thespentflag of the coin.

If C behaves dishonest, then the following scenar-
ios are possible:

1. Ccollects the productin the message 3.8, but does
not send tav’ the decryption key of the encrypted 4.
coin or sends toV’ in the message 4.1 a wrong
decryption key. In this scenari®] initiates the
extended protocol providing t6 T P all the mes-
sages received/sent fromf TTP checks the
current transaction’s messages and@sér digi-

(©

tal coin decryption key. According to the response
of C, there are three possible scenarios:

(a) If C responds to thd TPs request by send-

ing to M’ the digital coin decryption ke¥ in
a message 4.1, thewt’ can continue the basic
protocol with coin redemption.

(b) If C doesn’t respond td TP, thenT T P sends

to M’ the digital coin decryption ke that is

in possession of TPfrom phase 1:

TTP—>M: {K}Mi/pub,sigTTp(K),sigCB(n).

M can decrypt the digital coin using the key
K received fromT TP, checks the validity of
sigcg(n) and can continue the basic protocol
with the message 4.2 for coin redemption.

If C falsely claims that he doesn’t provide the
decryption key becausk!’ didn’t posted the
product orM’ posted another product than the
ordered one. To claim thi€ must submit to
TT Pthe proof of wrong product reception: the
recording of the moment whed unwraps the
packed product. This proofis sent on a secure
channel fronDC's device toT TP, soTTPcan

not be fooled. Further, this scenario is solved
similarly with the previous (b) scenario.

. C sends the same digital coinTor P(in the mes-

sage 1.1) in two different sessions of validating
encrypted digital coins, to initiate two different
buying transactions with two distinct merchants.
This scenario is solved in the basic protocol be-
cause all banks anfiT P maintain a global list of
coin’s serial already spent, validated but unspent,
or canceled. On reception fro@ of the first re-
quest for validating the coirl TP adds the coin
to the global list of coins, and therefore any new
validation request of the same coin frdns de-
tected byT TP. Thus,T TPdetects double spend-
ing fromC and aborts the second transaction.

C sends toM’ in the message 2.1, an encrypted
coin already spent. This scenario is solved in the
basic protocol. If the coin wasn’t used to buy from
M’, thenM’ detects this by verifying th& T Ps
signature that validated the encrypted coin. Oth-
erwise, if the coin was already used to buy from
M’, thenM’ can check this by verifyintrtp. So,

M detects double spending frathand aborts the
transaction.

C sends toM’ in the message 2.1, an encrypted
coin of insufficient value. This scenario is solved
in the basic protocol, becaudé checks if the
value from Po corresponds with the encrypted
coin’s value validated by TP. If these values are
not equal, the aborts the transaction.
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5. C sends taM’ in the message 2.1, an encrypted Table 2: Informations that each party knows after protocol
coin that has already been cancel€®. intention execution.

is to byy a prodqct without_paying forit. This sce- Entity
nario |s_solved in the basic protocol, becath&g nfo |lC M CB MB DA SC DC
checks ifTrtp andL are recently enough. In this
scenario, these values are not recently enough, C y noy n n n n
andM aborts the transaction. M fn y n y n n n
6. C sends to his bank many times the cancellation CB |y n vy " : " :
requests of the same coin for multiple redemption MB |n y n 'y n n n
of the same canceled coin. This scenario is solved DA |n y n n y ¥y Yy
in the extended protocol, becau®B checks if the SC |n y n n 'y 'y n
coinreceived in a cancellation request has already DC |y vy n n y 'y |y
been canceled. c y y n n n n y
DA, SC andDC send signed acknowledgments of Coub Y N Yy n n n n
product collection in the phase 3 of the basic proto- Cow | Y Y N n n n vy
col. Moreover, these three entities have no interest n y vy n y n n n
not to follow _the protocol steps, becagse their interest c&t |y n - n n n n n
is to get profit from fees for such services provided in clat - A - A
e-commerce transactions. Each party involved in the , msa X -
protocol must keep a record of every message sent | M | Y Y noony oy
or received in protocol including signed acknowledg- Moo (M y ~n 'y n n n
ments ofDA, SC andDC. If one of the parties men- Mipwo | ¥ Y N n y ‘n..n
tioned aboveDA, SC or DC) behaves dishonest, the M&t | n y n n n n n
othgr parties sgnd the records'lf_d’Pto trigger an M&; |y 'y n n y y y
off-line mechanisms to ensure fairness.
4.2 Analysisof Anonymity a coin with a certain value, but it doesn’t know the

serial of the coin. FollowingCB can't associat&€
One of the main objectives of our protocol is to en- with the coin bought by him, maintaining thus the
sure the anonymity of the customer and the merchant,@nonymity of the customer. Another essential fe<:;1-
In what follows, we show that the protocol proposed ture of the GBDS Protocol is the customer bank’s

ensures anonymity of the customer and the merchantdOnymity: any party can checksigeg(n) is valid,
in any possible collusion scenario. but without knowing who is the bank that signed the

An e-commerce protocol provides customers €Oin- CBis not known by any other party (except
anonymity if no party and no coalition between par- ©)» S0,CB can't participate in no coalition with any
ties can make a link between the true identity of the other party tq obtain sensitive information to destroy
customer and actions taken by him in the e-commerce th€ customer's anonymity.
transaction. More exactly, our protocol ensures the 1o ensure the customer’s anonymity whewol-
customer’s anonymity if the true identity of the cus- l€cts the physical product, our protocol doesn't use
tomer,C, can’t be linked with the pseudo identity of ~the customer’s correspondence address but uses a des-
the customerC/, which he uses in the e-commerce tination cabinet where the product is placed.
transaction. We show in the Table 2, the information that each

Ensuring the customer’s anonymity rises two party in the protocol knows after protocol execution.
problems that must be solved in this regard: guar- The information have the following meaning. For ex-
anteeing the customer’s anonymity in the payment’'s ample, we consider the first row:under the column
phase, and guaranteeing the customer’s anonymityC and CB means thaC and CB know C - the true
when the customer collects the physical product. To identity of the customemn under the columiM, MB,
provide the anonymity of the customer in the pay- DA, SCandDC means that the true identity of the
ment phase, we use an electronic cash payment thacustomer is not known t¥, MB, DA, SCandDC.
is based on group blind digital signatures on behalf of C&t; means thaC performs the transaction. The
the banks. The only steps from our protocol in that meaning is extended f@'&t;, M&tj, M'&t;.
the customer uses his true identity are the GBDS Pro-  From Table 2 we observe that no party alone has
tocol’s steps, becaugeB must knowCyt to charge sufficient information to link the true identity of the
it with the coin’s value CB knows only thaC bought customerC, with the pseudo identit¢’. Only C can
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disclose this information if he wants. M’, no information abouM. No other 2-party col-
2-party Collusion.The 2-party collisions whend lusion is possible because there is no other party to

can occur aré andMB, M andDA, M andSC M and know another party.

DC. From this collisionsM doesn’t get more knowl- 3-party Collusion.The 3-party collisions that can

edge than he already had, and the other parties gebe formed ar€, CB, DC; C, DA, DC; C, SC DC; DA,

the knowledge oM. By colluding betweerbAand ~ SGC DC, and these get only the information tHt

SC DA doesn’t get more knowledge than he already performs the transactioty, without any information
had. The coalitions betweddA andDC, DC andSC aboutM.

get only information tha€’ performs the transaction 4-party Collusion.The only 4-party collisionE,

ti. All other 2-party collisions that could form are be- CB, DC, DA; C, CB, DC, SCandC, SC DC, DA, are
tweenCB andM, CB andMB, CB andDA, CBand  reduced to 3-party collisions.

SC CB andDC, MB andDA, MB andSC, MB and 5-party Collusion_.The only 5-party collusioﬁ:_,
DC, but they are not possible because the parties in-CB, DA, SCandDC, is reduced to 3-party collusion
volved do not know each other. C, DA, andDC.

3-party Collusion. From the analysis above, we
observe thaM can be involved in the following 3-
party collisions: M, MB, DA; M, MB, SC M, MB, 5 CONCLUSIONS
DC; M, DA, SC M, DA, DC andM, SC DC. These
coalitions are reduced to 2-party collisions in which By integrating an electronic cash payment mechanism
M is involved because from these 3-party collisions and using a suitable mechanism for physical products
M doesn’t get more knowledge than he already had. delivery, the proposed protocol is the first to provide
One more 3-party collusion can be formed between fajr exchange between physical products and pay-
DA, SCandDC, but it does not get more information  ments in all circumstances, and customer and mer-
about customer as against the 2-party collisib#s  chant's anonymity in any collusion scenario. All of
andDC, or DC andSC these makes the proposed protocol a candidate to be
4-party Collusion.The only 4-party collisions\{, used effectively in practice for electronic transactions
MB, DA, SC M, MB, DA, DC; M, MB, SC DC; M, that implies buying physical products.
DA, SC DC) are reduced to 3-party collisions because ~ Future work will include formal proving of the
M already knows all information known to the other correctness of the proposed protocol using strand
parties from this collisions. spaces framework or formal verification using auto-
5-party Collusion.The only possible 5-party col- mated model checking tools (e.g. AVISPA).
lusionM, MB, DA, SCandDC, is reduced to 3-party
collisions by same arguments as above.
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