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Abstract: Creating test cases to cover all functional requirements of real-world systems is hard, even for domain experts.
Any method to generate functional test cases must have three attributes: (a) an easy-to-use formal notation
to specify requirements, from a practitioner’s point of view, (b) a scalable test-generation algorithm, and (c)
coverage criteria that map to requirements.

In this paper we present a method that has all these attributes. First, it inEi¥fdesssive Decision Table

(EDT), a requirement specification notation designed to reduce translation efforts. Second, it implements
a novel scalable row-guided random algorithm with fuzzing (RGRaF)(pronounced R-graph) to generate test
cases. Finally, it implements two new coverage criteria targeted at requirements and requirement interactions.
To evaluate our method, we conducted experiments on three real-world applications. In these experiments,
RGRaF achieved better coverage than pure random test case generation. When compared with manual ap-
proach, our test cases subsumed all manual test cases and achieved up to 60% effort savings. More impor-
tantly, our test cases, when run on code, uncovered a bug in a post-production sub-system and captured three
missing requirements in another.

1 INTRODUCTION eral tools (Reactis, ; Peranandam et al., 2012; Wang
et al., 2014; Harel et al., 1990), but it is not widely
Safety critical standards such as DO-178B (dol, adopted by the practitioners as the requirements need
1994) mandate requirements coverage during func-to be specified in a formal language supported by the
tional testing. However, functional test case gener- tool. Often, the language supported by these tools
ation is an intellectually demanding and critical task demands a strong mathematical background from the
that has a strong impact on the effectiveness and ef-user or require the user to design the state space of
ficiency of the entire testing process (Anand et al., the problem even if it is not part of the requirements
2013). For large and complex reactive software, it is (Thyssen and Hummel, 2013). This activity is effort-
difficult even for domain experts to envision all inter-  intensive and adversely affects the overall cost of the
actions between requirements. This sometimes makesapproach. In fact, very little is known about the cost-
it impossible to write functional test cases that cover effectiveness of MBT (Briand, 2010). Moreover, the
all requirements and the interactions among them. syntactic structure of these languages is very different
Hence, there is a need to automatically generate func-from the original requirements description, so there
tional test cases. is no direct mapping from specifications to require-
Random Test case Generation (RTG) (Arcuri ments. As a result, the coverage targeted by these
et al., 2010) and Model-Based Testing (MBT) (Dalal tools, such as state and transition coverage, does not
et al.,, 1999) are two traditional techniques that are directly map to the requirements (Tahat et al., 2001).
used for functional test case generation for reactive MBT tools use a combination of random generation
software. However, RTG generates input sequencesand constraint solving to generate test cases, however,
using only input signals and their types and does not neither of these techniques scale up to industry-size
need specification of requirements of a system andapplications (Cadar and Sen, 2013; Pasareanu and
hence does not generate expected output along withRungta, 2010).
the generated input sequence. Additional efforts are  In short existing methods have the following limi-
therefore required to determine the expected results.tations - a) They are effort intensive as they either re-
Moreover, RTG is likely to generate a large number quire a specification in a formal language or they need
of redundant test cases. MBT is implemented by sev- expected results to be determined, b) The algorithms
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they implement do not scale up to industry-size ap- translated it to the C language and ran Autogen (Bokil
plications and c) The generated test cases do not mapet al., 2009) on it. It was not able to generate any test
directly to requirements. cases whereas EDT-Test covered all rows. Due to this

We present a requirements-driven method, EDT- experience and findings frqm the experime_nt, we qlid
Based Testing (EBT), that overcomes the aforemen- Not compare EDT-Test against any constraint solving
tioned limitations with current MBT methods. To re- Pased tool. o . .
duce specification efforts EBT uses Expressive De- _ 1he main contribution of this paper is a cost-
cision Tables (EDT) (Venkatesh et al., 2014) as a effective r_ne_thod,_EBT, to generate functional test
formal language. The authors of (Venkatesh et al., c@ses. This is achieved by the following:

2014) have shown that EDT is more efficient and ef- e Using EDT as a specification language to reduce
fective for specifying functional requirements of re- the effort required in specifying requirements and
active systems, as compared to a state-based formal- extending EDT with constructs that enable easy
ism such as Statecharts (Harel et al., 1990) and Soft- modelling of the environment.

ware Cost Reduction (SCR) (Heitmeyer et al., 1998).
In an EDT specification, rows map directly to re-
quirements that are described in a natural language.
EBT includes a novel algorithm that combines row- ] o
guided random input generation with fuzzing at time ~® Targeting two new test coverage criteria, row and
boundaries (RGRaF) to scale up test case genera- row-interaction coverage, which ensure that all
tion. We have implemented the RGRaF algorithm in requirements and interactions between require-
a tool calledEDT-Test We introduce row and row- ments are tested adequately.

interaction coverage criteria that target: 1) the row The organization of the paper is as follows. Sec-
coverage to measure the coverage of requirementsion 2 discusses the related work. We explain the EDT
and, 2) the row-interactions coverage to measure theNotation in brief in Section 3. Two new coverage cri-
interaction between the requirements. We also man-teria, row and row-interaction, are introduced in Sec-
ifest a novel use of EDT to allow users to model tion 4. Section 5 describes our algorithm, RGRaF, in
the environment and specify properties/invariants of detail. We present extensions to EDT in Section 6
the system for detecting errors, leading to better test and describe the observations and findings of the ex-
cases. To summarize, EBT involves a) Specifying periments conducted in Section 7. Finally, Section 8
requirements in EDT b) Modelling environment and concludes the paper.

system propertiesin EDT c) Generating test cases that

cover rows and row-interactions using RGRaF.

To evaluate the cost-effectiveness and scalability 2 RELATED WORK
of EBT, we conducted case studies where we spec-

ified requirements of ten software modules of three |, this section, we discuss a few of the several relevant
automotive projects in EDT. We then generated test pjications related to automated test case generation.
cases using EDT-Test and evaluated the scalability of These are grouped based on the source specification
our algorithm by: a) comparing it with a pure random language, the technique employed and the coverage
test case generation algorithm and, b) comparing it criteria targeted.

with RGRaF without fuzzing. As manually created  Generating test cases from specifications has re-
test cases and effort data of all the case studies were.ejved a lot of attention with tools that have a va-
available to us, we assessed the cost-effectiveness Ofiety of input languages. There are tools based on

EBT. Our findings clearly show that RGRaF scales |anguages such as Software Cost Reduction method
better than both pure random test case generation a“f{SCR) (Heitmeyer et al., 1998), Statecharts (Offutt
RGRaF without fuzzing. It also showed that EBT is ¢t g 2003), Z (Cristia et al., 2014), Spec# (Veanes
more cost-effective than manual testing_. Additionally, et al., 2008), and Lustre (Raymond et al., 1998).
during the case studies we found a bug in a production These languages require test engineers to specify the
code and uncovered gaps in requirements ShOW'”gtherequirements of the system under test (SUT) in the
usefulness of the generated test cases. form of mathematical expressions or state diagrams,
We have compared our algorithm against a pure which takes a lot of effort. Tahat et al. (Tahat et al.,
random algorithm because constraint solving does not2001) have proposed an approach to generate test
scale up (Pasareanu and Rungta, 2010). We validateccases from requirements given in textual and SDL
this through a small experiment in which we took format, but they too do not have any data to show
an example smaller than the ones in our case-study,the benefits of their approach nor have they evaluated

e A new row-guided random algorithm that also
adds fuzzing at time boundaries to scale up test
generation.
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Table 1: EDT for Alarm feature.

sng n n in PanicSw out Alarm out Flash
Ignition | Alarm
1 Off Off | {{Press;Relea3¢=2}}{<3s}|| On{=30g};0ff| {On{=500mg;0ff{=500mg }{=30};No_Req
2 On Pres§>3s};Release Off No_Req
3 On Off No_Req

their approach for cost-effectiveness. To the best of easy to understand and use, and yet keeps it formal
our knowledge, there has been no work that comparesenough to enable automated test case generation. It
the effort required to specify requirements in a formal provides a uniform notation to specify both — state-
language and generate test cases using a tool for inbased and sequence-based requirements, leading to
dustry examples. EBT reduces the effort required for compact specifications of reactive systems.
specification by choosing a compact and easy to use - An EDT specification consists of one or more ta-
notation, EDT (Venkatesh et al., 2014). ble(s) where the column headers specify the input and

Additionally, all the aforementioned tools target output signal -names, and the rows specify relation-
a coverage criterion that is natural to the formal lan- ships between patterns of input and output signal val-
guage being used. Thus, if the language is Statechartsies or events. We illustrate EDT through partial re-
based then the state and transition coverage criteriaquirements of thélarm module of a real world auto-
are targeted, and in the case of Z, pre-/post-operationmotive application, which are described below:
relations are considered as coverage criteria. As a re-
sult, these coverage criteria do not always achieve re-
guirements coverage. In contrast, EDT-Test generates
test cases to achieve row and row-interaction cover-
age giving direct mapping to requirements coverage
as EDT rows map directly to requirements.

Several tools employ a constraint solver or a
model-checker to generate test cases. These include2. If Alarmis On andPanicSwis pressed for more

1. If Ignition and Alarm are Off, and PanicSwis
pressed and released twice within 3 seconds, then
Alarm should beOn for 30 seconds, an#élash
should blink 30 times with a gap of 500 millisec-
onds between eachn and Off and should have
No_Reqafter that.

Java Path Finder (Brat et al., 2000), Autogen (Bokil
etal., 2009), KLEE (Cadar et al., 2008) and Pex (Till-
mann and De Halleux, 2008). The scalability of

constraint solvers (Cadar and Sen, 2013; Pasareanug

and Rungta, 2010) continues to limit the applicabil-

than 3 seconds and then released (callebbiag
presy, then theFlash should beNo.Req and
Alarm should beOff.

If Ignition becomesOn, then Flash should be
No_RegandAlarm should beOff.

ity of these techniques and there are still some chal- - ) )

lenges that need to be overcome for its wider adop- Table 1 specifies the above requirements using EDT,
tion (Cadar et al., 2011). Random testing (Hamlet, inwhich each row maps directly to one of the require-
2002) has also been studied extensively as an alternaments. The column headers specify three input sig-
tive to systematic testing as it is very easy to gener- Nals: Ignition, PanicSwand Alarm, and two output
ate a large number of test cases randomly. Theoret-Signals: Flash and Alarm. Its is worth noting that
ical studies indicate that random testing is as effec- Alarmis an input and output (I/O) signal. The pattern
tive as systematic testing (Duran and Ntafos, 1984; €Xpressions in each_lnput cell specn‘y.the sequence of
Chen et al., 2010). On the other hand, empirical stud- input value(s) that will match the requirements of that
ies (Ferguson and Korel, 1996; Marinov et al., 2003) Cell. The pattern expressions in an output cell spec-
have shown that pure random testing achieves lessify the sequence of signal value(s) that will be output
code coverage than systematic test generation. un-when the requirements of all the input cell§ in that row
like existing methods, EBT implements a row-guided are matched. The pattern language itself is regular, as

random technique with fuzzing at time boundaries to EDT supports a discrete timed model, and can be rec-
achieve scalability and coverage. ognized by a discrete timed automaton (Bowman and

Gomez, 2006). The patte®ff given in the first row

for columns corresponding to the signidsition and
Alarmmatches when the environment sends the value
Off to the system. The compactness of EDT is illus-
trated by the patteri{ { Press;Releasq =2} } { <3s}’
EDT (Venkatesh et al., 2014) is a tabular notation which is detected when the valuBsessfollowed by

to formally specify requirements of reactive systems. Releaseare received twice within three seconds for
This notation is designed in a manner that makes it the signalPanicSw The output pattern in the first

3 EDT NOTATION

69



ENASE 2015 - 10th International Conference on Evaluation of Novel Software Approaches to Software Engineering

row corresponding to the sign&lash specifies that
the value€On followed by Off should be output with

a gap of 500 milliseconds, and this pattern should be
repeated 30 times.

4 COVERAGE CRITERIA

To effectively test the system specified using EDT,
we propose two coverage criteria — row coverage and
row-interaction coverage, which are described below:

4.1 Requirement/Row Coverage

An EDT row is covered when it is matched in at least
one generated test case. Complete row coverage i
said to be achieved when all rows in the EDT are cov-
ered. The intuition behind row coverage is that an
individual requirement can often be mapped to one
or more EDT row(s) and hence row coverage implies
requirements coverage.

Table 2 illustrates a test case corresponding to
EDT specification shown in Table 1. The default val-
ues of input signal$gnition and Alarm are consid-
ered to beOff. WhenPanicSwvalues are generated
asPressfollowed by Releasdwice within three sec-
onds, that is at time 1500 milliseconds (ms) in Table

2, Row 1 is matched and hence the expected output of

Alarmis On and the flashing pattern i®n followed
by Off’.

4.2 Requirement-Interaction/
Row-Interaction Coverage

Requirements, as specified in EDT, can have the fol-
lowing two types of interactions between them:

e /O row-interaction: (1, r) is said to be a I/O
row-interaction ifr; outputs a value that is used
byr,.

e O/O row-interaction: 11, r2) is said to be a O/O
row-interaction if bottr, andr; output values for
the same signal at the same time.

Row-interaction is covered when a test case cap-
tures either of the aforementioned interactions be-
tween rows.

In the example mentioned in Table 1, because of
the common I/O signa\larm, there are three I/O row-
interactions:(1,2),(2,1) and(3,1). This is because
the outputOn to Alarmin Row 1 is used by Row 2
and the outpu©Off to Alarmin Rows 2 and 3 is used
by Row 1. The input sequence shown in the test case
in Table 2 covers the row-interactidf, 2).
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Table 2: Test Case for Row and I/O row-interaction cover-
age.

Time(ms) | Input Signals Remarks
0 | PanicSw=Press
500 | PanicSw=Releas¢
1000 | PanicSw=Press
1500 | PanicSw=Releasé¢ Row 1 output starts
2000 | PanicSw=Press
5500 | PanicSw=Releas¢ Row 2 output starts

Table 3: Test Case for O/O row-interaction coverage.

Time(ms) | Input Signals Remarks
0 | PanicSw=Press
500 | PanicSw=Release
1000 | PanicSw=Press
1500 | PanicSw=Releas¢ Row 1 output startg
2000 | Ignition=0On Row 3 output startg

In Table 1, Rows 1 and 3 form an O/O row-
interaction(1,3) as both these rows can potentially
affect the output value of the same sigk&shat the
same time. Consider the input sequence shown in Ta-
ble 3. At time 1500 ms, the output pattern felash
will start because Row 1 is matched. However, at time
2000 ms the output dflashis changed tdNo_Req
although the previous output pattern is still going on.
This happens because Row 3 is matched due to the
occurrence olgnition = On. When such input se-
guence is generated in a test case, it is said to have
covered O/O row-interactiofl, 3).

5 RGRaF: ROW-GUIDED
RANDOM ALGORITHM WITH
FUZZING

We now present RGRaF (Figure 3), an algorithm to
generate test cases with expected output from EDT
specifications. A test case consists of a timed se-
quence of input values and corresponding expected
output values. Each element of the sequence is a
tuple of the form §ignalnamevaluetime category
where,signalnamas an input signalyalueis a valid
value for that signaktimeis the time when thealue
arrives, anccategoryindicates if the signal is an in-
put, output or I/O signal. The sequence is arranged
in increasing order of time. The test case generation
algorithm that generates a set of these sequences con-
sists of four main steps; Automata construction, In-
put sequence generatiohnpGen), Expected output
sequence generatiofxpCen) and fuzzing at time-
boundariesKuzz).

RGRaF begins by building a discrete timed au-
tomaton corresponding to the regular expression in
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InpGen()
Createa random sequence of roWgs
lsi=@
For eachr in Rg
Iy := Expandr)
ls:=ls. Iy
End For
returnlg
Figure 1: InpGen.
ExpGen(s)

For each row in tableT
T := ExecuteAutomaftafirst(ls)
If (r matches)
Is:=1s® Opofr
My =M, UTr
End If
For all rowsr; that produce some input of
M; = M;- U {<I’i,l’>}
End If
Tmin := MIN (Tmin, T)
End For
Return My, M;, Tmin)

Figure 2: ExpGen.

RGRaF Algorithm:
U, := Set of all rowsR)
U, := Set of row-interaction$,)
i:=0
For each cell in each row
Build its timed automaton
End For
While (i < Sand (Ur # @ orUp # @)
Is:=InpGen()
While (Is # @)
(My, Mj, 1) := ExpGenls)
Ur = Ur - Mr
ls:=ls— Next
Fuzz: Randomly change time of firkj(
to before or after
End While
=i+l
End While

Figure 3: RGRaF Algorithm.

vokes the function Expand, which generates an input
sequence for each cell of each roin Rs, by select-

ing an element from the language specified by that
cell's regular expression. The sequences of all the
cells of a row are merged, maintaining time ordering,
to get an input sequende for the row. Eachl; is
appended tds to get an input sequence for the row.

each Ce”, USing known teChniqueS. It then invokes Note that the expansion of each row proceeds inde-
I npGen, which selects arandom sequence of rows and pendent of the other rows in the sequence and does
then systematically expands each row in the sequencenot take into account any value for I/O variable that
to produce a sequence of inputs that may match thatmay be generated by a previous row. As a result, the
row. This input sequence is passed onEipGCen, actual rows matching the generated sequence of in-
which executes the timed automaton of each cell for puts could be different from the rows R. This sys-
each input to determine the rows that match. When tematic expansion of rows ensures the generation of
a row matchestxpGen modifies the input sequence input patterns that need repetition. The probability of

by adding outputs generated by the matched row, thussuch repeated pattern getting generated will be low if
creatlng the final test sequence. Durlng its execution, input generation is pure|y random.

ExpGen invokesFuzz which randomly fuzzes the time

ofinputs to increase the probability of time related re- 52  ExpGen: Expected Output

guirements getting covered. This sequendenpfzen .
and ExpGen is repeated till either all rows and row- Sequence Generation

interactions are covered or the number of row se-
guences tried exceeds a given threshold (sample size)
S. These steps are described in detail below:

ExpGen, Figure 2, takes as input a sequdgceon-
Sisting of inputs yet to be processed. Each input in
Is is processed by takingstepof each rowr, of the
EDT tableT. A stepof a row consists of taking a
transition in the automaton of each cell in that row.
Once a step is taken a row matches if all its automata
are in their final state, with at least one of them hav-
This function, Figure 1, first creates a row-sequence ing reached the final state due to the current signal.
Rs by randomly selecting some EDT rows, including When a row matches, tuples wittategoryoutput or
uncovered rows with a higher probability. It then in- /O corresponding to the outp@, of that row are

5.1 [ npGen: Input Sequence

Generation

71



ENASE 2015 - 10th International Conference on Evaluation of Novel Software Approaches to Software Engineering

merged () with the input sequendg maintaining its valid combinations the environment needs to be spec-
time ordering and the matched row is added to the setified. We have extended the EDT notation with a
of matched rowd;. If the current row matched due special output columikej ect Fl ag to support easy
to outputs generated by a previously matched rgw  modelling of the environment as required for test-
then the pair(r;,r) is added to the matched interac- ing. Similarly, we have also added a special col-
tionsM;. Any I/O signal produced by a matched row umn ErrorFl ag to support specification of proper-
is processed in the next step. If an automaton is in ties. These two extensions are described in detail be-
a state that has an outgoing time-out transition it is low.
said to be in a time-out state. Of all the automata in
a time-out stat&xpGen returns the smallest tingyin 6.1 Modelling Environment Constraints
at which a time-out transition may occur.
In reactive systems, there could be several combina-
5.3 Fuzz: Fuzzing at Time Boundaries tion(s) of input(s) that can never occur in the actual
run of the system. For instance, in a car, the left
As in standard discrete timed automata each transi-and right indicator switches cannot b simultane-
tion of a cell's automaton is either labelled by a signal ously. We provide a special output signakjectFlag
value or is @ime-outtransition of the form(c,op, n) to_ model such environment constraints. These con-
wherec is a clock variableop is one of the oper-  straints are specified as an EDT row witRejectout-
ators{<,<,>,>} andn is a positive integer repre-  putto theRejectFlagcolumn. Sample EDT row spec-
senting time. Time constraints modelledtase-out ifying an environment constraintis illustrated in Table
transitions are one of the reasons why model-based4. If a test case generated by the Input Sequence Gen-
approaches to test generation do not scale up to. in-
dustry size code. Random algorithms too are unable  Table 4: Specification for Environment Constraints.
to cover time-based requirements. To address this is- [~gno [in LeftSw | in RightSw || out RejectFiag
sue, at the end of each step, we randomly change the 1 on On Reject

time of inputs occurring around the nearest timat ] _
which a time-out may occur. The generated scenario erator matches the row in Table 4, then that test case is

is altered by randomly changing the time of some in- rejected. SRejectFlagis aptua}lly used to eliminate
puts that occur either - a) befordo a time after it or test cases for all the combinations that cannot happen
b) aftert to a time before it. in the functioning of real-world reactive systems.

We call the above alteratidnzzingat time bound- .
aries. Consider the scenario presented in Table 2. Af-6.2  Property Checking
ter processing the input at 1500ms, the nearest time- ) .
out will occur at 3000ms due to the PanicSw patternin The requirements of real-world reactive systems gen-
Row 1 of the example given in Table 1. At this point, erally contain certain safety-critical requirements that
the algorithm could randomly choose to fuzz the sce- Should never be violated during any execution of the
nario by changing the time of the input at 2000ms to System. These can be seen as properties of the sys-
3500ms or it could change the time of the input oc- tem. For example, ‘when a vehicle is moving at a
curring at 5500ms to 2500ms. If fuzzing is not per- considerable speed (say20 kmph), all doors should
formed, the scenario will be generated only at the be locked’, is one such requirement. It is often eas-
3000ms that is the time-out. Hence, fuzzing helps in i€r to express such requirements as a system prop-
generating scenarios with different time arourahd ~ ©rty. This property should not be violated by other re-
thus helps in covering complex time-based scenarios.guirements that alter either the vehicle speed or door
All these steps are repeated until full row coverage lock/unlock status. To specify such properties, we

and row-interaction coverage is achieved (ilé.,= provide a special output signérrorFlag. An ex-
@ A Up = @), or the number of row sequences tried
exceeds the sample sige Table 5: Specification for Property Checking.
in .
SN0 \ehicleSpeed| DoorStatus|| out ErrorFlag
6 EXTENSIONSTO EDT 1 > 20 Unlocked Error

ample of specifying system properties is illustrated in
For the generated test cases to be useful it shouldTable 5. As RGRaF generates test cases for row cov-
not have any input combinations that will never be erage, to cover the row in Table 5, a test case will
generated by the environment. To eliminate such in- be generated that matches this row. Once the row
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is matched, Expected Output Generator will generate we generated test cases in MATLAB compatible for-
‘Error’ as the expected output of that test case. This mat.

test case is a counter-example to the given property. Case Study @/as from Engine Control component
So this special output signal is actually used to detect of an automotive tier one supplier. We generated test
and report error for all the signal combinations that cases, in CoverageMaster winAMS (winAMS, ) com-
are possible in real-world reactive systems but should patible format for three modules — TF Switch Open,
not occur due to pre-defined system properties. TF Switch Low and RD Switch Operation.

7 EXPERIMENTS: RESULTSAND
OBSERVATIONS 7.1 Comparison of RGRaF and Pure

Random with Fuzzing
To evaluate the cost-effectiveness and practical use-
fulness of EBT, we conducted case studies on differ- ToO compare RGRaF with pure random test case gen-
ent projects. The case studies were conducted to aneration we executed EDT-Test for both RGRaF and
swer the following four questions: pu(rje ragdom test ca]}s?] gentlaratiodn on all th% modulis
: and sub-systems of the selected case studies. The
1. Doe_s RGRaF perform bgtterthan RGRaFwithout pure rand())lm algorithm generated random input se-
fuzzing on real-world projects? guences with a random time assigned to each tuple
2. Does it take lesser effort to generate test casesin the input sequence. Each input sequence was of a
manually when compared with the effort required random length. Once an input sequence was gener-
to translate requirements to EDT and then gener-ated, the rest of the algorithm was similar to RGRaF
ate test cases? and involved execution of automata and retained only
3. Does RGRaF generate better test cases than th(I}hose Sequengsp that covered a NEw row or a row-

manually written test cases? interaction. In both casesSanpl e Si ze Sof 25000

was used.

To investigate the aforementioned questions we  Table 6 illustrates the results of these experi-
needed real-world projects which had documented re-ments. RGRaF achieved higher row coverage for
quirements in a natural language, manually written seven modules and higher row-interaction coverage
test cases and also detailed data of effort spent in writ-for eight modules as compared to pure random algo-
ing these test cases. We could find only a few such rithm. Moreover, RGRaF gave 100% row coverage
projects, of which we selected three from the auto- for seven modules whereas the pure random variant
motive domain. We carved out three case studies fromcould not cover all of them. During these experi-
these projects such that each case-study was fairly bigments, we observed that pure random test generation
and was representative of a real-world reactive sys-was achieving lesser row and row-interaction cov-

tem. erage for larger sub-systems/modules/systems. For
Brief description of the three case studies followed instance, in Alarm module, which had 822 rows,
by details of the comparisons are given below. RGRaF covered 672 rows whereas pure random could

Case Study Wwas from Body Control component cover only 471 rows.
of an automotive original equipment manufacturer An analysis revealed that RGRaF performed bet-
(OEM). It consisted of a single sub-system named ter in cases where size of input domain was large and
Integrated-FAT that had three modules — Flasher, in cases where to cover a row an input with a specific
Alarm and Trunk Back Door. Each module was fur- value had to be generated within a specific time. This
ther divided into sub-modules and requirements of is illustrated by the example in Table 1. To cover Row
sub-module were available. We modelled these re- 1 of this example the Panic Switch has to be pressed
quirements in EDT and generated test cases for eachand released twice within three seconds. The proba-
module as well for the sub-system level. bility of this happening when the generation is purely

Case Study #vas from another automotive OEM. randomis very low. When we generated test cases for
We conducted experiments on four modules — Power this example using RGRaF and pure random, RGRaF
Lift Gate (PLG), Power Closure Decision (PCD) and needed a sample size of only 6 to cover all rows
Panic Alarm from Body Control component, and also and row-interactions, whereas the random algorithm
for Blower Control module from Climate Control needed a sample size of 663. We also observed that
component. For all these modules and a sub-systempure random with fuzzing algorithm generated many
(Integrated-PLG-PCD) that merged PLG and PCD, invalid input combinations and hence were rejected.
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Table 6: RGRaF and Pure Random.

Case | Feature Name No. of No. of Rows Covered No. of Row-Interactions Covered
Study EDT | RGRaF Pure RGRaF | RGRaF Pure RGRaF
Rows Random | Without Random | Without
With Fuzz Fuzz With Fuzz Fuzz
Case | Alarm 822 672 368 399 921 303 679
Study 1 | Trunk Back Door 86 86 86 86 63 63 63
Flasher 146 125 121 120 541 506 503
Integrated-FAT 1052 683 580 579 1339 1176 1176
Case | Panic Alarm 262 262 257 261 772 597 735
Study 2 | Blower Control 101 101 101 101 280 279 271
PLG 52 51 51 51 301 301 301
PCD 16 16 16 16 5 5 5
PLG + PCD 68 67 65 64 296 290 285
Case | TF Switch Open 14 14 14 14 22 22 22
Study 3 | TF Switch Low 14 14 14 14 23 23 23
RD Sw Operation| 31 31 26 23 46 35 31
Table 7: Summary of EBT Experimental Data.
Case | Feature Name ’\cl)?' Test Case Generation Using EBT Manual Test Efforts
Study EDT | EDT Creation | EDT-Test [ Total Efforts | Case Generation savings
Rows | [person hours]| Execution | [person hours]| [person hours] | by EBT
Case | Alarm 822 13 95 mins 14.5 38.5
Study 1 | Trunk Back Door 86 7 2 mins 7 10 33%
Flasher 146 18.5 32 mins 19 12
Integrated-FAT 1052 0 6.5 hours 6.5 Not Available -
Case | Panic Alarm 262 40 5 mins 40 80
Study 2 | Blower Control 101 5 12 mins 5 18 44.8%
PLG 52 12,5 1.5 mins 12.5 6 '
PCD 16 1 1 second 1 2
PLG+ PCD 68 0 30 mins 0.5 Not Available -
Case | TF Switch Open 14 0.75 1 min 0.75 9
Study 3 | TF Switch Low 14 1.25 1.75 mins 1.25 9 62.5%
RD Sw Operation| 31 10 1.5 mins 10 14

7.2 Comparison of RGRaF with

Fuzzing and RGRaF without

Fuzzing

To evaluate the contribution of fuzzing we ran EDT-
Test with and without fuzzing on all the modules. To

ence of time-based requirements. A thorough analy-
sis revealed that Fuzzing helped in cases where there
were time constraints associated with 1/O signals, as
explained in Section 5, because these 1/O signals’

time constraints were not taken into account while ex-
panding rows.

Fuzz, at the end of each step of all automata, the next

input was optionally chosen. If the chosen input had a

7.3 Comparison with Manual Testing

time less than the nearest time-authen the time of

the input was modified to a value higher thaelse it
was changed to a time less tharfor this comparison

too we used &npl e Si ze of 25000.

Table 6 presents the results of the comparison. plication development teams consisting of test engi-
Fuzzing at time boundaries helped in seven mod- neers and domain experts whereas, the team that cre-
ules because these had complex time-based requireated EDT specifications and generated test cases us-

ments. For these modules, RGRaF achieved highering EDT-Test did not have automotive domain knowl-
row and row-interaction coverage as compared to edge.

RGRaF without Fuzzing.

This demonstrates that

For all the case studies, manually created test cases
with the corresponding efforts data were available to
us. These test cases were created by respective ap-

Table 7 presents a summary of our findings of a

fuzzing of timings of inputs helps in increasing row comparison between EBT and manual test case gen-
and row-interaction coverage, especially in the pres- eration for effort required. In the case of EBT the
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effort is split into the person hours taken to specify strates that, on real-world projects, RGRaF performs
requirements in EDT and the time taken by EDT-Test better than pure random and than RGRaF without

to generate test cases. We have not compared the twduzzing. It also shows that our EBT is more cost-

methods for coverage because no coverage data wagffective and generates better test cases than manual
available for the manual test cases. Instead we askedest cases. However, there are some threats to validity
the domain experts from the project teams to manu- of our experiments and they are described in the next

ally compare and analyse the two sets of test cases. section.

The findings reveal that on an average EBT re-
quired 30%—-60% less effort for test case creation. In 7.4 Threatsto Validity
all the modules, EBT not only generated all the test
cases present in the manual sets, but also generate@elow we list some threats to the validity of our find-
many additional interesting scenarios. These addi- ings.
tional scenarios should have been part of the manual
test cases according to the domain experts. In two
modules, Flasher and PLG, EBT test cases needed
more effort compared manual ones primarily because,
these modules required an understanding of complex

domain functionality which the manual test case writ- } _
ers already had. e To judge the quality of the generated test cases

e All the systems we selected are from the auto-
motive domain and although the findings should
carry over to reactive systems from other domains,
explicit experiments will have to be conducted to
confirm it.

Analysis of some key findings is presented below:

e In Case study JAfor the Trunk Back Door mod-
ule, EBT generated cases covered 40 more row-
interactions and in the case of Flasher it covered
346 more row-interactions than the manually writ-
ten test cases.

e In Case Study ,lintegrated-FAT module clearly
showed scalability of our algorithm. It had ap-
proximately 1000 requirements and 98 signals.
Due to the complexity of the requirements, it was
hard for the testers to visualize all the require-
ments’ combinations. Hence, the manually cre-
ated test cases covered only module level require-
ments and interactions between modules were not
adequately covered. EBT test cases subsumed all
the manually created ones and generated many

we relied on the judgement of domain experts.
A more scientific study that determines the num-
ber of defects detected by RGRaF will have to be
conducted to ascertain its effectiveness. However,
getting defect data is not easy and we were not
able to get it for all the systems we considered
making it a difficult experiment to conduct.

¢ Although we have considered fairly big systems,

modern reactive systems are much bigger. Con-
ducting an experiment on such a large application
will not be possible as it will take several person
months to specify these in EDT. We will therefore
have to see if RGRaF is actually used by testers to
get findings for large applications.

more valid and necessary requirements combina-8 CONCLUSIONSAND FUTURE

tions as confirmed by the domain experts and the
project team.

e In Case Study EBT test cases, when run on the

WORK

In this paper, we have presented an effective and ef-

model, detected a bug in a post-production sub- ficient automated technique for functional test case

system, Integrated-PL& PCD. We detected this  generation. We have also shared the results of various
bug by specifying properties of the sub-system us- €xperiments that were conducted on three industry-
ing the ErrorFlag in EDT specifications, as ex- Size applications, which highlight the advantages of

plained in the Section 6. In case of Panic Alarm Using the proposed technique on real-world reactive

module, three missing requirements were uncov- Systems. From the experiments we can conclude that:
ered when tool-generated test cases were executed s An appropriate choice of formal notation, com-

on MATLAB models. bined with automated test case generation, is ca-

e In Case Study 3 tool-generated test cases
achieved 100% statement and decision coverage

pable of reducing testing efforts by around 30%-
60%, while providing better coverage.

when executed on C code using CoverageMaster o Row and row-interaction coverage criteria results

winAMS. This is interesting because EBT does
not target code coverage.

The overall analysis of our experiments demon-

in several scenarios that are found useful and in-
teresting by test engineers and domain experts.
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e Combining systematic generation of input se- Cadar, C., Godefroid, P., Khurshid, S., Pasareanu, C. S.,
guences with a degree of randomness and finally Sen, K., Tillmann, N., and Visser, W. (2011). Sym-

fuzzing at time boundaries performs better than boljc execution for software tgsting in practice: Pre-
pure random test case generation liminary assessment. Proceedings of the 33rd Inter-

national Conference on Software EngineerihfGSE
Although the experiments were performed on au- '11, pages 1066—1071, New York, NY, USA. ACM.
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