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Abstract: | propose new authentication protocols using/unmodifying the structures of packet and data exchange on
CHAP (Challenge Handshake Authentication Protocol). CHAP is one of the most popular authentication
protocols because of very simple scheme and no vulnerability of its structures of packet and data exchange.
Therefore, this protocol is used a lot of services over the Interndedactostandard. However, unlawful
access often happens caused by users’ mistakes of password setting, e.g. password-list-attacks, and propos-
ing/implementation of other authentication methods without using password are urgent. To solve the problem,
| propose new scheme which can send many type of authentication codes using intact CHAP. By using my
proposal, other authentication method using password authentication together can be realized with a minimum
cost burden.

1 INTRODUCTION users can connect their computers/mobile terminals
to the Internet anywhere. Therefore, they need to
1.1 Weakness of Password pay attention to the attacks from adversaries any-

. . time (Sklavos and Zhang, 2007).
Authentication ime (Sklav g )

1.2 Related Work

Recently, the Intranet becomes common technology
and makes it possible for users to take many servicespagarding the above weakness in section 1.1, some
over IP, e.g. multi party communication, shopping, gthentication methods/protocols except to use classi-
banking, e-government service, and so on. In these passwords have been proposed. Otedsfactor
services, a user authentication method is introduced ihentication protocols (Schneier, 2005; Hagal-
because of protection against spoofing identity. isletto and Riiber, 2007; Aloul et al., 2009; Rathgeb

The most popular method of user authentication 4.4 Uhl, 2010; Fan et al., 2010; Eldefrawy et al.,
is password authenticatiorespecially, CHAP (Chal- 2011; Acharya et al., 2013; Hwang and Gope, 2014)
lenge Handshake Authentication Protocol) (Simpson, ¢, countermeasures against the former weakness, and
1996) is generally used, e.g. authentication over PPPiq oiher inonymous authenticatigmotocols (Kil-
(Point-to-Point Protocol) (Simpson, 1994). However, jan and petrank, 1998: Ateniese and Tsudik, 1999;
the authentication used original CHAP is the follow- g51ah and Franklin, 1999: Camenisch et al., 2006:
ing weakness: Wachsmann et al., 2010; Au et al., 2013) for counter-

e Users tend to use easy-to-guess password or themeasures against the latter weakness.

same password in multiple accounts. Therefore, = However, these protocols cannot use the structurs

if user authentication is dependent on only pass- of the packet and data exchange of CHAP, and new

word, the system may be easy to be attacked. other machines have to be established. Therefore, it
entails many costs to introduce a new authentication

e The administrator have to administer all users.
protocol.

Therefore, if an adversary intrudes the service
system, users’ privacy and/or personal informa-
tion may be leaked.

Furthermore, in the recent ubiquitous computing,
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1.3 Outline of Proposal € o

Set-up 1D Registration

PW Sharing

For solution of the above problem in section 1.2, | g :
propose new authentication protocols. ¢
My proposed protocols realize two types of au-
thentication within the architecture of CHAP. One is  [aunenicaion
two-factor authentication shown in section 3.1, which | o o
can authenticate users with two secret codes at the
same time. Furthermore, this protocol can be cus- : Ve
tomized to the existing system, whose server cannot | " e
be stopped and replaced, with introduction of only a
proxy server as shown in section 3.2. And the other is
anonymous authentication shown in section 4, which ) _ )
does not need to administer ID/password inthe server. ® Third party can obtains only traffic packet and
These protocols modify only the calculation cannotknow other code/data excepting the packet.
method of response with using keyed one-way hash
function, e.g. HMAC (Hash-based Message Authen-
tication Code) (Krawczyk et al., 1997), and symmet- ;
ric key encryption algorithm, and do not need to cus- CHAP has two phases ; one is “Set-up” and another
tomize/modify the sequence and packet format newly. S “Authentication.” | show these procedure sequence
Therefore, network machines, e.g. access-point, " figure 1 and describe the procedures as follows:
router, gateway and so on, can be utilized without Set-yp:
changing, and introduction costs of authentication
protocol except passwords can be reduced.

Send Request hentication

y Send C
Challenge ¢ LA S

Send R with ID

Send
ACK or NAK

Case of ACK, Starting Communication.

Figure 1: CHAP sequence.

2.1.3 Procedure Sequence

1. For registration, a user senid> to the server.
2. The user generaté8V and shares it with the

server.
2 CHALLENGE HANDSHAKE 3. The server administéD bound toPW.
AUTHENTICATION Authentication:
PROTOCOL 1. For request, the user sends authentication re-

quest to the server.
2. The server generat€sand sends it to the user.
3. The user calculatd? + Hk (PW,C) and sends
it with ID to the server.

4. The server calculatdsk (PW,C) usingC and
administeredW bound tolD. The server ver-
ifies whether this generated value and received

2.1 Protocol
211 Symbols

| define symbols used in CHAP as follows:

ID: User identification code. R from the user are equivalent or not, and in-
(“ACK” means the success of this verification,
C: Challenge code generated by random number gen- and “NAK” means the failure of this verifica-
erator. tion).

R Response code for the challer@e ‘
Hk (a,B): Keyed one-way hash function (hashing 2.14  Packet Format

datap with a keya). | show the packet format of CHAP in figure 2.

2.1.2 Preconditions 0 7 15 23 31
| | | | |
| describe preconditions for using CHAP as follows:
. . . Code Identifier Length
e The server, which authenticates users, is trusted
party.
Data
e PW sharing between the server and one user is not
leaked out. Figure 2: Packet format of CHAP.
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0 7 15 23 31

The first octet (from Oth-bit to 7th-bit) means the | | | | |
code, which show the type of packet. There are four
codes as follows: OxOZ(?(Z(:;onsc) Identifier Length
0x01: Challenge. T
0x02: Response. Value Length | =R

= Hg(PW,C)

0x03: success. T
0x04: Failure. Name = 1D

Next, the second octet (from 8th-bit to 15th-bit)
means the identifier. This field aids in matching chal-

lenges, responses and replies. .
The third and fourth octet (from 16th-bit to 31st- send in the response packet. However, response value

bit) means the length. This field and indicates the RS calculated fromPW and the challenge code
length of the CHAP packet including the code, iden- With the one-way hash function. If security condi-
tifier, length and data fields. Octets outside the range l0nS (Rogaway and Shrimpton, 2004) of this one-way
of the length field should be treated as data link layer hash function are established, nobody can calculate
padding and should be ignored on reception. PW from R

The octet after the fifth (from 32nd-hit) means the
data. The format of this field is determined by the
code field. However, in case of packet, which means
success or failure, this field may be zero octets.

In four type of CHAP packet as above, the re-
sponse is the most important packet as security, be-
cause security function is used in only this packet. |
show the format of the response packet in figure 3.

The fifth octet (from 32nd-bit to 39th-bit) means
the value length, which indicates the length of the

value field. 3 TWO-FACTOR

The octets after the sixth (from 40th-bit) means AUTHENTICATION OVER
the value, which has the fields indicated the value CHAP

length field. The value in response packet is the one-
way hash function calculated over a stream of octets
consisting of the identifier followed by the secret code 3.1 Prototype Protocol
PW and the challenge cod® The length of the value
depends upon the algorithm of the one-way hash func-3.1.1 Symbols
tion used in the authentication system.
The last octets after the value field means name. | define symbols used in the prototype protocol as fol-
This field represents the identification of the system lows:
transmitting the packet. There are no limitations on ID: User identification code.
the content of this field, e.g. ASCII character strings _ o )
or globally unique identifiers in ASN.1 syntaxHow-  |D2na: Other identification code excepting.
ever, the name should not be NULL or CR/LF termi- PW: Secret code for authentication (e.g. password).

nated. The length of this field is determined from the . ot ;
length field and the value length field. SK(fgcreerfcf;p‘iﬁ,rfcl’(re;”them'ca“o” exceptingy

Figure 3: Response packet format of CHAP.

2.2.2 Unforgeability

When authentication, the challenge cadds gen-
erated from random generatdk. is new value each
time of authentication. Therefore, an adversary can-
not reuseC, which has been sent over the Internet al-
ready, for forgery by replay attack.

2.2 Security Analysis C: Challenge code generated by random number gen-
erator.
2.2.1 Password Unleakability R: Response code for the challer@e

Hk (a,B): Keyed one-way hash function (hashing

When authentication, raw passwddilV is not send data with a keya).

over the Internet. Information regardifyV is only
1These identifiers are defined as ASN.1 Projectrby

ternational Telecommunication Union Telecommunication
Standardization Sector
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User

e Server

1D Registration

Set-up

PW Sharing

SK&ID:y
Sharing

ID, IDsyg,
PW, SK

Send Request

>

Send C

Send R
with D& I D1y

Send
ACK or NAK

Hy(SK,Hg(PW.C)) 2R

Case of ACK, Starting Communication.

Figure 4: The sequence of prototype protocol of two-factor
authentication over CHAP.

3.1.2 Preconditions

| describe preconditions for using the prototype pro-
tocol of two-factor authentication over CHAP as fol-
lows:

23 31

Code

0x02(Response) Identifier Length
Value
Value Length =R

~ Hy(SK.(Hx(PW.C))

Name = ID||I Dy

Figure 5: Response packet format regarding the prototype
protocol of two-factor authentication over CHAP.

and receive® from the user are equivalent or
not, and inform the user about the result of this
verification ("ACK” means the success of this
verification, and “NAK” means the failure of
this verification).

3.1.4 Response Packet Format

I show the format of the response packet regarding the
prototype protocol of two-factor authentication over

e The server, which authenticates users, is trusted CHAP in figure 5.

party.
e PW and SK sharing between the server and one
user is not leaked out.

e Third party can obtains only traffic packet and
cannot know other code/data excepting the packet.

3.1.3 Procedure Sequence

| show “Set-up” and “Authentication” procedure se-
guence of the prototype protocol of two-factor au-
thentication over CHAP in figure 4 and describe the
procedures as follows:

Set-up:
1. For registration, a user senid3 to the server.

2. The user generatédV and shares it with the
server.

The user generatéd,,q andSKin addition to
tha above and shares them with the server.

The server administelD bound to PW and
ID2ng bound toSK.

Authentication:
1.

3.

4,

guest to the server.
. The server generat€sand sends it to the user.

. The user calculateR < Hk (SK,Hk (PW,C))
and sends it withD andID,nq to the server.

. The server calculatddx (SK Hk (PW,C)) us-
ing C, PW bound tolD andSKbound tol D zpg.
The server verifies whether this generated value

216

For request, the user sends authentication re-

The value length field is the same as that of the
original response packet.

The octets after the sixth (from 40th-bit) means
the value, which has the fields indicated the value
length field. The value in response packet is the one-
way hash function calculated over a stream of octets
consisting of the identifier followed by the secret code
PW and the challenge cod® The length of the value
depends upon the algorithm of the one-way hash func-
tion used in the authentication system.

The last octets after the value field means name.
This field represents the identification of the system
transmitting the packet. There are no limitations on
the content of this field, e.g. ASCII character strings
or globally unique identifiers in ASN.1 syntax. How-
ever, the name should not be NULL or CR/LF termi-
nated. The length of this field is determined from the
length field and the value length field.

3.2 Revised Protocol with Proxy Server
3.21 Symbols

| define symbols used in the revised protocol as fol-
lows:

ID: User identification code.
ID2ng: Other identification code exceptinB.
PW: Secret code for authentication (e.g. password).

SK: Secret code for authentication exceptiRyV
(e.g. encryption key).
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Existing Server | Proxy Server

Set-up

1D Registration

PW Sharing

SK&IDy
Sharing

=
1D, PW
g

| Send Request

v

Generate Send C

i Challenge C
H 8 Send R, v
........................ Yith ID&IDowa| R<-Hx(PW,C) _ i
888 A R,<-Enc(SK,R)
Vv v H - Send
R<-Dec(SK,Ry) | s ok or NAK
Case of ACK, Starting Communication.

H(PW,G) L B

Figure 6: The sequence of revised protocol of two-factor
authentication over CHAP.

C: Challenge code generated by random number gen-
erator.

R: Original response code for the challer@@e
Rp: Encryption code of the response corile

Hk (a,B): Keyed one-way hash function (hashing
datap with a keya).

Enda,B): Encrypting function of symmetric key en-
cryption Algorithm (Encrypting dat@ with a key
a).

Deda,B): Decrypting function of symmetric key en-
cryption Algorithm (Decrypting datf with a key
a).

3.2.2 Preconditions

| describe preconditions for using the revised protocol
of two-factor authentication over CHAP as follows:

e The existing server, which authenticates users,
and the proxy server, which decrypts data. are
trusted parties.

e PW sharing between the existing server and one

user andsK sharing between the proxy server and
one user are not leaked out.

e Third party can obtains only traffic packet and
cannot know other code/data excepting the packet.

3.2.3 Procedure Sequence

| show “Set-up” and “Authentication” procedure se-
guence of the revised protocol of two-factor authenti-
cation over CHAP in figure 6 and describe the proce-
dures as follows:

Set-up:

1. For registration, a user senid to the existing
server.

ificationless on Its Structures of Packet and Data Exchange

23

31

Code .
0x02(Response) Identifier Length
Value
Value Length = R,= Enc(SK,R)
= Enc(SK,Hx(PW,C))

Name = ID||I Dy

Figure 7: Response packet format regarding the revised pro-
tocol of two-factor authentication over CHAP.

2. The user generatédV and shares it with the
existing server.

The user generatéd®,,q and SK in addition

to tha above and shares them with the proxy
server.

The existing server administdd bound toPW,
and The proxy server administdb,,q bound

to SK

Authentication:
1

3.

4.

. For request, the user sends authentication re-
quest to the existing server.

The existing server generatésand sends it to
the user.

. The user calculateR <— Hx (PW,C). Furthe-
more, the user calculateR, < Enc(SKR).
and sends it withHD and IDypg to the proxy
server.

. The proxy server calculatés« Dec(SK,Rp)
usingSK bound tolD,pg and informs the exist-
ing server of it withiD.

. The existing server calculatelg (PW,C) using
CandPW bound taD. The existing server ver-
ifies whether this generated value and received
R from the user are equivalent or not, and in-
form the user about the result of this verification
(“ACK” means the success of this verification,
and “NAK” means the failure of this verifica-
tion).

2.

3.24 Response Packet Format

I show the format of the response packet regarding
the revised protocol of two-factor authentication over
CHAP in figure 7.

The value length field is the same as that of the
original response packet.
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3.3 Security Analysis e Each protocol does not need to change its packet
format. Therefore, hardware of communication,
3.3.1 Secret Codes Unleakability e.g. access-point, router, gateway and so on,

and/or servers does not need to be replaced.

In prototype protocol, there are two secret codes: ® Furthermore, regarding the proposed protocol in
both PW and SK are the codes for password au- section 3.2, the existing system can be used jUSt
thentication. PW and SK are only used in the re- to put one proxy server. Therefore, two-factor au-
sponse packet. Therefore, an adversary can obtains thentication can be installed at low cost.

R+ Hk (SK;Hk (PW,C)). HoweverHgk (PW,C) can On the other hand, these proposed protocols have the
calculated fronR because of features of general one- following problems:

way hash function shown in section 2.2. Furthermore, o |f authentication fails, the administrator cannot
Granted that an adversary can obtein(PW,C), PW know which secret cod&W or/andSK, is irreg-
cannot be calculated frofk (PW,C) similarly. ular.

Also in revised protocol, there are two secret
codes: PW is the code for password authentication,
andSK s the key for symmetric key encryptioRPW
andSK are only used in the response packet. There-
fore, an adversary can obtains many response packets,
namely many types of cipher teR, « Enc(SK R).
However, if security conditions g)ellare ect( al., 1)997) 4 AUTHENTICATION WITH
of this symmetric key encryption are established, any ADMINISTRATION FREE
adversaries cannot decryRp or obtainR from the OVER CHAP
response value. Furthermore, Granted that an adver-
sary can obtairR, PW cannot be calculated from
because of features of general one-way hash functi0n4'1 Protocol
shown in section 2.2.

e Eventhough the cost of installing hardware is low,
it costs a few revised expenditure to introduce
software.

4.1.1 Symbols

332 Unforgeability | define symbols used in CHAP as follows:

When authentication, the challenge cdlés gener- ID: User identification code.

ated from random generator similar to original CHAP MK: Secret master key holding only server.
in section 2.1. Also this code is new value each time pw: Secret code for authentication generated from
of authentication. MK.

As a result, in prototype protocatk (PW,C) in
the response packet is new value each time. There-
fore, adversary cannot reuSeandHg (PW,C), which
has been sent over the Internet already, for forgery by

PW': Authentication code generated fravtK in au-
thentication phase.

C: Challenge code generated by random number gen-

replay attack. erator.

Furthermore, in revised protocol, alstg (PW,C) R Response code for the challer@e
in the response packet is new value each time. There-H (a,): Keyed one-way hash function (hashing
fore, adversary cannot reuSdor password authenti- datap with a keya).

cation andHg (PW,C) for the challenge code decryp- .
tion, which has been sent over the Internet already, for 4.1.2  Preconditions

forgery by replay attack. ) N ) o
| describe preconditions for using the authentication

with administration free over CHAP as follows:
e The server, which authenticates users, is trusted

Regarding proposed protocols in section 3.1 and 3.2, party. ) )
on the one hand, there are the following strong points: ® PW sharing between the server and one user is not

leaked out.
o If both of secret codes, which aR¥W andSK, are . .
not legitimate, this authentication certainly fails. * MK holding only the server is not leaked out.

Therefore, the proposed protocols of the certifica- ® Third party can obtains only traffic packet and
tion possess high reliability. cannot know other code/data excepting the packet.

3.4 Discussion
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User

1D Registration

Set-up

Send PW

v
PW<-Hy(MK,ID)
A

MK

. Pw |

Authentication
Request

Authentication

Send Request

Send C'

. Send R with ID

Send
ACK or NAK.

Case of ACK, Starting Communication.

Figure 8: The sequence of authentication with administra-
tion free over CHAP.

4.1.3 Procedure Sequence

| show “Set-up” and “Authentication” procedure se-
guence of the authentication with administration free
over CHAP in figure 8 and describe the procedures as
follows:

Set-up:
1. For registration, a user senid3 to the server.
2. The server generat&V < Hx (MK,ID) and
sends it to the user.
3. The user holdPW bound toPW.

Authentication:

1. For request, the user sends authentication re-

guest to the server.

The server generat€sand sends it to the user.

The user calculatd® + Hx (PW,C) and sends

it with 1D to the server.

. The server calculatd®V < Hx (MK, ID) and
Hkx (PW',C) using C. The server verifies
whether this generated value and received
from the user are equivalent or not, and in-
form the user about the result of this verification
(“ACK” means the success of this verification,
and “NAK” means the failure of this verifica-
tion).

2.
3.

4.1.4 Packet Format

The format of the response packet regarding the au-
thentication with administration free over CHAP is
the same as that of the original response packet.

Therefore, | omit the detailed description of this
packet.

4.2 Security Analysis
4.2.1 Secret Master Key Unleakability

PW is calculated fromD andMK. ID can be gen-
erated by any user and opened in public. Therefore,

ificationless on Its Structures of Packet and Data Exchange

if the user, who has already registel&l can calcu-
latedMK from my PW, he/she can forge the authen-
ticable pair of user identification code and secret code
for authentication.

However, PW is calculated with the one-way
hash function. If security conditions (Rogaway and
Shrimpton, 2004) of this one-way hash function are
established, any user cannot calculdte from PW.

4.2.2 Secret CodesUnleakability

When authentication, information regardifyV is
only send in the response packet similar to original
CHAP in section 2.1.

Therefore, any adversaries cannot calcul\
from R because of the same reason in section 2.2.

4.2.3 Unforgeability

When authentication, the challenge cd&lés gener-
ated from random generator similar to original CHAP
in section 2.1C is new value each time of authentica-
tion. Therefore, an adversary cannot reGsavhich

has been sent over the Internet already, for forgery by
replay attack.

4.3 Discussion

Regarding proposed protocol in section 4.2, on the
one hand, there are the following strong points:

e The administrator administers only his/her secret
master keyMK. He/she does not need to adminis-
ter any users’ identification code and secret code.

e Unless otherwise leaked the secret master key, the

administrator can authenticate only legal users.

Users’ information is not stored in the server.

Therefore, the anonymity of the user is kept when
authentication, i.e. an anonymous authentication
system over CHAP can be realized. Furthermore,
even if adversaries attack the server, users’ infor-
mation of privacy is not leaked.

e This protocol does not need to change its packet
format. Therefore, hardware of communication,
e.g. access-point, router, gateway and so on, does

not need to be replaced.

On the other hand, these proposed protocols have the
following problems:

e Because all of users’ secret cod® is generated
from the secret master keyK holding only the
administrator and the identification codle, all
users cannot decide their ouW.
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e Because the administrator does not administer Camenisch, J., Hohenberger, S., Kohlweiss, M., Lysyan-

user’s identification codd®, he/she cannot distin- skaya, A., and Meyerovich, M. (2006). How to win

guish a user requesting authentication from other ~ the clone wars: Efficient periodic n-times anonymous

uSsers. authentication.lACR Cryptology ePrint ArchiyeRe-
port 2006/454.

e Ifuser's secret codeW s leaked and needs to be Eldefrawy, M. H., Alghathbar, K., and Khan, M. K.
reissued, his/her identification coti® have to be (2011). Otp-based two-factor authentication using
renewed. mobile phones. International Conference on Infor-

. mation Technology: New Generations - ITNG 2011

o If the master keyMK is leaked and needs to be pages 327-331. IEEE press.
reissued, all of users’ secret cod®& have tobe  Fan, c., Ho, P., and Hsu, R. (2010). Provably secure nested
renewed one-time secret mechanisms for fast mutual authenti-

cation and key exchange in mobile communications.
IEEE/ACM Trans. Networkindl8(3):996—1009.

Hagalisletto, A. M. and Riiber, A. (2007). Using the mobile

S5 CONCLUSION phone in two-factor authentication. International
Workshop on-Security for Spontaneous Interaction -

In this paper, | have proposed two types of authenti- IWSSI 2007

cation protocol revised CHAP; one is the two-factor Hwang, T. and Gope, P. (2014). Provably secure mutual

authentication, and another is the authentication with authentication and key exchange scheme for expedi-

administration free. Both use original format and se- tious mobile communication through synchronously

: one-time secretalireless Personal Communicatigns
guence of CHAP and do not need to substantial re- 77(1):197—224.

vision to existing system. Therefore, new authenti- Kilian, J. and Petrank, E. (1998). Identity escrow. Ad-
cation protocols can be installed securely and easily el o2t Cryptdlody - CRYPTO '9golume LNCS
with few costs. _ _ 1462, pages 169-185. Springer.

As a future work, | plan to make the simulation  krawczyk, H., Bellare, M., and Canetti, R. (1997). Hmac:
systems installing these proposed protocols and mea- Keyed-hashing for message authentication. Request
sure these performances. Furthermore, | plan to pro- for Comments, RFC 2104.
pose other authentication protocols over CHAP. Rathgeb, C. and Uhl, A. (2010). Two-factor authentication

or how to potentially counterfeit experimental results
in biometric systems. linternational Conference on
Image Analysis and Recognition - ICIAR 201@I-
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