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Abstract:

The Trusted Desktop Grid (TDG) is a self-organised, agent-based organisation, where agents perform computational tasks for others to increase their performance. In order to establish a fair distribution and provide
counter-measures against egoistic or malicious elements, technical trust is used. A fully self-organised approach can run into disturbed states such as a trust breakdown of the system that lead to unsatisfying system performance although the majority of participants is still behaving well. We previously introduced an
additional system-wide control loop to detect and alleviate disturbed situations. Therefore, we describe an
Observer/Controller loop at system level that monitors the system status and intervenes if necessary. This
paper focuses on the controller part which instantiates norms as reaction to observed suspicious situations. We
demonstrate the benefit of our approach within a Repast-based simulation of the TDG. Therein, the impact of
disturbances on the system performance is decreased significantly and the time to recover is shortened.

1

INTRODUCTION

Self-organised volunteer computing shares computing resources of a potentially large set of participants
in a distributed manner. Agents can utilise resources
of others to get their jobs computed as fast as possible
and thereby decrease their processing time. Typically,
such a system is realised as open system – meaning
that everyone is free to join if following the basic protocol.
Since openness attracts egoistic or even malicious elements, counter-measures are needed to isolate these unwanted elements and provide a performant platform for normal and benevolent users. In
previous work, we demonstrated that technical trust
is a perfect instrument to achieve this goal – leading to a Trusted Desktop Grid (TDG) (Bernard et al.,
2010). However, a fully self-organised solution has
drawbacks that become visible in disturbed situations.
For instance, an orchestrated joining of malicious elements can cause a trust breakdown that also affects the
trust relations of normal agents (Klejnowski, 2014).
In this paper, we present a novel concept to handle these disturbed situations – once they were detected. Since the effects are not visible for isolated
agents, a system-wide management has to be established. Previously, we proposed to utilise the Ob-

server/Controller concept as introduced by the Organic Computing initiative (Tomforde et al., 2011) as
basis for such a system-wide control and presented an
approach to detect such situations. Since agents are
autonomous and we cannot control their implementations, a guided self-organisation is aimed for. This
is achieved by publishing and controlling norms that
have to be followed by agents at runtime. As a result,
we establish a system-wide control loop that issues
norms in disturbed situations and thereby manages the
overall behaviour.
The remainder of this paper is organised as follows: Section 2 describes the TDG as application scenario with a special focus on the agents’ goals, the
system goal, and the trust mechanism. It also explains
the trust breakdown that serves as motivation of this
work in more detail. Afterwards, Section 3 introduces
the norm-based system control with its observer and
controller components as well as the system under observation and control. Section 5 presents our novel
concepts and details the approach. In addition, Section 4 puts the approach into the context of related and
preliminary work. This is followed by a simulationbased evaluation in Section 6 that demonstrates the
benefit of our approach with respect to decreasing
the impact of disturbances on the system performance
and the time to recover. Section 7 summarises the pa-
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per and gives an outlook to current and future work.

2

APPLICATION SCENARIO

In this work, we investigate and improve open distributed systems. To analyse such systems, we model
nodes as agents and run a multi-agent system in simulation. Our application scenario is an open distributed
Desktop Grid System. Every agent works for a user
and periodically gets a job, which contains multiple
parallelisable work units. It aims to get all work units
done as fast as possible and it accomplishes this by
requesting other agents to work for it. Since we consider an open system, agents are autonomous and can
join or leave at any time.

2.1 Agent Goal
The performance is measured by the speedup σ. In
Equation (1), τself is the time it would take an agent to
calculate a job with multiple work units without any
cooperation. τdistributed represents the time it took to
calculate all work units of one job with cooperation
of other workers including all communication times.
Speedup can only be determined after the result of the
last work unit has been returned.
τself
σ≔
(1)
τdistributed
If no cooperation partners can be found, agents need
to calculate their own work units and achieve a
speedup value equal to one (i.e. no speedup at all).
In general, agents behave selfishly and only cooperate if they can expect an advantage. They have to
decide which agent they want to give their work to
and for which agents they want to work themselves.
We do not control the agent implementation, so they
may be uncooperative or even malicious. In contrast
to other work from state of the art, we do not assume
the benevolence of the agents (Wang and Vassileva,
2004). Such an open system is vulnerable to different
kinds of attacks. For instance, a Freerider can simply
refuse to work for other agents and gain an advantage
at the expense of cooperative agents.

all agents (5). submit(Ai , A j ) represents the number of
work units, which agent Ai successfully calculated for
agent A j . Accordingly, work(Ai , A j ) counts the work
units Ai submitted to A j . work(Ai ) is the number of
work units Ai submitted to all other agents (3). Accordingly, submit(A j ) shows the count of work units
an agent calculated for other agents (2).
n

submit(Ai ) ≔

∑

submit(Ai , A j )

(2)

∑

work(Ai , A j )

(3)

j=1, j,i
n

work(Ai ) ≔

j=1, j,i
n

cooperation ≔ ∑ work(Ai )

(4)

i=1
n

fairness ≔ ∑

min



submit(Ai ) work(Ai )
work(Ai ) , submit(Ai )

n

i=1

(5)

The system solves a distributed resource allocation
problem. Since work units can be calculated faster
when agents cooperate, we reward and maximise cooperation. Additionally, a high fairness value ensures equal resource distribution (cf. (Jarn, 1996;
Demers et al., 1989; Bennett and Zhang, 1996)).

2.3 Trust Metric
To overcome the problems of an open system, where
no particular behaviour can be assumed, we introduced a trust metric. Agents receive ratings for all
their actions from their particular interaction partners. This allows us to make an estimation about
the general behaviour of an agent based on its previous actions. In our system, agents receive a good
rating if they work for other agents and a bad rating if they reject or cancel work requests. As a
result, we can isolate malevolent agents and maintain a good system utility in most cases. We call
this system a Trusted Desktop Grid (Bernard et al.,
2010) (Klejnowski, 2014).
An agent has multiple ratings with a value between −1 and 1 (6). The amount of ratings k is limited to implement oblivion. The global average over
all ratings for a single agent is called the reputation
ρi (7).

2.2 System Goal

ratingsi ∈ [−1, 1]k

The global goal is to enable agents, which act according to the system rules, to achieve the best possible speedup. We measure the global achievement
og the goal either by the average speedup of the wellbehaving agents or by the number of cooperation (4)
combined with the average submit-to-work-ratio of

ρi ≔

150



(6)

k

ratingsi j
k
j=1

∑

(7)

2.4 Agent Types
We consider the following agent types in our system:
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• Adaptive Agents - These agents are cooperative.
They work for other agents who earned good reputation in the system. How high the reputation
value has to be generally depends on the estimated
current system load and how much the queue of
the agent is filled up.
• Freerider - Such agents do not work for other
agents and reject all work requests. However, they
ask other agents to work for them. This increases
the overall system load and decreases the utility
for well-behaving agents.
• Egoists - These agents only pretend to work for
other agents. They accept all work requests but
return fake results to other agents, which wastes
the time of other agents. If results are not validated, this may lead to wrong results. Otherwise,
it lowers the utility of the system.
We simulate an attack by adding new malicious
agents to the system at start-up or during runtime.
Since these malicious agents distribute their work, the
speedup for well-behaving agents decreases. However, those agents get bad ratings such that their reputation in the system is reduced. At this point, other
agents stop to cooperate with these isolated agents.
Thus, we try to minimise the impact and duration of
these disturbances, but they still decrease the system
utility (Klejnowski, 2014).

2.5 Trust Breakdown
One special problem of attacks by Freeriders is that
they create a large amount of bad ratings in the system. In general, it is easy for agents to detect Freeriders, because they do not accept any work. When
agents detect a Freerider, they refuse to work for this
agent. But the Freerider still tries to distribute its
work and gives bad ratings to other agents for not
cooperating. This leads to a Trust Breakdown, during which even the reputation of well-behaving agents
decreases. As a result, well-behaving agents can
no longer differentiate between malicious and other
well-behaving agents allowing Freeriders to exploit
all agents. In total, the average Speedup decreases
for all agents. Usually, a significant period is needed
to restore normal system behaviour by isolating all
Freeriders (Steghöfer et al., 2010).

3

NORM-BASED SYSTEM
CONTROL

In our Trusted Desktop Grid (Bernard et al., 2010)
(TDG), different attacks by malevolent agents can

Norm Manager

Observer

Controller

Observationmodel

Change norms

Situation
Description

Norm set

Detect
situation

Collect data
on agents

Distribute
norms

SuOC
Agent A

Agent C

Agent E

Agent B

Agent D

Figure 1: System overview.

occur (for instance, the aforementioned Trust Breakdown). We implemented various counter and security
measures to maintain a good utility for well-behaving
agents. However, most of these measures appear with
some attached costs. Although we do not benefit from
those mechanisms under normal operations, they are
essential under attack or at least lead to a significantly
faster recovery from attacks (Kantert et al., 2014b).
Additionally, we can configure our reputation system and change the effect of ratings. This may increase or decrease robustness, but it also influences
how fast new agents are integrated into the system.
Giving larger incentives leads to a faster system startup and a better speedup when well-behaving agents
join the system. However, it also gets easier to exploit
the system for malevolent agents.
In the TDG, a variety of different parameters exist
which influence the system behaviour. They must be
set before system start. For example, they enable or
disable security measures or change the influence of
a rating to the reputation system. Some settings result
in a better speedup when no attacks occur, but lead
to a higher impact on the performance in case of the
system being under attack. There is no global optimal
value for most of these scenarios. The ideal value or
setting depends on the current situation.
To obtain the best overall performance, we need to
change these parameters and settings during runtime
according to the current situation. For this, a proper
system state detection is a prerequisite. However, we
cannot detect global system states like Trust Breakdown from a local viewpoint of an agent. It is also
not possible to influence agents directly since they are
autonomous. Therefore, there needs to be a higherlevel instance which can detect the current system
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state with an option to indirectly influence all agents
in the system. We call this higher-level instance Norm
Manager (NM).
In Fig.
1, we show our concept of the
Norm Manager (NM), which uses the common Observer/Controller pattern (Tomforde et al., 2011). To
detect the current system state, the observer monitors
work relations of all agents. For this purpose, it creates a work graph with agents as nodes and edges
between agents which have cooperated in the monitored period. The intensity of the cooperation between two agents determines the weight of the edge
connecting them. Additionally, the observer creates a
trust graph with agents as nodes and trust relations as
edges. Trust relations between agents can be obtained
from the reputation system.
Since we cannot see the internals or implementations of agents, we need to observe them from the outside. We could monitor interactions between agents,
but this may lead to a bottleneck in larger systems.
However, it is easy to monitor the actions indirectly:
We can observe the reputation system and use the ratings which agents give their partners after every interaction. When we collect those ratings, we can build
a trust-graph. Multiple ratings will be merged using
an arithmetic mean.
We evaluated the effect of attacks on different
metrics. Based on those measurements, we clustered
and classified groups of agents based on their behaviour (Kantert et al., 2014b). Using this information, we create a situation description which is can be
used by the controller to guide the system. In this paper, we focus on the controller side.

4

RELATED AND PREVIOUS
WORK

4.1 Desktop Grid and Trust
Our application scenario is a Desktop Grid System. These systems are used to share resources
between multiple administrative authorities. The
ShareGrid Project in Northern Italy is an example for a peer-to-peer-based system (Anglano et al.,
2008). A second approach is the Organic Grid, which
is peer-to-peer-based with decentralised scheduling (Chakravarti et al., 2004). Compared to our system, these approaches assume that there are no malicious parties involved and every node behaves well.
Another implementation with a central tracker is the
Berkeley Open Infrastructure for Network Computing
Project (BOINC) (Anderson and Fedak, 2006).
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We model our grid nodes as agents. Agents have
a local goal which differs from the global system
goal (Rosenschein and Zlotkin, 1994). We consider
agents as black boxes. This means, we cannot observe the internal state. Thus, their actions and behaviour cannot be predicted (Hewitt, 1991). Our TDG
supports Bag-of-Tasks applications (Anglano et al.,
2006).
A classification of Desktop Grid Systems can be
found in Choi et al. (2007). A taxonomy can be found
in Choi et al. (2008). It is highlighted that there has to
be some mechanism to detect failures and malicious
behaviour in large-scale systems. Nodes cannot be
expected to be unselfish and well-behaving.
In contrast to other state-of-the-art works,
we do not assume the benevolence of the
agents (Wang and Vassileva, 2004). To cope with this
information uncertainty, we introduced a trust metric.
A general overview about trust in Multi-Agent
Systems can be found in Castelfranchi and Falcone
(2010). Another implementation of trust in a Desktop
Grid System was evaluated in Domingues et al.
(2007).

4.2 Norms
Explicit norms are similar to laws and can be expressed in deontic logic and argumentation. Individuals can reason based on these norms. Since there
are multiple actions available, they may use additional factors or preferences (Sartor, 2005). Other
approaches use Defeasible logic (DL) to efficiently
model (Nute, 1994) and reason (Nute, 1988) about
norms. They separate facts and rules, which can be
strict rules, defeasible rules and exceptions from defeasible rules (called defeaters). To resolve conflicts
between two rules reasoning about the same action,
priorities can be specified (Nute, 2003). All reasoning can be done in linear time and is stable even when
norms are not consistent (Billington, 1993).
We base our norm format on Urzică and Gratie
(2013). The authors developed a model for representing norms using context-aware policies with sanctions. They take reputation into consideration when
making decisions based on norms. We use a conditional norm structure as described in Balke et al.
(2013). Most of our norms can be characterised
as “prescriptions” based on von Wright (1963), because they regulate actions. Our norms are generated by a central elected component representing
all agents which classifies them as a “r-norm” according to Tuomela and Bonnevier-Tuomela (1995).
By using norms, our agents can reach agreements (Tuomela and Bonnevier-Tuomela, 1995) and
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express commitments (Singh, 1999). However, the
agents can still violate commitments and risk a
sanction. Thereby, the agents stay autonomous.
Hollander and Wu (2011) present a norm lifecycle including norm creation, enforcement, and adaption.

4.3 Normative Multi-Agent Systems
This work is part of wider research in the area of
norms in multi-agent systems. However, we focus more on improving system performance by using norms than researching the characteristics of
norms (Singh, 1999). Our scenario is similar to management of common pool resources. According to
game theory, this leads to a “tragedy of the commons” (Hardin, 1968). However, Ostrom (1990) observed cases were this did not happen. She presented eight design principles for successful selfmanagement of decentralised institutions. Pitt et al.
(2011) adapted these to normative Multi-Agent Systems.
Normative Multi-Agent Systems are used in multiple fields: e.g. Governatori and Rotolo (2008) focus
on so-called policy-based intentions in the domain of
business process design. Agents plan consecutive actions based on obligations, intentions, beliefs, and desires. Based on DL, social agents can reason about
norms and intentions.
Artikis and Pitt (2009) present a generic approach
to form organisations using norms. They assign a role
to agents in a normative system. This system defines
a goal, a process to reach the goal, required skills, and
policies constraining the process. Agents directly or
indirectly commit for certain actions using a predefined protocol. Agents may join or form an organisation with additional rules.
The normchange definition describes attributes,
which are required for Normative Multi-Agent Systems (Boella et al., 2009). Ten guidelines for implementation of norms to MAS are given. We follow
those rules in our system.
When norms are involved, agents need to make
decisions based on these norms. Conte et al. (1999)
argue that agents have to be able to violate norms to
maintain autonomy. However, the utility of certain
actions may be lower due to sanctions. We did some
previous work, presented in (Kantert et al., 2014a).
Normative
Multi-Agent
Systems
can
be
classified
according
to
five
categories (Savarimuthu and Cranefield, 2011): Norm
creation, norm identification, norm spreading, norm
enforcement, and network topology. We use a
leadership mechanism for norm creation and norm
spreading. For norm identification we use data

mining and machine learning. Our network topology
is static. For norm enforcement, we use sanctioning
and reputation.

5

APPROACH

In previous work, we focused on detecting attacks
during runtime in the observer part of a novel higher
level Norm Manager (Kantert et al., 2014b). Using
this knowledge, we want the controller part of our NM
to change norms in the TDG (see Figure 1).
In this paper, we focus on the controller component. The controller is responsible for guiding the overall system behaviour by applying
norms. Such a norm contains a rule and a sanction (Urzică and Gratie, 2013). Agents are still autonomous and can violate norms with the risk of sanctioning.
Based on the information obtained by the observer, the controller decides whether the system
norms need to be changed. Norms cannot directly
influence agents but modify their actions. To be
more specific, norms can impose sanctions or offer incentives to actions. To defend against attacks,
we can increase sanctions for certain actions under
some conditions or we can allow agents to perform
security measures, which lead to sanctioning otherwise (Balke et al., 2013). Certainly, changed sanctions of incentives only apply to actions which were
taken after the change.
To counter attacks of malicious agents the controller utilizes various counter measures: change or
create norms; issue incentives or add sanctions. In
Table 1, the default norms of our TDG are shown.
Agents get positive reputation when they finished the
work for other agents. If they reject work they get
a bad rating, unless the reputation of the requesting
agent As is below α.
When an agent enters the system it gets an initial
reputation Ψ. To facilitate integration into the system,
Ψ is greater 0. However, malicious agents can use
this initial trust to exploit other agents. Especially in
sibling attacks, where agents have multiple identities,
this becomes a big issue. Unfortunately, Ψ > 0 is also
needed to efficiently integrate well-behaving agents.
Fortunately, the observer can detect such attacks,
so, the controller can react based on that knowledge.
In our approach, the controller changes α in Norm 1
to a value α > Ψ (see Table 1).
We expect a decrease in the impact of attacks by
Freeriders and Egoists since they will no longer be
able to cause Trust Breakdown with their initial reputation. This effect can be measured by the time be-
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Table 1: Simplified norms for Worker Component in Trusted Desktop Grid.

1

Evaluator
Worker

Action
Re jectJob(Aw , As )

2

Worker

ReturnJob(Aw, As )

Context
T (Aw , As ) > α
T (Aw , As ) ≤ α

·104

Duration [ticks]

2

1.5

Low load with Norm
Low load without Norm
Normal load with Norm
Normal load without Norm

1

0
Adaptive Agents Freeriders

Egoists

Figure 2: Duration of isolation/integration per agent group.

tween attack start and the point where all attackers
are isolated. We want to minimize this duration of
isolation. As our approach also affects well-behaving
agents, we also measure the increase of duration to
integrate them into the system.

EVALUATION AND
DISCUSSION

We consider attacks by Freeriders and Egoists and
evaluate both attacks by adding each 100 attacker
agents to a system of 200 Adaptive Agents. To measure the effect on well-behaving agents we repeat the
experiment with 100 Adaptive Agents entering the
system. The described norm change (see Section 5)
is performed at the beginning of the attack. Additionally, we run a reference experiment without norm
change for all agent types. Since isolation and integration of agents is slower during low load situations,
we added this as a scenario. Every experiment is repeated one-thousand times - resulting in 12.000 experiments.
After the attack starts at τstart , we periodically calculate the speedup σ (defined in Equation (1)) for
the attacking agents. τend,isolation is defined to be the
smallest value with τend > τstart ∧ σ ≤ 1 (8). The duration of isolation δisolation is then determined as the
difference of τend and τstart (9).
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τend,isolation ≔ min{τ : τ > τstart ∧ στ ≤ 1}
δisolation ≔ τend,isolation − τstart

(8)
(9)

For Adaptive Agents, we similarly calculate the
duration of integration δintegration (11). In a reference
experiment without norm change, we determine the
final speedup after integration σref . τend,integration is
then defined to be the first time after attack where
σ ≥ σref (10).
τend,integration ≔ min{τ : τ > τstart ∧ στ ≥ σref } (10)
δintegration ≔ τend,integration − τstart
(11)

0.5

6

Sanction/Incentive
T (As , Aw ) -= Penaltyre ject
T (As , Aw ) += IncentiveworkDone

In Figure 2, we present our results for three agent
types. For Freeriders and Egoists, the graph shows
δisolation . In contrast, for Adaptive Agents, it illustrates δintegration . Full results with standard deviation
are listed in Table 2.
The results show that isolation of malicious agents
greatly improved when norms were changed, especially, in low load situations. For Freeriders the duration decreased by 78% under normal load. Under low
load, Freeriders were not fully isolated before. However, this changed with our approach: The system did
properly isolate the attackers in all experiments. Since
isolation did not work in the reference case we limited
the length of that experiment. Therefore, the value for
low load without norms in Table 2 has no variance at
all and the relative gain cannot be calculated.
Our approach is very effective when dealing with
Egoists. With changed norms during attack they get
isolated after calculating their first job (duration of a
job is 1600 ticks). Without the change they did not
get isolated in most cases under low load and it took
about twice as long under normal load.
However, well-behaving agents are also affected
by the norm change: Adaptive Agents need 33%
longer under normal load and 169% longer under low
load. Integration still worked in all experiments and
can be considered stable.
Our results show that changing norms reduces the
impact of attacks by Freeriders and Egoists. However, this change cannot become the default because
it also affects the integration of well-behaving agents.
Nevertheless, by using our NM we can change norms
when the observer detects an attack by Freeriders or
Egoists.
Critical to the success of this method is fast detection of such attacks. After isolation of the attackers
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Table 2: Duration of isolation/integration per agent group.

Agent
Adaptive Agents
Freerider
Egoists

Low Load
without Norm
6837.1±228.06
145000±0
41178.4±64102.20

Normal Load
without Norm
6722.1±568.06
8841.6±17597.08
3034.1±14268.11

the norm changes can be reversed since isolation of
those two groups is permanent remains the TDG. Isolation is performed using Trust and Reputation mechanism of the TDG. We chose this approach to keep
maximal autonomy for the agents.
Our implementation is currently limited to systems below some 50k agents since our graph metrics
used in the observer to create the situation description
have quadratic runtime. However, we plan to enlarge
this limit by distributing the NM and using algorithms
with better runtime.
Currently, the NM poses a single point of failure
for norm creation and changes. However, norms are
not crucial to the system since the TDG can run without them. If this happens agents can simple elect a
new NM. This can be referred to as non-critical complexity (Schmeck et al., 2010). Nevertheless, we plan
to add some redundancy here and want to implement
a more distributed approach with multiple NMs.

7

CONCLUSION AND FUTURE
WORK

This paper presented a novel concept to manage
an open, self-organised, and trust-based agent community by utilising norms. As application scenario, we investigated a Trusted Desktop Grid system, where agents can share their computation resources in order to increase their performance. We introduced a system-wide control loop that follows Organic Computing’s generic Observer/Controller concept; this loop is responsible for detecting and alleviating disturbed system states. Thereby, this paper focused on the controller part which instantiates norms as reaction to observed suspicious situations. Our simulation-based evaluation demonstrates
that this system-wide control loop is able to counter
disturbed situations such as the trust breakdown. Using our approach, the impact of the disturbances can
be decreased significantly and the time to recover in
the case of failures is shortened dramatically.
Current and future work deals with questions
closely related to issuing norms. For instance, an automatic generation of new norms that can be instantiated to counter previously unknown situations is of

Low Load
with Norm
18375.3±6098.97
8037.9±275.77
1600±0

Normal Load
with Norm
8945.7±2585.81
1930.8±57.37
1609.3±62.47

interest. This will be coupled with an online learning component that estimates the achieved impact of
the applied norms and, therefore, improves the performance of this control loop at runtime. Finally,
a combination with a self-organised surveillance of
norm compliance in combination with a self-managed
sanctioning mechanism will be applied to the system
to complete the control loop and combine distributed
and centralised elements.
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Richter, U. (2010). Adaptivity and Self-organization
in Organic Computing Systems. ACM Trans. on Aut.
and Adap. Sys., 5(3):1–32.
Singh, M. P. (1999). An Ontology for Commitments in
Multiagent Systems. Artificial Intelligence and Law,
7(1):97–113.
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