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1 OUTLINE OF OBJECTIVES 

The knowledge of user identity is a necessity for 
many network-related tasks, e.g. network 
management (Grégr et al., 2011), security incident 
backtracking (Scarfone et al., 2008), authentication 
and authorisation (Huang et al., 2012; Sanguanpong 
and KohtArsa, 2013), lawful interception 
(ATIS/TIA, 2006; ETSI, 2001), and quality of 
service (Laiping Zhao et al., 2012). Traditionally, 
an IPv4 address was a suitable identifier for the 
identification. With the advent of new technologies, 
such as IPv6 or carrier grade network address 
translation (CGN/NAT444), the methods for user 
identification need to be revised (Polčák et al., 
2013a). 

In IPv4, a device usually leases an IPv4 address 
from a DHCP server in the custody of the network 
operator. Then, the device applies this unique IPv4 
address for all its communication until the lease 
expires. In contrast, IPv6 introduced several new 
mechanisms for address assignments. For example, 
Stateless Address Autoconfiguration (SLAAC) 
(Thomson et al., 2007) allows an end device to 
generate as many IPv6 addresses as it needs, e.g. for 
privacy concerns (Groat et al., 2010; Narten et al., 
2007), as long as the addresses are not already used 
by another device in the network. Note that the 
addresses are not handled centrally but generated by 
end devices. 

Some companies prefer to prioritize specific 
traffic, e.g. important video calls of a manager with 
high bandwidth demand. Lately, companies allow 
their employees to bring their own equipment to 
work (bring your own device policy). These devices 
are not registered in the network, consequently, 
their identity is unknown. Hence, a device of a 
manager is indistinguishable from other devices; 
and the traffic of such an equipment cannot be 
treated according to special rules easily. 

This Ph.D. research focuses on user 
identification in future computer networks. The aim 

is to study the information available in different 
parts of the network (e.g. local area networks — 
LANs, backbone networks, content provider 
networks etc.). The ultimate goal is to propose 
mechanisms that identify the user even though the 
user changes his or her IP address. Although the 
primary aim is at identification of traffic of a 
specific user, identification of data of a specific 
computer is also considered since it might ease the 
primary goal of user identification. In addition, the 
research takes into account latest network 
technologies: CGN/NAT444, IPv6 and software 
defined networking (SDN) are considered during 
the research. 

The research is divided into the following areas: 

• A study and improvements of existing methods 
for identification or proposal of new methods. 
In addition, the research should evaluate 
advantages and disadvantages of the methods. 
The aim is at methods that does not require 
cooperation from the end user and are 
transparent for him or her. These methods are 
applicable to all of our use cases. 

• Understanding of relations between different 
identities detected on different layers of the 
TCP/IP architecture. The Ph.D. research should 
distinguish between identities of computers and 
persons. 

• Proposal of mechanisms to link identities of the 
same person or a computer. 

• Proof-of-concept: results of the Ph.D. research 
are expected to be used as a part of the Lawful 
Interception System developed at the Brno 
University of Technology as a part of the 
research focused on criminality mitigation on 
the new generation Internet (FIT BUT, 2014). 
Additionally, we plan to develop an SDN 
application that controls an SDN network and 
prioritize traffic according to the identity of the 
communicating parties. 

This section outlined the objectives of the Ph.D. 
research. Section 2 introduces the terminology and 
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explains the research problem in detail. Section 3 
overviews the work related to this Ph.D. research. 
The methodology to achieve the goals is proposed 
in Section 4. Section 5 elaborates on the expected 
outcome of the Ph.D. research and portrays the 
validation of the research. Current stage of the 
research is discussed in Section 6 and the 
contribution is summarized in Section 7. 

2 RESEARCH PROBLEM 

In conformance with (Pfitzmann and Hansen, 
2010), we consider an identity to be a set of 
attribute values that uniquely identify a subject, i.e. 
a person or a computer. 

A single identity may comprise (Pfitzmann and 
Hansen, 2010) of different partial identities of the 
same person or a computer; each of the partial 
identity represent the subject in a specific context or 
a role. All partial identities co-exist and can 
potentially be linked (correlated). If two identities 
are linkable, their attributes can be merged as all 
belong to the same subject. Consider a user owning 
two e-mail addresses — x any y. Both x and y are 
partial identities of the subject. 

In the network environment, often, one of the 
attributes is unique for a specific identity. Such 
attribute is called the identifier — usually it exists 
in a form of a name or a bit string (Pfitzmann and 
Hansen, 2010). Each identifier corresponds to a 
specific (partial) identity. For instance, the identity 
of an e-mail user owning a mail box of an address x 
can be represented directly by the identifier x. This 
Ph.D. research should focus on the identifiers and 
how common they are. 

Note that for privacy reason, we are not 
interested in gathering extensive amount of 
attributes and their values during this Ph.D. 
research. For quality of service, we are primarily 
interested in the network identifiers so that it is 
possible to distinguish network traffic of different 
users. The lawful interception use case has to follow 
strict legal rules that prevents pervasive monitoring 
of all users. Hence, the goal is to learn the 
identifiers, link the partial identities represented by 
each of them and identify the traffic of the 
discovered subject. 

The problem of user or computer identity 
detection is useful in several domains, however, its 
complexity slightly differs. The basic difference is 
the availability of specific attributes in a specific 
case: some of the sources of attributes are not 
always available, or, some sources cannot be 

utilized for a reason, e.g. they are not reliable 
enough for that case. For this research, we restricted 
the sources of attributes to those that are transparent 
for the user to be identified. Although this 
restriction limits the methods that are available, it is 
a necessary restriction because we are interested in 
methods that are compatible with lawful 
interception (LI) (ETSI, 2001). However, the 
considered method to link partial identities is 
general and it does not restrict any method that can 
represent an identity by an identifier. Hence the 
method is compatible with various techniques that 
discover partial identities, including those that are 
not transparent to the end user. 

The research has to cover several scenarios for 
the identification. The goal is to identify the traffic 
of end users in the network. We aim to quantify the 
usability of the methods that have been already 
proposed, on their improvements, and on 
development of new methods. Based on the use 
cases of an application aware network and the 
deployment of a lawful interception system (LIS), 
we consider identification in LANs and remote 
networks. In addition, we consider modern 
technologies, such as IPv6 and software defined 
networking. 

To achieve this goal of traffic identification, the 
research needs to study the attributes, identities, 
relations between identities, and linkability of 
partial identities. The ultimate goal is to present 
methods suitable for various kinds of modern and 
future networks, including: 

• Network address translation (NAT), carrier 
grade NAT (CGN) or multi-layer NAT 
(NAT444): As depicted in Figure 1, IPv4 
addresses are shared between several 
households while one computer can 
communicate through different translators that 
use different IPv4 addresses. 

 

Figure 1: Multi-layered translation of IPv4 addresses. 
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• IPv6 networks: Short-lived temporary IPv6 
addresses (Narten et al., 2007) can be generated 
by any computer in IPv6 network at will. 
Moreover, a computer can use as many IPv6 
addresses on each interface as it can handle. 
Furthermore, recent versions of Windows, Mac 
OS X, iOS, and several Linux distributions 
have temporary addresses enabled by default. 
Usually, a new temporary address is generated 
at least once per day. However, when a user 
authenticates with a different access point in a 
Wi-Fi network or reboots his or her computer, it 
regenerates its temporary addresses. Figure 2 
portrays default behaviour of a Windows 
computer.  

 

Figure 2: Multiple IPv6 addresses were used during a 
week by a single Windows-based computer 
simultaneously. The computer was not shut down during 
that week. While it used only one IPv4 address, it 
generated new IPv6 address every day. 

Hence, IPv6 hosts use several identifiers for the 
same interface. Consequently, there needs to be 
a mechanism to link all addresses of one 
computer together. 

• Dual stack networks: Usually, even in 
IPv6enabled networks, IPv4 is still present (as 
also illustrated in Figure 2). Recent operating 
systems and web browsers employ Happy 
eyeballs (HE) (Wing and Yourtchenko, 2012) 
to dynamically select the protocol with better 
performance (sometimes with a slight 
preference of IPv6). As a result, one session 
(e.g. web session) can be split between both 
protocols. 
In addition, even without HE, dual-stacked 
machines communicate with IPv4-only Internet 
using IPv4 while IPv6-enabled servers are 
accessed via IPv6. As web pages often contain 
external content and DNS is accessed 
separately, one session may be split between 
IPv4 and IPv6 even without HE. 

3 STATE OF THE ART 

This Section outlines the related work to this Ph.D. 
research. First, the focus is on the terminology and 
other approaches to identification. Then, the focus 
shifts on detection methods that are not detectable 
by an end user of a network. Several methods 
suitable for passive user identity detection already 
emerged: the characteristics of a subject (attributes) 
are enclosed in the data that the subject exchanges 
in the network or in the metadata of the 
communication. 

3.1 Identity Management Systems 

FIDIS was an European project that focused on 
identification. They considered (Meints and Gasson, 
2009) three types of identity management systems 
(IMSes): 

1. IMSes for account management, authentic- 
cation, authorisation, and accounting (AAA). 

2. IMSes for profiling of user data by an 
organisation, for marketing or providing 
personalised services. 

3. IMSes for pseudonym management. These 
systems are controlled by the end users. 

Indeed, this Ph.D. research concerns IMSes. Our 
IMS can be characterised as a mix of type 1 and 2. 
The aim of our IMS is to link different identities 
from computer networks. The ultimate goal is to 
provide personalised services for all traffic of a 
specific user or a group of users. As the sources of 
identities are not limited, it is possible to use any 
Type 1 IMS as a source of identities for our IMS. 
Therefore, our IMS can be used as Type 1 IMS and 
provide authorisation or accounting for related 
identities. Such scheme can be deployed on dual 
stacked networks (Sanguanpong and Koht-Arsa, 
2013) where many network-layer addresses are used 
at the same time. 

There is an extensive research in identity area. 
For example, (Jøsang et al., 2005) list relations 
between identifiers, identities and entities. They 
explain that one entity has several (partial) 
identities, each of them can be identified by several 
identifiers. As they focused on a type 3 IMS, they 
did not pursued the idea of linking identities as this 
research does. Compared to their research, this 
research aims to reveal different identities of the 
same person. 

Compared to definitions of (Clauß and 
Köhntopp, 2001), we are not focused on gathering 
huge amount of data. Our goal is to identify a 
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person and its network traffic. Their notion of 
transaction, situation, and person pseudonyms 
might be proven useful during the formal 
specification of mechanisms to link identities. 

3.2 Identity Detection 

The metadata-based approach to reveal identities 
can be used for both local and remote monitoring. 
One of the possibilities are behaviour models 
(Banse et al., 2012; Herrmann et al., 2012; 
Kumpošt, 2008). The models are typically 
constructed of metadata of past communication, e.g. 
accessed IP addresses, amount of exchanged data, 
time in a day of communications with specific host, 
etc. The disadvantage of the models is the need to 
track the user for a long time, e.g. one day (Banse et 
al., 2012), and often the models have difficulties 
with users regularly changing their IP addresses 
(Herrmann et al., 2012). In contrast, common 
operating systems use temporary IPv6 addresses by 
default; a typical preferred life time of a single IPv6 
address is one day. 

HTTP headers and information learnt from 
JavaScript were originally studied for active 
identification (Eckersley, 2010). However, a stable 
set of HTTP headers (such as a user agent string and 
similar headers) is present in all HTTP requests of a 
single browser instance. Consequently, the set can 
be treated as additional attributes used for passive 
identification. The usability of the method varies 
with the amount of information that a browser sends 
to the Internet and it needs to be further 
investigated. Since browser version is one of the 
attributes monitored by the method, the fingerprint 
of a browser changes with every update. 

Kohno et al. (Kohno et al., 2005) proposed 
identification of computers by measuring their clock 
skew computed from ICMP and TCP timestamps. 
Later, new sources of time information were 
proposed (Huang et al., 2012; Murdoch, 2006; 
Zander and Murdoch, 2008; Lanze et al., 2012). The 
advantage of clock-skew-based identification lays 
in its speed (Huang et al., 2012; Sharma et al., 
2012) and the method also works for mobile devices 
(Sharma et al., 2012). The possible sources have 
some limitations: 

• Windows clients does not send TCP 
timestamps (Kohno et al., 2005). 

• ICMP timestamps are not supported by Apple 
(Polčák and Franková, 2014) and this source 
is not available in IPv6. 

• Timestamps from application protocols have 
either low resolution (Zander and Murdoch, 

2008) or are not present if not requested by a 
server (Huang et al., 2012). 

However, the advantage of the clock-skew-
based identification is that the observed clock skew 
does not change with an update of the software, 
after a change of a user behaviour, after a relocation 
to another network, or after a switch between wired 
and wireless network. 

Several attempts have been made to study IPv6 
addresses and their assignments. Static interface IDs 
(lower 64-bits of an IPv6 address) were proposed 
(Groat et al., 2010; Dunlop et al., 2011) as a mean 
to monitor the location of a roaming node. The 
downsides of the method are twofold: (1) the 
interface ID needs to be known in advance and (2) 
ping or tracer-oute probe packets are in the worst 
case sent to all networks in the Internet. To limit the 
amount of probe packets, the method needs to be 
focused on a specific set of usual locations of the 
tracked user. This Ph.D. research focuses on passive 
monitoring, and therefore, this method is not 
applicable. 

Grégr et al. (Grégr et al., 2011) poll neighbor 
cache of the routers in our University network to 
gather information about address assignments. 
However, the gathered MAC addresses are not 
available outside of the local network, and 
consequently, this method is not applicable for the 
remote location tracking scenario. Another 
downside is that the polling of the routers causes 
additional workload on the routers. 

Groat et al. (Groat et al., 2011) studied DHCPv6 
for monitoring the identity of users in LANs. 
However, they focused only on one specific address 
assignment method — DHCPv6. In contrast, 
SLAAC is a default address assignment method in 
IPv6 and DHCPv6 is deployed only rarely. 
Moreover, even if it is deployed, end hosts can still 
employ SLAAC to generate additional IPv6 
addresses. 

Asati and Wing (Asati and Wing, 2012) tried to 
propagate the information about address 
assignments outside of local networks but their 
effort did not make it through the IETF 
standardisation process. 

3.3 Proprietary Solutions 

Napatech1 summarized their thoughts on problems 
in current networking in a series of white papers. 
Similarly to our research, (Napatech, 2014a) calls 
for a distributed solution with deep packet 
                                                            
1 http://www.napatech.com 
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inspection capabilities and application detection. 
These methods might be employed as a source of 
identities in our approach. The processing and 
correlation of the information gathered in their 
white paper is not clear. Napatech calls for better 
knowledge of customer needs and behaviour to 
avoid death spiral of decreasing revenue. The 
mechanism to link (correlate) identities developed 
during this research should be capable to help in 
this use case as it can derive the identities of the 
same user running different applications. In 
addition, (Napatech, 2014b) advocates for analysis 
of all network layers. This is very similar to our 
approach. The downside of the white papers is the 
omission of the detailed description due to their 
solutions being proprietary. 

Cisco Medianet Metadata (Cisco Systems, 2014) 
allows to treat flows of specific applications 
according to category, their urgency for business, 
etc. Similarly, the framework for signaling of flow 
characteristics (Eckert et al., 2013) tags flows with 
metadata. Both solutions interact with an 
application running on an end host and passes 
metadata about flows of the application to the 
network environment. Hence, both can be used as a 
source of partial identities. 

4 METHODOLOGY 

Since there is not a single method that deals with all 
identification-related challenges, several approaches 
need to be considered. Typically, sources of 
information about identities are scattered in the 
network. Moreover, each source has only limited 
knowledge about the attributes and consequently, it 
operates only with partial identities. 

This Section focuses on identities, their 
detection and processing. Firstly, it elaborates on 
the linkability of identities. Later, it outlines the 
possible sources of information that are investigated 
during this Ph.D. research. 

4.1 Linkability of Identities 

We consider a distributed solution to discover the 
identities as depicted in the Figure 3. All sources of 
identities present a different view on the network. 
For example, RADIUS can reveal logins of the users 
in the network but IPv6 addresses has to be 
discovered from other sources, such as IPv6-SLAAC 
or DHCPv6. The holistic view on the identities is 
achieved in the central device by correlation of all 
information leant from the sources. 

 

Figure 3: Identities can be learnt from different sources in 
the network and correlated in the central device. 

The sources of discovered identities reveal 
network identifiers that can be used in place of the 
represented identity. For example, the e-mail 
address x can represent the owner of the mail box. 
Typically, basic relations between partial identities 
can be uncovered from the network sources, such as 
the owner of the e-mail address x connected to its 
mail box from a computer with the IP address y. 

Usually, one or more identifiers are common 
between several sources of identities; they can be 
used to reveal additional relations between partial 
identities. Consider a user authenticating through 
RADIUS. He or she authenticates their MAC 
addresses when they access a network. Later, their 
computer generates IPv6 addresses with SLAAC. 
When both mechanisms are monitored, the relation 
between IPv6 addresses and the RADIUS login can 
be revealed through the mutually discovered MAC 
address. 

We consider graph representation of the 
discovered (partial) identities. The constructed 
graph has to be able to express different types of 
network identifiers, from all layers of the TCP/IP 
architecture. In addition, NAT and its implication 
on the graph structure has to be considered. Hence, 
the aim of the research should be at better 
understanding of network user identities, their 
relations and the identifiers that sufficiently 
represent the identities. 

The graph depicted in Figure 4 represents a 
snapshot of identities discovered in a monitored 
network of a company. A user is authenticated to 
the network and his or her computer is using an 
IPv4 and an IPv6 address. The traffic of these IP 
addresses can be handled by special rules, e.g. it 
should be treated with higher priority since the user 
happens to be the manager of the company. 

We see benefits in graph representation of the 
snapshots of identities detected in a network at a 
specific time. Indeed, a graph can model relations 
between identities. Moreover, algorithms that are 
wellknown from graph theory can be used to infer 
additional information from the graph, such as 
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Figure 4: An example of the graph representing relations 
between different identities discovered in a network. The 
identities are represented by network identifiers depicted 
as nodes. The source of the relation between different 
partial identities is displayed as a label of each edge. 

related partial identities of the same subject. 
Another goal is to represent graphs so that identities 
related to computers and identities related to 
specific persons can be distinguished. 

Consequent plans include incorporating time 
information into the graphs. Each change in the 
network can be considered to be a shift between two 
states of the network. Each state of the network can 
be represented with the above-mentioned graph. 
This is useful for the network monitoring use case. 

The rest of this Section focuses on the sources of 
identities in the network. 

4.2 Local Monitoring 

In local monitoring, local knowledge of the network 
can be utilised. Often, an application manages the 
users in the network, their computers or available 
services: for instance a DHCP server or a RADIUS 
server. Additionally, consider application layer 
services, e.g. instant messaging server, VoIP private 
branch exchange or SMTP server, as another 
example. All these services are instances of the 
Type 1 identity management system (IMSt1) 
(Meints and Gasson, 2009). 

Such IMSt1s are the most precise sources about 
the identities connected to the network. Identities 
can be learnt either in direct cooperation with an 
IMSt1 or from the outputs of these IMSt1s, e.g. 
logs. 

a) Figure 5 depicts an extension or a plug-in of 
an IMSt1. The plug-in is specialized to 
advertise the managed identities. When a new 
identity is learnt by the IMSt1, the plug-in 
immediately passes the information and the 
identity can be later correlated with other 
identities from other sources. Since this 
approach has to be supported by the IMSt1, it 
is not applicable in all cases: for instance, a 
plug-in system is not available, or, the IMSt1 
cannot be accessed by the monitoring entity. 

Cisco Medianet Metadata (Cisco Systems, 
2014) and the framework for signaling of flow 
characteristics (Eckert et al., 2013) are 
examples of this scenario whenever the IMSt1 
signalise attributes and identifiers of flows 
through these channels. 

 

Figure 5: Direct access to an IMSt1 allows immediate 
access to all managed identities by the IMSt1. 

b) IMSt1s often log changes of the state to 
external logs, e.g. stored on a local hard drive. 
These logs can be regularly analysed by a 
script, which discovers attributes and 
consequently identities in the logs (as 
displayed in Figure 6). In this case, the 
changes are learnt with a slight delay caused 
by the polling. The delay can be avoided in 
case the file system allows the script to be 
notified after the log was changed, e.g. 
through inotify (Love, 2005). Alternatively, 
SNMP traps or similar mechanisms can be 
used when logs are not available. 

However, sometimes a special code cannot be 
integrated to an IMSt1 of interest, the logs are not 
available, or the delay caused be polling of the logs 
is not acceptable. For these circumstances, we focus 
on traffic parsing during the Ph.D. research. 

 

Figure 6: Logs of IMSt1s typically contain information 
about the processed identities, which can be collected by 
a script and passed for a further processing. 

In the case of centralised services, such as 
DHCP or RADIUS, we propose to gather the 
information as close to the server as possible; 
preferably on the access link of the server. In this 
way, all traffic destined for the server can be 
analysed with one probe. 

However, addresses generated during SLAAC 
are not handled centrally but the knowledge about 
the assignments is distributed in the network 
(Polčák et al., 2013a). For this case, we already 
proposed (Polčák et al., 2013a) tracking of IPv6 
control traffic (ICMPv6). The approach is passive 
and it can learn the assignments of all IPv6 
addresses in a LAN. 
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In SDN, a controller or a cluster of controllers 
have a detailed knowledge (McKeown et al., 2008) 
about the network including its topology and end 
hosts. Usually, the controller has a northbound 
interface that can be used by a third party 
application to learn about the state of the network or 
inject rules. Therefore, an SDN controller can be 
another source of information about the identities in 
a network. 

Today, typically all network interfaces are 
identifiable by a MAC address. Since the ICMPv6 
approach (Polčák et al., 2013a), DHCP logs, and 
SDN controllers provide MAC and IP address 
pairings, different identities of one computer can be 
linked through MAC addresses. However, note that 
not all mechanisms can reveal a MAC address, for 
instance DHCPv6 (Polčák et al., 2013a) does not 
assign IPv6 addresses according to MAC addresses 
but instead, it uses DUIDs — special identifiers of 
DHCPv6. 

In summary, various mechanisms can be used to 
detect identities in local networks. A direct 
cooperation with IMSt1s provides most precise 
information, however, it is not always available. 
SDN controllers are another source of reliable 
information. However, some identities can be only 
learnt from traffic parsing. This research consider 
all these means to obtain identities. 

4.3 Remote Monitoring 

When identities of remote users need to be detected, 
e.g. for an Internet access provider monitoring its 
network or guaranteeing quality of service, Layer 2 
and lower identifiers are not available during 
remote identity detection, unless a MAC address 
leaks, e.g. through lower part of an IPv6 address 
(Dunlop et al., 2011). As such leaks are not 
common, a different method to link identities needs 
to be employed, instead. 

Each computer has internal clock to measure 
time. As the manufacturing process is not precise on 
atomic level, each clock has its own deficiencies. 
Consequently, each computer measures time with 
its own in-built inaccuracy, clock skew. Since the 
clock skew does not depend on the location of a 
computer in the network, or the type of its 
connection (copper or WiFi), a computer can be 
identified (Kohno et al., 2005) as it moves from 
network to network. To evaluate this possibility, a 
part of the Ph.D. research focuses on clock skews 
and their suitability for remote identification. 

HTTP headers also reveal substantial 
information (Eckersley, 2010) about user identity. 

Besides the headers, Eckersley also considered 
JavaScipt and cookies. However, for passive 
detection, only HTTP headers from requests are 
available. 

Additionally, clock skew and the browser 
fingerprinting based on HTTP headers can be 
combined. Therefore, even computers with very 
similar clock skew can be distinguished by 
potentially different HTTP headers. Vice versa, 
browsers with similar configuration can be running 
on computers with different clock skew; thus the 
browsers can be differentiated through the clock 
skew. In addition, browser updates can be linked 
through the detection of a known clock skew. 

The behaviour models (Banse et al., 2012; 
Herrmann et al., 2012; Kumpošt, 2008) are not 
considered during this Ph.D. research. As 
mentioned in Section 3, the reported recognition 
time of a computer is one day or longer. As users 
roam between networks much quicker, the 
behaviour models are not suitable for this Ph.D. 
research. 

5 EXPECTED OUTCOME 

This section elaborates on the content of the final 
Ph.D. thesis. Firstly, the thesis has to list the 
challenges for identification in modern networks. 
This list should be based on the challenges solved 
during the research and open challenges for future 
research. 

Additionally, the Ph.D. thesis should provide 
formal algorithms and methodology for dealing 
with partial identities and their linkability. The 
algorithms need to support various sources of 
information and they have to consider possible 
network operational conditions, including NAT and 
multiple addresses of the same computer. 

Previously proposed solutions should be 
evaluated as the sources of information. Moreover, 
the Ph.D. thesis should introduce new mechanisms 
for identity detection. All considered mechanisms 
should be examined and their advantages and 
disadvantages has to be investigated. 

In addition, the thesis should reflect possible use 
cases related to identity detection. Lawful 
interception, network management, and 
provisioning of high quality of service are among 
the possible applications of this work. As such, the 
proposed solution needs to be tested for one of the 
above use cases. 

As one of the aims of the research carried at the 
Brno University of Technology is focused on 
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criminality mitigation on the new generation 
Internet (FIT BUT, 2014), incorporation of the 
proposed mechanisms to the Lawful Interception 
System is an obvious choice. 

We also plan development of an SDN-based 
management system for traffic shaping and 
controlling network accessibility based on 
identities. For example, consider an IT company 
with a development department, HR, and 
accounting. Each of these departments has servers 
and services that should not be accessed by 
employees of other departments. The IMS designed 
during this Ph.D. research can differentiate the 
traffic of employees of different departments and 
provide separation even if employees of all 
departments are in one room during a meeting. 

6 STAGE OF THE RESEARCH 

This section lists the achievements that were 
accomplished during the research. The research 
already achieved several milestones both in identity 
management and in studying the sources of partial 
identities. 

In the area of local monitoring, we proposed a 
mechanism to detect all IPv6 addresses used in the 
network by monitoring messages exchanged during 
neighbor discovery. The method takes into account 
several differences that we discovered (Polčák and 
Holkovič, 2013) in the behaviour of operating 
systems. This method was successfully tested at our 
University network and it can reveal all IPv6 
addresses used by one computer. Later, we 
expanded (Polčák et al., 2013b) the detection to 
SDN environments. 

In remote monitoring, we were interested in the 
clock-skew-based identification (Kohno et al., 
2005). The method looked appealing because the 
clock skew does not depend on computer interface 
or its location. We were interested in using the 
method to link different IPv6 addresses of the same 
computer. This worked in laboratory environment, 
however, our measurements revealed several 
obstacles (Polčák et al., 2013c; Polčák and 
Franková, 2014) that makes the method hard to use 
in real networks. We consider combining the clock-
skew-based identification with other methods, such 
as those based on unique content of HTTP headers 
(Eckersley, 2010) or amount of traffic sent by 
specific users (Megyesi and Molnár, 2013). 

We already proposed a formal method to link 
identities but it was not published, yet. Currently, 

we wait for the results of the peer review for the 
submitted paper concerning the approach. 

All methods have already been incorporated to 
the lawful interception system developed at Brno 
University of Technology (FIT BUT, 2014). We 
plan to show the application of the method in SDN 
with the aim of provisioning desired quality of 
service and controlling access to specific parts of 
network based on the identity of a user. 

7 CONCLUSION 

Modern computer networks bring new challenges, 
such as network address translation and short-lived 
IPv6 addresses. As a result the number of identifiers 
related to a single user increases. Consequently, old 
methods for identification of the traffic of a specific 
user are becoming weak. This research aims to 
tackle the challenges by linking partial identities of 
a subject together. This way, all traffic of specific 
groups of users can be identified and it can be 
treated in a personalised manner, e.g. important 
calls of a manager can be prioritised. 

We consider a distributed system that can link 
identities discovered from various sources. As an 
example, we investigated both local and remote 
identification. This research already resulted in 
several accepted papers (Polčák et al., 2013a; 
Polčák et al., 2013b; Polčák et al., 2013c; Polčák 
and Franková, 2014). Current efforts are in the area 
of the proposal of the method to link different 
identities, in improvements of the remote 
identification techniques, and in designing an SDN-
based control system expanding the proposed IMS 
to network control, such as quality of service. 
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