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Abstract: Role-based access control (RBAC) model is a widely used access control model which can simplify security
management in large-scale systems. Recently, several cryptographic RBAC schemes have been proposed to
integrate cryptographic techniques with RBAC models to secure data storage in an outsourced environment
such as a cloud. These schemes allow data to be encrypted in such a way that only the users who are members
of an appropriate role can decrypt and view the data. However, the issue of trust in such a data storage system
is not addressed in these schemes. In this paper, we propose trust models to improve the security of such a
system which uses cryptographic RBAC schemes. The trust models provide an approach for the users and
roles to determine the trustworthiness of individual roles and owners in the RBAC system. The users can use
the trust models to decide whether to join a particular role for accessing data in the system. The roles can use
the trust models in their decision to ensure that only data from data owners with good behaviours are accepted
by the roles. The proposed trust models take into account role inheritance and hierarchy in the evaluation
of trustworthiness of the roles. In addition, we present a design of a trust-based cloud storage system which
shows how the trust models can be integrated into a system that uses cryptographic RBAC schemes.

1 INTRODUCTION in the system. With the rapid increase in the amount
of digital information that needs to be stored, cloud
Controlling the access to data is an important issue in storage has attracted much attention in recent years
data storage systems. A proper access control mechbecause of its ability to deliver storage resources to
anism is needed depending on the context and the re-users on demand in a cost effective manner. In such
quirement of the system. Many access control modelsan environment, there may not exist a central author-
have been proposed over the years in the literature.ity as the data may be stored in distributed data centres
Role-based access control (RBAC) is a well-known which cannot be under the control of a single author-
access control model which can help to simplify secu- ity. One approach to control the access to data in an
rity management especially in large-scale systems. Inuntrusted environment is to encrypt the data and give
RBAC, roles are used to associate users with permis-the key to users who require access to the data.
sions on resources. Users are assigned roles and per- Several cryptographic RBAC schemes have been
missions are allocated to roles instead of individual developed to allow data encryption in the context
users; only users who have been granted membershipf the RBAC model. A hierarchical cryptographic
to roles can access the permissions associated withaccess control scheme(Akl and Taylor, 1983) was
the roles and hence can access the resources. Sincproposed in 1983. Because of the similarity in struc-
being first formalised in 1990’s(Ferraiolo and Kuhn, tures between hierarchical access control and RBAC,
1992), RBAC has been widely used in many systems a hierarchical cryptographic access control scheme
to provide users with flexible controls over the access can be easily transformed into a cryptographic RBAC
to their data. The RBAC model was extended and scheme. The problem of access control for securely
updated in 1996(Sandhu et al., 1996), and the RBAC outsourcing data using cryptographic techniques was
standard was proposed in 2000(Sandhu et al., 2000). first considered in (Miklau and Suciu, 2003). Some
In traditional systems, access control policies are other schemes were proposed afterwards, such as
usually specified and enforced by a central authority in (Samarati and di Vimercati, 2010; di Vimercati
who has administrative control over all the resources et al., 2010; Zhu et al., 2011). Recently, a new
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role-based encryption (RBE) scheme has beenis a cost for users to join a role, for example, users
proposed in (Zhou et al., 2011). In this scheme, need to pay the subscription fee for joining roles.
the user memberships are managed by individual When a user evaluates the trust value of a role, s/he
roles as opposed to a central administrator like in will only proceed with joining the role if the trust
other cryptographic RBAC schemes. These schemesvalue of the role is above a certain trust threshold
combine cryptographic techniques and access control(this threshold being set by the users, and being
to protect the privacy of the data in an outsourced different for different applications and context). In
environment where data can be encrypted in such aa system where owners are allowed to choose the
way that only the users who are allowed by the accessroles to assign their data, from the users’ perspective,
policies can decrypt and view the data. malicious owners can also cause negative behaviours
In some cases though the access control policiesof roles by assigning bad resources (e.g. virus,
may be specified by the cloud provider authority malware) to roles. Therefore, roles will also need to
itself in a centralised way, there could be multiple consider the trust of the data owners so that only data
authorities to enforce these access policies distributedfrom well-behaved owners will be accepted.
throughout the cloud system. Therefore there would
be a need to trust these authorities to correctly specify Contributions of this PaperThe main contributions
the access control policies and enforce them properly. Of this paper are trust models for securing data stor-
In some cryptographic RBAC schemes, roles and age in cloud storage systems that are using crypto-
their users are managed by administrators who hold 9raphic RBAC schemes. Though much work exists
the master secrets of the systems. All the administra-0n trust models in RBAC, none of this work consid-
tion tasks in these schemes are centralised. Therefore€rs the trust on the RBAC system itself. The pro-
if one wants to know if a RBAC system is secure, Posed trust models address the missing aspect of trust
sihe only needs to determine the trustworthiness of in cryptographic RBAC schemes to improve the deci-
the administrator of the system. sion making for entities (users and role managers) in
However, in large-scale RBAC systems, it is the cloud system. This paper proposes trust models
impractica| to centralise the task of managing these to assist (I) the users to evaluate the trust on the roles
users and permissions, and their relationships with in @ RBAC system and use this trust evaluation to de-
the roles in a small team of security administrators. cide whether to join a particular role or not, and (ii)
The paper (Zhou et al., 2011) proposes a new crypto-the role managers to evaluate the trust on the owners
graphic RBAC scheme called Role-based Encryption in the RBAC System and use this trust in the decision
(RBE) in which the user management can be decen-to accept data from an owner. We refer to these trust
tralised to individual roles; that is, the administrators models as User RBAC and Role RBAC trust models
0n|y manage the roles and the re|ati0nship among respectively. These trust models can not only prevent
them while the role managers have the flexibility in users from joining roles which have bad historical be-
specifying the user memberships themselves. In thishaviour in terms of sharing poor quality resources or
paper, we consider trust models for cloud Storage miSIeading users on the content of resources, but also
systems that are using Cryptographic RBAC SchemesaSSiSt the roles to identify the malicious owners who
like RBE, where each individual role manager can have caused bad impact on the roles’ trustworthiness.
manage their user memberships without the need of Our users’ trust model takes into account the effect of
involving the administrators. We believe this case is role inheritance in RBAC systems on the trust evalua-

more general and can be used in large-scale RBACtON. If arole A inherits all the permissions that a role
systems. In such systems, the trust on the individual B has, then we say role A is a ancestor role of role

roles needs to be considered instead of the trust onB, and role B is a descendent role of role A . We also
the administrators. present the architecture of a trust-based cloud storage

There have been several trust models System which integrates the trust models in a crypto-
(Chakraborty and Ray, 2006; Toahchoodee et al., graphic RBAC system. Furthermore, we describe the
2009) for RBAC proposed in the literature. These relevance of the trust models by considering practi-
trust model considered the trust on users to assistcal application scenarios and then illustrate how the
the decision making about whether or not to grant trust evaluations can be used to enhance the quality
permissions to the users. In a cloud storage systemof secure decision making by users and roles of cloud
using cryptographic RBAC schemes, it would also Storage service.
be helpful if a user could determine whether or not ~ The paper is organised as follows. Section 2 re-
a role in the system is trusted before joining it. This Views relevant preliminary knowledge that is needed

would be useful especia”y in Systems where there for the dESign of our trust models. Section 3 describes
the trust issues in a cryptographic RBAC system and
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discusses the trust requirements for users and rolesparameteB is defined as

We give the formal User and Role RBAC trust mod- M(a+p)

els in Section 4. The architecture of our secure cloud P(O) = ————~-08"1(1-9)PF?

storage system is presented in Section 5. In Section F(e)r(p)

6, we illustrate how our trust models can be used in a wherea andp are two parameters controlling the dis-
cloud service application to enhance the quality of se- tribution of the paramete®, and 0< 6 < 1, a >
curity decision making. Section 7 discusses relevanto, g > 0. AssumeX = {xi,...,%,} is the collection

related works and compares them with our proposedof the feedbacks from the pasttransactions, and

trust models. Section 8 concludes the paper. X hasr “positive” feedbacks and “negative” feed-
backs. Then the likelihood function can be defined
as
n
2 PRELIMINARIES P(X|8) = |-lF>(xi|e):ef(1—e)S
=
2.1 Experience-based Trust The posterior distributio®(8|X) is propositional

to the multiplication of the prioP(6) and the likeli-
Trust has played a foundational role in security for a _hood functiorP(X|8), and we then have
long period of time. It is clear that two entities may P(X|8)P(8)
not trust each other on the identity alone. There are a P(6|X) = P
range of other attributes and credentials such as dif- o,
ferent types of privileges, the state of the platform r(r+a+s+p) grs-1
being used as well as reputations, recommendations I(r+o)l(s+p)
and histories that come into play-in decision-making.
An experience-based trust model is one trust manage-ansaction. The probability that, 1 is a “positive”

ment system which enables the trust decisions to befaaqpack given the transaction histotycan be rep-
made based on the historical behaviour of an entity. resented as

Such a system allows an entity to rate the transac-

(1—@)sFt

Now letx; 1 be the possible feedback of the next

tions with other entities, and the trustworthiness of P(Xi1|X) = /1d6 P(xi11|0)P(6]X)
an entity is determined using the collection of ratings 0

of the transactions that other entities have had with 1

this entity. In most experience based trust systems, = /o dé 6P(8[X)

one entity derives the trustworthiness of another en- = EOX)

tity from both experience of the former with the latter _ N

and the feedback on transactions provided by other ~ Then we write the probability that the next trans-

entities which have had interactions with target entity action will be a “good” one as follows:

in the past. An entity is able to evaluate its trust in an- r+a

other entity and the former can make a decision as to E(r,s) =P(Xi41|X) = —————
; ; . : r+a+s+p

whether to not to continue its transaction with the lat- ) ) ) i

ter, based on whether the trust value exceeds a certain _Using Equation 1, one entity can derive the proba-

threshold; this threshold is dependent on the context bility that the next transaction with another entity will

(1)

of the application at hand. be positive from the transaction history of the other
entity. Most Bayesian trust systems assume that the
2.2 Bayesian Trust Model parameterst = 3 = 1, such as in (Jgsang and Ismail,

2002). Some other approaches allow the parameters

Many approaches have been proposed that use probandB to be chosen depending on the system context.
abilistic models to evaluate trust based on evidence
which contains the number of “positive” and “nega-

tive” transactions in which a given entity have been 3 TRUST ISSUES IN USING
involved. Perhaps the most common probabilistic CRYPTOGRAPHIC RBAC

model is the one based on Bayesian trust (Mui et al.,

2001; Mui et al., 2002; Jgsang and Ismail, 2002) us- SCHEMES IN SECURE CLOUD

ing the beta probability distribution function. The STORAGE

beta family of distributions is a collection of continu-

ous probability density functions defined over the in- Cryptographic RBAC schemes integrate crypto-
terval [0, 1]. Suppose a beta distribution used for a graphic techniques with RBAC models to secure the
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data storage. They inherit the features and conceptsto that role. It is clear that users need to choose a
from RBAC models, and also have additional compo- trusted role when subscribing.

nents that are specific to data storage systems. In the If the data that a user wants to access is encrypted
standard RBAC model, permissions are assigned toto one role only, the user considers the trustworthiness
roles by the administrator of the system. However, in of that role in deciding whether or not to join that role.

a system using cryptographic RBAC schemes, “per- When the same data is encrypted to multiple roles,
missions” are the data encrypted to roles, and the se-users will need to evaluate the trustworthiness of these
curity policies are specified to control the users’ ac- roles to choose the most reliable role to join. From
cess to data. Because data are usually not owned bythe user’ perspective, a trusted role should meet the

a single party, cryptographic RBAC systems assume following requirements.

that data can be encrypted to a role by whoever owns
the data as opposed to the administrator in the stan-
dard RBAC system. In this paper, we address trust is-
sues for cryptographic RBAC systems. Therefore we

adopt the above described concepts for cryptographic
RBAC systems in our trust models.

Using cryptographic RBAC schemes in cloud
storage systems, a data owner can encrypt the data
to a role, and only the users who have been granted
membership of that role or an ancestor role of that
role can decrypt the data. In this paper, we assume
that the data owners and users reside outside this role
system infrastructure (where the roles are being ad- ®
ministered). Hence the issues to consider are how the
users can decide whether or not to trust the roles (role
managers) in the system and how the roles can decide
whether to trust the data owners in the system and
how much to trust them. Users consider their trust in
roles in order to ensure that joining roles guarantee ac-
cess to data assigned to these roles, and roles consider
their trust in data owners to ensure that data owners
who have assigned malicious data to the roles will not
be allowed to assign data to the roles any more. In
this section, we discuss the trust issues that need to be
considered by the users and roles of a cryptographic
RBAC system.

3.1 Users’ Trust on Roles in RBAC

Requirement 1: The role manager should grant
membership to the users who are qualified for that
role.

In order to access data, a user needs to join a role
to which the data is encrypted. When the user re-
guests to join the role, the role (manager) should
give access (grant the membership) to the user if
the user qualifies for that role, e.g. the user has
paid for the subscription fee. Refusing to do so
will be considered as bad behaviour of the role.

Requirement 2: The data that a role claims to
have should have been encrypted properly to that
role.

When users want to access data, they will need to
know what data has been encrypted to which role
so that they can choose a particular role to join.
The list of the data is provided by roles. How-
ever, a user may find that s/he cannot locate or de-
crypt the data even after s/he has joined that spe-
cific role. This may happen if the data was not
encrypted properly to that role by the owner, or
the role claims to possess data that has not been
encrypted to the role. Each role should take the
responsibility of providing a valid and up-to-date
list of the data that is in its possession.

e Requirement 3: The data that the descendant roles

Systems

Some cryptographic RBAC schemes assume that
user-role assignment is managed by administrators of
the systems where the administrators check the quali-
fication of users and grants role membership to them.
In these schemes, users trust all the roles at the same
level as they are all managed by the same administra-
tors. The roles are trusted as long as the administra-
tors are trusted.

In some other cryptographic RBAC schemes,
users-role assignment is decentralised to individual
role managers to allow more flexibility in user man-
agement especially in large-scale systems. In systems

of the role claim to have should have been en-
crypted properly to the descendant roles.

Since a role can inherit permissions from its de-
scendantroles, a user who has joined a role should
be able to access the data that is encrypted to any
of its descendant roles. Each role is liable for the
validity of the data that its descendant roles claim
to have, as it is considered to be part of the data
that this role has.

3.2 Roles’ Trust on Owners in RBAC

Systems

using these schemes, assume that users join a rolén cryptographic RBAC systems, owners can en-
based on subscription for accessing the data assignearypt their data to any role. Obviously, roles do not
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want owners to encrypt malicious data (e.g. virus, 4 TRUST MODELS FOR

mr?lvg/r?re) to tfs?m. Thetrsftiret,hrciles need to ?(tecide CRYPTOGRAPHIC RBAC

whether or not to accept data that owners want to as-

sign to them. Having malicious data assigned to a SYSTEMS

role may result in a low trust value of the role be- , ) .

cause users who have joined the role will place neg- In this secupn, we consider the trust models for a
ative trust records against the role if they detect that CTYPtographic RBAC system. There are three types
the data they get from the role is malicious. In the ©fentitiesin our trust model©wner UserandRole
case where roles are profiting from users’ subscrip- OUr rust models can assistserto decide whether
tions, low trust values in roles implies the risk of los- & Roleto interact with is trusted, and assisRalein

ing business. determining the trustworthiness of @wner. We first

To help roles detect malicious owners, and hence d€fine these three entities as follows.
avoid accepting data from them, another trust model Owner: the entity who owns the data and stores it in
is required to assist roles in evaluating the trustworthi-  an encrypted form for particular roles in the cloud.
ness of owners. Each time an owner wants to assign
datato arole, the role will use the trust model to deter-

mine whether the data is coming from a trusted owner ) ) ]

should meet the following requirements. to owners’ .data., and each role manages the user
: membership of itself. Here when we say that users

e Requirement 1: _The dat_a from the owner should are managed by a role, we refer to the managers
be the same as its description. of the role who determine the user set of that role.

When owners encrypt and assign data to arole, | oy trust models, we assume that all the feed-

the role may not be able to verify each individ- e and recommendations provided are honest. In
ual record from the owners. When a user who has giper words, we assume that the trust system has the
joined a role finds that the data s/he has accessedab”ity to verify the submitted feedback and recom-

is not the data it claims to be or contains mali- mendations, and only the valid ones will be consid-
cious records, the user will complain to the role 4.o4in the trust evaluations.

about the data, and the role should place a nega-
tive trust record against the owner who owns that 4.1 Users' Trust on Roles
data. Then next time this owner wishes to assign
another data to the role, this trust record will be
used by the role in making the decision whether
or not to accept the data.

User: the entity who wishes to access the data stored
in the cloud.

In this subsection, we consider the trust model about
user’s trust on roles in a RBAC system.

) ~ Definition 1 (Interaction). From a user’s perspec-
e Requirement 2: The owner should not be consid- tive, an interaction is a transaction in which a user

ered as untrusted by any role in the system, if the accesses data that is encrypted to a role to which the
owner has assigned data to more than one role yser belongs.

before. ) L . .
A successful interaction is an interaction where a

An owner may have had interactions with more yser has successfully accessed the data. An unsuc-
than one role in the system. A trusted owner is cessful interaction is an interaction where a user failed
supposed to act consistently in the interaction with iy accessing the data to which s/he should have legit-

different roles. An owner may still be considered jmate access. Next we define two types of unsuccess-
as untrusted even though s/he has good interaction| interactions.

histories with a small portion of roles in the sys- ) )
tem. Therefore a trusted owner should try to main- US€r Management Failure User management fail-
tain good interaction histories with all the roles in ure is an unsuccessful interaction caused by incor-
the system. When a role is interacting with an  '€ct user membership management of a role; that
owner with which it has not interacted before, the ~ IS: the role did not grant the membership to the
trust opinions from other roles can assist this role ~ USer éven when the user qualifies for the role.
to determine the trustworthiness of the owner. Permission Management FailurePermission man-
agement failure is an unsuccessful interaction
where the data encrypted to a role is invalid, or the
data is not encrypted to the role. In other words,
the owner of the data did not encrypt the data to
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the role in question or encrypted an invalid data to
the role.

Definition 2 (Trust Vector). We define a trust vector
to represent the behaviour history of a role as follows:

v=(r,s,s)

In the trust vector is the value related to successful
interactions that users have had with a given rale,
is the value related ttyser Management Failuref
the role, andsp is the value related to tHeermission
Management Failure

Using the functiorn in Equation 1, we define the
trust functionT (v) that represents the trust value de-
rived from the trust vector as

T(v)=E(r, +5p)

Definition 3 (Interaction History). We assume that
there exists a central repository in the system that col-
lects and stores the ratings from users on the inter-

When a useby wishes to evaluate the trust value
of a roleR, the user first obtains the interaction his-
tory Histy;(R) of the role from the central repository.
Assume thaty, is the weight that the usé&l assigns
to the feedbacks from other users. Then the individual
trust value of the rol® can be computed as follows,

Tu(R)° = T(Wr),

n

ViR
i=1,1#k

where Vg =WRr+W,-

where the trust vectof is a combination of all trust
vectors inHisty; (R) considering the weighting for the
trust vectors from other users.
Inheritance Trust. Inheritance trustis a belief that is
derived from the interaction history of the descendant
roles of a given role.

Assume a roleR has m immediate descendant
roles {R,---,Rm}, and a weight vectowg, is de-

actions between users and roles. We define the trustfined as(w ,0,wg ) wherew§y € [0,1] is the weight

record history derived from the ratings of the role R
from n users as

HISt‘U(R) = {H]Ba H;v o aHr"?}

Each entryHR in Hist(R) is defined as a pair of
parametersﬂiR = (Ui,Vir), Wherevigr = (r,sy,5p) IS

assigned to inheritance relationship betwétand

Ri. The second element is set to zero becduiser
Management Failurés not considered in inheritance
trust as user management of descendant roles will not
cause any unsuccessful interaction for this role. The
inheritance trust of roles in a hierarchy is computed

a trust vector that represents the trust record of inter- @s follows:

actions that the usdy; has had with the rol&. r is
the number ofJ;'s positive feedbacks on the interac-
tions withR, 5, is the number of negative feedbacks
on the interactions withR due toUser Management
Failure, andsp is the number of negative feedbacks
on the interactions witR due toPermission Manage-
ment Failure

In a cryptographic RBAC system, a user who be-

T'U(R)l = T(VL,R)a

m
where Vi g = .Zl[(VkD*R‘ + VR ) WR]
i=

In the above equatioriy,w] := v’ w is the usual dot
product orZ?.

Combination Trust. To compute the trust value of a
role, , we define a combination trust function for a role

longs to a role not only has access to the data of theR asTy;(R) to combine the above described two type
role, but also has access to the data of descendenbf trust together. Assume thate [0, 1] is the weight

roles. Therefore, an invalid resource from a descen- of the inheritance trust. The trust value is computed
dent role may also cause an unsuccessful interaction.gs

Since a role knows whether a resource comes from
its descendent roles, we assume that users give feed-
back to the roles to whom the resources are directly
assigned; that is, if a user detects an invalid resource4.2 Example of Users’ Trust on Roles
from a descendent role, s/he will update the feedback
for the descendentrole directly instead of the role s’/he Now we use an constructed example to show how the
belongs to. users’ trust on a role is affected by feedback for dif-
As discussed in Subsection 3.1, from the users’ ferent roles in a RBAC system. In this example, we
perspective, the trustworthiness of a role is affected consider all the bad feedback Bsrmission Manage-
by the interaction history of the role and its descen- ment Failure as our intention is to show how the role
dant roles. Therefore users need to consider the fol- hierarchy affects the trust value of roles. Consider the
lowing types of trust classes when evaluating the trust role hierarchy example shown in Figure 1.

Tu(R) = (1-w)  Ty(RP +w- Ty(R)'

onroles.
Individual Trust. Individual trust is a belief that is
derived directly from interaction history of the rdke

In Figure 1, the roldr; inherits from roleR, and
role Rs, and the roldR, inherits fromR3; andR4. We
set the weight between every two roles and the weight
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Figure 1: Hierarchical RBAC.

of other owners’ feedback to 1; that is, the weight
vector for each roléy wherek € [1,5] is defined as
wr = (1,0,1),V.i € [1,5],i # k, andw, = (1,1,1).

ferent roles in the system have differentimpact on the
trust value ofRy. Firstly, the feedback for ancestor
roles does not affect the trust of the role. Secondly,
the more resources that have been assigned to a role,
the more impact the feedback for the role will have
on its ancestor roles as well as itself. These results
show that our users’ trust model is useful in assisting
users to determine properly the trust of roles in RBAC
systems.

4.3 Roles’ Trust on Owners

In the case when any owner can choose roles to en-
crypttheir resources to, assigning malicious resources
or invalid resources to a role may cause BeFmis-
sion Management Failuref the role. Therefore, it
would be useful to have a trust model to assist roles
in determining the trustworthiness of an owner, and

When a user wants to access a resource that has beefence decide whether or not to accept the resources

assigned to the rol®, s/he will need to evaluate
the trust value ofR, to decide whetheRy is reli-
able to join. In Figure 2, we show the trust values of
R> when only different individual roles in the RBAC

from the owner.

As discussed in Subsection 3.2, the trust require-
ment on owners is simpler when compared with the
users’ trust on roles. When comparing these two types

system have feedback. For example, the curve for of tryst, we can see that there are some important dif-

Ri1,GFP = 75% shows the trust values 8 when

ferences. The trust on owners is not related to the

only Ry in the RBAC system has feedback, and 75% (qje hierarchy; that is, the role hierarchy does not af-

of the feedback is positive.

fect the trust computation on owners. We note that a

When the good feedback percentage is 75%, the general trust model can be used in this scenario. For

trust value foiR; goes up with the increasing number
of feedbacks tha®, andR3 have. This trend implies

completeness purposes, we also give the definition of
the trust model for the roles’ trust on owners in this

that the more resources a role has, the more impact they,psection.

good feedback percentage has on the trust value of th

role. Note that the feedback f& does not affect the
trust value ofR,. This is because an untrustedwill
not cause an unsuccessful interactioRafWhen the
feedback is only given foR,, the increase in the trust

Definition 4 (Interaction). From a role’s perspec-

tive, an interaction with an owner is a transaction in
which an owner assigned a resource to that role, and
that the role has accepted the resource.

value is the fastest. This is because the individual trust Definition 5 (Trust Vector). We define a trust vector
of the role has more weight than the inheritance trust t0 represent the behaviour history of an owner as fol-
by our assumption. It is clear that the increase in the 1OWS:

trust value o, is slower when the feedback is fBg

v=(h,s)

only, because inheritance trust has less weight in thiswhereh is the value related to resources owned by the

example.

owner,s is the value related to malicious or invalid

When the good feedback percentage is 25%, theresources owned by the owner.

trust value folR, goes down with the increasing num-
ber of feedbacks th&, andRz have. Similarly, this

Using the function£ in Equation 1, we define the
trust functionT (v) that represents the trust value de-

trend implies that the more resources a role has, therived from the trust vector as

more impact the good feedback percentage has on the

trust value of the role. The feedback fler does not
affect the trust value oR, either. When feedback is
only given forRy, the decrease in the trust value is the

fastest. This is because the individual trust of the role
has more weight than the inheritance trust by our as-
sumption. Therefore the decrease in the trust value of

R is slower when the feedback is fBg only.

From Figure 2, we see that the feedbacks for dif-
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T(v)=E(h—s,5)

Definition 6 (Interaction History). We assume that
there exists a central repository in the system that col-
lects and stores the behaviour histories provided by
roles to which the owner has assigned the resources.
We define the trust record history provided by a%et

of nroles as
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Trust Values of Roles, Good Feedback Percentage 75%, w = 0.3 Trust Values of Roles, Good Feedback Percentage 25%, w = 0.3
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Figure 2: Trust Values oR; for Users from Feedback on Different Roles.

Each entryHP in Hist(O) is defined as a par 5 ARCHITECTURE
of parametersHio = (R;,vi0) Wherevio = (h,s) is
a trust vector that represents the trust record of the|n this section, we present the design of a secure
ownerO on the resources that s/he has assigned to thecloud storage system by combining the trust models
role R.. his the total number oO's resources that  for RBAC proposed in Section 4 with a cryptographic
has been assigned B, ands is the number of bad - - RBAC system. This architecture provides a practi-
resources assigned &y cal solution for building a reliable and trusted RBAC

We assume that an own€r has a resource and system while retaining the use of cryptographic tech-
wants to assign it to a role. When this resource is  niques. We have implemented a prototype of this ar-
assigned to the rol&, R« updates the trust record  chitecture and have been conducting a range of exper-
of the owner by increasing the valdein the trust iments.
vectoerO of O by 1. Now assume that a user has
found the resource to be invalid, and then s/he reports
to the role of this resource. If the role has confirmed
that the user’'s complaint is true after verifying the re- ) ] o
sourceRy will find out that it isO who uploaded this ~ Consider the system architecture shown in Figure 3.
resource, an& will increase the valusin trustvec- ~ Each solid line in the figure shows the communica-
torsHE for this owner by 1. tion cha_nnel set by the syster_n between two compo-

A user that belongs to a role has the permission to Nents joined together by the line, and the arrows in-
access resources of the descendant roles of the roledicate the direction in which the information flows.
When the user reports a bad resource from its descen-Since our trust models are based on cryptographic
dant role, this role may not be able to identify the RBAC schemes, our system contains all the entities

owner of the resource as the resource is not assignedhat a cryptographic RBAC scheme has, including an
to this role directly. Hence the role cannot update administrator, roles, users and owners. The admin-

can notify all its descendant roles about this bad re- tem, and it generates the system parameters and is-
source, and the role to which the resource is assignedSU€s 5_‘" the necessary credenUa!s. In addition, the
to will update the trust record of the owner who owns @dministrator manages the role hierarchy of the sys-
resource. tem. To put a role into the role hierarchy, the admin-
Assume thatv is the weight that the rol&, as- istrator needs to compute the parame_t_ers for that rol_e.
signs to the feedback from other roles. Taking as in- 1hese parameters represent the position of the role in
put the interaction history of an owner, the trust value the role hierarchy. They are stored in the cloud, and

5.1 System Overview

of the owner can be computed as follows: are available publicly. Roles are the entities that as-
n sociate users and owners together. Each role has its

Tz (0) = T (Vi o), v[o =Vko+W- Vi.o own role parameters which define the user member-

' ' i=1i#k ship. These role parameters are stored in the cloud,

This trust value is evaluated based on a combina- and a role needs to update them in the cloud when up-
tion of all trust records irHistg (O) considering the  dating the user membership of the role. Owners are
weighting for the trust records from other roles. the parties who possess the data and want to store the
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L et Mo | report the invalid data, and another is from the owner

1 Trust Management

System Mt Decleicn behaviour controller which reports the ownership of

| a4 the stored data in the cloud. This auditor will deter-
Yo te C mine whether an owner has uploaded any malicious
Interaction History Central Repository ‘ ! or invalid data to the cloud, and can update the central

to bs repository.
2 10 ' | Owner Behaviour | | Role Behaviour |_ 1 4 3 . .
Roles Auditor Audior [1 | U T Owner Behaviour ControllerOwner behaviour con-

Fs troller acts as a proxy server between owners and the

14| Owner Behaviour 6 1 . cloud. It controls and forwards the owners’ encrypted

P ool data to the cloud. The controller can decide whether
Administrator L 7777777777 o i to store data in the cloud based on the decision from
Il the role to which the data is assigned. The controller

will-inform the owner behaviour auditor the informa-

= Cloud [+

tion about which owner the uploaded data belongs to.

Figure 3: Architecture. Trust Decision EngineThe trust decision engine is
the entity which evaluates the trust of the roles for
encrypted data in the cloud for other users to access,ysers and the trust of the owners for roles. The trust
and they specify the roles who can access the data. Indecision engine takes as input the interaction histories
the RBAC model, they are the parties who manage the or trust records stored in the central repository, and

relationship between permissions and roles. Users areputputs the trust value of a particular role or owner.
the parties who wish to acquire certain data from the

cloud. When a user wishes to access stored datainthe; 2 - System Workflow
cloud, s/he first sends the request to the cloud, and de-

crypts the data upon receiving the response from the a|| the entities in the system are connected through
cloud. different communication channels which are labelled
In addltlon to these four entities in a basic Cryp- with numbers in Figure 3. We exp|ain how the Sys-
tographic RBAC scheme, our trust enhanced crypto- tem works by describing the information flow through
graphic RBAC system by integrating an extra trust these channels.
management system, which consists of five compo-  First, the administrator initialises the system and
nents. Next, we describe the details of these CompO'Specifies the role hierarchy of the System_ The gen-
nents. erated system parameters are uploaded to the cloud

Central Repositoryln our trust models, all the inter- ~ Via channel 1. Roles grant the membership to users,
action histories and trust records related to roles andand upload role parameters to the cloud via channel
users are stored in a central repository. The central2. Users download and decrypt data from the cloud
repository is used to keep the records of all these in- Via channel 3. When an owner wants to encrypt and
teraction histories and trust records which are used bystore data in the cloud to a particular role, s/he first
the Trust Decision Engine (described below) in eval- encrypts the data and sends a request to the owner be-
uating the trust value of roles and owners. Any entity haviour controller via channel 6. Then the owner be-

that is residing outside the trust management SystemhaViOUI' controller notifies the role via channel 11 and
is not able to access the central repository_ forwards the request to the cloud through channel 7 if
the role agrees to accept the data from this owner. The
; . cloud then communicates with the owner as in a nor-
tegrity of the feedback on roles, a role behaviour au- cryptographic RBAC scheme. The controller also
ditor CO”eC.tS the fgedback for roles from users. The sends the owner behaviour auditor the information
role behaviour auditor needs to ensure that a user Whoabout the owner's identity and the resource’s identity
uploads fe(_adback against a role has been granted thQ/ia channel 8.

membership of the role or an ancestor role of that role. When a user wants to access a resource in the

Al the_ valid fee(_jback will be forwa_r ded to the central RBAC system, the system first returns a list of roles
repository, and invalid feedback will be discarded. who claim to have this resource. Then the user re-

Owner Behaviour AuditorAn owner behaviour au-  quests the trust evaluation on these roles from the trust
ditor is an entity to collect the feedback on owners’ management system. The trust value of the roles will

behaviour. However, different to the role behaviour be returned to the user through the channel 13. The
auditor, the owner behaviour auditor listens for feed- the user may choose a role who has the highest trust
back on two channels. One is from the roles who may value to send the join request. When a user has found

Role Behaviour Auditor.In order to protect the in-
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that the data s/he has accessed from the role is ma- @ @

licious or invalid, s/he then provides a feedback on Bl | Business |

the role to whom the resource is encrypted to the role il b

behaviour auditor through channel 4. Once the role M2 M;rkemiz

behaviour auditor verifies that the feedback is from @ @ G E | Economics

an authorised user, it will forward the feedback to the AD | Advertising

central repository. o [uemer Serviee
When a negative feedback of a role has been @ @ @ e ¢ | Commerce

raised by a user because of an invalid resource, the
role will send the identity of the resource to the owner
behaviour auditor via channel 10 if it believes that the
resource was invalid when the owner uploaded the re-
source. The auditor then updates the trust records of .. 1" | this system, distributors choose the re-

the owner of this resource to the central repository via sources to_share by their categories. The distribu-

channel 9. When an owner wants to assign a resourcg, s Ab CS PR G, M, get the authorisations for sell-
to a role, the role can ask the trust mghagement Sys'ing digital resources in the categoriéglvertising
tem about the trust evaluation for a owner, and the Customer ServicePublic Relations Commerceand
tril:]Set }[/t?rlgs V%"'::Eaenrr?;"rffd By ;r:]erterggitv(ijnemtsr:zntﬁgt Marketingrespectively from the publishers. Distribu-
9 9 hes ng ! torsM; andE sell a wider ranger of resources which
values for the owner from the trust decision engine, cover all the categories iMarketingand Economics

Emzaﬂglcffwgg:wemﬁ Z‘évggrtbtﬁg%’;?;r lt\:/loor;tégug:Vtﬁ‘isrespectively, and these two distributors get authorisa-
P ) i tions from the distributors of sub-categories instead

guitoﬁ\r/lzlgt?rtllogver:g(r:iseig\igu?ioﬂ?rgﬁe?l:g{[w:ttﬁjﬂyOf the publishers directly. Note that the categories of
d)e/cision eng?ne directly. Roles can pre-determine a resources sold byl; andM are overlap. The differ-
trust threshold for accep.ting data from owners. Every S1ce 1S th.e ch@fnels they get the resources fmm
time an owner wants to upload a resource thé owner!crom quh_shers, and/t, from SUb'd'St”.bUthS' Sim-

’ ilarly, distributorsB; andB; get authorisations from

e o ot o A st M  and, E espectiveandher fesourceso
9 Y, cover the categorieBusiness

cide whether to accept the resource by comparing the .
b y paring To use cryptographic RBAC schemes to protect

trust value with the role’s threshold. .
the resources so that only the authorised users can ac-
cess, the administrator of the digital library system
first sets up the system parameters based on the rela-
6 APPLICATION SCENARIO tionships of the distributors. Then the publishers can
encrypt their resources to the distributors whom they
In this section, we describe a digital library system authorised to sell the resources. Here we consider the
which uses our proposed trust models to illustrate how distributors as roles in the RBAC, and publishers as
the trust models can assist the security decision mak-owners of the resources. When a user subscribes to
ing in this system. The digital library system uses an a distributor, the distributor simply adds the user to
external public cloud to store all the digital format re- the role. Then the user can use the key given by the
sources such as books, papers, theses, and other typegystem administrator to decrypt the resources of the
of publications. There are many distributors who use role. Because the cryptographic RBAC schemes sup-
the platform provided by the digital library system to port role hierarchy, in this example, users who sub-
share digital resources. Each distributor can get the scribed to the rolél, can also access the resources of
authorisations for sharing the digital resources from the roleAD, CSandPR, and users subscribed By
the publishers directly. A party who subscribes to can access the resources of all the rofigsE, C.
a distributor can access all the resources of the dis-  First let us consider how the trust model can assist
tributor. Assume that the distributors have two types the users. Assume that the distributds also gets
of subscription licenses; personal licenses that allow some resources, which the distributé&is,CS PRdo
only the subscribed user to access the resources, antiot have directly from the publishers. To save the
business licenses that allow another distributor to re- cost of storing resources in the clowd; chooses to
sell the resources to other users or distributors. reprint some resources in a lower quality to reduce
Now let us consider an example distributors net- the file size. Users subscribed My may give neg-
work for this digital library system. The hierarchi- ative feedbacks oM, because they have difficulties

Figure 4: Application of Digital Library System.

cal relationship of the distributors is shown in Fig-
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in reading some of the resources. Later on, when aalso addressed the roles’s trust on owners. Another
user want to access marketing resources, s/he evaludifference between our model and the previously pro-

ates the trust o1 andM,, and the trust model will  posed onesis that our trust models work in RBAC sys-
output a higher trust value féd; than forM, because  tems which use cryptographic RBAC schemes. That
of the negative feedbacks M,. Then the user will  is, our models take into account cryptographic oper-

know the quality of resources fromM is better than  ations and the access privileges to decrypt the data
those fromM,. However, the distributoraD,CS PR stored in the cloud, which none of the previous works
will not be affected because the poor quality resources address.

are not coming from them. When a user wants to sub-

scribe to a distributor foBusinessB, will have lower

trust value tham; as resource the user would get from 8 CONCLUSIONS AND EUTURE

B; may come fronmMa.

Now let us look at the trust model for roles’ trust WORK
on owners. Assume that publishers want to promote . ] ]
their digital resources, and they actively assign their !N this paper, we have addressed trust issues in cryp-
resources to distributors. The resources that havetographic role-based access control systems for secur-
come from some publishers may be of poor quality "9 data storage in a cloud enwronment._We have pro-
or alternatively some resources are not what the pub-Posed trust models for users and roles in RBAC sys-
lishers claim to be. The distributors may notbe able to {€ms which are using cryptographic RBAC schemes
verify each individual resource due to the lack of ex- {0 secure stored data. These trust models assist the
pertise in certain areas. When users complain about aUSers and roles to determ_ine the trustworthiness of in-
bad resource, the role can give a negative feedback ordividual roles and owners in the RBAC system respec-
the publisher who owns the resource, after confirm- tlve_ly. They a!low the users to perform the trust eval-
ing that the users’ complaints is valid. The feedback uation to d(_ac:|de whether or not to access a resource
of the publisher can be accessed by all the distributors from @ particular role. Our trust model takes into ac-

so they can avoid using this publisher in the future. ~ countrole inheritance and hierarchy in the evaluation
of trustworthiness of roles. The models also enable

the roles to use the trust evaluation in their decision to

accept the resources from a particular owner. We have
7 RELATED WORKS given the design of an architecture of a trust-based

cloud storage system which has integrated these trust
There have been some related works which have models with the cryptographic RBAC schemes. We
addressed only trust on users in RBAC systems. have also described the application of the proposed
(Chakraborty and Ray, 2006) proposed a trust model trust models by considering a practical scenario and
for RBAC system which considers users’ trust by as- illustrating how the trust evaluations can be used to
signing trust levels to users. These trust levels are reduce the risks and enhance the quality of security
based on a number of factors such as user credentialsgdecision making by users and roles of the cloud stor-
user behaviour history and recommendations from age service.
other users. Trust levels are then mappedtoroles. An-  The proposed trust models used a centralised trust
other trust model for RBAC was proposed in (Takabi management system to assist users and roles with
et al., 2007) to assist roles with the decision of user- their trust evaluations. Though the users and roles in
role assignment based on a wide range of criteria of the system still need to trust the centralised trust man-
users, including behaviour history and reputation. In agement components, we believe that this approach
(Feng et al., 2008), a trust model for RBAC was in- has improved the cases where users and roles need
troduced which evaluates the trust in the users basedto trust each individual roles and data owners in the
on user behaviours and context, in a context-awaresystem. We note that the auditing components in our
access control model. Another trust model was dis- designed architecture need to collect all the provided
cussed in (Toahchoodee et al., 2009) which also usesfeedback. In large-scale systems, the load of these
trust level to determine the access privileges of users.auditing components could be high. One solution to
All these trust models only consider the trust on users this issue is using decentralised auditing components
in a RBAC system. None of these works address the which will be considered in our future work. In ad-
users’ trust on roles in the RBAC system. The trust dition, we only considered two types of feedbacks
for roles is critical in cloud storage systems which in our trust models, positive and negative. However,
has been addressed in this paper. As an extension of user who has unsatisfactory experiences with roles
the users’ RBAC trust model, our trust models have may want to provide varying levels of negative feed-
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