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Abstract: In 2008, Kundu and Bertino proposed a structural signature scheme for tree-structured data. A signature
generated by the scheme is redactable: for given tree-structured data and its signature, it is possible to compute
signatures of subtrees of the given tree without the secret signing key. Brzuska et al. formalized security
requirements of such kind of redactable signhature schemes. They also proposed a provably secure redactable
signature scheme for tree-structured data using an ordinary signature scheme. This paper presents a new
redactable signature scheme for tree-structured data using an ordinary signature scheme and a Merkle tree
constructed by a keyed hash function such as HMAC. The proposed scheme assumes that the out-degree of
each node in a tree is at most constant. It is also shown that the proposed scheme is provably secure under
standard security assumptions of the underlying primitives. The proposed scheme first generates a digest of
given tree-structured data based on the Merkle tree using the keyed hash function, and computes a single
signature for the digest using the ordinary signature scheme. On the other hand, the total number of signatures
required by previous provably secure schemes is at least as large as that of the nodes of the tree.

1 INTRODUCTION curity requirements of such kind of redactable signa-
ture schemes and showed that privacy is implied by

Background. It is expected that database outsourc- transparency (Brzuska et al., 2010). They also pro-
ing using cloud service will be popular. An out- Posed a provably secure redactable signature scheme
sourced database is required to provide proofs of thefor tree-structured data using an ordinary signature
correctness of answers to queries. A digital signature Scheme.  Their scheme satisfies unforgeability and
scheme is a cryptographic technique useful for this fransparency if the underlying signature scheme sat-
kind of purposes. A signature makes it possible to isfies unforgeability.
verify whether the corresponding data are corrupted
or not. On the other hand, even if queries are made onOur Contribution.  This paper presents a new
the same data, answers vary according to contents ofredactable signature scheme for tree-structured data
gueries or users’ access rights. It is obviously unrea- using an ordinary signature scheme and the Merkle
sonable, however, to prepare signatures of all possibletree (Merkle, 1989a). The proposed scheme only al-
answers in advance. lows redaction of cutting leaf nodes. Iteration of cut-
In 2008, Kundu and Bertino proposed a struc- ting leaf nodes enables cutting any subtree. In the pro-
tural signature scheme for tree-structured data (Kunduposed scheme, to achieve secure redaction, a keyed
and Bertino, 2008). A signature generated by their hash function such as HMAC (Bellare et al., 1996a)
scheme is redactable: for given tree-structured datais used to construct Merkle trees. It is also shown
and its signature, it is possible to compute signa- that the proposed scheme satisfies unforgeability and
tures of subtrees of the given tree without the se- transparency if the underlying signature scheme sat-
cret signing key. Their security analysis of their isfies unforgeability and the underlying keyed hash
scheme was informal, and some attacks against itfunction is a pseudorandom function and collision-
were presented (Brzuska et al., 2010; Samelin et al.,resistant. HMAC satisfies both of the properties under
2012a; Samelin et al., 2012b). Brzuska et al. formal- reasonable standard assumptions.
ized unforgeability, privacy and transparency as se-  Unlike the previous schemes, the proposed

Hirose S. and Kuwakado H.. 313
Redactable Signature Scheme for Tree-structured Data based on Merkle Tree.

DOI: 10.5220/0004507003130320

In Proceedings of the 10th International Conference on Security and Cryptography (SECRYPT-2013), pages 313-320

ISBN: 978-989-8565-73-0

Copyright ¢ 2013 SCITEPRESS (Science and Technology Publications, Lda.)



SECRYPT 2013 - International Conference on Security and Cryptography

scheme uses the Merkle tree based on a crypto-data.

graphic hash function such as SHA-2 (FIPS PUB Sanitizable signature schemes (Ateniese et al.,
180-4, 2012). An advantage of this approach is that 2005; Brzuska et al., 2009) originated from motiva-
the proposed scheme is more efficient than the pre-tions similar to those of redactable signatures. Saniti-
vious schemes. In our scheme, an ordinary signaturezable signature schemes allow redaction only by priv-
scheme is used only once for each signature gener-leged entities called censors or sanitizers.

ation to sign the digest corresponding to the root of Ahn et al. (Ahn et al., 2012) provided a general
a Merkle tree. The previous schemes need at least agramework for computing on signed data including
many calls for the underlying signing procedure as the redactable signature schemes and sanitizable signa-
number of the nodes of the tree-structured data. Gen-ture schemes. Their privacy notion called context hid-
erally, the amount of computation required for hash- ing is stronger than transparency in that the former re-
ing is much smaller than the amount of computation quires the unlinkability between an original signature
required for signing. On the other hand, a disadvan- and the derived signatures.

tage of the proposed scheme is that the out-degree of

each node in tree-structured data should be at mostOrganization. The rest of the paper is organized
constant. as follows. Section 2 gives some notations and def-

initions of signature schemes, collision-resistant hash
Related Work. The scheme of Kundu and functions and pseudorandom functions. Section 3 de-
Bertino (Kundu and Bertino, 2008) is based on the fines redactable signature schemes and their security
fact that a tree is uniquely identified by the pre-order requirements. The proposed scheme is presented in
and post-order of its nodes. Sec. 4. Its security is discussed in Sec. 5. Section 6

The scheme of Brzuska et al. (Brzuska et al., concludes the paper.

2010) simply signs the nodes and the edges of tree-
structured data separately using an ordinary signature
scheme. When their scheme is applied to an ordered>  PRELIMINARIES
tree, the orders of children of nodes are also authen-
ticated by ordinary signatures, which co€$af?)
calls for the underlying signing procedure in the worst
case, wherex is the number of the nodes afidis
the maximum of out-degrees of the nodes. They only
considered redaction of cutting leaf nodes.

Let N be the set of natural integers. LE{x,9") be
the set of the functions from to .

Let ¥ = (F/)sen be a sequence of keyed functions
Fr: K x Xy — 9%, whereX; is the key spacek; can
also be regarded as a set of functions fraipto 9;:

The scheme of Samelin et al. (Samelin et al., (F :
. ) . > {F(K,)|K e X} Itis assumed to be easy to sample
2012a) signs the lists of the nodes of a tree in their an element uniformly at random from and %.

pre-order and post-order using a redactable signature For a setS, the notations « S represents an as-
scheme for lists. Their scheme allows more flexible signment of an element chosen uniformly at random
redaction than the scheme of (Brzuska et al., 2010) from Sto a variables. For an algorithni/, the nota-

End (zjurst: ll;llon:ll_?]af_ noci]es as well as Ieﬁ‘f PO(?[ES Cantiony<— M (X) represents an assignment of an output
e redactable. Their scheme ne@js/) calls for the of 94 with an inputx to a variabley.

underlying signing procedure.
The scheme of Pohis etal. (Pohis etal., 2012)also, 1 )jision-resistant Hash Function
allows redaction of non-leaf nodes. Their scheme is
based on the Merkle tree and the out-degrees of node
are not limited. Thus, their scheme is more flexible
than ours. However, their construction uses a collision
resistant one-way accumulator (Benaloh and de Mare,
1993; Bari¢ and Pfitzmann, 1997) for the Merkle tree,
which makes the scheme less efficient. Definition 1. Let ¥ = (Fy)sen, Where F is a keyed
Redactable signature schemes for generalhash function. If
graph-structured data have also been proposed A _
recently (Kundu and Bertino, 2010; Kundu et al., PAA(L,K) = (X X) AFe(K,%) = Fo(K,X) Ax#x]
2012). Other types of redactable signature schemesis negligibly small as a function dffor any efficient
can be found in (Steinfeld et al., 2001; Johnson et al., collision-finder 4, then ¥ is called a sequence of
2002; Miyazaki et al., 2003; Nojima et al., 2009; collision-resistant hash functions. K is uniformly dis-
Chang et al., 2009; Samelin et al., 2012b), which are tributed over%;.
not explicitly intended for tree or graph-structured

Tollision resistance is a property of many-to-one
functions. It informally means that it is difficult to
find a pair of distinct inputs transformed to a same
output.
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2.2 Pseudorandom Function

Definition 2. For a sequence of keyed functiofis=
(Fo)een, let

AV () = |PAa ) (1) = 1) - PiaP(1) = 1

be the advantage of a distinguishd@ragainst¥. K
is uniformly distributed ovetxy, andp is uniformly
distributed ovelH.X;, 9). If AdvP"(4) is negligibly
small as a function of for any efﬁcientﬂ, thenf is
called a sequence of pseudorandom functions.

During security analysis of the proposed scheme,
we will deal with distinguishers with independent
multiple oracles. Let

Adv;}prf(ﬂ) = |PrafKu)Felkmo) 98y — 1)
PriaPL-Pm(1Y) =1]|

where(K1,Kp, ..., Km) are uniformly distributed over
%™ and (p1,P2,--.,Pm) are uniformly distributed
over F(X;,97)™. | The following lemma is a para-
phrase of Lemma 3.3 in (Bellare et al., 1996b):

Lemma 1. Let 4 be a distinguisher foff with access
to m oracles. Then, a distinguish& for F can be
constructed witl as a subroutine such that

AdVFP(2) = m-AdV)(B) .

The running time ofB is approximately total of the
running time of4 and the time required to compute
F, to answer to the queries made By B makes at
mostmax{qi |1 < i < m} queries to its oracle, where
gi is the number of the queries made Byto its i-th
oracle.

2.3 Iterated Hash Function and HMAC

if the underlying compression function is collision-
resistant (Damgard, 1989; Merkle, 1989b).

HMAC (Bellare et al., 1996a) is a keyed function
for generating message authentication codes, which
is constructed with an iterated hash function in the
following way:

HMAC(K,M) =H((K@opad)||H((K®i pad)|M)) ,
whereH is a hash functionK is a secret key and
opad andi pad are distinct constants. It was shown
that HMAC is a pseudorandom function if the under-
lying compression function is a pseudorandom func-
tion (Bellare, 2006). Additionally, it is easy to see
that HMAC is collision-resistant in the sense that it
is difficult to find a pair of distinct inputéK,M) and
(K';M’) such thatHMAC(K,M) = HMAC(K',M’) if

H is collision-resistant.

2.4 Signature Scheme

A signature schem8ig consists of three algorithms

(K,S,V) defined as follows.

Key Generation (sk pk) «- K(1°).
For a given security parametérthe key genera-
tion algorithmK generates a pair of a secret (sign-
ing) key skand a corresponding public (verifica-
tion) keypk.

Signing (M, 0) « S(skM).
Given a secret kegkand a messagd, the sign-
ing algorithmS outputsM and its signature.

Verification d < V(pk,M, o), whered € {0,1}.
Given a public keypk, a messag® and a sig-
nature o, the verification algorithmV decides
whethergo is a valid signature foM with respect
to pk. If valid, V outputs 1. Otherwise, it outputs
0.

Existential unforgeability against adaptive chosen

The proposed redactable signature scheme uses a hadR€ssage attacks is defined as follows.

function with arbitrary input length satisfying that it is

Definition 3. A signature schem&ig = (K,S,V)

dom function.

Widely deployed hash functions such as SHA-
1/2 are called iterated hash functions. An iterated
hash functiorH consists of iteration of a compres-
sion functionf with fixed length input and output as
follows: H(M) = f(f(--- f(f(IV,M1),My),...),M|),
whereM = M1||Mz||---||M, is an input message and
IV is a fixed initial value. A compression func-
tion is a kind of hash function with inputs of fixed
length. This iteration is called Merkle-Damgard con-
struction (Damgard, 1989; Merkle, 1989b). An it-
erated hash function with appropriate input prepro-

message attacks if the probability that the experiment
Equ'g given in Algorithm 1 outputd is negligibly
small as a function of for any efficient forgera.

3 REDACTABLE SIGNATURE
SCHEME FOR
TREE-STRUCTURED DATA

3.1 Tree-structured Data

cessing (padding with the Merkle-Damgard strength- The proposed redactable signature scheme is used to
ening (Menezes et al., 1996)) is collision-resistant sign directed-tree-structured data. A directed tree has
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Definition 4 (Unforgeability (Brzuska et al., 2010))

. . . Sig
Algorithm 1: ExperimentU;”((). A redactable signature scheme for tree-structured

(sk pk) « K(19) data tSig = (tK,tS,tV,tC) is existentially unforge-
(M,0) + 25K (pk) able against adaptive chosen message attacks if the
> Let My, M, ..., Mq be Z’s queries tc. probability that the experimen‘:tU;f'g given in Algo-
if V(pk,M,0) = 1AM # M; for 1 <i < gthen rithm 2 outputsl is negligibly small as a function df
return 1 for any efficient forgera.
else - : : tSig
return O Algorithm 2: Experimen&U ;"*(£).

(sk pk) + tK(1")
(T,0) A6 (pk)
>LetTy, To,..., Tq be A's queries taS.
iftV(pk T,0) =1AT AT for1<i <qthen
return 1
else
return O

a unigue node with in-degree 0, which is called the
root. In the remaining part, a directed tree is simply
called atree. For tree-structured datandT’, T’ < T
means thal’ is a subtree of andT’ andT share the
root.

3.2 Redactable Signature Scheme for

Tree Structured Data Transparency informally states that no one should
be able to tell whether a signature of a tree is created

A redactable signature schen$ég for tree-structured ~ only with a signing algorithm or with both a signing

data consists of four algorithmsK,tS,tV,tC) de- algorithm and a cutting algorithm.
fined below. Definition 5 (Transparency (Brzuska et al., 20108
Key Generation (sk pk) « tK(1¢). redactable signature scheme for tree-structured data

Given a security parametéy the key generation  tSig = (tK,tS,tV,tC) is transparent if

algorithmtK generates a secret (signing) kely ; Si
and a corresponding public (verification) kek: Advisig(A) = PrTr7(0) = 1] - 1/2

Signing (T,0) « tS(sk T). is negligibly small as a function dffor any efficient
Given a secret kegk and tree-structured dafg, distinguisher4. The experimer\][rf,qs'g is given in Al-
the signing algorithmS outputsT and its signa-  gorithm 3.
turea. . . =

Verification d « tV(pk, T,0), whered € {0,1}. Algorithm 3 Experimentrr ;™ (£).
Given a public keyk, tree-structured dafeand a (sk pk) < tK(1%)
signatureo, the verification algorithmV decides b+ {0,1}
whethero is a valid signature folr with respect d— ﬂtS(SK-),SorC(-,-,SKb)(pk)
to pk If valid, thentV outputs 1. Otherwise, it if d = bthen
outputs 0. return 1

Cutting (T',0") «+ tC(pk T,0,L). else
Given a public keypk, tree-structured data, a return O
signatures and a leat. of T, the cutting algorithm
tC outputsT’ = T\L and its signature’. function SorC(T,L,sk b)
Notice that the secret kesk is not given to the if b= 0then

cutting algorithm. (T,0) < tS(skT)

(T’,0’) + tC(pk T,0,L)

3.3 Security else

T+ T\L
Brzuska et al. formalized unforgeability, privacy and (T',0") <~ tS(sk T')
transparency as security requirements of redactable return (T',0’)

signature schemes for tree-structured data (Brzuska
et al.,, 2010). They also showed that transparency
implies privacy. Namely, if a redactable signature
scheme satisfies transparency, then it also satisfies prid  PROPOSED SCHEME
vacy.

The proposed scheme requires that the out-degree of
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each node of given tree-structured data is at ndost
The proposed scheme is suitable for positional trees.
A positional tree is an ordered tree such that chil-
dren of a node are assigned distinct integers (e.g.,
{0,1,...,d — 1} in the current case) compatible with
their order. Nevertheless, the proposed scheme is also
applicable to unordered trees, which will be men-
tioned later.

The algorithms for key generation, signing, veri-
fication and cutting of the proposed scheme are pre-
sented below. In the descriptions, a node of the tree )
T = (Vr,E7) is denoted by; and the subscripitis e keys corresponding to the nodesTaf
used as an ID of the node. In tree-structured data, Namely, o = (¢, {ai|vi € V/},{ri|vi € Vr}). No-

nodes and edges are assigned some data items in genice that the secret keys corresponding to the dummy
eral. It is assumed that data items assigned to a nodenodes are never disclosed.

where D; is data assigned tov;, and
aio,...,a8 d—1 are digests corresponding to the
children ofy;.

in 4, Compute a signature; of the digestag corre-
sponding to the root; of T using the signature
schemesig.

The signature of T consists of
® O,
o digests corresponding to the dummy nodes, and

include the data items assigned to its incoming edge.

Key Generation (H,K;sk pk) < tK(1%).

H is aniterated hash function composed of a com-
pression function chosen uniformly at random from a
set of functions corresponding to a given security pa-
rameter/. K is a secret key used for HMAC usird).

We will slightly abuse the notation and denote HMAC
usingH with keyK by Hk. skandpk are a secret key

and a corresponding public key of a signature scheme

Sig, respectivelySig is an ordinary signature scheme.
H is public, anK is secret for a signer.

Signing (T,0) « tS(H,K,skT).
The signing process proceeds as follows:

. For each node of the tree-structured dBjaf it
has less tha children, then add dummy child

nodes and the corresponding dummy edges so tha

it has exacthyd children. This process is also ap-
plied to the leaves of . LetVy andE} represent
the set of dummy nodes and the set of dummy
edges, respectively.

. Select a nonce € {0,1}" uniformly at random,
wheren = (O and for each nodg < Vr UVY,
compute the key; = Hk (r||i). nshould be large
enough to prevent collision of nonces. Itis usually
sufficientifn = |K].

. Construct a Merkle tree using HMAC in the fol-
lowing way:

(a) For each dummy nodg € V¢, compute the di-
gesta; = Hy, (M), whereh is an empty string. No

Figure 1 shows an example of binary-tree-
structured data augmented with dummy nodes and
edges by the proposed signing algorithm. Dummy
nodes and edges are represented by dotted lagss.
andr;’s are digests and keys, respectively, included in
the signature.

L)

e ok
¢ =
Qoo Qo1 oy Qip Qi
.
Qo100 o101

Figure 1. An example of binary-tree-structured data aug-
mented with dummy nodes and edges by the proposed sign-
ing algorithm. Dummy nodes and edges are represented by
dotted lines.

Verification d <« tV(H,pkT,o).

The verification process proceeds as follows:

1. For the signature = (og, {ai |vi € V¢ },{ri|vi €
V7 }), compute the digest, corresponding to the
root from the digensts i{aj|vi € V1} and the
keysin{ri|vi e Vr}.

2. Output 1 ifog is a valid signature oé with re-
spect tgpk by Sig. Otherwise, output 0.

Cutting (T',0') + tC(H,pk T,o,L).
SincelL is a leaf of T andT’ = T\L, the signature

data items are assigned to dummy nodes and ' of T/ consists of

their incoming edges.
(b) For each node € Vr, compute the digest

a =Hr, (Dillaiol - [|&i,d-1) ,

® Og,

e the digests corresponding to and the dummy
nodes except for the dummy childrenlgfand
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o the keys corresponding to the node¥4n\ {L}.
Namely, o = (o {ai|lvi € (Vy\Child(L)) U
L}, {ri|vi € Vr\{L}}), where ChildL) is the
set of children ofL. It is easy to see that’ can
easily be obtained frons. The cutting is simply a
process to regard the leaf cut off as a dummy node.
Figure 2 gives an example of binary-tree-structured
data obtained from the tree in Figure 1 by cutting a
leaf labeled by 010.

To

To0 O

o

Ao din dgto don @y ai

Figure 2: An example of binary-tree-structured data ob-
tained from the tree given in Figure 1 by cutting a leaf la-
beled by 010a;’s andr;’s are digests and keys, respectively,
included in the signature.

Remark 1. The proposed scheme presented above

can also be applied to unordered trees with slight
modification of HMAC. When constructing a Merkle
tree in Step 3(b) of Signing, compute the digest as fol-
lows:

ai = Hy, (Dillaijol - llaijg 1)
where @l --||a,j, , is concatenation of sorted
ai0,..-,8id—1in the lexicographical order. This mod-
ification is based on the commutative hash func-
tion introduced by Goodrich and Tamassia (Anagnos-
topoulos et al.,, 2001). HMAC with this modifica-

Theorem 1. If Sig is existentially unforgeable against
adaptive chosen message attacks and H is collision-
resistant, thenSig is existentially unforgeable.

Proof. Let 4 be any forger ofSig. ForEUtjg(f), let

(H,K;sk pk) « tK(1)
(T,6) « A=K (H pk)

Let Ty, To,..., Tq be queries to the oract® made by
4. Letag; be the digest corresponding to the root of
T, anda; be the digest corresponding to the roofiof
LetA(q) = {aei|1<i<q}.

Suppose that A T, for 1 <i < g. Then, for the
success probability ofl,

PritV(H, pk T,6) = 1]
= Pria: ¢ A(Q) AtV(H, pk T,6) = 1] +
Pria. € A(Q) AtV(H, pk T,8) = 1]
< PIftV(H, pk T,6) = 1|& ¢ A(Q)] + Pria € A(q)] .

The first term PitV (H, pk, T,6) = 1|& ¢ A(q)] is
equal to the success probability of a forggfor Sig.

B can be constructed witll as a subroutine. The
running time of4 is total of the running time ofd
and the time required to execute the signing algorithm
tS of tSig using the signing oraclg of Sig to answer

to the queries made bg. The number of the queries
to S made byB equals that of the queries t6 made

by 4.

The second term F& € A(g)] is equal to the suc-
cess probability of a collision-findef of H. C can
also be constructed witll as a subroutine. The run-
ning time of C is total of the running time o2 and

tion remains pseudorandom as a keyed function andthe time required to execute the signing algorittfn

collision-resistant since the modification only makes
the domain smaller.

5 SECURITY ANALYSIS OF
PROPOSED SCHEME

In this section, the security of the proposed redactable

of tSig. O

If the random oracle model is required for the exis-
tential unforgeability of the underlying signatuseg,
then Theorem 1 is valid only in the random oracle
model.

5.2 Transparency

signature scheme is proved under standard assump- ) ) )
tions on the security of the building blocks. Adver- 1he following theorem implies that the trans-

saries are assumed to be computationally bounded.
5.1 Unforgeability

The following theorem shows that unforgeability of
the proposed scheme is reducible to unforgeability of

the underlying ordinary signature scheme and colli-
sion resistance of the underlying hash function.
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parency of the proposed scheme is reducible to the
pseudorandom-function property of the underlying
HMAC.

Theorem 2. If HMAC is a pseudorandom function,
thentSig is transparent.

Proof. Let 4 be any distinguisher faSig. In the ex-
perimentrrtﬂs'g(é), suppose thad makesg; queries

to tS andq, queries toSorC. Suppose that the total
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number of the nodes of tree-structured data in queriessince

made by4 is N.

LettSig be same atSig except for using arandom
functionp instead of HMACHk when generating the
secret keys; for the nodes in the trees. The domain
and range op equal those oHk, respectivelyp be-

haves as a random oracle: it selects the output uni-

formly at random for a new input. Then,

AV, () < ’Pr[nfig ) =1]— 1/2‘ +

PrTe(6) = 1) - Pt () = 1)

For the second term, there exists a distinguishéor
HMAC usingH such that

[PATESE(0) = 1) - PATESE(0) = 1| = AdVE(D) .

D can be constructed witll as a subroutine. The
running time of? is total of the running time of4
and the time required to execute the signing algorithm
tS of tSig and the sign-or-cut algorithrBorC using
its oracle to answer to the queries made4yn the
experiment. The oracle @b is Hk for tSig and it is
p for tSig. D makes at modN(d + 1) queries to its
oracle.

Let tS|g be same asSig (tSlg) except for gener-
ating the secret keys for the nodes in the trees uni-
formly at random. Then,

’Pr{Trt;Tg(ﬁ) 1/2‘ ‘Pr TrSE (1) = 1/2’
+ [P0 = 1 — PrTrE() = 1)

Notice thattSug and tSAu/g are completely indistin-

= 1]

PAT ts'g(e)_l] if Oj=Hs for1<j<a
1/2 ifOj=pjforl<j<a .

|

From Lemma 1, there exists a distinguisher fbr
such that AdfEP"(B) = quAdVP(C). ¢ makes at
most 1 query. The running time ¢fis approximately
total of the running time of8 and the time required to
computeH to answer to the queries made By

Thus,
(G +G2)?

2n+l

Advisi, () < AdVE'(C) + AdVE(D) +

This completes the proof.

6 CONCLUSIONS

Aredactable signature scheme for tree-structured data
has been proposed in this paper. It has also been
shown that it satisfies both unforgeability and trans-
parency. The proposed scheme is based on the Merkle
tree and expected to be quite efficient compared to
previous provably secure schemes. Future work in-
cludes experimental performance evaluation of the
proposed scheme together with previous schemes. It
does not seem difficult to extend the proposed scheme
to directed acyclic graphs, which is also left as future
work.

guishable as long as there exists no collision in the ACKNOWLEDGEMENTS

noncesr. Thus, the second term of the inequality
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