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Abstract. As a result of the growing dependence of information society on
ICTs, the need to know the risks that can affect information is enormously increasing with the purpose of protecting it. This article shows advances in the
identification and management of risks in ICTs, particularly in the case of
SMEs, along with the first proposal of a methodology for management and
analysis of the associative risk in SMEs taking into account not only internal
risks derived from SMEs but also other external risks derived from other enterprises in the same sector or collaborating with them. Thus, we will obtain a high
quality risk analysis at low cost using advanced concepts such as “associative
algorithms” and “enterprise social networks”. In the era of globalization, SMEs
no longer work as independent companies but share more and more services,
even facilities, with other companies. Therefore, we cannot obtain an adequate
risk analysis without considering the risks associated with these collaborations.
In this article we present rhe results of a systematic review of methodologies
and models for the analysis and management of associative and hierarchical risk
in SMEs.

1 Introduction
From the point of view of enterprises, it is of utmost importance to put security controls in place that would enable them to be aware of the risks to which they may be
subject, while at the same time controlling these risks carefully [1]. Nevertheless, the
majority of firms have chaotic security systems which have been created with no
proper guides, no documentation and insufficient resources [2].
The truth is that the actual extent to which these systems have been put in place is
really low. This is in spite of the fact that reality has shown that for enterprises to be
able to use information and communication technology with some guarantee, there
needs to be availability of guides, measures and tools that would make it possible for
them to know at any given time what their security level is, as well as to find out the
points of vulnerability not yet covered [3].
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Some authors [4] suggest that a risk analysis should be carried out as a fundamental part of the SME. Other authors [5] propose the need to develop a new model of
risk analysis, directly addressing SMEs, considering that the use of techniques of
analysis and risk management, as well as the role of third parties, are essential if the
security of SME information systems is to be guaranteed.
It should also be said that in an age where collaboration is vital, with the present
state of the market being as it is, it is also essential to take a close look at the risk
coming about from the relationship of the company with its environment, as well as
with its circumstances (ever-changing) and other enterprises. These latter may be
third parties in some kind of service which the firm carries out, or they might be coparticipants in multi-enterprise projects.
In addition to this type of risk, those risks that are vertical in kind need to be managed in the company hierarchy, where a subsidiary’s activity may affect the parent
firm, and vice-versa.
The main objective of this work, therefore, is to carry out a systematic review of
the models and methodologies which are either already in existence or in development, for analyzing and managing risk. We take a look at associative and hierarchical
risk, as pertinent to SMEs.

2 Planning the Review
In the first place, at this stage we identify the need for the review, pointing out what
its objectives are, which sources will be used to find the primary studies, and whether
there were any restrictions. We also clarify what the inclusion and exclusion criteria
are, as well as which criteria will be used to assess the quality of the primary studies
and how the data from the studies will be extracted and synthesized.
2.1

Formulating the Question

In this section, the research question is defined; the goal here is to make the focus of
interest of the work clear and to settle the nature of the problem to be dealt with and
its main characteristics. This being the case, the research question can be defined as
follows:
What work has been carried out to develop systems of risk analysis, which takes into
account hierarchical and associative risk, as well as application in SMEs?

Within the context of the planned systematic review, the existing proposals on
models and methodologies of risk analysis are going to be observed. Special emphasis
is going to be placed on those models and methodologies addressing work on associative risk, hierarchical risk and/or directed at SMEs. The most important ones are extracted, and a subsequent analysis and comparison of them is undertaken.
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2.2

Selecting the Sources

This phase takes as its objective the selection of the sources that will be used to carry
out the search for primary studies. The criterion for the selection of search sources
will be the possibility of consulting the documents on the Internet or in the digital
library of the University of Castilla La Mancha. This latter facility contains studies in
English, as well as inclusion search engines which make it possible to look up whatever interests us with more advanced parameters, as well as to search using a key
word.
The list of sources that was obtained and used to execute the systematic review is
the following: Science Direct, ACM digital library, IEEE digital library, SCOPUS,
Scholar Google, y DBLP.
2.3

Selecting the Studies

Once the sources have been established, the process has to be described, along with
the criterion that we are going to follow in executing the review to choose and assess
the studies.
First of all, the key words chosen were combined with connectors AND and OR,
obtaining the abstract search string shown below.
Methodology OR model AND associative OR hierarchical AND “risk analysis” OR “risk
management” OR “risk assessment"AND SMB OR SME OR PYME

The procedure for the choice of studies begins by adapting the search string to
each source search engine and the execution of the search, with the latter limited to
work published in the last 7 years. The inclusion criterion acts upon the results obtained when the search is run on the source, allowing us to make an initial selection of
documents which, in the context of the review, will be considered as candidates to
become primary studies.
The exclusion criterion operates on the sub-set of relevant studies obtained and allows us to get the set of primary studies. As primary studies we choose those which,
for example, focus on the application of some standard such as ISO 27001 to risk
analysis in SMEs, or work that defines agile risk management methodology, or which
takes associative or environmental risk into account.

3 Carrying out the Selection and Information Extraction
Under this point, the systematic review is run on each one of the sources selected,
applying all the criteria and procedure specified.
The information extracted from the studies should contain the techniques, methods, processes, measures, strategies or any type of initiative for the adaptation of the
analysis, management or assessment of risk that is within the reach of SMEs, or that
handles associative or hierarchical risk.
At this point we will give an overview of each of the studies chosen and presented
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above, according to the information extracted by means of the Information forms
created:
• Nachtigal, S. “E-business Information Systems Security Design Paradigm and
Model” [6]: The author proposes an Information Systems security model focusing on
organizations based on e-commerce, covering the design and management of Information Security in this type of businesses.
• Abdullah, H. “A Risk Analysis and Risk Management Methodology for Mitigating
Wireless Local Area Networks (WLANs) Intrusion Security Risks” [7]: In this work,
the author proposes a Methodology of analysis and management of risk in WLAN
networks. The methodology proposed is based on the risk analysis methodology
known as OCTAVE, although it takes it only as a basis, since a large amount of time
is needed to apply this methodology.
• Bagheri, E. et al. “Astrolabe: A Collaborative Multiperspective Goal-Oriented
Risk Analysis Methodology” [8]: In this work, the authors present a risk analysis
methodology called Astrolabe. It is based on an analysis of the causes of risks in Information Systems.
• Alhawari, S. et al. “Knowledge-Based Risk Management framework for Information Technology project” [9]: These authors have a proposal for a conceptual
Framework called Knowledge-Based Risk Management (KBRM), which uses
Knowledge Management (KM) to improve the efficiency of risk management and
increase the probability of success in Information Technology (IT) Projects.
• Strecker, S et al. “RiskM: A multi-perspective modeling method for IT risk assessment” [10]: In this work, its authors propose a conceptual modeling method
known as RiskM, aiming to meet the essential requirements in the sphere of risk evaluation in IT.
• Ma, Wei-Ming. “Study on Architecture-Oriented Information Security Risk Assessment Model” [11]: This author develops an architecture-oriented information
security risk assessment model (AOISRAM).
• Feng, Nan et al. “An information systems security risk assessment model under
uncertain environment” [12]: What is proposed here is a model for the assessment of
security risks in Information Systems based on the evidence theory (a generalization
of the Bayesian theory of subjective probability).
• Abraham, A. “Nature Inspired Online Real Risk Assessment Models for Security
Systems” [13]: This author of this work explains and discusses the advantages of
using fuzzy inference methods to develop intelligent online risk assessment models.
• Chang, She-I et al. “The development of audit detection risk assessment system:
Using the fuzzy theory and audit risk model” [14]: In this research work the authors
set forth a system for risk detection in auditing. The system is put into operation using
fuzzy theory and the audit risk model to establish with the greatest possible accuracy
the amount of auditory evidence available.
• Yang, Fu-Hong et al. “A Risk Assessment Model for Enterprise Network Security”
[15]: The authors suggest a conceptual modeling proposal for risk analysis in Information Systems Security, focusing on the scope of local networks of the enterprise
under threat of infection and propagation of computing viruses. The main advantage
of the model proposed is that it can depict the state of risk on the network in graphic
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form.
• Wawrzyniak, D. “Information Security Risk Assessment Model for Risk Management” [16]: This author proposes an assessment and management model for risk in
Information Systems, setting out to make it above all as flexible and as simple as
possible to use.
• Lin, Mengquan et al. “Methodology of Quantitative Risk Assessment for Information System Security” [17]: These authors put forward their proposal for a methodology for assessing security risks in Information Systems; it is based on quantitative methods for obtaining the respective criteria that indicate the way to assess the
general security of the Information System.
• Hewett, R. et al. “A Risk Assessment Model of Embedded Software Systems” [18]:
In this work we see a proposal for a technique for representing and assessing risks
associated with software that is embedded in given systems. The representation technique proposed is based on dynamic flow-graphs.
• Patel, S.C. et al. “Quantitatively assessing the vulnerability of critical information
systems: A new method for evaluating security enhancements” [19]: The method
which these authors have come up with has the goal of assessing the vulnerability of
an organization when faced with breaches in its systems of information security.

4 Analysis of Results
In Table 1 below, a comparison of the different proposals analyzed may be seen, with
respect to the future proposal that is hoped to be undertaken. The aspects assessed
may be considered to have been fulfilled completely, or partially, or not tackled at all
in the model.
Each one of these aspects analyzed is described as: i) Scope of Application: If the
model is applied in a company comprehensively- i.e., to the security of all the Information Systems, or if is applied to only a subset of these; ii) Metrics: The guide includes mechanisms for measuring the clear criteria of risk, giving detailed information on its application and assessment; iii) Qualitative techniques: The model includes qualitative measurement techniques; iv) Quantitative techniques: The model
includes quantitative measurement techniques; v) Associative: The model takes risk
distribution into account (for example, in outsourced activity, or in activity undertaken by the company in partnership with other firms) and it also considers the interrelationship between the firm and its particular setting; vi) Hierarchical: The model takes
the hierarchical relationship between related companies into account; vii) SMEoriented: The model has been developed to address the particular principles involved
in SMEs; viii) Knowledge reuse: The guide gathers knowledge as regards how the
model is put into operation, and information is collected throughout its use, so that
when the model is installed on subsequent occasions, this knowledge may be reused.
These features that are desirable for a model of analysis and management of associative and hierarchical risks for SMEs have been obtained using the application of
the “action-research” method to real-life cases. It is deemed that each one of these
characteristics can be completely fulfilled, partially fulfilled or not taken into account
at all by the model.
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Name

Global scope

Metrics

Qualitative Techniques

Quantitative Techniques

Associative

Hierarchical

SME-oriented

Knowledge Reuse

Table 1. Comparison of the proposal selected.

Nachtigal, S.

No

Part.

No

No

Part.

No

Part.

No

Abdullah, H

No

No

Yes

No

No

No

Yes

No

Bagheri, E. et al.

Yes

Yes

Yes

No

No

No

No

No

Alhawari, S. et al.

No

No

No

No

No

No

No

Yes

Strecker, S et al.

Yes

No

Part.

Part.

No

No

No

No

Ma, Wei-Ming

Yes

No

No

No

Part.

Part.

Part.

No

Feng, Nan et al.

Yes

No

Yes

Yes

Part.

No

No

No

Abraham, A.

No

No

No

No

Part.

No

No

Yes

Chang, She-I et al.

No

Part.

Part.

No

Part.

No

No

No

Ngai, E.W.T. et al.

No

Part.

Yes

No

Part.

No

No

No

Yang, Fu-Hong

No

No

No

No

Part.

No

No

No

Wawrzyniak, D.

Yes

No

Yes

No

No

No

No

No

Lin, Mengquan et al.

Yes

Part.

No

Yes

No

No

No

No

Hewett, R. et al.

No

No

No

No

Part.

No

No

Yes

Patel, S.C. et al.

Yes

Part.

No

Yes

No

No

No

No

5 Conclusions and Future Work
In this paper a systematic review of the different models and methodologies for risk
analysis and management has been carried out. The goal has been to study the SMEoriented proposals that focus on associative and hierarchical risk. As a result of this
review, it has been possible to establish how important risk management and analysis
of Information System security is as part of any enterprise’s effort to sustain performance and growth, aspects that are basic to that firm’s being able to fulfill its mission
and reach its organizational goals in a highly competitive environment.
There are numerous sources in the literature that point to and underline the difficulty SMEs have in using traditional methodologies and models of risk analysis. These were designed for large enterprises and their application in SMEs is difficult and
costly. [20, 21].
The main reasons why existing models of analysis and management are not enjoying success when implemented in SMEs are the following:
• Some of them were developed with large organizations in mind (Major standards
such as CRAMM, ISO/IEC 27005, MAGERIT, OCTAVE, NIST SP 800-39, Mehari,
COBIT o ERMF), as well as in the organizational structures associated with these.
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Others (Abdullah, Wei-Ming Ma, Nachtigal) have attempted to simplify the model to
make it suitable for companies with limited means. These researchers, however, either
produce incomplete models which tackle only part of the issue, or try to provide basic
guides for the steps to be taken, without going into how to really assess and manage
risk in such a way that the technical personnel of the firm can be involved in the process. Furthermore, most of these proposals are theoretical and are still in development.
• The majority of the proposals do not take into account the need to address hierarchical and associative risks, which are crucial factors in the present structure and
work of enterprises (in which Cloud systems are becoming more and more widelyemployed). All this is especially true in the case of SMEs.
It may be concluded, then, that it is justifiable to produce a new model for implementation in SMEs, which would allow us to include all those features considered as desirable which have been mentioned above.
All of the standards and proposals for assessing and managing risk studied in this
paper are significant ones, and their contributions will be taken into account in the
development of a methodology that will incorporate all the characteristics desired.
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