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Abstract: Most applications in the Internet as e-banking, e-commerce, e-maling, etc., use the Secure Sockets Layer (SSL)
or Transport Layer Security (TLS) protocol to protect the communication channel between the client and the
server. That is why it is paramount to ensure the security objectives such as confidentiality, authentication and
integrity of the SSL/TLS protocol. In this paper we prove the confidentiality (secrecy) property of the SSL/TLS
handshake protocol which consititues the main core of the SSL/TLS protocol. To perform this analysis, we
introduce a new funcion calledINEK function that safeltly estimates the security level of messages. More
precisely, this function which shares a conceptual origin with the idea of a rank function, allows to estimate
a security level of a message (including the unknown messages) according to the interaction between the
protocol and the intruder. This function could not be used only to verify the TLS protocol as we will show in
this paper, but also to verify the secrecy property for large class of protocols and in particular Key Agreement
protocols. The verification using tlENEK function is proven in this paper for unbounded number of sessions
and unbounded number of nouces.

1 MOTIVATIONS AND described in (Oppliger et al., 2006). Also, a weak

BACKGROUND MAC construction is used as cryptographic primitive
in SSL 2.0 as shown in (Wagner and Schneier, 1996).
In the last years, many versions of SSL/TLS were
been proposed to correct these flaws and vulnerabili-
ties.

Transport Layer Security (TLS) and its predecessor,
Secure Sockets Layer (SSL), are cryptographic proto-
cols that aim to provide secure communication over _ )
the Internet (Hickman, 1994; Dierks and Rescorla,  1herefore, ensuring the correctness with re-

2008). SSL/TLS and their versions are in widespread SPECt 10 the security objectives of TLS protocol is
use in applications such as web browsing, electronic Paramount. Indeed, most of the communication over

mail, e-commerce, banking, cloud computing, VPN the network are based on this protocol and a simple
Internet faxing, instant messaging and voice-over-|p flaw could be dearly-won and costly. Formal methods
(VoIP). In fact, several version of SSL/TLS are used © Verify the security of cryptographic protocols have

in each time a secure communication is needed. More"€C€ived much attention in recent years since they

precisely, TLS and SSL encrypt the segments of net- allow to give in concrete and fo_rmal way the proof
work connections above the transport layer, using of their correctness and security. Some of these

asymmetric cryptography to ensure security objec- yvorks including comparative studies could be found
tives such as confidentiality, integrity and authentica- N (Meadows, 2003; Sabelfeld and Myers, 2003,
tion. Carlsen, 1994; Clark and Jacob, 1996; Kemmerer

However, these security objectives are broken et al., 1994; Liebl, 1993; Meadows, 1994; Rubin and

and many attacks and vulnerabilities (Mitchell et al., Honeyman, 1993; Syverson, 1991; Syverson, 92).
1998; Oppliger and Gajek, 2005: Oppliger et al., However, almost of these methods are not suitable to

2006; Wagner and Schneier, 1996) have been dis-PT0Ve the security of the SSL/TLS protocol due to

covered against the implementation and the crypto- their restrictions.
graphic primitives used by this protocol rather than  Nevertheless, they are some attempt to prove the

the protocol itself. For instance, in the implementa- Security of TLS protocol. For example, authors tried
tion of SSL 2.0 some field are not well instanced what {© Prove in (Paulson, 1997a) some security properties

could be exploited for man-in-the-middle attack as (@uthentication and secrecy properties) during the
handshake phase by using the inductive approach and
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the theorem prover "Isabelle”. However, the proof is absolute way, it allows to estimate in a relative
not fully automatic and human interaction is needed and approximative way. For instance, in the rank
to perform the proof which could be error prone. function-based method, the rank of a message
Moreover, the proof concerns only a simplified and equal to 0 when the message is equatand equal
abstracted version of SSL/TLS rather than the real to 1 in other cases. In the inetrpretation function, the
version and the proof of the fact that the security of rank of a message is calculated always by considering
the simplified version of TLS is sufficient to ensure a set of messages. For instance, the ranki of
its security is not given. Also, SSL Handshake was {a} is equal to the rank ok that may be secret or
been analyzed using a general purpose finite-statenot, and the rank oft in a.mis equal to 1 (public).
enumeration tool called Mgr (He et al., 2005; This modification on the rank function allows to
Mitchell, 1998). As any model checker, this tool define rank function for a class of protocols instead
is enable to ensure the security of protocols in the of defining rank function for each protocol. Also, it
absence of flaws. allowed to have a guideline to define such functions.
In independent line of research, several In addition of that, the intrepretation function-
works (Jager et al., 2011; Morrissey et al., 2008) based method generalizes the main result of the rank
analyzed the security property (authentication, con- function-based method by proving the result for any
fidentiality and integrity) of SSL/TLS handshake class of protocol and any intruder capacities (includ-
protocol. However, these works make some unre- ing algebraic properties of cryptograhic primitives).
alistic assumptions and abstraction on the protocol. Also, the verification is bounded and proven sufficient
For instance, in (Morrissey et al., 2008) authors to guaranty the secrecy property for unbounded ses-
extensively use the random oracle model (Bellare sions and nouces in the presence of an active intruder
and Rogaway, 1993) to separate the three layers theywho can apply an unbounded number of operations to
define in the TLS handshake, and to switch from the messages.
computational to indistinguishability based security However, the guideline of interpretation function
model. While in (Jager et al., 2011), authors use the is not suitable to define interpretation function that al-
standard model (some realistic assumptions on thelows to verify the secrecy property of key agreement
encryption scheme) but they prove the security of protocols. This due to the fact, that in this guidline
only a truncated version of the SSL/TLS handshake we propose to give to unkown messages unknown se-
protocol rather than the complete and original ver- curity levels. Hence, a key that is freshly shared be-
sion. tween two agents and which is consiered for on of
In this paper, we prove the secrecy (confiden- them or both as unknown message and could not en-
tiality) property of the TLS handshake protocol on sure its confidetiality. In the reminder of ths paper,
its original description the protocol. This analysis is we will adress this problem by giving new class of in-
conducted by using the interpretation functions-based terpretation function that could be used to analyze the
method (Houmani and Mejri, 2008a; Houmani and secrecy property for key agreement protocol. Also,
Mejri, 2008b) which shares a conceptual origin with we prove that these kind of functions are sufficient to
the idea of a rank function (Delicata and Schneider, prove the secrecy for unbounded number of sessions
2005; Schneider, 1997). In fact, the main idea of and nouces. Also, we give in this paper, a concret
the rank function-based method is to construct a examplesDEK and DINEK funcions) of such func-
message space in a way that the authentication will tions. With theDINEK function we prove the secrecy
correspond to certain messages kept away from theproperty of the TLS handshake protocol.
intruder. The goal is to define a rank function which
correctly assigns a positive rank to every message
that the intruder may obtain and a negative rank for 2  SSL/TLS HANDSHAKE
the others. As for the typing-based method, the idea
consists of not decreasing the security levels of sent PROTOCOL
messages. However, the effort made to define a rank
function that allows to guarantee the security of a The SSL/TLS protocol (Dierks and Rescorla, 2008)
cryptographic protocols is heavy and non-evident. is composed of five protocols: Record Layer proto-
In that way come the interpretation function-based col, Handshake protocol, ChangeCipherSpec proto-
method to allow defining in a semi-automatic way Ccol, Application Data and Alert protocol. In this pa-
an interpretation function. An interpretation function Per, we analyze the Handshake protocol that allows to
could be viewed as a rank function that instead authenticate the client and the server to each other and

of estimating the security level of message in an Negotiate a statefull connection by using a handshak-
ing procedure. During this phase, the client and server
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agree on various parameters used to establish the conmean basically that the interpretation function could
nection’s security. For instance, they must agree on not be misled by intruder manipulations. Indeed,
session keys that will be used for securing future con- the intruder can make some changes on the received
nections. The standard description of the SSL/TLS messages to affect the security of the components.

protocol is as follows: Therefore, a safe interpretation function is a func-
tion that always gives the correct security level of a
Table 1: The SSL/TLS handshake protocol. message even when the message is altered by an in-

1.C—S: m =C,N,Ver,ldSession truder. For instance, a safe interpretation function
2.5 C : my = SN, Ver, ldSessiorCA(S Ks) could be a function that attributes the security level of
3.C— S : mg = IdSession{Ver, Secres,C, S}s, a message according to its direct encrypted key, this

CAC,Ke), {H(Gu(my, mp, Secred,C, 9)}y .1 function was called the DEK (Direct Encrypted Key)

4.5 C 2 my = {H(gz(my,mp, Mg, Secre,C,9) s function (Houmani and Mejri, 2008c) and denoted by

5-C— S s = {H(ga(m, M, Mo, My, Secre,C, 9))Jecs Foek. In this caseFoex(No, {ANs}k,,) calculates

the security level oNy, in the messagéA, Ng },,, and
it is equal to the security level &p,. For example, if
the security level okyp is secretthe we have:

Where Kg = MasterSecrecf,NcNs) and
Master() is a function that takes the secr®ecref
and the nouncel; andNs and returns a keyt, B
andFs are some parameters and preferences chosen Foek (No, {A,Ng}k,,) = secret

by the clienC and the servesfor the compression. The main result of the interpretation functions-

In fact, the clienC and the servegexchange the  35ed method are general and do not depend on a spe-
messagesy andny to synchronize with each other. i intruder capacities or a pecific class of protocols.
In step 2,S provides a public key certificate 10 in Indeed, the authors introduced the concept of a "con-
a certificate message. In step@,provides a pub- eyt of verification” and proved all results for any con-
lic key certificate in a certificate message, a pseudo- tyt of verification. A context of verification contains
randomly generated master secrsecre¢” for the  pagically the class of protocols, the class of intruder
SSL/TLS session encrypted with the servers public ,nacities, and the class of algebraic properties of the
key (found in the certificate message). Finalyand  ¢ryniographic primitives. This conceptis a great flex-
Sexchange all messages that are subsequently transyjjity that is useful to change the class of protocols
mitted betweerC and S cryptographically protected o the intruder capacities and still be able to use the
in terms of authenticity, integrity, and confidentiality approach without any need of reworking the proofs
with cryptographic keys derived from the master se- 4nq/or the conditions. For instance, we can apply the
cret"secreg’”. approach to the protocols that use either symmetric or

asymmetric keys. Also, we can apply the approach
with or without algebraic properties of cryptographic

3 OVERVIEW OF THE primitives.

INTERPRETATION The secrecy property of increasing protocols is
guaranteed even for an unbounded number of ses-

FUNCTIONS-BASED METHOD sions and in the presence of an active intruder who
can apply an unbounded number of operations to
The main idea of the interpretation function-based the messages that he manipulates. Indeed, verify-
method is based on some conditions that are provening whether the specification of the protocol is in-
sufficient to guarantee the secrecy property of any creasing, is proven sufficient to guarantee the secrecy
protocol that respects them. The proposed condi- property. In other words, the interpretation functions-
tions can be easily verified in PTIME and they intu- based method makes some static conditions on the
itively state that principals involved in the protocol protocol that are sufficient to the secrecy property.
should not decrease the security levels of sent com-  To sum up, the verification of the secrecy prop-
ponents. The security level of an atomic message iserty consists of verifying whether the protocol is in-
either given within a context of verification (inputin- creasing according to a safe interpretation function
formation) or/and estimated from received messages.and a context of verification. In fact, if the protocol
The protocols that satisfy this condition are called in is increasing according to a specific safe interpreta-
this work “increasing protocols”. tion function, then we can deduce that the protocol
To verify whether a protocol is increasing, we respects the secrecy property, otherwise we cannot
should have a safe means, called “safe interpretationmake any statement. In this case, the analyzed pro-
functions”, to appropriately estimate the security lev- tocol may be increasing by using another safe inter-
els of exchanged messages. By a safe means, weretation function. Nevertheless, even if the verifica-
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tion is not conclusive, it could be helpful to discover sagem depending only on the direct keys encrypt-

flaws or weaknesses in the analyzed protocol or to de-ing a in m and the neighbours af in m (the com-

duce another safe interpretation function allowing us ponents that can be reach farwithout going out-

to prove the secrecy property of a protocol. All these side encryptions and usually we consider neighbours

cases are illustrated in the case studies section. that are only identities of agents). Accordingly,
Foekan(No, {S,No}k,,) calculates the security level
of Ny in the messaggS, Ny}, and it depends on

4 A NEW AND PRACTICAL SAFE both the s_ecurity level _d{ab andS. For_example_, if
INTERPRETATION the security level okyp, is {A,B} (meaning that is a

shared secret betweénandB), then we can fix it as

FUNCTIONS TO ANALYZE follows:
KEYS-AGREEMENT Foekan(No (SMolky) — {AB.S)
PROTOCOLS

However, both the DEK function and DEKAN

To prove the secrecy property of a cryptographic pro- function do not-allow to prove the secrecy property .of
tocol by the interpretation functions-based method, keys-agreement protocols (protocols that allow prin-
as seen in the previous Section, we need to have aCIPals to agree with fresh keys) such as the SSL/TLS
suitable safe interpretation function. That is why, protocol. This restriction is due, basically, to the fact
in (Houmani and Mejri, 2008a; Houmani and Mejri, that fresh keys are considered by the proposed in-
2008b) authors proposed a guideline to help to de- terpretation functions as initially unknown keys that

fine safe interpretation functions having the following have unknown security levels and so there is no way
forfee to verify if they can encrypt secret information and

F(a,M) = loS(a, M) more in ggneral when these unknown messages affect
the security level of other messages.

Since the interpretation functions-based method
are not dedicated only to the DEK and DEKAN func-
tions, we refine in this paper these interpretation func-
tions in order to analyze keys-agreement protocols.
More precisely, we propose a new way on how we
assign the security levels of unknown keys and more
in general unknown messages and when the unknown
messages affect the security level of other messages.

The functionS selects fronM some atomic com-
ponents on which the security level af depends.
This function is called aelection functionThe func-
tion | interprets whas returns as a security type. This
function is called aank function

In addition to the fact that a safe interpretation
function F should be a composition of the selection
function S and a rank function, the selection func-
tion S should select at least the direct encryption keys.
For exampleS(a,{S R, {a,A Na,B,Cl, }k,) should .
returnk; and gny{subs{et iIAA, Na, B,é]t.} fb)\lso, the 4.1 Security Levels of Unknown
rank functionl should attribute to a message a secu- Messages
rity level at least equal to its real security level. For
instance, if is a public information, therm cannot  Almost of formal methods dedicated to analyze cryp-
interpret it as secret. tographic protocols in the literature (Abadi, 1999;

As an example of such functions, authors pro- Bugliesi et al., 2004; Debbabi et al., 2001; Gor-
posed in (Houmani and Mejri, 2008a; Houmani and don and Jeffrey, 2004; Schneider, 1992; Fabrega
Mejri, 2008b; Houmani and Mejri, 2007) the DEK et al., 1999) consider messages that are not initially
and DEKAN functions. the DEK function, denoted known by principals as a message variables in the
by Fpoek, attributes a security level of a component  protocol specification. For instance in Spi-calculus
in a messagen depending only on the direct keys en- model (Abadi, 1999), CSP model (Schneider, 1992)
cryptinga in m. Accordingly, Foek (No, {S,No }k,,) and strand spaces model (Fabrega et al., 1999), these
calculates the security level dfy, in the message messages variables are denoted in these models by
{S Ns}k,,, and it is equal to the security level kfy,. V.2, ....

For example, if the security level d&, is {A B} However, these methods differ from each other in
(meaning that onlyA andB are eligible to knovkgp), how they consider the security levels of these mes-
then we have: sages variables. In fact, the first works in the for-

_ mal methods such as CSP-based method (Schneider,
Foek(No, {S Nobigy) = {A.B} 1992), have considered only two levels of security O
The DEKAN function, denoted bypgkan at- and 1 orsecretand public. However, these kind of
tributes a security level of a componeamntin a mes- security levels does not allow to formalize the fact

195



SECRYPT 2012 - International Conference on Security and Cryptography

that principals could not authenticate these message#t.2 What Affect the Security Levels of
and they could receive eitheecretor public mes- Messages

sages. To deal with this problem, Abadi introduced
in (Abadi, 1999) a new security level of unknown
messages that he callady.

In the interpretation functions-based method, au-
thors have proposed to generalize these concepts b
introducing the concept of a lattice of security that
could be{0,1}, {secret public,any} or 2/ UX (I is
the set of principals identities anid represents the
set of variable security levels). This last set (basically
27) aims to attribute to a message a security level of
principals that are eligible to know it. For instance, if
o has a security leve]A, B, S}, then that means that
a is for A, B andS. The set of principals identities
gives a precise way to represent the security levels.
In fact, the keykyp and the keykas are bothsecret
but they are designated to different principals and so
they should have different security levels instead of
the samegecre). The set 2 allows to express such
difference. In the same way, the skt that repre-
sents variable security levels, makes difference be-
tween variables by giving, for example, to the variable
x and the variablg different variable security levels
Tx andty.

However, either the sefsecret public,any} or
27U X could not allow to analyze key argreement pro-
tocols (protocols that allow two or more participants
to agree with fresh keys to secure their future commu-
nication). Indeed, a fresh key is an unknown message
in the view of some protocol principals and these un-
known messages (variables) have security langbr

In the interpretation functions-based method, a se-
lection functionS selects elements at some distances
meaning that these elements could affect the security
Yevels. For instance, let suppose that an intruder could
have the messade, A}k and the messagfs, x}x and
the security level of depends on the encryption kiey
and the identityA. In this case, the intruder could send
the messagés, x} instead of the messads, A} if
he could substitute the variabldy its principal iden-
tity for example. Hence, the unknown messaga
this case could affect the security of

Now, an intruder could have the messdgg, and
the messagéz}y. Itis obvious that the messags}x
could be sent instead of the mess&gg,, and this
could lower the security level &f Indeed, if for ex-
ample the security level of is public and the secu-
rity level of s is secretf then if the intruder replace
the messagéz} by {s}«, then the receiver will think
thatshas security levgbublicsince it instance the un-
known messageand so he could sergln clear what
will be a breach of secrecy. Therefore, the unknown
messag® here could affect the security ef

To sum up, the selection functidshould select
only the unknown messages that could affect the se-
curity levels of messages. The unknown messages
that could affect the security level are those when in-
stanced by some values are selected by the selection
function. Formally, lek be a selection function and

security levels int. Hence, these unknown messages I" a set of possible substitutions (a set of possible val-

(variables) could not be used as a keys to encrypt mes—ggﬁ) tﬁ;: ngsgthzeSsEggjv'nTrgig’S;heeze\:frﬁgﬁn;flfj:g
sages since we are not sure about their security levels 9

To deal with this problem, we propose in this pa- the security levels of message denotedpyould be

: . , . defined as follows:
per, to attribute to variables a precise security levels Se(a,m) = (s(a,m\X) U{x € DomT) N

(for example a security level ifisecret public} or in X306 e M3 e {alU (sa,mo\X)  Be
2!y according to their possible values. In fact, we (x0}, ) ’ ;
consider in this paper a security level of a message v

as the maximum of the security levels of its possible 4 3 ggfe Interpretation Functions to
values. Formally, lef” be a set of substitutions that

represents all possible values of the variabkndi Analyze Key-agreement Protocols

be a rank function (function that attributes to a non-

variable message a security level), the rank function In the following, we prove that by selecting the un-
denoted in the following by- and that allows to take ~known messages that only affect the security levels
into account the security level of all possible values of messages and by assigning to those unknown mes-

of a variable could be defined as follows: sages the maximum of the security level of theirs pos-
, _ sible values, we can construct a safe interpretation

() = i(@) i if a X functions that could be used to analyze the security of

S Ir(xo) else keys-agreement protocols such as SSL/TLS. In fact,

let s be a selection function,be a rank function and

I" be a set of substitutions. Suppose that the rank func-
tion I and the selection functio® are those defined
respectively in 4.1 and in 4.2. let define the interpre-
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tation functions that have the following form: rank function and in which the selection function se-
i lects at least the direct encryption keys and the rank
Fr(o,m) = I o (o, m) function attributes to these keys the default security

Now, we denote byDEK the interpretation func-  levels of theirinverse keys, is safe interpretation func-
tion that allows to give to a message a security level tion. The functionDEK respects these conditions
according to its encryption keys. Formally: and so it is safe. O

Definition 1. Let C = (M, |, K, L, -") be a Now, let defineDINF as an interpretation function
context of verlflcatlon,ksbe a selection function that that attributes to a message a Security level accord-

allows to select direct encryption key aifbe arank  ing to the principal identities that are neighbors to this
function that allows to give to an atomic message a message. Formally:
security level as followsi(a) = "(a)~1". We define

the DEK function as follows: Definition 2. Let $ be a selection function that al-

lows to select direct identities neighbors aificbe a
DEKr = I 0 S8 rank function that allows to give a security level to an
atomic message as folloW¥A) = {A} if A€ I and
Recall thatl¢ will give to keys their exact security i"(a) = o' else. The interpretation functioBIN-
level according to their possible values given lby could be defined as follows:

The selection functionS'f-k will allow to select only

DINF =1} oSf"
keys and the unknown keys that could affect the se-
curity level of messages. The interpretation functioBIN is not safe since
Example 1. Let C= (M, =, %, £2,"-") be a it does not take into account whether a message is en-
context-of verification and™ = {[x — k;1],{x — crypted or not and what is.its encrypted keys. Hence,
kab|}. Then, the security level af in the message there si nor way to ensure the confidentality of the
{S {a,A,B,Na},. }ab according tol is as follows: messages or to know who can know them. Neverthe-
less, we can combine it with the interpretation func-
DEKE(G,ES {a,A,B,Na}kss }ab) tion DEK to have a safe one. Formally:

- :[ Oki (0, {S {a, A B, Naies Fan) Definition 3. Let ¢ be a context of verificatiof, be a

- r"( 15) set of substitutions anBINEK be an interpretation

i {kAasS} function that respect the following syntax:

. . DINEKr = DINF M DEKF
the security level ofi in the messagéa, A, B, Na}x

according tol is as follows: The interpretation functioDINEK allows to at-
tribute to a message a security level according to its
DEK[(G’k{G’A’ B, Na}x) direct encryption keys and the direct identities neigh-
=IFoS¥(a, (@, {0, A,B,Na}x) bors. The following example shows how this function

:LF(X2 ol works.

:{I'ZabBL}JUk? Example 2. In this example, let

_ C=(M, &, K, £2,"-") be a context of ver-

=1 A I it :

— 1 ification, 1 = {[x — Np|,[y — IdSessioh}
M = {x —» Np,[x — I],[y — ldSessiot}.

The interpretation functioEK is safe (could  Then, the security level ofr in the message
not be misled by intruder manipulations). Indeed, the {S)y,{a,A,B,Na, X}k, }ab according to 1 is as
security level of a message depend on its direct en-follows:
crypted key and so the message could be known only
by the agent whose know the keys of encryption. For- DINEKr (@, {S,y, {0, A,B, Na, X} ) = {A,B, S}

mally, we have: Indeed, we have:
Theorem 1. Let C be a context of verification and
be a set of substitution®EK is a C-safe interpre- DINF?\(G’ {S.y. {01, A, B, Na, Xies i)

i n

tation function. = :::'150\58(;(’ {Sy. {0, A B, Na, X}k )
= r 5

Proof. As proved in (Houmani and Mejri, 2008a; = in%A) ui"(B)

Houmani and Mejri, 2008b), any interpretation func- ={A}U{B}

tion that is a composition of a selection function and a ={AB}
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and we have:

DEKr, (0, {Sy, {at, A, B, Na, X}ies )
= |F1 o Sk(a, {87 Y, {G,A, B, Na, X}kas}kab)
= I, (kas)

The security level of a in the message
{Sy,{a,AB,Na,X}k,c }ab according to I, is as
follows:

DINEKr,(a,{Sy,{a,A,B,Na,X} ks tab) = {A,B,S 1}
Indeed, we have:

DlNr (C(,{S,y,{d,A, B, Navx}kas}kab)
i;lzosn(a’{svyv{avAa B, Navx}kas}kab)

= |'[—2(A, B,)

— IMEA) UiN(B) Ui (x{x — No]) UiM(x(x > 1])
— [AYU{B}UOU{I}

={AB,l}

and we have:

DEKr, (a, {S Y, {G,A, B, Na, X}kas}kab)
_ |Il§2 o Sk(q’ {Sy,{0,A BNy, X}kas}kab)
= IFz(kas)
_ rl%sj

{AS}

Notice, that we can use the interpretation function
DINEKr with other lattice of security like{0,1},
{secret public} and {secretany, public}. Recall
that the functionDINEK is a safe interpretation
function (lemma 2).

In the following theorem we prove th&@INEKR
is safe.

Theorem 2. Let C be a context of verificatior, be a
set of substitutions. Then, the interpretation function
DINEKr is C-safe.

Proof. As proved in (Houmani and Mejri, 2008a;
Houmani and Mejri, 2008b), any interpretation func-
tion that is a composition a selection function and
rank function and in which the selection function se-
lects at least the direct encryption keys and the rank
function attributes to these keys the default security
levels of the their inverse keys, is safe interpretation
function. The functio®DINEK respects these condi-
tions and so it is safe.

O

4.4 Bounded Verification for
Unbounded Executions

We have defined safe interpretation functions by us-
ing the set of possible substitutions of variables

198

that represents the set of possible values that could
be taken by variables in the set of all possible protocol
executions. However, the set of possible executions of
a protocol is infinite and hence the $ets also infi-
nite. This last fact could make the verification process
infinite and so impossible. To deal with this problem
we prove hereafter that the detcould be reduced to

a finite one. In fact, we can reduce the set of all pos-
sible values of protocol variables fq-(p) the set of

the most general unifiers (mgu) that unify the mes-
sages that could be inferred by the intruder from the
protocol specification. Formally, l€t be a context of
verification, p be a protocol andV (p) is the set of
messages that are in the specification of the protocol
and ﬂlff(p)%1 is the normal form obtained by apply-
ing the intruder rules and capacities definedirio

the setM (p), we defind” ~(p) as follows:

Fe(p) {foer3m,m e (M(p)), -
0 = mgum, M)}

The idea behind using the det(p) could be sum-
marized by these tree facts:

1. Any execution of a protocol is a substitution of a
role-based specification where the received mes-
sages are deduced from the intruder capacities and
the sent messages. Hence, the set of all possi-
ble protocol executions could be represented by
the set of all possible substitutions of protocol
roles-based specification including the substitu-
tions made by an intruder in order to misled a
principal.

. The behaviors of the honest principals when exe-
cuting a protocol are the same. For instance, if the
protocol have two role& andB, and the principal
C wants to execute the protocol they should play
the role ofA or B and in this cas€ could not do
whatA or B are not able to do. Therefore, we can
reduce the set of all possible honest executions to
the set of one execution of the protocol. Notice
that an execution of a protocol in the model con-
sidered here, is a substitution of roles-based spec-
ification. The set of all possible substitutions that
represents the set of all possible executions con-
ducted by honest principals could be reduced to
the substitutions that unifies the roles-based spec-
ification.

. A dishonest principal (an intruder) could perform
an attack and execute a protocol in our model if

1The set of messages that could be inferred by an in-
truder is finite when the orienting the equational theoryfor
left to right and by bounding the number of functions that
contruct the messages. In this paper, we do not deal with
non-convergent equational theories which is could be sub-

ject to future works.
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he could deduce all its sent messages from the re-  For the sake of simplicity, we will denote, in the
ceived ones. Hence, the set of all its possible exe- remainder of this paperfp, Sp and |, instead of
cutions could be represented by the set dgnoted BYFr -(p)» SrC(_m andlr . respectively.

M(p), . represents the set of all substitutions that Accordingly, the secrecy property of a protoqol
could be obtained by unifying the messages de- is guaranteed when the protocol is increasing accord-
duced from the protocol messages and its capac-ing to a safe interpretation function and thelSgtp).
ities. Also, suppose that an intruder receives the Hence, to analyze the secrecy property of a protocol

messag€ga, s}k and he is able to know by us- by using the interpretation functions-based method,
ing his capacities and suppose that this message isve have to compute first the det(p) and after that
the instantiation of the message, x}« in the pro- we can define an interpretation function that will use

tocol roles-based specification, then the intruder the setl’ -(p) to calculate the security levels in the
will be able to deduce alsofrom the roles-based sent and received messages in the protocol in order to
specification and its capacities. Therefore, the set verify whether the protocolis increasing. For instance
of the substitutions of possible attacks could be in the case of SSL/TLS protocol, suppose that the set
reduced to the set of substitutions obtained by uni- I - ((prLs) (or simplyl't_s, is defined as follows:

fying messages that could be inferred from the ex-

changed messages and the intruder capacities. Mris = {[Xa—=Ns, X Ver, Y = Ne,
: . Y, — Verg, Y3 — |ldSessioh
To sum up, the set of all possible executions of a Y4 — Secref]}

protocol could be reduced to the set of substitutions

obtained by unifying messages that could be inferred  Then, the security level ofr in the message
from the exchanged messages in the roles-based specfa, X1, B}, according to the functioBINEK and the
ification and the intruder capacities. Hence, we prove setl'1_s, is as follows:

hereafter that the s€i-(p) is sufficient to analyze the DINEKr 1(a1, {0, X4, Ble)

secrecy property of the protocpl — IN(B) Ui (Xa[Xa > N ) Ui¥(kao)

Theorem 3. Let C be a context of verification, p be = {B}JUOU{A S}

a protocol,I' the set of all possible substitutions that ={AB,S}

represents the values of variables in all possible exe- . _
cutions of the protocol p anB- is a safe interpreta- ~Hence, onlyA, B andSare eligible to knowa in
tion function. Then, if p i§r-increasing if and only ~ this case. For the sake of simplicity, we will uses.
if p is Fr (p-increasing. instead oDINEKTsL.

Proof. The detailled proofs is removed due the num-
ber of pages but in the following, we present the §  ANALYSIS OF THE SSL/TLS
scetch of this proof. We use the s#f(p) (the set of HANDSHAKE PROTOCOL

all messages exchanged in the protocol specification)

because a valid trace of a protocol is an interweav- i )
ing of substitutions of prefixes of the protocol spec- !N this section we analyze the SSL/TLS handshake

ification where the sent messages could be inferredProtocol- To that end we need to define first as shown
by the intruder. Therefore, we need to know what by Figure??, the context of verification. Second, we
messages could be inferred from the protocol and in- M0del the SSL/TLS handshake protocol as a roles-
truder capacities. More precisely, we need to know baseq_sp(_emflcatmn. Finally, we prove that roles—_ba_sed
what messages could be used to replace other mes_specn‘_lcatlon of _SSL/TLShandshake _protocol is in-
sages by using the protocol and the intruder capaci- €r€asing according to thBINEK function and the
ties. Hence, we search for messages that are in the seP©/€v and Yao intruder model (we suppose the perfect
M(p)),, that represents the set of all messages that€ncryption hypothesis) and so the secrecy property of
could be obtained by the intruder by listening to the h® SSL/TLS handshake protocol is guaranteed.
network and by applying his capacities to deduce new

messages. Also, any substitution of role-based spec-Context of Verification. A context of verification
ification o could be written as a composition of two in the interpretation function method is basically the
substitutionss; andos (i.e 0 = 010 02), whereo is class of protocols that could be defined by the mes-
in ' ~(p) andoy is a substitution that rename identi- sage algebra and the set of intruder capacities. Let
ties. Hence, the intruder could perform any attack by Cris be the context of verification that we will con-
considering only the number of protocol participants sider for the analysis of the SSL/TLS handshake pro-
in the description of that protocol. O tocol. The message algebra, in this example, is given
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by the set of namea§ sand the sekts. The set of
intruder capacities is the set of intruder rules denoted
by =r1Ls and the set of equational theory denoted by
FrLs. In addition, we consider that the context of
verification contains the lattice of securifif s, the
initial knowledge of principalskT s and the security
levels of messages given in the description of the pro-
tocol and described by-1, s The lattice of security
describes security levels space. Initial knowledge of
principals are what the principals know before execut-
ing the protocol. The security levels of atomic mes-
sages involved in the protocol is an environment that
attributes to each message its security level.

In this example, the set of namé§ | s could be
the set of atomic messages given by the following
BNF grammar:

n = A (Principal Identifier)
| ldSession (Session Identifier)
| Ven (Protocol Version)
| Secret (Secret)
| Na (Nounce)
| kgt (Private key)
| ka (Public key)
| kap (Shared key)

andzr s= {pair, fst,snd enc dec sign checkH,
01,02,03}

As usual we can writdm}y instead ofendm,k)
or sign(m,k). Also, we can writemy,m, instead of
pair(my, mp).

Hence, the set of message§ | sis defined by the
following BNF rules:

m = n
| pair(mg,mp) (Pair Function)
| gi(m) (Compression Function )
| H(m) (Hash Function)
| endmk) (Encryption Function )
| dedmk) (Decryption Function)
| signmkzt) (Signature Function)
| checkmky) (Checking Signature)

In this paper, we consider a hashed message as
message that is encrypted by a public kgyand no
one could know the inverse of this key. Thus assump-
tion is used to say that any one could hash a messag
and no one could know some thing about the original
message from the hashed message.

The intruder rule$=T s are as follows:

The equational theorgr scontains the following
equations:

fst(pair(x,y)) = X

sndpair(x,y)) =y

dedendx,ky), k}71) = X
Gi(gi(x)) x ie{123}

checKsign(x, ky 1 ky) ok
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Let =7 s denotes the following rules of intruder:

(knowledge) ﬁ[me M]
METisM ... M ETismy
(construct) M Eris f(ml, ) [f € 2o
i : METism,
(E-equality) TV E——— I:TLSm[m—fo m']

Therefore, when an intruder could deduce a mes-
saganfrom a set of messages, we denotévbi=z m.
The intruder model=1s and the equational theory
ErLsrepresents the famous Dolev and Yao model.

The initial knowledge of principalskt s could
be as follows: each principal knows his identity, the
identity of other principals, his public and private key
and all the public keys of the other principals. Also,
each principal can generate fresh values.

The security latticelr s is Lo = (21, C). In fact,
the security level of a message is simply the set of
principals that are eligible to know its value. There-
fore, the supremum of this latticg is equal tod and
the infimum.L is equal toly (the set of principal iden-
tities).

The types environmenty s could be any partial
function from 1 s to Lris. In this example, we
choose this environment as follows:

[Secreg — {C,S},Nc,Ns,Ver, Vers, IdSessiom L,
Ke,Ks+ L kst {S} ket = {c]]

5.1 SSL/TLS Roles-based Specification

Recall that the roles-based specification is a set of
the prefixes of generalized roles. A generalized role
is a protocol abstraction, where the emphasis is put
upon a particular principal and where all the unknown
messages are replaced by variables. Also, an expo-
Jenti (the session identifier) is added to each fresh
message to emphasize that these components change
their values from one run to another. For more de-
éalls on how we can compute a roles-based specifi-
cation from a protocol and a context of verification
we refer the reader to (Houmani and Mejri, 2008a;
Houmani and Mejri, 2008b). Also, any other speci-
fication could be used to conduct this proof as strand
spaces (Fabrega et al., 1999), CSP (Schneider, 1996)
or Pi-calcul (Abadi, 1999).

The SSL/TLS roles-based specification is:

RG(pNSL) - {C(l;v C(%a 6375(1375&5&}

The generalized rolesg, ¢ and C3 are as fol-
lows:
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(M(p). = M(p)U{Ys,{Y1,Ys,C,Shk U
{CA(C,Kc)} cup

{{H(gl(rn%7 m§7Y4vcvs))}Kgl}U

@ =il C=I(9

e

il CoI(S : nf _
C(_Z; — i2 1(§C mg {{:_(IjSessthercéSecragCCSS}Ks}
i3 C—=I(9 : n§ {{H(g1(my),n, Secreg,C, 9))}x.1}
Therefore, the sdt or simplylr.sis
1 CoI( e . pherefe cris(PTLS) plyTris
i2. 1(9=C ré
@ = 13 CI( Fris= {[Xe > Ne, Xz 5 Vers, Y1 > Ne, Y s Verg}
4. 1(§—=C iy {Y3 — IdSessiohY,; — Secret]}
i5. CoI(S) : nt
where Now, we are ready to choose or define a safe in-
' terpretation function. In this example, we will use
m{ = C,Ng,Ver,ldSessioh DINEKT s function. Recall that this function allows
fg = §Xp,Xz,1dSessiohCA(S Ks) to assign to a message a security level according to
= ldSessioh {Ver, Secreg,C, S}k, it its direct identities neighbors and the direct encryp-
CA(C, Kc ), {H(g1(m7,m5, Secreg,C,9)) .+ tion keys. Also, recall that thBINEKT_s allows to
mi = {H(g( rrﬁ ;fg rrﬁé ,Secret,C. ) Fies take into account the variables that could take values
”é = {H(g3(my, ,m40,Secre\§ C.9)) s as identities neighbors or encryptions keys (see the

Ve
é
»

Master(Secred, Ne,X1) section 4 for formal definition). For the sake of sim-

plicity, we will use in the remainder of this paper the

The generalized rolesk, 52 and s3 are as fol- . :
g : eSer 56 R notationFt_sinstead oDINEKT s

lows:
. il 10 =S S 5.2 Secrecy Property of the SSL/TLS
56 = 2 so I(C) m% Handshake Protocol
?-1- IC)—S : mp In this section, we analyze the secrecy property of the
S2 = 2. S—1(C) SSL/TLS Handshake Protocol. To that end, we ver-
3. 1(C) =S : ify whether the roles-based specification is increasing
4. S=1(C) - my according to thesf Dinekfunction. Unformally, we
i1 1C)>sS : md verify whether principals do not decrease the security
i S, I(C) . levels of messages when sending them over the net-
3 _ i3 IC) > S works. The security levels are estimated by using the
¢ i4. So1(C) : sfDinekfunction denoted byt s and that gives a
i5 1C)—>S : m% security level tox in according to its direct identities
neighbors and direct encryption Keys.
where From the generalized rafg, we deduce that:
m = CY,Y2,Ys A~ o
= Ns, Vers, Y3, CA(S K G, .
D e Cees " = (nf=C N Ver,IdSessiol
9 I 9 S
CA(C,Ke), {H(g1(m,m3,Ya,C, )} 1 In this role, the sent messages aB N,
m, = {H(g mf,mg Y4,C,9) Fkes Ver, and IdSessioh These messages have the
m = {H(gs(m ,m5,Y4,C, ) e security level 1, ie ‘a' = L for al a ¢
Kes = Master(Y4,Y1,NS {C, NC,VerC,IdSessiok}. Hence, the equation

To define the interpretation function that will help  FrLs(a, G ") 3"a' NFris(a, &) will be always
to verify the secrecy property of the SSL/TLS hand- true for all a € {C,N;,Ver;,IdSessiol} and so the
shake protocol we should first (as we have seen inrole C§ is increasing.

Section 4) the sdt(p). In fact, we have: From the generalized rol€Z, we deduce that:
M (p) = {mig, mg, m§, miz, m, mp, m3, mg, mg, mg} €2 = (M€ = S X1, Xz, 1dSessiohCA(S, Ks))

The set of messages that could be inferred by the in- Cé+ = (mg = IdSessioh {Ver, Secret,C, S}k,

truder is as follows: CA(C,Ke), {H(g1(mf}, my, Secres,C, )}, 1)
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In the roIeCé, the sent messages &¢S, Ver,
Secref, X1, Xo andldSessioh The messages, S
Ver., andldSessiohhave the security level, i.e
‘a’ = L for all a € {C,S Ver,IdSessiol}. Hence,
the equatiorFrs(a, () 3 "o MFris(a, 3 ) will
be always true for alix € {C, S Ver, IdSessioi}.

Now, let’s verify the equation for the messagas
X2 andSecreg. The security level of these messages
are as follows:

"Secret' = {C,S} X=X =T

The security level 0¥y, X, and Secreg obtained by
the functionFt saccording to sent and received mes-

sages incZ are as follows:

and

Now, let’s verify the equation for the messages
X2 andSecreg. The security level of these messages
are as follows:

'Secref ={C,S} and X =X =T
The security level oy, X, and Secreg obtained by

the functionFt saccording to sent and received mes-
sages incg are as follows:

a m | DINt.s(a,m)) | DEKyis(a,m) | Fris(a,m)

X1 e {s 1 1

X | " {c,s} T {c,s}

X2 g {s i o

X2 @& {cs T {c.s
Secret | (3 0 T T
Secreg | &* {c,s} {s} {C,S}

a m DINt s(a,m) | DEKrs(a,m) | Fros(a,m)

X @& {st oL €L

X | gt {Cc.s} Jii {c.s

X2 @& {s 1 1

Xo cg* {c.s} T {c,s}
Secret | G2~ ot T T
Secret | 3F {c.s} {S {C.s}

From the previous Table we can also deduce that
the equationFris(a,c2") 2 "a' NFris(a, 3 ) is
true for alla € {X3, Xy, Secref} and so the roIe{‘é+
is increasing.

To sum up, the generalized roles@fre increas-

Recall thatFt s = DINUDEK and allows to at-

its direct encrypted keys and direct principals identi-
ties.

From the previous equations we can also deduce
that the equatiofit s(a, C2") 3 "o MFris(a, 37)
is true for alla € {X1,Xz, Secret} and so the rolefé
is increasing.

From the generalized rol€3, we deduce that:

(& = (m§ = {H (g (. S, m§, Secret,C. ) Jx.,)
G&" = (E = {H(as(nf; . & ;. Secrei.C.9) )

In the role C2, the sent messages a®eS, Ver,
Secref, X1, Xo andldSessioh The messages, S
Ver;, andldSessiohhave the security level, i.e
‘a’ = L for all a € {C,S Ver,IdSessiol}. Hence,
the equatiorFr s(a, () 2 "o MFris(a, ¢ ) will
be always true for alla € {C,SVerQIdSessioH».
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ing since they satisfy the equation

(eql) Frrs(a, C(i3+) | ‘o' n Fris(a, C(i37)
tribute to a message a security level that depends onindeed, we have:

a r| "a'o | Fris(o,rt) | Fris(a,rm) | edt
X1 3 T 1 T Yes
X1 g T 1 T Yes
Xa 2 T 1 T Yes
X2 g T il T Yes
Secret | (2 | {C.S} {C,s} T Yes
Secret | (S | {C,S} {C,s} {C,s} Yes




From the generalized roles 8f we deduce that:
5@1 = (M=CY1,Y2,Ya)
Sa (M5 = S Ns,Vers, Y3, CA(S Ks))

In this role, the sent messages a8 N,
Vers and Ys. The messagesS, Ns and Vers

have the security levell, ie ‘o = L for all
a € {C,N,Ver,ldSessiol}. Hence, the equatio

FTLS(OK,Cé+) 3 "o MFrs(a, &) will be always

n

true for alla € {C, Nc,VechdSessioH» and so the
role Cé is increasing. Now, let’s verify the equation

for the messag¥s. In fact, the security level of3

obtained by the functioft s according to sent and

received messages i} is as follows:

a | m | DINtis(a,m) | DEKys(a,m) | Fris(a,m)
Vs | S& ) 1 1
Ys | SL* {s 1L i

From the previous equations we can also
duce that the equatiorFr s(Ys,c2") 2 "a' N
Fris(Ys,C3 ) and so the roled is increasing.

From the generalized rol§%, we deduce that:

= (M5 =VYs,{Y1,Ys,C, S}k,
CA(Cv KC)a {H (Fl(m?a m“;', Y47Ca S))}Kgl)

2T = mu={H(R(m$m3,mS,Ya,C,9) ke
In the roIe.Sé, the sent messages de S, N,

Vers, Y1, Y2, Y3 andYs. The message€, S, Ng
andVers have the security level, i.e ‘a = L for

SE-

de-

all a € {C,S,Ver,ldSessiol}. Hence, the equation

Fris(o,52") 3 "a' M Fris(a,$&7) will be always
true for alla € {C,SVerc,IdSessioP}. Now, let's
verify the equation for the messagésY-, Yz andY;.

Theirs security levels obtained by the functibp_s

according to sent and received message%iare as
follows:

Formal Analysis of the TLS Handshake Protocol

a m | DINys(a,m) | DEKyis(a,m) | Fris(a,m)
vy | S {C,S} 1 1

Y| sg° {C.s T {c.s
Yo | S {c} 1 1

Y, | S3° {c,s} T {c,s}
Ys | S3 {c} 1 il

vy | S&° {c.s} T {c,s}
Ya | S& {C.s} {st {c.s
Y, | s2° {C,s} T {c,s}

From the previous Table we can also deduce that
the equationFr s(a,52") 2 "a' MFris(a, 53 ) is
true for alla € {Y1,Y2,Y3,Y4} and so the rol6(%+ is
increasing.

To sum up, To sum up, the generalized role€of
are increasing since they satisfy the equation

(GCQ) FTLS(G,SiG+) | "o’ FTLs(C(,Siei)
Indeed, we have:

a | r | "a'o | Frus(a,rt) | Frus(a,rm) | (e)
Ys | 5% T 1 1 Yes
Ys | S3 T {C,S} 1 Yes
Y| 3| T {C,s} 1 Yes
Y. |2 T {C,s} 1 Yes
Ya | SE| T {C,S} {C,S} Yes

The previous table shows that the generalized role
of Sis increasing. Therefore, we can deduce that the
SSL/TLS protocol respects the secrecy property in the
contextCr.s
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6 CONCLUSIONS Fabrega, F. J. T., Javier, F., Herzog, J. C., and Guttman, J. D
(1999). Strand spaces: Proving security protocols cor-
This paper presents the analysis of the SSL/TLS rect. N
handshake protocol by using the interpretation Gordon, A. D. and Jeffrey, A. (2004). Authenticity by Typ-
functions-based method. In fact, we proved that the ing for Security Protocols.Journal of Computer Se-
SSL/TLS protocol is correct with respect to the se- y :::unt); 11(1(4)'45_1_51("3/" Satia A Derek A and
crecy property. This result is conducted by consider- M€ %., sundararaan, M., Datla, A., Derex, A, an
in tzgfaraou); Dolev and Yao intruder mo)(/jel In our Mitchell, J. C. (2005). A modular correctness proof
9 . . o of ieee 802.11i and tls. Im CCS 05: Proceedings of
future works, we will extend this model with more the 12th ACM conference on Computer and communi-
algebraic properties of cryptograph_lc p_rlmltlves in or- cations securitypages 2—-15. ACM Press.
der to analyze the secrecy properties in more and re-yjickman, K. E. B. (1994). The ssl protocol version 2.0.
alistic intruder model. In fact, in (Paulson, 1997b), L. Houmani, H. and Mejri, M. (2007). Secrecy by interpreta-
Paulson has proven that the Bull protocol preserves tion functions.Journal of Knowledge-Based Systems
the secrecy by using an intruder model that does not 20(7):617-635.

take into account any algebraic property of crypto- Houmani, H. and Mejri, M. (2008a).  Analysis of

graphic primitives. However, he proved that attacks some famous cryptographic protocols using the
are possible on this protocol if some algebraic prop- interpretation-function-based methodnternational
erties of& or of exponentiation are considered in the Journal of Security and lts Applications (IJSIA)

intruder model. 2(4}199—116. - |
Also, we gave in this paper, a new and practical Houmani, H. and Mejri, M. (2008b). Ensuring the cor-
safe interpretation function®EK andDINEK func- rectness of cryptographic protocols with respect to se-

. - crecy. In PRESS, |., editomternational Conference
tions) that could be used to analyze all kind of keys- on Security and Cryptography (Secryprto, Portu-

agreement protocols. Therefore, we want to investi- gal.
gate in our future works the analysis of others keys- oumani, H. and Mejri, M. (2008c). Toward an automatic
agreement protocols such as Kereberos with some in- verification of secrecy without the perfect encryp-
teresting algebraic properties. Also, we want to study tion assumptioninternational Journal of Computers,
and give more safe interpretation functions. Ns(a)zrth Atlantic University Union (NAUN)2(2):183—
192.
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