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Abstract: To overcome the piracy problem in digital content distribution systems, a number of traitor tracing schemes

have been suggested by researchers. The goal of these schemes is to enable the tracer to identify at least

one of the traitors. In this context, Matsushita and Imai (2004) proposed a black-box tracing scheme with
sublinear header size that is able to perform tracing of self-defensive pirate decoders. Kiayias and Pehlivanoglu
(2009) proved that this scheme is vulnerable to an attack which allows an illicit decoder to recognize normal
ciphertext to tracing ones and distinguish two consecutive tracing ciphertexts. For making the scheme no

more susceptible to such attack, authors modified the encryption phase and assumed that traitors belong to the
same user group. In this paper, we present a solution that has no traitors restrictions, repairing the scheme

totally. In particular, we modified the tracing scheme proving that (a) a pirate decoder is not able to recognize
normal ciphertext to tracing ones with sufficiently high probability, and (b) the statistical distance between two
consecutive tracing operations is negligible under Decision Diffie Hellman assumption.

1 INTRODUCTION enable a broadcaster to trace at least one traitor of the
coalition. In 1994 Chor, Fiat and Naor (1994) intro-

Secure distribution of digital contents plays a key duced the concept of traitor tracing schemes to pre-
role in many applications such as Pay-TV systems, ventthe piracy. Boneh and Franklin (1999) suggested
streaming media distributions, copyrighted material, a deterministic public key traitor tracing scheme, ap-
etc. in which only authorized users should be able plying error correcting techniques, while Kurosawa
to use them. Since the main model for digital con- and Desmedt (1998) described a multiple-use trace-
tent distribution is virtual and not physical, malicious ability scheme which use small keys and short cipher-
users may decrypt and redistribute digital content, text. Taking into account memory capabilities and
disclose their personal key to unauthorized users, orthe ability of triggering self-defense mechanisms, Ki-
build a pirate decoder. Therefore, the piracy prob- ayias and Yung (2001) classified pirate decoders into
lem needs to be addressed and traitor tracing canfour non-disjoint categories — i.e. resettable, history-
help us to mitigate this unwanted behavior. In a recording, abrupt, and available. Moreover, authors
first high-level scenario, a broadcaster, or data sup-introduced the concept of list-tracing, and presented a
plier, encrypts the digital contents using a session key, traitor tracing scheme that is successful against abrupt
blinds such key into the header, and then sent en-and resettable decoders. Dodis and Fazio (2002) de-
crypted contents and headers to users. Authorizedscribed a public key broadcast encryption scheme for
users, the subscribers, by means of a decoder, can restateless receivers which reduces the public key size
trieve the session key and subsequently decrypt theand user’s storage. Unfortunately, such scheme is
digital contents. On the other hand, malicious sub- not effective against pirate decoder which are able
scribers, the traitors, may build a pirate decoder with to trigger a self-defense mechanism. Dwork, Lots-
their own personal keys, allowing unauthorized users, piech and Naor (1996), suggested the notion of self-
also called pirates, to illegally decrypt the copyrighted enforcement for combating leakage of keys and deter-
material. In order to identify users involved in con- ring users from revealing sensitive information. An
structing a pirate decoder, a number of traitor trac- efficient revocation scheme based on secret sharing
ing schemes have been suggested (Dodis and Faziognhanced with traitor tracing and self-enforcement
2002), (Kiayias and Yung, 2001), (Naor and Pinkas, properties has been suggested by Naor and Pinkas
2010), (Naor and Pinkas, 1998), (Chor et al., 2000), (2010). In (Matsushita and Imai, 2004), the idea
(Kiayias and Pehlivanoglu, 2011). All such schemes of Matsushita (2002) of the key generation method
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has been applied to (Kurosawa and Yoshida, 2002).vate key of useru € @i, with 0 <i < /-1, is

They suggested an efficient black-box tracing scheme (u,i, fi(u)), where fi(u) = zfﬁglaiyjul modq with
against abrupt pirate decoders, keeping the size of theg, ; = a; if j #i mod X or & j = bj otherwise. The
header sublinear in the number of receivers. In a sub-encrypted headers sent to users can be represented
sequent work Matsushita and Imai (2006) extended asH = (Ho,Hs,...,H;_1). Each groupu; receives

their previous scheme presented in (Matsushita andthe headeH; = (hi,hio,...,hi2_1) whereh; = ¢
Imai, 2004) in order to reduce the header size. Ki- with r; € {Ry,R;} where Ro,R1 €R Zq are random
ayias and Pehlivanoglu (2009) showed that the traitor numbers. It is important to note that the heatlier

tracing scheme of Matsushita and Imai (2004) is sus- can contain either the blinded session legg Gq
ceptible to an attack that allows an illicit decoder to __chosen by the data supplier— or a revoking value

avoid tracing and accuse an innocent user. In this Pa-_computed using a random valaecg Zq —.
per, we analyze the attack described by Kiayias and |n (Kiayias and Pehlivanoglu, 2009), authors showed
Pehlivanoglu (2009) which (a) exploits the distance that the public-key black-box traitor tracing scheme
between normal ciphertext from tracing ones and (b) in (Matsushita and Imai, 2004) is vulnerable to
is able to distinguish two consecutive tracing cipher- self-defense mechanism. The attack (Kiayias and
text with non-negligible probability. We improve the  pehjlivanoglu, 2009) relies on the possibility to
black-box tracing aIgorithm described by Matsushita distinguish normal Ciphertext from tracing ones,
and Imai (2004), showing that the restriction on the monitoring the headets; = (ﬁi7hi707...,hi72k71) sent
geometry of traitors suggested in (Kiayias and Pehli- to a coalition ofk non-revoked traitors that belong to
vanoglu, 2009) can be omitted. In particular, we sug- different subgroupai;, i >t. When tracing is dis-
gest a way to repair the black-box tracing algorithm apled, each subgroup of users receivesh; = gi —
(Matsushita and Imai, 2004) in order to reduce the recall thatrj € {RO,Rl} uniform|y at random. On the
distance between normal and tracing ciphertext and other hand, when tracing is enabled, these subgroups
moreover close the gap between two consecutive trac-of ysers receivé = g?. Therefore, the probability
ing ciphertext, making the scheme no more suscepti- thatk traitors receive the sanfigis 1/2% when normal
ble to the attack. ciphertext is sent, while is 1 when tracing. The statis-
The paper is organized as follows. In Section 2 tjcal distance between these probability distribution
we recall the attack proposed by Kiayias and Pehli- converges to 1 when the number of traitors grows
vanoglu (2009) on the Matsushita and Imai protocol. (see (Kiayias and Pehlivanoglu, 2009), Theorem 1).
In Section 3, we suggest a new solution that repairs Monitoring headerH;, a pirate decoder is able to
the scheme totally. Finally, in Section 4, a security distinguish these distributions with a non-negligible
proof of the protocol is presented. probability and trigger a self-defensive mechanism.
Moreover, the pirate decoder is able to distinguish
the gap between two consecutive tracing ciphertexts
2 THE ATTACK CTracde j — 1,;) and CT_race{e, isS) vyhen i=1
mod . In the first case, i.eCTracge, j —1,s), all
subgroupsdy, ... u,—1 Will receive eitherri = Ry
or ry = Ry at random. In the second case, i.e.
CTracde, j,s), there exists a subgroup:, which
containsuj, such thatx Ny # 0 andx Ny # Uy.
Hence, subgroupr; will receiver; = Ry, subgroups
Up...Ut—1 receiver; = Ry or rj = Ry at random,
and finally, subgroupsits ... U¢_1 receiver; = Ry.
Exploiting the gap betwee@Tracde,j — 1,s) and
CTracde, j,s), a pirate decoder is able to recognize
two consecutive tracing ciphertexts and trigger
a self-defense mechanism. As consequences of
such mechanism, countetr; of traitor uj will be
not increased, the probability that the difference
ctrj_y — ctrj gets the maximum value is dramatically

Due to space limitations, the authors do not describe
the Matsushita and Imai protocol (Matsushita and
Imai, 2004). However, we briefly introduce the main
parameters used in such protocol hdte the number

of users andt be the maximum number of traitors in a
coalition. Letp andg be two primes such thagt| p— 1
andqg > n+2k— 1. Gq is a subgroup o, of orderg,

g is a generator of subgropy andu = {uy,...,un}

is the set of all user wherer C Zq\{0}. Let ctr;

be a counter used in the tracing phase in order to
decide if the considered usey is a traitor or not. For
generating the public key and users’ private keys, the
protocol splits the set of usex in ¢ disjoint subset

U, Un,...,Up-1, |Ui| =2k with i =0,...,/ -1 duced S ided q .
and chooses a,as,.... 30 1,b0.b1.... b1 €r _re_uc;e , tracmgdls _axm ed, an I_anbllnnocgn:)_ﬁser
Zq. The public key will be e — is in fact accused with a non-negligible probability

(see (Kiayias and Pehlivanoglu, 2009), Corollary

_ b _
(P.0.0,G%,..., g% 1,g%,...,g" ) = 1). The main problem of the Matsushita and Imai
(P.9,9,Y00, - -, Y0,2k-1,Y1,0,---,Y11-1)-  The pri-
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protocol is the possibility to recognize normal and 1 show the statistical gap betwe€iracde, j —1,-)
tracing operations, exploiting the statistical distance andCTracee, j,-) in Matsushita-Imai protocol while
between two probability distributions. For reducing third and fourth rows show how our solution closes
such distance, Kiayias and Pehlivanoglu (Kiayias and such gap, making two consecutive tracing ciphertext
Pehlivanoglu, 2009) introduce a random cutoff point indistinguishable. Table 2 shows how traitors can ex-
d that is the switch point between= Ry tor; = Ry. ploit the Matsushita-Imai distribution af in order

In particular, ifi < d then they set; = Ry, otherwise to distinguish tracing activities and how our approach
ri = Ro. While encrypting, the data supplier selects avoids this unwanted behavior. It is not hard to show
a random integed € {0,...,¢ — 1} and generateé that in the improved scheme a set of usafs— i.e.

headerdH;, i = 0,...,/ — 1, one for each subset of users that are not chosen to be revoked — are able to
usersu;, as follows compute the session key In fact, suppose there ex-
A r ists a subgroupi; with 0 <t < £ suchthatx Nu; #0
hi=g (1) " andx N £ up. Then, fori # t users residing in
ygj j #imod X the subset; such thatx Nu; = 0 andrj = Ry are
ij = S)}i j=imod X able compute the session keysing the headét; as
L shown in Equation 2
hioschiy x o hie Y YT
3 AN IMPROVED SCHEME { g — I - } (2)
1
The introduction of a random cutoff point ensures QU 53 ol Ry (57 ayul b -au) 1jumed®
that, monitoring the headelr, traitors.are not able to = { P }
distinguish normal ciphertext from tracing ones. This git

new approach fixes one problem, however, the gap be- Cmod 2 1/UlMod X
tween two consecutive tracing ciphertexts —i.e. the = s’ }

gap betweerCTracde, j — 1,-) and CTracee, j,-)

— still remain. In order to make traitors unable to

recognize tracing activities, in (Kiayias and Pehli-

vanoglu, 2009) authors assume that all traitors are in 4 PROOF OF SECURITY

the same user group; and they apply the tracing al- ) ) ) )
gorithm in parallel touo... u,_1. For mitigating all e security proof of the improved tracing algorithm
these problems, we present a solution that repair the'€liés on the Decision Diffie-Hellman (DDH) prob-
scheme totally without restriction on the geometry of €M (ngfh’ 1998). For this reason, we will introduce
traitors. In order to reduce the gap between two prob- (&) # -, a probabilistic polynomial time (p.p.t.)
ability distributions, we suggest to modify the black @lgorithm which solve the DDH problem i64 and
box tracing phase, thereby preserving the encryption () three lemmas which can help us to show that the
phase. In particular, when there exists a sulget traitor tracing scheme we propose is able to identify

=S

with 0<t < ¢— 1 such that Na; £ 0, x Nuy # Uy, at least one traitor of a coalition with non-negligible
we suggest to modify the construction of the header Probability.
H; fori #t as follows Lemma 4.1 (Indistinguishability of an input) The
B o f =Ry OrR computational complexity for k non revoked sub-
=9 e 1 scribers to distinguish a valid input from an invalid
Yo (j #imod &, 1 = Ry) one is as hard as DDH in &
¢Yoj (I#imodXri=Ry) Proof. Let ¢ be a set ok non-revoked subscribers
hi,j = s;)ffi’ (j=imod X,x Nu; =0,r = Ry) andp %' be a p.p.t. algorithm used by usersdrto
syl (j=imod X x Nauj=0,r=Ry) distinguish a valid from an invalid one. Let °°H be
% (j =i mod &, x Na; = uj) a p.p.t. algorithm that is able to solve the DDH prob-

lem in Gq. In particular, the p.p.t. algorithm PPH
This new black box tracing phase ensures that traitorsinputs a 4-tuple(gs, d2,93,94) and outputs whether
are not able to distinguish normal ciphertext from such tuple is a Diffie-Hellman tuple or a Random tu-
tracing ones, and at the same time, fixes the gap be-Ple. We prove that st & a7 PP for any ¢ such
tween two consecutive tracing ciphertexts. Tables 1 thatx N ¢ = 0 and|C| = k. It is straightforward to
and 2 can help us to figure out the improvements sug-prove thatas PPH = p 3t therefore we prove that
gested. In particular, first and second rows of Table %St = a7 PPH . Spiit the set of subscribers into
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Table 1: Distribution of;, caseCTracde, j —1,-) andCTracee, j,-).

Uo Ui-1 Uy Ut41 Up—1

Matsushita-Imai schem€&Tracede, j—1,-) | Ro/Ri | ... | Ro/Ri | Ro/R1 | Ro/Ri | ... | Ro/Ru
Matsushita-Imai schem&Tracee, J,-) Ro/Ri | ... | Ro/R1 Ry Ro ... Ry

Our schemeCTracde, j —1,-) Ro/Ri| ... | Rj/Ri | Ro/Ri | Ry/Ri | ... | Ro/R1

Our schemeCTracde, j,-) Ro/Ri | ... | Ro/Ra R Ro/Ri | ... | Ro/Ra

Table 2: Distribution of; with Normal Ciphertext (1st row) and Tracing Ciphertextq28rd rows— casedu(0<t </¢—1)
such thatx N ay # 0 andx N Uy # Uy).

Uo Ui-1 Ut Ut41 Up—_1

Matsushita-Imai scheme - Normal ciphertexRy/R; | ... | Ro/R1 | Ro/Ri1 | Ro/Ri | ... | Ro/R1
Matsushita-Imai scheme - Tracing ciphertexi®/R: | ... | Ro/R1 Ry Ro ... Ro

Our scheme - Tracing ciphertext Ro/Ri | ... | Ro/R1 Ry Ro/Ri | ... | Ro/R1

¢ disjoint subsetuy,...,u;1. Let x be the set of g1 with 0 < m< 2k=1 as follows,
subscribers, or users chosen to be revoked such that

x C 4. Choosec = {X4,...,X} @ set ofk sub- an g m¢ {01,...,6¢}
scribers such that N¢ = 0. ‘Choosek — 1 distinct 9 = gamgaén me {0 B
elementsq.1,. .., X1 €R Zq \ ¢ and random num- 151 — ]

bersPi,..., Bk, A 1 Wt, 0 €R Zg, K+ 1<t <2k—1. and the public key e wil be e =

There exists a unique polynom'm(x) = 0(o+cx1x+ (g1,6%,...,0% 1 g, . ,g‘f ). Let ser Gy be
-+ 01X modgsuch thagl = 9192 and the session.key ander Zq be a random number. For

eachi,0<i</—-1,ifuinx =0o0r ujNx = u; set

(@(x1),--,a(Xa-1)) " = (Ba,---.Bak-1)" Bi = 0 or B; = 1, otherwise, seBj = 1. It is possible
= (dp,...,dg)" +V(a1,...,02 1) modq to identify eight compact headers Four are related

to casedu; such thatuy Nx # 0 andu Nx # Uy,

0 <1 <£—1, while the remaining when suctr,
does not exist. In particular, #; exists then compact
headeH will be computed as follow,

(@1,-..,021)" =V (B —0o,...,Bx_1— o) modq

wheregy' = gf‘ggj‘, k+1<t<2k—1,andVisthe
Vandermonde matrix. Lefvmzi,...,Vmok—1) be the

mth row of V—1 matrix, then compute,, 1 < m< 1. ifBj=0fori <I,andBj =0 fori >,
2k—1, as follows: ror Aoy 1T
gltg]_ 7"'7g]_
Om = VmaB1+ - +Vmak-1Bz-1 <gs,g§°, gt >
—00o(Vm1+ -+ Vm2x—1) modq Sﬁo >~~>5§£| 1F7S@| gﬂ&gl;mf’.“’sdll( 1r
hence g _ g\j/-m1Bl+'~~+Vm2k—1BZK—1/(g gz)Vm_l"r'"JerZk—l' 2. ifBj=1fori<I,andB; =0 fori > I,
For computing users’ personal key;,ij,dj), we (a) gL, gl
choose a usex; € uj; where 1<) < K'andi ij € . -
{0,...,0—1}, (b)def.neasez—{|,|1g1gka 93.95% G5
fuij}, (c) randomly choos@,p €r Zq for eachi, sd°a, ..., sttt s ol s s
0<i</—1, andd; cr Zq for all elements; € 1. 3. if B = 0fori <, andB, = 1 fori > I,
For eachi € 1, there exists an elemeyat €R Zq such o
I ~or k1.
thatéij = bij +y| — Oij mod % andgl = 91 g2 , there- 01,97 ,---,0
Aok—1
fore we can compute last parameter of the Hewas <93793 - 03 >
follows: dj = a(x}) + &,X; X M9% " since the user's s, sP M s ol st s gt
private key is(u,i, fi(u)), we impose thatl; = fi(u), 4. ifB=1fori <| andB =1 fori> |
computing coefficientay, ..., ax_1 as follows. Con- ’ ’
sider the sef0,...,2k— 1}\{| mod X|ije 1}. Itis 03,0%,...,09*
possible to seledt elements from this set wh|ch can
Sggogtio’ gﬁ( 1M1

be represented &%, ..., 6. Computeg ,...,g
i} mod & ! 1 If such ¢ does not exist, them; N x = u;, or ;N

such thatg, Zre(o. oty _ VJ ] In order to X =0,1<i<¢—1. Hence, compact headdrwill
compute the public kee, it |s necessary to calculate be computed as follow,
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5. ifBi=0foruinx = wjandB; =1 foruinx = with this: - if x Nuj = 0, setB; = 0 or 1 and compute
0, then the headét is computed as in case 3 H; as follows:
6. ifBi=1foruiNnx =wujandBj=1foruinNx = r B _0
0, then the headeH is computed as in case 4 h = {gi y (Bi=0)
7. if Bi=0for ujnx = u; andB; = 0 for ujNx = 09z (Bi=1)
0 @ (j #i mod ,B; = 0)
oh g2, g o) (G (j #imod X,B =1)
Sdiorwwsdl:f,lr i, s(g%igzh)x - (j =imod X,B; = 0)
i g i M . _
8. ifBj=1foruiNnx = ujandB;=0foruiNx = S(010;) (939,) (j=imodX,Bi=1)
0, O
o107 .o
T s Lemma 4.3 (Indistinguishability of a Suspect)
9,93+ 93 Given a subscriber y the computational complexity

for a coalition of k subscribers to distinguish an in-
valid input in which the user juis not revoked — i.e.

sgﬁogzb, .. ,sgﬁ'*lgﬂfl,s@r,s@“r, Y ,sdf’*”

Knowing that X ={uy,...,uj_1} — from another one in which is
- | revoked —i.ex ={us,...,u; } —is as hard as DDH
aj ggl , lg{ela"'aek} |an { ! J}
— | .
° log'ey iefbu....0
i g K Proof. Let ¢ be the set ok colluders. Letﬂlg'st be
and ggTG{elv---‘ek}UQX; _ ggizggizmodk/ggizgziz X a p.p.t. algorithm used by the coalitianto distin-

guish two invalid input, one in which a given user
is revoked and the other one in which the user is
"hot revoked. We prove that 3ist < a7 PPH for any
coalition ¢ such thatc| = k. Firstly, it is clear that
2 PPH = 298t for any coalitionC. Secondly, we

with 1 < z <k, it is not hard to note that the
compact headers described above behaves as no
mal encryption headers whe(gi,d,ds,g4)-tuple

is a Diffie-Hellman tuple, and as tracing header

when(g1,02,93,04)-tuple is a random tuple in which st DDH
traitors in ¢ are not revoked. Public keg, private prove thata ™ = for any ¢ by construct-

keys(x1,i1,d1), ..., (X, ik, d) and compact headet 1N # PP usinga ™ as a subroutine. The algorithm
input 9t The p.p.t. algorithm decides weather a¢ PP takes in input a challenge tuplgs, g2, 3. 94)
headeH is a valid input or an invalid one, and outputs and outputs “Diffie-Hellman tuple” or “Random tu-
“Diffie-Hellman tuple” or “Random tuple”. Since ple”. The construction of the algorithm is as follows.
@giSt is able to distinguish a valid input from an in- Sp'lt the set of subscribera into ¢ disjoint subset
valid one, ¢ chosen arbitrarily such that N ¢ = 0 Uo,...,Ur-1. Letx a set of revoked subscribers.
and|C| = k, we constructeds P2 usingn st hence ~ Choosek users which form the set and choose a
a1 PPH can solve the DDH problem. We can conclude US€ry; which has to be a subscriber who does not

thatpdist — a7 DDH for anyc arbitrarily chosen. I belong to the set of colluders, i.e1, er u \ c. We
¢ suppose that user; € u;. We also suppose that for
Lemma 4.2 (Secrecy of a Session Key in an Invalid | =0,...,t —1 setsu; are such that/; N.x = u; and

Input). The computational complexity to compute the fori=t+1,...,¢—1setsu; are suchthat;nx = 0.
session key, for k subscribers revoked that received an*ccording to its relation with the set of revoked users,
invalid input, is as hard as DDH in @ the setu can be such that:

1. uyNx # uy anduyNx # 0. This case has to be

Proof. The proof of Lemma 4.2 follows step by step considered both whem ¢ x and wheru; ¢ x
i i .

the proof provided in (Matsushita and Imai, 2004,
p. 269,270). However it is necessary to replace the 2. UtNx =0whenu; € x anduyNx = {uj} when

following condition: - if x N 2; = 0, then computed uj € X.
as: 3. utnNx = u \ {u;} whenu; € x anduyNx = 4y
- ; whenu; € x.
hi =gz
ajr Co Now, choosec = {Xi1,...,X%} a set of k sub-
ij= {93 NN (J. 7&! mod %) scribers. Considei the use}«j € uj; and com-
s(g3'9y) (i =imodX) pute its personal keyxj,ij,d;) and public keye =
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a b, _ .
(91,05, ...,97% 1,9, ..., g 1) using the same pro-

cedure of Lemma 4.1. Construct the heatke
(Ho,-..,H,_1) executing the following procedure for
0<i < ¢— 1. The single headet; for the groupu;
will be H; = (hl,hI 0,.--,hi 2«—1) where the single el-
ements irH; are computed as follows:

o if xNu;j=0,setBj=0o0r1:
h—J% (B=0)
gig; (Bi=1)
o (j #imod X,B; = 0)
ho— (g)ig%)ajr (j #imod &,B =1)
" s(ghd) (j =imod X,B; =0)
s¥(glg) (j=imod X B =1)

e if x Nu; = wj, setB; = 0 or 1 and computkl; as
follows, selecting each time a rand@ver Zq.

h—1% (B=0
ooy (Bi=1)
ho— hi; (i#imodZX)
b of  (j=imodX)

whereh; ; is computed in two different ways de-
pendmg on the existence of a subsgtwith 0 <

t </ —1 such thatx Ny # 0 andx N Uy # Us.

If such a set exists then

Wo— g?r (Bi=0)
_)19% N
U |ed(giey)” (Bi=1)
Otherwise:
v e (Bi =0)
_ a
Y@t (Bi=1)

e if X Nuj # 0andx Nu; # uj, the headeH; will
be constructed as follows. First, construct a poly-
nomialC(x) = 3§ 5' c;x! such that fou € u with
u# uj, C(u) = 0 modqif and only if it holds that
ue (u\ x). We also suppose that for the usgr

it holds thatC(uj) = 0 modq. Then:
= gigé
ho— gl (gig2)” (j #i mod X)
|7 I . .
" sdi 2@l dy)” (j=imod X

Note that if(g1,092,03,94) is a Diffie-Hellman tuple,
the subscribeu; is not revoked in the headet, oth-
erwise, if (91,02,03,04) is @ Random tuple then the
subscribew; is revoked. Run the algorithmg'S‘, by
giving in input to itu,H,e, (x1,i1,d1),..., X, ik, dk)-
This algorithm is able to distinguish invalid input in

which the subscribeu; is not revoked from an in-
valid input in whichu; is revoked. Since we have

constructedn PPH using 29t as a subroutine, we

can conclude thass PPH can solve the DDH prob-
lem. O

Theorem 4.4. Given the traitor tracing scheme de-
scribed in Section 3 and a pirate decoder constructed
by a coalition of k traitors, a tracer is able to identify
at least one of the traitors with non-negligible proba-
bility.
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