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Abstract: In this paper, the authors propose a new multisignature scheme with pairing-based cryptography, which can
describe the tree structure of signers. In order to denote the relationship among a parent and its child signers,
a dedicated middle key is generated on our scheme. In addition, we prove that our scheme is provably secure
under the Gap-Diffie-Hellman assumption. Based on our proposal, we also implement the prototype of a
document circulation system. In this system, a document is signed by members, who are divided into multiply
layered groups. The browsing history can be confirmed by verifying the final signature on the document. The
computational performance of the system is evaluated, and the result shows a good performance.

1 INTRODUCTION scheme, which can denote the hierarchical relation-
ship among the members, is required.

Recently, a intranet becomes common technology and  In this paper, the authors propose a tree-structure-

makes it possible for users to do their work efficiently. specified (TSS) multisignature scheme with a pairing-

A information sharing system, document circulation based cryptography called BLS signature (Boneh

system for work flow and schedule board system are et al., 2001). Our contributions are described as fol-

examples (Digital Stamp Series). As to the docu- lows:

ment circulation system for work flow, it is impor- ¢ \we propose a multisignature scheme, which can

tant for managers to confirm who has already read  express order-specified structure of signers.

a document. Therefore effective method is required

for checking the state of the document. For this pur- h : | h it

pose, the multisignature scheme (ltakura and Naka- scheme is provably secure under the Gap-Diffie-

mura, 1983) is one of the promising mechanisms. Un- Hellman (GDH) assumption.

der the multisignature scheme, because each membere We expand our proposed scheme as a TSS mul-

makes a signature to an objective document sequen-  tisignature scheme.

tially and all-members’ signatures are aggregated t0 o \We apply this scheme to a document circulation

one signature called multisignature, a verifier can ver- system for intranets.

ify validity to all-members’ signatures with verifica- \yg 5150 implement a prototype and evaluate its com-

Flon of th_e only mulﬂ&gnatu_re. Therefore the sign- putational performance.

ing cost is minimized effectively. However, current

multisignature schemes have a problem. The cur-

rent multisignature schemes lack the function for de-

scribing of the relationship among the multisignature

members. Each member, who forms a multisignature

group has equal rights and duties for his / her sign- 2.1 BLS Signature Scheme

ing. On the other hand, in a company, all workers are

assigned various positions, and their rights and du- Okamoto and Pointcheval defined a GDH

ties are also various. Therefore a new multisignature class (Okamoto and Pointcheval, 2001). Consider a

e We prove that our proposed multisignature
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multiplicative cyclic groupG’ with prime order p.
They defined two problems for Diffie-Hellman (DH)
as follows:

The Computational DH (CDH) Problem:
Fora,b € Z; andg € G/, given(g,¢?,g°), com-
puteg?®.

The Decisional DH (DDH) Problem:
Forab,c € Z} andg € G, given(g,¢? d°,¢°),

decide whethec 2 ab.

As forthe GDH class, it is defined as that the DDH
problem is easy while the CDH problem is hard.

The first example of such groups was given by
Joux and Nguyen (Joux and Nguyen, 2001; Joux
and Nguyen, 2003), and Boneh, Lynn and Shacham
showed that a new signature scheme based on th
GDH class using pairing over elliptic curves could
be structured (Boneh et al., 2001). Pairing is one of
the functions on specified elliptic curves. Consider a
groupG on elliptic curves enabling pairing. Letde-
note the symbol for pairing function. Pairing has the
following characteristics:

e ForP,P,,Q e G,

thene(PL+ P, Q) = e(P1,Q)e(P2, Q).
e FOrPQ1,Q €G,

thene(P,Q1 + Q2) = e(P,Q1)e(P, Qz2).
e Fora,be Z,andP,Q € G,

thene(aP, bQ) = e(bP.aQ) = e(abR Q)

= e(P,abQ = e(P.Q)*".

As a result, a signature scheme based on a group

G can be structured as follows:

Key Generation: gis a generator of a grou@. The
secret key of the signer is a random element
X € Zy while his public key iss = xg.

Signing: H is a one-way hash function, which out-
puts a random element in the whole groGp
e.g. MapToGrouphashing ontdz* (Boneh et al.,
2001). mis both a plain message and a signing
target. The signer computhes= H(m) and returns
o = xh.

Verification: When the verifier is giveg,v,mando,
he computes = H(m) and verifies
?
e(g,0) = e(v,h).
When verifying, if a signer generates a signature

correctly, a verifier can verify this signature with a
result of pairing as follows:

e(ga 0) = E(g,Xh) = e(ga h)x
e(v,h) = e(xg, h) = e(g,h)*.

Therefore ife(g, o) = e(v,h), theno has been gener-
ated correctly. Furthermore it has been proved that

SYSTEM

the above scheme is secure against chosen-message
attacks (Boneh et al., 2001). In this paper, we call
this signature scheme structured on the grG@upith
pairingthe BLS signature scheme

After the concrete GDH signature scheme was
proposed by Boneh et al., they, Boldyreva and Lin et
al. proposed also a prototype of the multisignature
scheme based atme BLS signature scheniBoneh
et al., 2003; Boldyreva, 2003; Lin et al., 2003). Con-
sider a groufJ = {us,...,un}, which is a group oh
signers, and a subgroilip= {uj,,...,u; } € U, which
is a group ofl members really participating in a mul-
tisignature. Let] = {iy,...,ij} denote the set of in-
dices of such members. Then proposers showed that
we could structure the multisignature scheme based
onthe BLS signature scheras follows:

e

Key Generation: gis a generator of a groug. The
secret key of the signer € U is a random element
X € Zy while his public key is/ = X;g.

Signing: H is a one-way hash function, which out-
puts a random element in the whole grdeipmis
both-a plain message -and-a signing-target. The
signeru;, € L. computesh = H(m) and returns
Ojy = Xigh.

Aggregation: The issuer of a multisignature finally
collects alloj, generated by;,, computes
0= Yjey0j and returngm, L, o).

Verification: When the verifier is giverg,m, L. and
o, he collects allj, by L., computes/ = 3 j;Vj

andh = H(m), and verifie®(g, 0) 2 e(v,h).

When verifying, if all signers generate a multisig-
nature correctly, a verifier can verify this signature
with a result of pairing as follows:

e(g.0) = e(g. 5 o)) = e(g. ¥ xih)

= (g, h)2i<.
e(vh) = (S vi.h) =3 xjg.h)
B I
= (g,h)21<.

Therefore ife(g,0) = e(v,h), then allgj, have been
generated correctly. Furthermore it has been proved
that the above scheme is secure with reduction to
the security othe BLS signature schenfBoldyreva,
2003).

2.2 Multisignature Protocol
Considering Hierarchical Relation

Several multisignature schemes considering hierar-
chical relation have been discussed.
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multisignature, we propose a new order-specified

The Top Division CUgl y U2 ) aes ™ )
p: (B0 J multisignature scheme and security proof of the
scheme.
Division 2 ( gy Uy )
I .
Dibvision 1 (B0 Can o) 3.1 Sympols, Preconditions and
(a) The Former System ReqUIrementS
The Top Manager Ty 3.1.1 Symbols
/\-- L.
i Y iz ) .
E S We define symbols used in our protocol as follows:
g’_'}lpz';/n'_'_‘, ':___UXPQ_,_E___\I B G: A group on elliptic curves enabling pairing.
o0 S g: Agenerator in a grouf.
Subdivision 'Subdizvizsi'on e A pairing function.
m2,! i Division . ; i i o ;
Division mi 1 e d Uo: A signerinour order-specified multisignatuieis the

number of order).

_ ) _ Xo,Vo: A private key & € Zp) and a public key
Figure 1: Difference of assuming system. (Vo = G), which the signeuo holds.
Lo: Order information fromu; to uo.

First an order-specified multisignature scheme, V,: A middle key for verifying an order-specified multisig-

which can verify in which order each of signers signs nature.

a document, is proposed (Tada, 2003). However, thism; A plain message.

scheme cannot distinguish each division, which sev- . A one-way hash function ont6 (e.g.MapToGroup.
eral signers belong to.

Lin et al. have proposed a concept of a hier-
archical multisignature scheme, and so they discuss
requirements for distinguishing each hierarchy (Lin 31 2 preconditions
etal., 2003). However, this scheme cannot be realized

because multiplying the generator by the generator is |, oy proposal, we assume preconditions as follows:

executed without multiplying two elements in a GDH . . .
group. e Our order-specified multisignature scheme is op-

We proposed the first realistic multisignature erated with legal CA (Certification Authority).

scheme, which constructed a hierarchical structure of ® In the procedure of signing, all signers generate
signers (Inamura et al., 2010). In this scheme we in- Lo, Vo anday rightfully.

troduced middle keys on purpose to express hierarchi-
cal relation among divisions, which each signer be-

longed to, and a verification protocol using these mid-

dle keys. Therefore they succeeded in verifying how

hierarchy was. However, this scheme cannot verify

complicated structures, e.g. a tree structure. Further-
more there is the problem that the number of middle

(b) The Proposed System in This Paper

0o A signature tanbased orthe BLS signature scheme
S: An order-specified multisignature from to uo.

3.1.3 Requirements

Komano et al. showed that we need to define secu-
rity requirements to a multisignature scheme, which
is different from those to a standard digital signa-

ture scheme (Komano et al., 2005; Komano et al.,

keys increases in proportion to the depth of layers. 2008). Therefore we define security requirements to

Therefore we cannot adapt this scheme to assuming®U" Scheme are followings:

system, which is for a company constructed with ac- (1) Order-specified Legitimacy. Although a third

cumulation of some divisions like a tree structure. We party obtains all public information, the third

show a difference between two systems in Figure 1. party cannot add/delete signers’ information,
forge data. In addition, the third party cannot
modify order inL,.

3 ORDER-SPECIFIED (2) Unforgeability. Although athird party obtains all
lic inf i he thi -
MULTISIGNATURE g'tjebols information, the third party cannot gener
(PREPARATlON) (3) Collusion-secure.A signer cannot collude with

other signer for denial of Multisignature Partici-
In this section, for a preparation to propose the TSS pation.
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SYSTEM
(4) Impossibility of Deceptive Participation. A This signer u, sends the signature
signer cannot let a third party participate in a se{Uo, Vo, 00, S, Lo, Vo) to a directly connected
multisignature without permission. signer in the(o+ 1)th order.
S4. The signerug,, in the last order computes the
3.2.1 Key Pair Generation h=H(m).
. 00t :Xolasth‘
g. IS a ge.neratordOf a IgrOL@m'I (-Il;he Secre.% k;y 'fl)’]f the St)Iast :S)Iast—l + (Xolast - 1)00|as1—l + 00|asl'
signer; is a random eleme owever, ifi £ j then Lo —L. _ u u _
Xi 7& Xj) while his publIC key iS/i =X0. Ojast Olast 1+ {( Olast—1> Olast)}
When the signew; generates the key pair, sends _ Vo@ =Vorast 1+ (Xoiast = 1)Vorag—1 1 Vojast
the public key to the CA. The CA generates random . This signerug,, returns(Sp,,¢, Loy, Vos) as the

valuer € Z* and sends it tay. u; signsr using the order-specified multisignature set.
secret key withthe BLS signature schenamd sends s

the signature to the CA. The CA verifies the signature 3.2.3/ Verification
using the public key. If verification is succeeded, the

CA registers the public key. When the verifier is given the order-specified mul-

tisignature set and has a mean to obtain all signers’
3.2.2 Signing & Aggregation public keys, he or she verifies the multisignature as
follows:

We show the procedure of signing and aggregation asV1. The verifier collects all, by Lo,

follows: V2. The verifier verifies the following:
S1. The signer; in the first order computes the fol- 4 Olast
IOWing: e(gvvolast) = e(gv Vl)(.l—L e(vi—l; Vi )) by IL’O|as[-
h=H(m). =
o1 =x1h. V3. The verifier computedr = H(m) and verifies
?
S =0;. e(97 S3Iast) - e(VOIasv h)
Ly ={(0,uy)}. In the above scheme, the verifier can verify the le-
Vi —y ’ gitimacy of a middle key,,,, generated by the signer
1—=Vv1.

) ) ) Ug,s USing all public ke, ..., Vo, Therefore the
This  signer u; sends the signature verifier can realize that,,, is correct, and then he
sefu1,v1,01,5,11,V1) to a directly connected  can verify the Unforgeability of multisignature,,

signer in the second order. in the same way athe BLS signature scheme
S2. The signeru, in the second order computes the ) ]
following: 3.3 Security Analysis
h=H(m).

We defined security requirements to our scheme in
section 3.1.3, so we discuss security analysis for those
S =02+ X2071. requirements in this section.
Lo =IL1+ {(Ul, Uz)}.
Vo =V + XoV1.
This signer u; sends the signature |egitimacy of signing order depends on a numerical
se(up,V2,02,,L2,V2) to a directly connected  formula of the middle ke, Therefore iV, is

02 =xoh.

(1) Order-specified Legitimacy

signer in the third order. secure, order of signers is correct.
S3. The signe, in the oth order computes the fol- We can prove security of order-specified legiti-
lowing: macy as follows:
h=H(m). Theorem 1.
00 :Xoh
S =1+ (X —1)00_1+ Oo. LetG be a GDH group. Thengy/ is secure against

forgery in the random oracle.
Lo =Lo-1+{(Uo-1,Uo) }. orgery in the random oracle

Vo =Vo—1+ (Xo — 1)Vo—1+ Vo.
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Proof of Theorem 1.

We can prove thal,,,, is secure with reduction to the
CDH problem. LetA be a poly-time adversary for the
computingvo,,,. We will structure the adversaByfor
the CDH problem, such that
Adv\ig’lmf“‘e(A) = AdvZICPH(B).
This means that if the CDH problemis hard then com-
putingVo,, is secure.

It is obvious thatA succeeds in forgery whenever
B is successful. Therefore in this section, we proof
the converse as follows:

Proof in case of Ojast = 1: Vo, is the same ag,_,.

Proof in case of 055t = 2 : In this case, signers in
the order structure are only two signers directly
connectedB is having public keyss, v, and ac-
cess to the random oracl®. will run A simulat-
ing the honest player. Fir& givesA the public
keysvi andv; as the signers’ keyx; andxz cor-
responding to the secret keyswfandv, ought
to exist. However, the adversary cannot reakze
andx, because of the discrete logarithm problem.
B simulatesA’'s random oracle using its own ora-
cle. WheneveA asks the honest player to com-
pute some middle key® forwards the query to
its random oracle and return the reply backito
At some pointA outputs an attempted forgevy.
ThenB computesxog = V2 — Vo. Itis easy to see
thatB simulatesA for a valid experiment, runs in
time comparable to running time éfand that it
succeeds in forgery whenewkiis successful.

Proof in case of ojast= z(z> 3) : We assume that we
have proved legitimacy when the number of order
isz— 1. Bis having public keys,_1,v; and access
to the random oracleB will run A simulating the
honest player. Fird givesAthe public keys/,_1
andv; as the signer’s key in thg— 1)th order and
in the last orderx;_1 andx; corresponding to the
secret keys of,_; andv; ought to exist. However,
the adversary cannot realizg 1 andv, because
of the discrete logarithm problem. Theénout-
putsV,_1. B simulatesA’'s random oracle using its
own oracle. Whenevek asks the honest player to
compute some middle keyB,forwards the query
to its random oracle and return the reply backto
At some pointA outputs an attempted forgevk.
ThenB computes;_1%0=V;—Vz_1+Vz_1—Vz.

It is easy to see th& simulatesA for a valid ex-
periment, runs in time comparable to the running
time of Aand that it succeeds in forgery whenever
Alis successful.

(QED)
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(2) Unforgeability

An order-specified multisignature &, in the end.
Therefore ifS,, is secure, generated multisignature
is correct.

We can prove security of unforgeability as fol-
lows:

Theorem 2.

Let G be a GDH group. Thengy, is secure against
forgery of the multisignature set in the random oracle.

Proof of Theorem 2.

We prove tha&,,, iS secure with reduction tine BLS
sighature schemed.et A be a poly-time adversary for
signing &, We will structure the adversaify for
the BLS signature schep®ich that

Advg:::t Slgn(A) = Advtsrllir—]BLS-signatu r(eB)

This means that ithe BLS signature schenig se-
cure (Boneh et al., 2001) then computiig,, is se-
cure.

If Vo iS Open to the public for other multisigna-
ture, it is obvious tha# succeeds in forgery whenever
B is successful. Therefore in this section, we proof the
converse as follows:

B is having a public ke, and access to the ran-
dom oracle and the signing oracB.will run A sim-
ulating the honest player. FirtgivesA the public
keysvg, as the signer’s key in the last ordefy,,,
corresponding to the secret keywf,, ought to exist.
However, the adversary cannot realizg,, because
of the discrete logarithm problem. Thé&rmoutputs the
set of o;ast— 1 pairs of middle key and correspond-
ing multiplicative secret key, which ought to be com-
puted by signersvi, x1), - - -, (Voue—1,Xoas-1), Where

Vi = xg. Let the above key pairs be child signers’
directly connected with the rooB simulatesA’s ran-
dom oracle using its own oracle. Wheneveasks
the honest player to participate in the order-specified
signature generation protocol on some message
forwards the query to its signing oracle and return the
reply back toA. At some poinfA outputs an attempted
forgery S, ThenB computes

XolastH (m>

= (Xolast*]- + 1) pil(S)last - ( iofitilxiflxiH (m)))

It is easy to see th& simulatesA for a valid exper-
iment, runs in time comparable to running timeAof
and that it succeeds in forgery whenepés success-
ful. (QED)



A NEW TREE-STRUCTURE-SPECIFIED MULTISIGNATURE SCHEME FOR A DOCUMENT CIRCULATION

(3) Collusion-secure

Connection between two signerg (1 anduy) is indi-
cated by the product of two secret keys of these sign-
ers §o—1%o included inS,,,). If x;_; andx; of which
X 1% = Xo—1%o CONsisted existedl,_1 andu, could
deny participating in the multisignature with intrusion
into other signers who might hold_,; andxg,.

As a countermeasure against the above, we con-
sider that each secret key is a prime numbéez jn If
any keys is generally a prime, 59 _; andx; of which
X(,_ 1% = Xo—1Xo CONSists do not exist.

(4) Impossibility of Deceptive Participation

A generated multisignature is following:

Sopae =X1X2N + - + X0 1% + XoXo 1+ . ..
+ Xolast— lxolasth + Xolasth'

Thenu, attempts to let; participate in the multisig-
nature without permission in spite of nonparticipation
in the multisignatureu, obtains the public key, of
u, and calculatesy = v+ V5. If Uy could obtainxg,
which was obtained with logarithmic calculation of
Vg = X40, Uo could letu], participate in the multisigna-
ture illegally with following calculation:
S =XaX2h 4+ Xo-1(Xd — Xo)h

+ (Xd - X0>X0+lh +eeet Xolast—lxolasth + Xolasth

(=XXeh+ -+ Xo_1Xh + XpXor1h + . ..
+ Xolast—lxolasth + Xolasth)'

However,u, cannot obtairxy because of the discrete
logarithm problem, sol, cannot calculate the above.

4 BROWSING VERIFICATION
SYSTEM (PROPOSITION)

4.1 Protocol

Our scheme in section 3 expresses order connection

with repetition of the product of two secret keys,

which directly connected signers hold. This expres-
sion is not limited to connect one to one, but enabled
to expand into connecting one to many. Therefore we
can propose a TSS multisignature with repetition of

SYSTEM

The admini who leta
\__ Verification of the tree-structured multisignature set

SEzi o hHT; T 2h+ T2 shH T Ty sh+ T htz @i sh+ah
L={(0,0,1),(0,15.2).(0,163), (0,0t 8). 121 ) 2,11 ) 2 3,21.2) (2 2), (i), (i 2,0}
V=21 20,19+ 21T 20 Ti2Th 39+ Ti2Toag H T GHETi2gH TG

The middle n
at the innes

The top manager at the root u,
(1, v=29)
-~

The middle manager
at the inner u;
(i1, vi1=Ti1g)

ager

(@i2, v
The laborer
at the leaf up3

The laborer
at the leaf uy4
(b3, Vh3=Th39) (o) V04=Th49)

a The Division Managed by ;>

The laborer The laborer
at the leaf uy,; at the leaf uy
(@b.1, V0.15Tb.19) (b2, V62=Tb29)

Ex) The Division Managed by u;,

) )

Figure 2: The outline of our system on a binary tree struc-
ture with three layers.

]

system-on a binary tree structure with three layers in

Figure 2.
We redefine following symbols used in this binary
tree structure with three layers:

G: A group on elliptic curves enabling pairing.

g: Agenerator in a grouf.

e A pairing function.

U: A top manager at the root of the tree structure.

Uio: Middle managers in the inner of the tree structusie (
is the identity number in the inner of the tree structure).

Up,o,- Laborers in the leaf of the tree structui, (s the
identity number in the leaf of the tree structure).

X, V¢ A private key and a public key, which top manager
Ut holds.

X0 Vio. A private key and a public key, which a middle
manageu; o, holds.

Xb,0p+Vb,0,- A Private key and a public key, which a laborer
Up,0, holds.

Lt: Structured information from laborers to the top man-

ager.

Lio: Structured information from laborers to a middle
manageu , -

Lb,0,: Information only a laboreuy o, .

Vt: A middle key for verifying a TSS multisignature.
Vio,Vb,o,: Asub-middle key for generating.

m: A plain message in document for circulating.

h: A one-way hash function ont@ (e.g. MapToGroup.

0i0,0b,00 A signature tom of U o, Or Uy o, based orthe
BLS signature scheme

S: A TSS multisignature.
S.0,S,0,: Asub TSS multisignature for generatisg
The procedure for key pair generation is the same

the connection between a parental signer and manyas the procedure in section 3.2. Therefore we omit the

signers in footings of children. Furthermore we can
propose a browsing verification system of a document
for circulating using this TSS multisignature.

In this section, we explain our new browsing ver-
ification system. As a sample case we consider our

procedure for key pair generation.
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4.1.1 Signing & Aggregation

We show the procedure of signing and aggregation as

follows:
ST1. After the laboreru, 1 browses the message
this laborer computes the following:
h=H(m).
Ob,1 =Xp,1h.
$1 =0p1.
Lo ={(0",up1)}.
0 means thaty, ; is at the leaf.
Vb1 =Vp 1.
This laborer up,; sends the signature

se(ubﬁl,vbﬁl,cb,l,So,l,ILb,l,Vb,l) to a directly
connected middle manager;. Other laborers

Upo,(2 < 0p < 4) also execute the above proce-

dure after they browse the messagand sends

(ub,obavb,obvGb,ObvsD,Ob;Lb,Obvvb,Ob> to a middle
manager (i, = 2, then tou; 1, else tou; 7).

ST2. After the middle manages; ; browses the mes-

sageam, this middle manager computes the follow-

ing:
h=H(m).
0i.1 =X 1h.
S1=%1+%S2
+(X1—1)0p1+ (X1—1)0p2+0i1.
L1 =Lp1+Lo2+{(Up1,U 1) +{(Up2,Ui1)}.
Vi1 =Vh1+W2
+(Xi1— Vo1 + (X1 —1)Vp2+ Vi 1.
This middle manageu;; sends the signature

Se(ui,lavi,laO-i,lva,la]l‘i,la\/i,l) to the top manager
u.. Another middle manages; » also executes the

above procedure after they browse the message

and sends
(Ui 2,Vi,2,0i 2,5 2,Li 2,Vi 2) to U.
ST3. After the top manage; browses the message
m, this top manager computes the following:
h=H(m).
Ot =x¢h.
S=S1+S2+X—1)0i1+ (% —1)0i2+Ct.
Ly =i 1+ Li2 4 { (Ui, ur) + {(ui2, ) }.
Vi=Vi1+Viz+ (% —DVia+ (% — DVviz + W

The top manageu; returns(S, L, ;) as the TSS
multisignature set.

368

511 Signers

(9 Layers)

Figure 3: A binary tree structure in simulation program.

4.1.2 \Verification

When the verifier, e.g. the administrator who let a
document circulated, is given the TSS multisignature
set and has a mean to obtain public keys of all mem-
bers who have browsed a message, he or she verifies
the multisignature as follows:

VT1. The verifier collects al, Vi o, Vb o, DY Lt.
VT2. The verifier verifies the following:
2 4

e(g.W) :'(I_[Ie(Vb,j Vi) - (rLe(Vb,k,Vi,z))

= k=
2

: (I_l e(Vin,\t))-e(g,w) byLt.
n=1

VT3. The verifier compute$ = H(m) and verifies
?
€(g,0t) = e(\; h).
The above procedure has three following
specifics:
e A numerical formula of the TSS multisignature
is the same composition as that of the order-
specified multisignature. Therefore we can ex-

plain security analysis of the TSS multisignature
scheme with the same analysis in section 3.3.

e Our scheme generates the multisignature with
repetition of the product of two secret keys, which
directly connected managers or laborers hold.
Therefore our scheme is suitable for any type of
tree structure.

e Because of expansion of order-specified multisig-
nature scheme, signing order is fixed. Therefore
the verifier can know that a supervisor is sure to
verify whether his or her directly connected sub-
ordinates browse a message or not.

As a result of the above procedure, the verifier can
securely verify not only who browses this message
but also in which order each of members circulates
the document.

4.2 Performance Evaluation

We made the simulation program under the protocol
in section 4.1 on a binary tree structure with 511 sign-
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