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Abstract: Content broadcasting is an effective method of delivering content to a large number of users. Although IP-
based broadcasting services are available on the Internet, their services require a broadcasting server with
huge resources, which makes them unsuitable for personal broadcast applications. An obvious alternative is
to deliver personal broadcasting services over a peer-to-peer network. Several products are now available to
support live broadcasting in such networks. However, live broadcasting in a peer-to-peer network involves a
heavy concentrated communication load and incurs network delays that result in users not necessarily viewing
a live transmission simultaneously. In this paper we consider an alternative type of peer-to-peer broadcasting
scheme offline broadcastingwhich provides a decentralized broadcasting service with anonymity. While
offline broadcasting cannot be used for live broadcast streaming, it can be used to guarantee simultaneous
viewing of predistributed content. We demonstrate that this scheme provides a practical alternative to existing
techniques for broadcasting content that can be created in advance, and present security analysis of the scheme.

1 INTRODUCTION applications such as YouTube tend to adopt a central-
ized approach to content distribution, which does not
1.1 Background suit all application environments.

The increasing importance of CGM raises the in-

Content broadcasting services are used for simulta-teresting question as to whether it is possible for per-
neously distributing information to a great number of Sonal users to advance from the open publication of
users. A conventional broadcasting service requires Multimedia content, which they can do already, to the
a broadcasting server with huge computational re- Provision of their own broa(_dcastmg services, which
sources and places a heavy burden on the networkWe termpersonal broadcastingFrom experience of -
which makes a broadcasting service costly. §X|st|ng applications such as YouTl_Jbe, the capabil-
We are seeing an increase in the significance of ity t0 support anonymous broadcasting would seem a
personal users as multimedia content providers. Fordesirable property of any personal broadcasting appli-
example Consumer generated medi@GM) (Black- cation.
shaw and Nazzaro, 2004) is a term that is increasingly ]
used to describe multimedia content that is created by 1.2  Peer-to-Peer Broadcasting
consumers and delivered over the Internet in relation
to their own experience of products or services. We Peer-to-peer networks provide efficient decentral-
have also seen the rise of YouTube (YouTube, LLC, ized platforms for distributing multimedia content.
2005) as a successful content distribution service for Several network architectures have been proposed
the likes of CGM. Notably, YouTube provides for for peer-to-peer technology, for examp&ontent-
anonymousontent distribution, which may be one of Addressable Networl{CAN) (Ratnasamy et al.,
the reasons for its popularity since virtual identities 2001), Freenet(Clarke et al., 2000)Chord (Stoica
are a widely used in Internet communities. However, et al., 2001), andapestry(Zhao et al., 2004). It has

75

Kiyomoto S., Fukushima K. and M. Martin K. (2009).

AN OFFLINE PEER-TO-PEER BROADCASTING SCHEME WITH ANONYMITY.

In Proceedings of the International Conference on Security and Cryptography, pages 75-82
DOI: 10.5220/0002182100750082

Copyright © SciTePress



SECRYPT 2009 - International Conference on Security and Cryptography

also been shown that a peer-to-peer network can re-the complex issue of managing content-specific keys

duce the overall cost to content providers in compar- at the server end needs to be addressed.

ison with a content distribution scheme based on a  We propose the use oftaned-release encryption

centralized server (Gkantsidis et al., 2006). schemewhich only requires the periodic broadcast-
A number of products to support live broadcast ing of time information. In this way the offline broad-

services in peer-to-peer networks are now available. casting scheme requires no interaction between the

One example i®eerCas(PeerCast.org, 2002), which  broadcaster and users at the time of viewing. With re-

organizes user nodes into a hierarchical structure inspect to anonymity, broadcasters can choose whether

order to enable efficient forwarding of streamed con- or not to link their identity to the content.

tent. Several other peer-to-peer live broadcasting

schemes use a similar approach (Liao et al., 2006;1 .4 Organization

Luac et al., 2007). These schemes successfully use

decentralization to reduce the heavy burden of pro- The rest of the paper is organized as follows. In Sec-
viding a broadcasting service. tion 2, we discuss timed-release encryption. In Sec-

However, these live broadcasting schemes suffer tjon 3 we define the main components and in Section
from two problems. Firstly, at the time of a live broad- 4 we describe our offline broadcasting scheme. We

cast the network experiences a concentrated com-conduct a basic security and efficiency analysis of our
munication load as the live content stream is propa- scheme in Section 5 and then conclude.

gated throughout the community of nodes. The net-

work is further stressed if two or more nodes are si-

multaneously broadcasting. Secondly, although these

schemes aim to be efficient, it is unavoidable that 2 TIMED-RELEASE
there are delays in delivery of the broadcast content, ENCRYPTION
with some nodes receiving it before others.

Timed-release encryptio(TRE) schemes are used

1.3 Offline Broadcasting to control the time at which confidential data is
disclosed. TRE schemes are useful for applica-
tions such as electronic voting, sealed-bid auction, e-
lotteries, and online games (Chalkias, 2007). There
are two approaches to realizing a TRE scheme. The
first usestime-lock puzzlegMao, 2001) (Boneh and
Naor, 2000) (Garay and Jakobsson, 2003) to require
the receiver to perform non-parallelizable computa-
tions in order to recover confidential data. The sec-
ond approach is based on the use dfusted time
1. nodesall have the capability to simultaneously ac- server which periodically publishes content indepen-

cess the content; dent “time information”. Blake and Chan proposed
a scalable public key TRE (Blake and Chan, 2005)
scheme (which we will caBCTRB that uses a time-
Sstamp server.
3. broadcasters can create content anonymously. We base our offline broadcasting scheme on BC-
TRE, which we now briefly outline. Suppose tliat
and G, are respectively additive and multiplicative
cyclic groups of ordeq (g is a prime number). Let
the bilinear pairing be a mag: G1 x G1 — G2 with
the following properties:

In this paper, we propose an alternative approach to
providing broadcasting services in a peer-to-peer net-
work. We refer to it asoffline broadcastingsince
the content is distributed ahead of its start time, but
users cannot view the content until a designated time.
While offline broadcasting cannot be used for live
streaming, it does have the following properties:

2. there is no communication congestion at the des-
ignated broadcast time;

Our offline broadcasting scheme does not require di-
rect communication between the broadcasting server
and users. By predistributing the content, the heavi-
est burden of the scheme is temporally and spatially
distributed amongst the users.

One way to implement an offline broadcasting 1. Bilinearity. The following equations must be sat-
scheme would be to distribute encrypted content in isfied:

advance and then make the decryption key available at &(aP Q) =&(P,Q)2 = &(P aQ),

the broadcast start time. However, if the broadcaster &@aPbQ) =&(P,Q)®,

forwards this decryption the key at the start time then &((a+b)P,Q) =&(aPQ)&(bP Q),

similar network delays to those for live broadcasting &P, (a+b)Q) =&(P,aQ)é(P,bQ),

schemes will be experienced. Alternatively, if the de- for all a,b € Zg, which are taken from among

cryption key is released by a central key server then  equally spaced points on an elliptic curve.
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3 COMPONENTS OF PROPOSED
SCHEME

2. Non-degenerac¥(P,Q) +# 1 is satisfied.

3. Computability.There exists an efficient algorithm
for the computatioe(P, Q).
In this section, we discuss the security requirements

We assume that the discrete logarithm (DL) problem i X
g (L) p and components of our offline broadcasting scheme.

overG1, and the computational Diffie-Hellman prob-
lem are hard. From the existence of bilinear pairing in ..
the underlying group, the decisional Diffie-Hellman 3.1  Entities
(DDH) problem can be solved. Thu&; is a Gap
Diffie-Hellman group which is found in supersingu-
lar elliptic curves or hyperelliptic curves over a fi-
nite field. The bilinear pairing is derived from the
Weil or Tate pairing. Furthermore, the Bilinear Diffie-
Hellman (BDH) problem is assumed to be hard. For
more information, see (Boneh and Franklin, 2001).

The BCTRE scheme uses two cryptographic one-
way hash functionsHs : {0,1}* — G}, H2: G2 —
{0,1}". The scheme consists of the following five ®
steps.

Four entities are involved in our offline broadcasting
scheme.

e Broadcast Stations.Broadcast stations broadcast
their content to users according to a time schedule.
The stations upload a program schedule detailing
their broadcast content to a program-listing server
to spread information about their offerings.

Users. Users receive broadcasting services from
broadcast stations with the assistance of a time

. . server.
e Server's Key Generation. A time server of a

trusted third party randomly pickS as a gener-
ator of G1 and a private keg € Ly The server
then computes the public kesG and the public
key andG are made publicly available.

User's Key Generation.Each user picks a secret
keya; € Zq and computes the corresponding pub-
lic key (&G, asG).

e Time Server. A time server distributes valid time

information to users. The time server is assumed
to be trusted.

Program Listing Server. A program listing
server manages programs of broadcast content.
Users obtain information on future broadcast
content from the program-listing server. The
program-listing server is assumed to be trusted.

e Time Information Generation. At atimeT €
{0,1}*, the time server publishes a signature
sHi(T) for the time T. Note that every user
can verify its validity by checking(sG, H1(T)) =
&(G,sHi(T))).

e Encryption. Given a messagl and a receiver’s
public key (& G,a;sG), a sender randomly picks
r = Zg and computesG andrajsG. The sender
then computep = &(rajsG H1(T)), whereT is
the moment in time when the ciphertext should
be decrypted. Finally, the sender computes the
ciphertexCT = (rG,0 = M@ Ha(p)).

e Decryption. Given a ciphertextCT, a re-
ceiver’s private keys and a time datunsH(T)
from the server, the receiver computes =
&(rG,sHy(T))%, and then the receiver recovevs
by computingo @ Ha(p'). o

The BCTRE scheme is intended for content distribu-
tion to one user. In Section 3.3 we adapt it so that we
can apply it to a broadcasting scheme.

Note that in many of the CGM applications for this
type of scheme the set of broadcast stations and the
set of users will be the same.

3.2 Security Requirements

The main security requirements for an offline broad-
casting scheme are summarized as follows.

e Timed Release Capability. Access to broadcast
content must be infeasible until the designated
time. While users may be able to obtain encrypted
content in advance, they should not be able to
view the content until the intended time, at which
point they should be able to view the content at
the same time.

No Content Plagiarism. Content must not be
plagiarized before its scheduled viewing time.
This is a particularly important issue for an offline
broadcasting service. The content is distributed
in advance, and an attacker can potentially re-
distribute the encrypted content as their own orig-
inal content. Thus, information about the owner-
ship of the intellectual property must be protected
until the designated time for viewing. Details of
this type of attack will be discussed in Section 5.

71



SECRYPT 2009 - International Conference on Security and Cryptography

e No Masquerading. Masquerading as a legiti-
mate broadcast station must be impossible. An
attacker may create content while pretending to
be a broadcast station. It must be impossible for
attackers to place the appearance of responsibility
for illegal content on other broadcast stations.

3.3 Timed-Release Broadcast
Encryption Scheme

We now modify the BCTRE scheme to allow it to be
used for broadcast encryption. We refer to the modifi-
cation asBroadcasting-BCTRE (B-BCTRE)he no-
tation is the same as for BCTRE (see Section 2.2).
The scheme is as follows:

Server’'s Key Generation. This step is the same
as for BCTRE.

Broadcast Station’s Key Generation. Each

broadcast station selects a secret beg Z; and

computes a public kelg;G that is made publicly
available.

Time Information Generation. At a time
T € {0,1}*, the time server publishes a signa-
ture sHy(T) and sHy(T) for the timeT. Ev-
ery user can verify its validity by checking
&(SG,Ho(T)) = &(G,sH(T))) and(sG Hy(T))

= &(G,sHi(T))). Ho is a cryptographic one-way
hash functionHp : {0,1}* — Gj.

Encryption. A broadcast station randomly picks
acontent key seeiS= {0, 1}*andr = Z;, where
kis a security parameter and satisfies n. Then
the station computess. Next, the station com-
putesp = &(rsG,Ho(T))é(bisG H1(T)), whereT

is the target time for decryption of the cipher-
text. Finally, the station computes the ciphertext
CT = (rG,0 =KS® Haz(p)).

Decryption. Given the ciphertextT, the broad-
cast station’s public keyp;G, and a time datum
sHy(T) andsHy(T) from the server, the receiver
computep’ = &(rG, sHy(T))é(bG,sHi(T)), and
then recover& S by computingo & Hz(p’). Note
that only a valid public key of the broadcast sta-
tion can recover a valiS, therefore, the decryp-
tion process implicitly checks the authenticity of
content distributors.

3.4 Content Encryption

Multimedia content typically involves huge amounts
of data and the software that displays it must de-
crypt the content in real time. Thus, the content itself
should be encrypted using relatively efficient sym-
metric techniques based on either a block cipher or
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Figure 1: Data Format of Distributed Content.

stream cipher. The content can be played with de-
crypting the encrypted content. In general, a two-
layered structure is used by distribution services to en-
crypt multimedia content (Open Mobile Alliance Ltd,
2008). First, content is encrypted with a content key
CK using a symmetric key encryption algorithm, and
thenCK is wrapped using another key that is unre-
lated to the content key.

We denote the encryption and decryption algo-
rithms for the B-BCTRE scheme by £ and 7D
respectively. The B-BCTRE scheme is used for en-
crypting the content key seddS. Symmetric key en-
cryption and decryption are denoted bg ands .

We also define a key derivation functisap 7 (KS)
that outputs the content key from the seed. The func-
tions are described as follows:

7€ :CT «— 7% (KSPuw,Pr,T),

TP :KS— T2 (CT,Pu,TI),

XKDF :CK— xD7 (KS),

SE :EMC«+ s£(CK,MC),

5D :MC — 52 (CK,EMC),
whereMC andEMC are multimedia content and en-
crypted multimedia content respectively. The sym-
bols Pu, andPrp denotes a public kel G and pri-
vate keyb; of the broadcast station. The public key of
the time servesG, designated timé&, and time infor-
mationsH;(T) from the time server are denoted by
Pw, T, andTIl. We assume that the symmetric key
encryption schemg £, s », and the key distribution
functionx » ¥ are secure.

3.5 Data Format of Distributed Content

The data format of the distributed content is shown
in Figure 1. Content data consists of the body of the
content and its digital signature. The body of content
consists of four data blocks as follows:

e Index Key: This information is an index key for
searching for the content on a peer-to-peer system.

e Content Info.: The content information field in-
cludes reference information, such as index keys
for the previous and following content and the
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broadcasting time (start time for the content and

its expected end time). The designated time of

the content is specified in the content information
field as the start time of the content. If the content
is a part of a program that is divided into sections,

the user obtains the next section by referring to the

content information field before the start time.

e Public Key or Link Info.: This data is a public
key certificate of the broadcasting station or its
link information. The user obtains the public key
from the content information field or a server that

stores the public key certificate of the broadcast

station, using the link information. The user first
verifies the public key, using its certificate, and

then uses the public key for decryption at the des-

ignated time.
e Encrypted Content FieldThis data consists of

all the encrypted data, namely the encrypted con-
tent key seed using B-BCTRE and the encrypted

content using the symmetric key encryption algo-
rithm.

function outputs addresses of nodes where content
is stored. An index key for the desired content is
used to search for the content. A scalable search
mechanism is designed into existing peer-to-peer
systems.

e Storage for Content: Each node provides storage

for content. This function also provides a regis-
tration mechanism for content items in order to
provide information to the peer-to-peer system.
Nodes register the contentin their storage with the
peer-to-peer system.

e Content Distribution: This provides a protocol for
distributing content between nodes. A node sends
content that is requested by another node. Con-
tent is sometimes distributed using indirect com-
munication between nodes, in which case content
is sent to a requesting node via one or more in-
tervening nodes. Nodes along the communication
chain store the requested content automatically, if
their storage has sufficient space.

In addition to the above general functionality, in our

In order to detect modification of any information that  system each node has additional security functionality
must be opened before the designated time, such agis follows:

the index key and content information, the broad-
cast station may compute the digital signat@re-
biH1(CB) using the appropriate private kéy, where
CBiis a bit string of the content body. This signature
can be verified by using the public key of the broad-
cast stationbiG as €(G,S) = ébG,H;1(CB)). The

signature must be computed using the same private ®
key of the broadcast station as the one used for timed-

release encryption of the content.

4 OFFLINE BROADCASTING
SCHEME

e Content Management: Stored content can be ver-
ified, ensuring that the signature is valid. This
functionality also checks content information and
will remove any content whose designated time
has expired.

Decryption: This function receives time informa-
tion and decrypts content on its scheduled time for
viewing. This function is assumed to decrypt the
content to protected memory in order to avoid the
potential for making an illegal copy of the content.

Broadcast stations join the peer-to-peer system as
nodes and can both create and encrypt content. The
encryption function uses the B-BCTRE scheme de-
scribed in Section 3.3. Furthermore, for the offline

We now present our offline broadcasting scheme. We proadcasting service, we add two servers to the peer-
will also explain how to realize an anonymous broad- to-peer system as follows. These servers are common

casting service.

4.1 System Architecture

Figure 2 provides an overview of the system architec-
ture to support our offline broadcasting scheme. We ®
assume that the scheme is constructed on an exist-
ing peer-to-peer network architecture such as CAN,
Chord, Freenet or Tapestry (see references). Such

peer-to-peer platforms normally provide the follow-
ing functionality:

e Discovery of Content: The peer-to-peer system

provides a search function for each node. This

services for all broadcast stations and users.

e Time Server: The time server generates time in-
formation periodically, and sends time data to
other nodes by broadcasting/multicasting.

Program Listing Server: The program listing
server publishes a program list of broadcast ser-
vices. Broadcast stations register information
about their content, such as a summary, index key,
and the designated viewing time of their content
items.
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Figure 2: System Overview.

4.2 Procedure for Content Broadcasting 5. A content item whose designated time has passed

is removed from storage. In this way, content

The procedure for content broadcasting in our offline  that the user has finished viewing is automatically
broadcasting scheme is described as follows: deleted from storage.

1.

80

. A user checks a program list on the program list-

The broadcast station encrypts its content and reg- . .

isters it on the peer-to-peer network. The broad- 4.3 Anonymous Broadcasting Service

cast station uploads information about the content

to the program listing server, which could include Our scheme can be extended to an anonymous broad-

a summary of the content, an index key for the casting service by making the broadcast station’s pub-

content, the designated time, and a public key cer- lic key anonymous. When the broadcast station wants

tificate for the broadcast station. an anonymous broadcasting service, the station gen-

erates a public-private key pair for each item of con-

ing server and searches for interesting content, Ty anq stores the puplic key _in the content infor-

then downloads that content from the nearest nodemat'on field. If the SErvice requires that o_nIy autho-

that has it. The content is distributed to users by rized broadca_st stations can d'St”bUte. their content to

such actions. users, a cgrtlflcate authority may provide a cer_tl_ﬂcate
of the public key that does not include the identifier of

. When the user receives the content, the user ver-the station, but does include membership information.

ifies it as follows. If the content includes a digi- Users verify the public key using the membership cer-
tal signature from the broadcast station, the user tificate.

obtains the public key of the station and verifies In a peer-to-peer network, it cannot be determined
the signature. If the signature is invalid, the user \yhether content is created by a node or copied from
destroys the content. Otherwise, the user storeSpther nodes. Furthermore, users can verify the sig-
the contentin his own storage for the peer-to-peer nature and decrypt the content using the public key
system. and time information, however a user cannot deter-

. A time server periodically broadcasts content- mine the owner of the public key. Thus, the scheme

independent time information. When the user re- can be used to provides an anonymous broadcasting
ceives a time datum corresponding to the desig- Service.

nated time of the content, he can decryptand view  Note that a broadcast station can always prove that
the content. If the content item indicates that an- the station is a valid creator of the content because
other follows, the user searches for the next con- the broadcast station has the private key related to the
tentitem and downloads it while watching the cur- public key. If the content from the station is plagia-
rent content. The user views the subsequent con-rized, the broadcast station can provide evidence con-
tent item after finishing the current item, by de- firming its role as creator by demonstrating the use of
crypting the subsequent item with the next time the corresponding private key to a trusted third party.
datum. Our offline broadcasting scheme thus achieves
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anonymity of broadcast stationssince it is not the altered content as their created content, before the
known who broadcast a particular content. If re- designated time for the original content. If we used
quired, a broadcaster can repeatedly associate théhe basic BCTRE scheme without modification, this
same pseudonym with broadcast content in order to attack would be successful. However, our scheme re-
build up a reputation but without revealing their iden- quires both the public keys for the content creator and
tity, just as in the case of YouTube. In addition, it for the time datum specifying when the content is to
is worth noting that users also receive a degree of be decrypted. The attacker cannot decrypt anything
anonymity since a node cannot know whether another until the designated time for the content, and cannot
node decrypts and views specified content, even if the create altered content that is decryptable using the at-
node has the content. tacker’s public key. Therefore, this security require-
ment is met. After the designated time, we should
protect the content not by using cryptographic tech-
5 ANALYSIS Iniques, but by using techniques that will be discussed
ater.

No Masquerading. To masquerade as a valid broad-
cast station, a private kdy is needed to compute a
valid B-BCTRE ciphertext and signature. From the
assumptions of the DL and DH problems, it is infea-
sible to obtainb; without unrealistic computational

5.1 Security Analysis

We now comment on the security of the proposed of-
fline broadcasting scheme. We first examine the se-

CUT'W of B'BCTRE’. then the thrge main seg:unty "€ cost. Thus, the proposed scheme is secure against a
quirements of Section 3.2, and finally consider some

other security issues. masglieradingfittacy

Security of B-BCTRE. Since B-BCTRE is only a  Denial of Service.An attacker may try to obstruct the
slight modification of BCTRE, the security proof of ©ffline broadcasting service by altering content infor-
B-BCTRE is very similar to that of BCTRE. A sketch Mation such as reference information and start time,
of the security proof is as follows. As described in @nd then distributing altered content. However, this
(Blake and Chan, 2005) for BCTRE, we can rewrite attackis infeasible because any modification of the in-
anysHo(T;) = wjsGfor some unknowm;. The prob- formation can be detected by verifying the signature
lem of an adversary decryptirgS without sHy(T;) on the content body. Contentwith an invalid signature
becomes that of finding(G,G)™" from sG, w;G, will be removed from the peer-to-peer system. An-
rG, which is equivalent to the bilinear Diffie-Hellman  Other possible avenue for a denial of service attemptis
problem. This problem is the same as the original foran attacker to destroy contentitems stored on their
BCTRE scheme. Hence, as long as the bilinear Diffie- ©Wn node. This attack is also not effective because
Hellman is difficult, the adversary cannot decri§s users can obtain the content items from other nodes.
before its designated time unless they collude with the AlSO, an attacker may try to generate a huge volume
time server. Secondly, we consider the problem of an ©f dummy content items and distribute them in order
adversary generating ciphertext of the broadcast sta-{0 Saturate the storage capacity of other nodes. This
tion i without the private key;. This problemis also 1S @ general issue in peer-to-peer content distribution
equivalent to the bilinear Diffie-Hellman problem of SysStems, however each node can check and remove
computingelG, G)Ps% from sG, w G, andbG, where nor)-vahd.content from its own storage, and it would
sHi(T)) = wsG. Thus, the adversary cannot alter a ci- be infeasible to saturate the storage of all nodes.
phertext of the broadcast station under the assumptionContent Protection on a Peer. After decryption of
that the bilinear Diffie-Hellman problem is difficult. a content item, an attacker has full access to the con-
Timed Release Capability. No user can decrypt a tent. The attacker may copy this illegally or use it
content item without a time datusiy (T), because it  as their own content. This problem is a general is-
isimpossible to obtain a private keyvithin the limits sue for digital rights management systems for mul-
of feasible computational complexity. timedia content. A cryptographic technique cannot
No Content Plagiarism. A potential scenario for  protect against such actions. However, commercial
content plagiarism is as follows. An attacker obtains DRM services solve this problem using a number of
an encrypted content item created by a valid broad- techniques. If content decryption is executed in mem-
cast station. Next, the attacker separates the own-ory that the attacker cannot access then the content
ership information from the encrypted content and is securely protected. Therefore, we should prevent
the B-BCTRE ciphertext, and then creates an alteredaccess to plaintext content by an attacker. Further-
content item using the encrypted content and the B- more, we must ensure that content whose designated
BCTRE ciphertext. Finally, the attacker distributes time is past is automatically removed from the peer-
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