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Different buyer-seller watermarking protocols have been proposed to address preserving the digital rights of

both the buyer and the seller over the first-hand market. However, the support of the digital rights over the
second-hand market is still rarely addressed. This paper proposes an effective and secure watermarking
protocol for digital rights protection over the second-hand market. This protocol achieves customer’s rights
protection, copy deterrence, protocols' practice applicability, preventing the buyer’s participation in the
dispute resolution and defending man in the middle attack along with solving the unbinding and conspiracy
problems over the second-hand market. The protocol's security is based on the public key infrastructure
(PKI) and exploits the existence of the certification authority (CA) that is considered the only trust anchor

between the buyer and the seller.

1 INTRODUCTION

In the last few years, the internet has seen dramatic
growth in the demand of the digital contents in
different forms. This led to the evolution of different
e-commerce models such as Business-to-Consumer
(B2C), Consumer-to-Consumer (C2C) and Business-
to-Consumer-to-Consumer (B2C2C). However, the
ecase of illegal copying and distributing of the digital
objects over the internet represents a major threat to
these models. This leads to the evolution of a great
challenge represented in preserving the digital rights
of the seller (business) and the buyer (consumer). In
order to tackle this challenge over the first-hand
market, several buyer-seller watermarking protocols
have been proposed (L.Qian, 1998), (Memon N.,
2001), (Ju, H.S., 2002), (Chin-Chen Chang, 2003),
(Lei C.-L, 2004) and (J.Zhang, 2006).

On the other hand in order to support the rights
protection of the digital objects over the second-
hand market, S.C.Cheung and Hanif Curreem
(Shing-Chi Cheung, 2002) have proposed buyer-
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seller watermarking protocol for digital contents
redistribution over the internet (second-hand
market). In this protocol, the buyer requests a valid
watermark from watermark certification authority
(WCA) with his/her public key (Pkp). The

watermark certification (WCA) then issues the buyer
a valid watermark (W) and its digital signature of the
encrypted watermark (Signy c A (Epxp(W))) named

as watermark certificate. When the buyer requests to
purchase a digital object (X) from the reseller, the
buyer sends the reseller his/her watermark
certificate. The reseller then sends his/her copy of
the digital object (X) along with the buyer’s
watermark certificate to the content distributor (CD)
and requests transfer of ownership. Finally, the
content distributor (CD) transfers the ownership
from the reseller to the buyer and sends the result to
the reseller who will in turn send it to the buyer.
This protocol supports the change of ownership and
relaxes the requirement of confidentiality of
encrypted watermarks (Shing-Chi Cheung, 2002).
Furthermore, the protocol prevents the buyer from
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the participation in the dispute resolution. However,
the proposed protocol has not protected the
customer's rights totally since it allows a malicious
content distributor (CD) to access the reseller's copy
of the digital object. This will allow the malicious
content distributor (CD) to illegal resell that copy
and the reseller has no way to prove his/her
innocence. The protocol's practice applicability has
not been achieved totally since the buyer has to
contact more than one party (i.e. the reseller and the
watermark certification authority) to complete the
purchase  transaction which is  considered
inconvenient in practice. In addition, the protocol
has not solved the unbinding problem (Lei C.-L,
2004) since a malicious seller is able to intentionally
transplant a watermark initially embedded in a copy
of certain digital object into another copy of a
completely different digital object provided both
copies are sold to the same innocent buyer.
Furthermore, the protocol has not solved the
conspiracy problem (J.Zhang, 2006) since a
malicious seller may cooperate with an
untrustworthy watermark certification (WCA) to
fabricate piracy to frame an innocent buyer; on the
other hand, a malicious buyer may collude with an
untrustworthy third party to confound the tracing of
piracy by removing the watermark from digital
digital object.

In this paper an effective and secure
watermarking protocol for digital rights protection
over the second-hand market that overcomes all the
previously mentioned shortcomings along with
preventing the man in the middle attack is proposed.
The proposed protocol exploits the idea of the
buyer's dual signature of the purchase order and the
associated buyer's unique watermark to solve the
unbinding problem along with its dependence on the
existence of the trusted certification authority (CA)
to solve the conspiracy and the buyer’s participation
in the dispute resolution problems.

The rest of this paper is organized as follows. In
section (2) the proposed watermarking protocol is
elaborated. Section (3) discusses how the proposed
protocol achieves its goals. Section (4) concludes the
achievements done.

2 PROPOSED SCHEME

The proposed protocol composes of two sub-
protocols which are watermarking
generation/insertion protocol and dispute resolution
protocol. The proposed protocol assumes that each
of the buyer, the seller, the reseller and the judge has
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a key pair (Pky, Sky) such that (Pky) is the public key
of party (I) and (Sky) is the private key of party (I).
Each key pair is associated with a valid X.509-
compliant digital certification (R.Housley,2002)
issued by trusted certification authority (CA). This
will help to establish the public key infrastructure
(PKI). In addition, the protocol can deploy any
invisible and private watermarking technique taken
into consideration that the attacks of watermarking
technique are out of scope of this paper.
Furthermore, the proposed protocol assumes that the
encryption function used in the public key
infrastructure is a privacy homomorphism with
respect to the watermark insertion operation (&)
(D.Stinson, 1995). The privacy homomorphism
property states that for every (a) and (b) in the
message space, there exists an encryption function
(Epg1) and watermark insertion operation (@) that

satisfy equation (1).

Epk1(a®b)=Epk1(a)® Epy(b) (1)

For example, the well known RSA cryptosystem
(R.Rivest, 1978) is a privacy homomorphism with
respect to the multiplication (D.Stinson, 1995).

The proposed protocol assumes for the first-hand
market that the reseller (R) purchases a copy of the
digital object (X) from the seller (S) associated with
a digital object's license (OL). The digital object (X)
contains the seller’s unique watermark (Q) and the
reseller’s unique watermark (#). On the other hand,
the digital object's license (OL) contains the
reseller’s unique customer number, the index
number of the original digital object. The index
number is the storage identification of the original
digital object (X) in the seller’s digital contents
database. In addition, the digital object's license
(OL) also contains the reseller’s number of the
resells allowed that counts down with every
purchase transaction. In order to prevent the reseller
(R) from tampering with the digital object's license
(OL), the seller (S) maintains a copy of the reseller
(R) digital object’s license (OL) in his/her rights
management database (RMDB).

The parties involved in the proposed protocol are:

= (B): The buyer of the digital object (X).

= (R): The reseller of the digital object (X) who
was a buyer in the first-hand market.

= (S): The seller and the owner of the digital
object (X).
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2.1

Watermarking Generation /
Insertion Protocol

In order to support the digital rights protection over
the second hand market, the following steps which
are illustrated in figure (1) are conducted:

1.

2.

3.

(B) sends (R) a request to purchase the digital
object (X).

(R) responds to (B) with his/her digital
certificate (Certc 4 (R)).

(B) and (R) set up a common agreement (ARG)
between them. This (ARG) identifies the digital
object (X) to be purchased and states explicitly
the rights and obligations of (B), (R) and (S).
Furthermore, this (ARG) is considered as a
purchase order that binds the digital object (X)
to the specified purchase transaction.

(B) computes the message digest of (ARG), i.e.
(H(ARG)), and encrypts the output with his/her
private key (Eg;p(H(ARG))) to be sent later to
(R) in step (8) who will in turn send it to (S) in
step (10). The result (Egj g (H(ARG))) is used by
other participants (i.e. (S) and the judge) to
verify that (B) has done the purchase order
(ARG).

(B) generates for this transaction a unique
watermark (Wpg). This watermark will be used
twice during this protocol. First, (B) will
encrypt this watermark (Wp) with (B)'s private
key and the result is then encrypted with (CA)'s
public key (Epyc(Esrp(Wp)). This will be
used by the judge in case of dispute to know
(B)'s  watermark  (Wp)  without (B)’s
participation in the dispute resolution as
explained in the dispute resolution protocol
(section (2.2), step (3)).

The second usage of (B)’s unique watermark
(Wp) is to allow its embedding into the digital

Buyer Reseller
®) ®)

Purchase request

(Certe s R))

(Epp (WB)), (Eskp(H(ARG))), (Epkc 4 (Esxp (WEBD),

(Egxp (HE(WEHARG)), (Certes (BY

(ESKR(OL)), (EpkrOWR)), (Certra (B)),

SECOND-HAND MARKET

object (X) without allowing neither (R) nor (S)
to access (Wp). This can be achieved by
encrypting the watermark (Wpg) with (B)’s
public key (Epjp(Wp)) to be sent later to (R) in
step (8) who will in turn send it to (S) in step
(10). It is worth mentioning that (S) will be able
to embed (B)'s watermark (Wp) in the digital
object (X) without having access to (Wp) by
exploiting the privacy homomorphism property
of the encryption function used with respect to
the watermark insertion operation as shown in
step (17).

(B) computes his/her dual signature by
calculating the message digest of the watermark
(Wp), i.e. (H(Wp)), and concatenates it with the
message digest of the (ARG) (i.e. (H(ARG)))
computed earlier. The result is then hashed and
encrypted with (B)'s private key. The output of
this process (Egyp(H(H(Wp)+H(ARG)))) is
considered as (B)'s dual signature of (ARG) and
(Wpg). This dual signature will prevent a
malicious seller from intentionally transplant
(B)’s unique watermark (Wp) into another
higher-priced copy and hence solving the
unbinding problem.

(B) sends (R) the results of step (4)
(Esk(H(ARG))), step(5) (Eprcy(Eskp(WB)),
step  (6) (Epyp(Wp)) and step (7)
(Egyp(H(H(Wg)+H(ARG)))) along with his/her
certificate (Certc 4(B)).

(R) computes the message digest of (ARG), i.e.
(H(ARG)), and encrypts the output with his/her
private key (Eqpp(H(ARG))). The result
(Egkr(H(ARG))) will be used by the judge in
the dispute resolution protocol to compare it
with (Egjp(H(ARG))) to validate the agreement
of both (B) and (R) on the purchase order
(ARG).

Seller Certification
) Authority

Epk s (Egkr(WR))), (EgirHARG)),
(Certe g (R)), (Egip (HHOVR)HH(ARG))),
(Eqkr (H(ARG)), (ARG)

(EgksEpkp X)), EgksEpLRIOLM)

(Epkca(Eskp(We))

(Certg 4 (B))

(Egkca(E pLB (WE)

(EgkSEPKB X)), (Certcyg (S))

Figure 1: Watermarking generation/insertion protocol.
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10.

11.

12.

13.

14.

15.

(R) encrypts his/her digital object's license (OL)
with his/her private key (Egp (OL)) and sends it
to (S) along with the result of step (9)
(Egigr(H(ARG))), the purchase order (ARG) and
his/her certificate (Certr 4 (R)). In addition, (R)
forwards to (S) the following items received
from (B) (Egip(H(ARG))),
(Epkc4(Eskp(WB))). (Epkp(WB)),
(Es;p(H(H(Wp)+H(ARG)))) and (Certc 4(B))
In order for (S) to ensure that (B)'s watermark
(Wp) used in (Epyc4(Eg;p(Wp))) is the same
as (B)'s watermark (Wp) used in (Epyg(Wp)).
This will prevent malicious (B) from fabricating
piracy to frame (S). (S) performs two steps.
Firstly, (S) sends (Epyc4(Eskp(Wp))) and
(Certc4(B)) to (CA). (CA) then decrypts
(EppcA(Eskp(Wp))) using its private key
followed by decrypting the output (Eg;p(Wp))
with (B)'s public key resulting in (Wp) as
illustrated in equations (2) and (3). (CA) then
encrypts (Wpg) with (B)'s public key obtained
from (Certc4(B)) followed by encrypting the
output with (CA)'s private key. Finally (CA)
sends the result (Egj o4 (E PkB(WB)) to (S).

EskB(WB) =DskcA(Epkca(Eskg(WB))) (2)

Wg =Dpyp (Eskg(WR)) 3)

Secondly, (S) decrypts (Egrc4(E prp(Wp)
using (CA)'s public key and then computes the
message digest of the result (E PkB(WB)) (i.e.
H ((E ppp(Wg)))) and computes the message
digest of (Epjp(Wp)) sent eatlier by (R) in step
(10) (i.e. H((Eprp(Wp))) ) and compares them.
If they are equal the protocol continues else the
protocol throws exception and terminates.

In order to validate the agreement between both
(B) and (R) on the purchase order (ARG), (S)
decrypts (Egjp(H(ARG))) using (R)’s public
key then decrypts (Egjp(H(ARG))) using (B)’s
public key and computes the message digest of
the (ARG) sent by (R), i.e. (H (ARG)), and
compares the three outputs. If they are equal the
protocol continues else the protocol terminates
(S) decrypts (Egpp(OL)) using (R)'s public key
to get (R)'s digital object's license (OL). (S) uses
(OL) to obtain the reseller's unique customer
number and the index number of the original
digital object (X) then uses these information to
search his/her rights management database
(RMDB) for the number of resells allowed for
(R).

(S) checks the number of the resells allowed for
(R) against the number of copies of the digital
object (X) requested by (B) specified in the
purchase order (ARG). If valid the protocol
continues else the protocol terminates.
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16.

17.

18.

19.

20.

21.

22.

(S) uses the index number of the original digital
object (X) to retrieve it from his/her digital
contents database. (S) then generates for this
transaction a unique watermark (7) and inserts
it in the digital object (X) by using equation (4)
resulting in (X ).

X)=(X) ® (V) @
(S) encrypts (X) with (B)'s

(Epp(X)) (B)'s
watermark (Epjp(Wp)) in it through calculating
equation (5) that exploits the privacy
homomorphism property of the encryption
function used (Epypg) with respect to the

public key

and inserts encrypted

watermark insertion operation(®).

Epip(X ) =Epxp(X) ® Epyg(Wp) (5)

(S) then updates the number of resells allowed
for (R) in (S)’s rights management database
(RMDB) (counts down the number of resells
allowed) and generates a new digital object's
license (OL') for (R). In order to send the
updated version (OL’) to (R) while preventing
man in the middle attack, (S) encrypts (OL')
with (R)'s public key and then encrypts the
result with (S)’s private key (i.e.
(Esrs(Epgpr(OL’)))) In addition, (S) encrypts

(Eprp (X")) using his/her private key
(Esis(Epkp(X ")) (R)

(Esks(Epkp(X ) and (Egys(EpkR(OL))).

(S) stores in his/her sales database the following
items V), (ARG), (Egp(H(ARG))),
(Eskp(H(ARG))), (Epkca(Esgs(Wp)),
Certc4(B), Certc4(R),
(Egyp(H(H(Wp)+H(ARG)))). Since (V) is
unique for each purchase order, (S) can retrieve
any purchase order's information using (V).

(R) obtains his/her updated digital object's
license (OL') by using equation (6) and (7).

EpgRr (OL") = Dpgg( Egks(Epkr(OL))) (6)

(OL') = Dgg R (Epkr (OL") (7

(R) sends (B) (Esgs(Epgp(X')) and
(Certc 4(S)). It is worth mentioning that (R) has
obtained (Certr4(S)) during the first-hand
market purchase transaction with (S).

F 1na11y (B) obtains the final digital object (X )
by using equation (8) and (9).

Epip (X)=Dpg( Egks(Epkp (X)) (8)
X =Dgyp (Epxkp (X)) )

and sends
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2.2 Dispute Resolution Protocol

When a pirated copy (Y) of an original digital object
(X) owned by (S) is found in the market. (S) starts
gathering the required information to specify the
original buyer (copy deterrence). In order to
represent to the judge the needed clues to declare the
responsible buyer guiltiness, the following steps are
conducted:

1.

(S) runs the corresponding watermark detection
and extraction algorithm to extract his/her
watermark (V) from the pirated copy (Y). (S)
uses (¥) which is unique for each purchase
order to search his/her sales database for the
matching record. Upon finding it, (S) retrieves
the associated following items (V), (ARG),
(EskR(H(ARG)), (Esyp(H(ARG))),
(Eprca(Esip(Wg))), Certcy(B), Certcy(R),
(Egyp(H(H(Wp)+H(ARG)))) and sends them
along with (X') (i.e.(X'=X ® V)) and (Y) to the
judge.

In order to make sure that (B) has purchased the
digital object (Y) from (R) with (S)’s
agreement, the judge decrypts (Eq;p(H(ARG)))
with (R)’s public key by using equation (10)
then decrypts (Eq;p(H(ARG))) with (B)’s
public key by using equation (11) and finally
computes the message digest of the (ARG) sent
by (S) (i.e. (H (ARG))) and compares the three
outputs. If they are equal the protocol continues
else the protocol terminates with declaring (B)
as innocent.

H(ARG) = Dpig (Egkr(H(ARG))  (10)
H(ARG) = Dpyp (Egkg(H(ARG)))  (11)

In order to validate (B)’s ownership of the
pirated copy (Y), the judge performs two steps.
First, the judge obtains (B)’s watermark without
(B)’s participation by sending
(Eppca(Eskp(Wp)) to the certification
authority (CA) along with the judge's certificate
(Certc4(J)). The certification authority (CA)
decrypts (Eppc4(Esrp(Wp))) using its private
key and then encrypts the output with the
judge's public key obtained from his/her
certificate and sends the result
(Epjj(Esrp(Wg))) to the judge. The judge then
obtains (Wp) by using equation (12) and (13).
EgkB(WB) = Dsi(Epkj(Eskg(Wg))  (12)
Wp=Dpkp(EskB(Wp) (13)
The second step to validate (B)’s ownership of
the pirated copy (Y) is done by the judge by
running the corresponding watermark detection

and extraction algorithm taken (X'), (Wp) and
(Y) as inputs. If (Wp) is detected the protocol

SECOND-HAND MARKET

continues to prove (B) guiltiness else the
protocol terminates with declaring (B) as
innocent.

Finally, the judge needs to validate that (B) has
purchased the digital object (Y) from (R) with
(S)’s agreement and that (B)'s watermark (Wp)
is used with this purchase order (ARG). This can
be achieved by computing (B)'s dual signature
of the (ARG) and (Wp) through calculating the
message digest of (ARG) (i.e. (H'(ARG))) and
the message digest of (Wp) (i.e. (H'((Wp)))) and
concatenating them and then computing the

message  digest of the result (ie.
(H'(H'(ARG)+(H'(WB)))). Furthermore, the
judge decrypts  (Esp(H(H(Wp)+H(ARG)))

using (B)’s public key and compares the result
(H(H(WB)+H(ARG))) with
(H'(H'(ARG)+(H'(WB))). If the comparison fails
then (B) is declared as innocent otherwise (B) is
declared as guilty.

3 DISCUSSION

In this section, the capabilities of the proposed
protocol to achieve the desired features over the
second-hand market are elaborated as follows:

The proposed protocol is fair enough for the
buyer achieving the customer's rights protection.
Since the buyer is the only one who has access
to both his/her watermark (Wp) and the final

digital object (X”). Therefore, a malicious seller
is prevented from fabricating piracy to frame an
innocent buyer either by illegally reselling

his/her digital object (X”) or using the buyer's
watermark (Wp) in any illegal way. In addition,

the protocol prevents a malicious buyer from
removing his/her watermark (Wp) from the final

digital object (X”) since he/she does not have
access to either the original digital object (X) or
knowledge of the embedding watermarking
algorithm used by the seller. Furthermore, the
protocol secures the reseller since his/her copy
of the digital object (X) is not revealed to any
party during the protocol's procedures.

The protocol solves the copy deterrence
problem. Since the proposed protocol enables
an honest seller to trace the pirated copies to the
original buyer by allowing the seller to insert
his/her unique watermark (7) which is unique
for each purchase order in the digital object (X)
and then storing (¥7) with the buyer’s identity
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and all the purchase transaction information in
the seller's sales database.

= The buyer’s participation in the dispute
resolution is not required since the protocol
exploits the existence of the certification
authority (CA) as the only trust anchor between
the buyer and the seller.

= The buyer has to contact only one party (the
reseller) in order to complete the purchase
transaction  which is  considered more
convenient in practice than contacting more
than one party and therefore increases the
protocol's practice applicability.

=  The protocol has been secured against the man
in the middle attack based on exploiting the
public key cryptography in all the
communication between the different parties
(the seller, the reseller, the buyer and the judge).

= The buyer’s dual signature of the (ARG) and
his/her unique watermark (#p) has been used to

solve the unbinding problem. For example, if a
malicious seller intentionally transplants an
innocent buyer’s watermark (Wp) initially

embedded in a copy of certain digital object into
a copy of another digital object provided both
copies are sold to the same innocent buyer, then

a different (ARG' ) is formulated and hence this
will lead to different buyer's dual signature

(HHWp )+H(ARG' ))) and as a result step (5) in

the dispute resolution protocol will fail
declaring the buyer's innocence.

= The proposed protocol solves the conspiracy
problem by eliminating the need of the
participation of any untrustworthy third party.
Since the protocol only requires the
participation of the certification authority (CA)
in the dispute resolution which is considered the
only trust anchor between the buyer and the
seller.

4 CONCLUSIONS

In this paper an effective and secure watermarking
protocol for digital rights protection over the second-
hand market has been proposed. The protocol
preserves the customer’s rights and allows an honest
seller to trace a pirated copy to the original buyer
(copy deterrence). In addition, the buyer has to
contact only one party (the reseller) during the
purchase transaction that increases the protocol’s
practice applicability. The protocol has also
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supported over the second-hand market that the
buyer is not required to participate in the dispute
resolution which is more convenient in practice.
Furthermore, the protocol is secured against the man
in the middle attack based on the public key
infrastructure  (PKI) along with solving the
unbinding and conspiracy problems in effective,
secure and yet convenient manner.
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