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In response to changes in security environments, an authentication framework has an important role for service

continuity, which can evaluate both of security and usability and handle authentication methods. If the service
provider cannot respond to problems such as new attacks immediately, the service must be stopped. In this
paper, we propose a multi-factor authentication framework using a probabilistic evaluation method considering
service continuity. Our framework includes a formal theoretical model, based on Bayesian approach, to be
dynamically updated to use appropriate combinations of authentication factors in response to changes in the
security environment. The model is important because it forms the basis on which the real-world systems is
able to be evaluated security immediately and responded to weak factor.

1 INTRODUCTION

Various services are now available in online environ-
ments. These services require that the user be authen-
ticated its access. On most online service sites, only
password authentication is used. As a result, pass-
words are also a major source of vulnerability(Herley,
2009). There are advantages and disadvantages for
authentication methods, and there is a trade-off be-
tween security and usability. Often, more secure
methods are less convenient. An effective way to re-
solve these problems of single-factor authentication is
to use multi-factor authentication(Shay et al., 2010).
One such method is Google 2-step verification, which
is a well-known method that uses multi-factor authen-
tication to prevent spoofing(Google, 2015). Although
authentication systems using multi-factors have be-
come increasingly widely used, multi-factor authen-
tication methods are not secure if the combination of
multiple factors itself is not secure.

We also note that new techniques for cracking not
only authentication factors but authentication meth-
ods are continuously being invented. User authentica-
tion systems are unable to rely on frameworks that use
only a single factor or a single authentication method.
When a service provider needs to change the authenti-
cation factor, this cannot be done with a single-factor
system. Similarly, systems that use only a single au-
thentication method cannot be changed to the other

Susuki, H., Yamaguchi, R. and Sakamoto, S.
Multi-factor Authentication Updating System Evaluation Dynamically for Service Continuity.
DOI: 10.5220/0005681802730281

method. Since continuity of service is very impor-
tant, there is a need for authentication frameworks
that can change which factor and which method they
use. However, currently, there are no ways to evalu-
ate these multi-factor systems since service providers
need to evaluate both security and usability formally.
Basic idea has been already proposed in many arti-
cles but these schemes are heuristic and is difficult
to present an overview for security on the system.
Probabilistic models can estimate the evaluation of
systems in an environment without enough statistical
data. In addition, for example, most systems using
password authentication return a binary value (either
accept or deny). On the other hand, in the case of bio-
metric authentications, such as fingerprints, irises, or
faces, the score is not binary but a probability value,
such as the likelihood(Damer et al., 2014). The evalu-
ation using probabilistic model is appropriate for han-
dling mixture of probability scores. Therefore, the
evaluation of the authentication systems requires the
use of probabilistic models.

In summary, the contribution of this work is a
probabilistic framework for multi-factor authentica-
tion with a probabilistic evaluation model; with this
method, authentication factors can be dynamically
changed to correspond with the current security envi-
ronment. Although our formulation is basic, our ap-
proach is important because the service providers be-
come easier to manage the authentication system by
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the formulation of multi-factor authentication frame-
work. In this paper, we show how to use our proposed
framework to select a combination of factors that are
suitable in terms of both security and usability.

This paper is structured as follows. In the next
section, we provide general background about multi-
factor authentication and evaluation methods. In Sec-
tion 3, we describe our proposed probabilistic method
and multi-factor authentication model. In Section 4,
we provide and analyze an application of the proposed
method. Finally, in Section 5, we present our conclu-
sions and discuss areas of future work.

2 RELATED WORK

In this section, we provide the general background of
multi-factor authentication and evaluation methods.
Various methods for risk assessment and risk con-
trol have been proposed, but not sufficient in ac-
tual operation. In recent years, risk-based authen-
tication methods have become practical. = There
have also been theoretical investigations of risk-
based access control models, which consider se-
curity risks when making decisions about access
control(Karabacak and Sogukpinar, 2005)(Chen and
Crampton, 2012)(Cheng et al., 2007). A study has
compared multiple authentication methods to the text-
based password authentication(Bonneau et al., 2012).
Another study assessed the security of the United
States e-government sites to identify opportunities for
and threats to the sites and their users(Zhao and Zhao,
2010). Many of these approaches consider only the
security aspects of authentication systems, whereas
usability is also important. These models evaluate
the security of the authentication system in each situ-
ation and then choose from multiple levels of secu-
rity. The Electronic Authentication Guideline pro-
vided by National Institute of Standards and Tech-
nology (NIST) presents the technical requirements
for each of the levels of assurance for authentica-
tion(Burr et al., 2004). Authentication systems can
balance security and usability at each level, prior to
making a decision (Kim and Hong, 2011)(Hocking
et al., 2010). Existing studies have considered only
the current evaluation of the authentication systems
and have not considered updating the evaluation, al-
though this is important for continuity of service.
Since the result of an authentication method is not
necessarily a binary value, it is important to have an
evaluation measure that can deal with fractional re-
sults. Therefore, evaluation of authentication systems
requires probabilistic models that are based on a fore-
cast and can deal with fractional results. Bayesian
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models are a popular type of probabilistic model,
and even if the amount of sample data is small, the
model can estimate the probability by using Bayesian
subjective probability, and thus the probabilities can
be updated continuously. There have been vari-
ous relevant studies using Bayesian models(Pavlovic
and Meadows, 2010)(Nguyen et al., 2011)(Kondakci,
2010). Thus, there have been methods proposed that
use Bayesian models for user authentication. How-
ever, these models considered only security, and it is
also necessary to consider usability of authentication
methods.

Various multi-factor authentication methods have
been proposed for improving the security of authen-
tication systems. These methods consist of various
combinations of factors and various ways in which
they are combined. Two- and three-factor authentica-
tion methods have become popular(Yang et al., 2008).
One typical example is a multi-biometric authentica-
tion method. Multi-biometric methods use multiple
sources of biometric information to enhance perfor-
mance and to overcome the limitations of conven-
tional unimodal biometrics(Damer et al., 2014)(Al-
Assam et al., 2010). With the growth in concern
about security in the mobile environment, various
multi-factor authentication methods have been pro-
posed(Aloul et al., 2009)(Riva et al., 2012)(Sabze-
var and Stavrou, 2008). As discussed above, var-
ious multi-factor authentication methods have been
proposed, but most of them evaluate only the current
security environment and do not consider changing
the authentication factors. In addition, there has been
limited research that considered usability. In the next
section, we propose a probabilistic model for multi-
factor authentication that considers both security and
usability.

3 AUTHENTICATION MODEL

In this section, we begin by defining the multi-factor
authentication method that will be considered in this
paper, and define the related terms and notation.

3.1 Definition of Terms and Notation

We define authentication as the process of establish-
ing confidence in the identity of a user or information
system; multi-factor authentication is based on a com-
bination of two or more factors.

Let u be a user who wishes to be authenticated,
and let U be the set of all users; that is, u € U. In
order to allow a service srvc to be provided to u, an
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online transaction tra is performed to establish confi-
dence with the provider that « has legitimate authority
to access that service. In addition to the request for a
srve, u provides a clear intention. Note that u must be
authenticated by the service provider for each trans-
actions tra. In this paper, we do not consider about
machine-to-machine authentication. We will assume
that the services are authenticated by the intention of
u. With one-to-one (1:1) authentication, it is possible
to identify the account to which u tried to gain access.
On the other hand, with one-to-many (1:n) authenti-
cation, the account cannot be identified. In the case of
one-to-many authentication using biometrics, ¥ may
be authenticated as a different user.

3.1.1 Definition of Function and Scenario

We define two terms for multi-factor authentication.
When a user u € U wishes to be provided a service
srvei(i € N), u must participate in multi-factor au-
thentication. Any factors in any combination can be
chosen, and it is possible to select different combina-
tions of factors for different services. The particular
combination of factors is called a scenario S € S.

Function. The functions are the processes used in
single-factor authentication; these include such
things as password authentication and fingerprint
authentication. We denote a function as f € F.

Scenario. A scenario is a combination of functions,
which results in a series of authentications. We
denote a scenario as S € S. There are dependen-
cies between some of functions.

Let S be a combination of functions fi, fa,...
fn, (n € N), for which an order is defined, as follows.

S=((f,1),(f2,2),...(fu,n))(n €N) (1)

S’ is the set of functions without a defined order.

§'=((f1),(f2)s--- (fu)) (n €N) )

Consider a scenario that uses both password au-
thentications with ID and fingerprint authentication. S
is composed of two functions: f; is password authen-
tication with ID, and f is fingerprint authentication.

Each function f returns a binary value (0, 1) for
the result of a single-factor authentication. A return
of 1 shows that authentication was successful, and O
shows that it failed.

3.1.2 Service and Scenario

In this paper, we define that a scenario S is composed
of one or more functions fi, f2,... f,(n € N). Fur-
thermore, a scenario S that is composed of only one
function f is a single-factor authentication. It is also

possible to create a scenario that combines scenarios.
As an example, we now consider a scenario in which
a user accesses an online service on a website. A user
u activates his/her mobile device by using function f;
(fingerprint authentication). Then, u logs onto a web-
site by using function f, (password authentication).

When a user u is provided a service srvc by a ser-
vice provider SP € SP, u must participate in authen-
tication in accordance with the required scenario. Let
a € A be an adversary who impersonates a legitimate
user u. It is possible that there are multiple scenarios
S1,82,...8k(k € N) from which the SP can select a
suitable scenario for the given srvcy. Thus, if one sce-
nario is cracked and thus loses security, the provider
can require a different scenario. In this way, there is a
mechanism to ensure that, in a changing environment,
continuous service can be provided and safety can be
maintained.

3.2 Combinations of Functions
In this subsection, we discuss the relations between

functions. There are two types of combinations of
functions: sequential and parallel.
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Figure 1: Sequential Functions.
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Figure 2: Parallel Functions.
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Figure 3: Combination of Sequential and Parallel.

3.2.1 Sequential Functions

Sequential functions result in step-by-step authenti-
cation. As shown in the Figure 1, each function is
completed before the next is begun. For example, in
the first function, f;, u enters an ID and a password.
In the second function, f;1, u enters additional secret
information from a table of random numbers. Further
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functions are processed in order until authentication is
completed. The order of S is important in the sequen-
tial functions. The result of a function determines the
result of later functions.

3.2.2 Parallel Functions

Parallel functions are all performed at the same time,
as shown in Figure 2. For example, two functions (fi;
password authentication and f>; device ID authenti-
cation) are performed simultaneously. The order of S
does not have any meaning and can be changed. Thus,
S can be written as follows.

§'=((f1),(f2)s--- (fu)) (n €N) 3)

3.2.3 Combinations of Sequential and Parallel

There are also authentication methods that use both
sequential and parallel functions. Figure 3 shows an
example of a combination scenario S5, which is writ-

ten as follows.
Ss = (851,52,5%,54)

(81,82, (f3-1,3-2,f3-1),8) (4

3.3 Definition of Probability

We discuss the probability of acceptance authentica-
tion for multi-factor authentication.

3.3.1 Probability of Acceptance for Multi-Factor
Authentication

When a function f € F is accepted, a value of 1 is re-
turned, and when it is denied, O is returned. When a
user u participates in a multi-factor authentication us-
ing scenario S = (f1(u),...,fu(u)) (n € N), at func-
tion f, the conditional probability of acceptance into
the user’s own account is P(Acc|f(IDy,u)). If an ad-
versary a impersonates a user u, the probability is
P(Acc|f(IDy,a)). The other probabilities are shown
in Table 1. Similarly, the conditional probability of
acceptance for authentication at scenario S for a user’s
own account ID,, is P(Acc|S(ID,,u)).

Note that the notation P(x|y) expresses the condi-
tional probability of x given the value of y, whereas
P(x]y,z) expresses the conditional probability of x
given the values of both y and z. These apply when
two or more events will happen at the same time.

We propose a multi-factor authentication frame-
work based on a Bayesian model. Bayesian updating
of our model is based on fraud detection during au-
thentication. The probability is updated at every login
attempt.
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Table 1: Probability of the Authentication Function.

Function | Who | Accept Probability
/Deny

S(IDy,u) u 1 P(Acc|f(IDy,u))

fUDy,u) | u 0 P(Deny|f(IDy,u))

f(IDy,a) a 1 P(Acc|f(IDy,a))

f(IDy,a) a 0 P(Deny|f(IDy,a))

3.3.2 Probability of Sequential Authentication

When a scenario S consists of a dependent series of
sequential functions, we can define the case in which
a legitimate user is accepted as follows. Note that, in
the case of sequential authentication, when a function
fails in the middle, the entire authentication is unsuc-
cessful. Also note that when the events are correlated,
their probabilities affect those of the others.
P(Acc|S(IDy,u)) = P(Acc|fi(IDy,u))x
P(Acc|fo(IDy,u, fi(ID,,u))) x
P(Acc|f3(IDu,u,f1 (IDua M),fQ(IDu,u)))
X -+ X P(Acc| fu(IDy, u, fi(IDy,,u),
fZ(IDuau)a"'vfn(IDuau)) (5)

When an adversary a tries to impersonate u, we
have

P(Acc|S(IDy,a)) = P(Acc|fi(IDy,a)) x
P(Acc|f>(IDy,a, fi(IDy,a))) x
P(Acc|f3(IDy,a, fi(IDy,a), f2(IDy,a)))

X +++ X P(Acc| fu(IDy, a, fi(ID,,a),
f2(IDy,a),. .., fu(IDy,a)) 6)

3.3.3 Probability of Parallel Authentication

When a scenario S consists of only independent par-
allel functions, the probability that a legitimate user is
accepted is as follows.

P(Acc|S(IDy,u)) = P(Acc|fi(IDy,u)) x
P(Acc| f2(IDy,u)) x -+ x P(Acc|fu(IDy,u)) (7)

When an adversary a tries to impersonate u, we
have

P(Acc|S(IDy,a)) = P(Acc|fi(IDy,a)) x
P(Acc|f2(IDy,a)) X -+ X P(Acc|fn(IDy,a)) (8)

3.3.4 Probability of Combination

We now consider the probability of a combination
of sequential and parallel authentication, as was dis-
cussed in Section 3.3.2. We will assume that the par-
allel authentication does not have a prior probability.
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The probability of the generalized sequential authen-
tication is as follows.

P(Acc|S(IDy,u)) = P(Acc|f1(IDy,u)) x

P(Acc|fo(IDy,u, fi(ID,,u))) x

P(Acc| f3(IDy,u, fi(IDy,u), f>(IDy,u)))
X -+ X P(Acc|fy(IDy,u, fi(IDy,u),

fZ(IDLHu 7"'afn(IDltau)) (9)

4 AUTHENTICATION
OPERATION

In this section, we discuss authentication opera-
tion using proposed probabilistic model based on a
Bayesian model.

4.1 Service and Scenario

When a user u € U is provided a service srve;(i € N)
by a service provider SP € SP, u and SP perform
multi-factor authentication. If u and SP are able to
select several types of single factors as a scenario S,
they must decide which types and how many factors
they will use for each types of service.

In Section 3, we defined the probability of accep-
tance for our multi-factor model in which the factors
could be changed: P(Acc|S(IDy,u). To take a simple
example, consider the difference between a bank that
requires high security when a user wants to transfer
a large amount of money, and a coffee shop that re-
quires very little security but high speed when a user
wants to buy a cup of coffee. We say that the SP needs
to be able to select many security levels and from
many scenarios, depending on the immediate need.

4.1.1 Definition of User Authentication

We discuss the relation between scenarios and ser-
vices. Suppose a SP needs to verify whether someone
who is requesting a service srvc is indeed the person
registered to receive it; they do this by exchanging
various information through the Internet. This proce-
dure is called authentication.

The reason that the SP needs to verify the user is
that the service srvc is only open to anyone. The SP
must ensure that u pays the amount required in order
to be provided srvc, that u is a member of a particular
organization, or that for some other reason, u has the
right to receive that service. Note that the SP provides
srve, and u requests srvc; but SP does not provide the
service if this is not «’s intention.

We assume that srvc is provided through the In-
ternet as an online service, such as entry to an e-
commerce site, a shopping or auction site, a commu-
nication site, or SNS. These kinds of sites do not pro-
vide services continuously, but only when u has an
intention to receive a service. This means that u re-
quests the service on a regular basis, but only once
per visit.

As human, we are not able to connect directly to
the Internet, but only through specialized equipment,
such as a personal computer or a smartphone. We will
assume that this equipment is always able to commu-
nicate with the Internet. The equipment is not able to
form an intention, and so even when services are pro-
vided through such equipment, the user is receiving a
direct service.

4.2 Security and Usability

We now define parameters for the security and usabil-
ity of a service. For every authentication system, se-
curity is a first priority when evaluating the system.
Because we are considering a multi-factor authenti-
cation system, the security evaluation must be based
on a combination of several factors, not just a single-
factor authentication. It is also important to consider
usability, but this must be balanced against security.

4.2.1 Security

In any authentication system, # must be given access,
but an adversary a € A must fail. That is, the prob-
ability that adversaries ay, . ..a, achieve success with
function f should satisfy the following.

P(Acc|S(IDy,a)) =0 (10)

However, the more secure system, the higher cost
is required. In terms of construction cost of the sys-
tem, the system that the probability of acceptance for
adversaries is zero is not realistic. The cost is required
for the system construction as well as operation. SPs
need to pay attention the cost.

Let k(0 < k < 1) be a security parameter, where
the SP must determine the acceptable level of risk k.
That is, SP should build a system that requires a level
of security that is not more than k.

P(Acc|S(IDy,a)) < k (11)
4.2.2 Usability

If a system denies any of u’s requests, that system is
not serviceable. The SP must choose the probability
that u is denied service. If the SP decides to empha-
size only usability and u is able to be access any fac-
tors, then the probability that access is denied should
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Table 2: Parameters for the Service and the Cost.

Service | Cost | Security | Usability
parameter | parameter
aZa costy ki uby
SFVe) costy ko ub;
be as follows.
P(Deny|S(ID,,u)) =0 (12)

However, the input by u may vary if there is user
error or if u’s biometric measurements fluctuate. It is
not realistic to design a system that is based on the
assumption that u is always able to input the correct
value. Let ub, 0 < ub < 1, be the parameter for the ser-
vice availability, as chosen by the SP. The SP should
build a system that requires availability of not more
than ub, as follows.

P(Deny|S(ID,,u)) < ub (13)
4.2.3 Parameters

Note that neither k nor ub should be unique.

When a person wants to transfer a small amount
to an account to which he or she has previously trans-
ferred money, the value of k should be low. When
a person wants to transfer a large amount to an ac-
count to which he or she has never transferred money,
the value of k should be high. The service provider
should be able to allow for flexible responses.

On the other hand, the SP must change the service
level depending on the value of ub. In general, al-
though the level of security should be high, excessive
security is not always appropriate for a given service.
There is a tradeoff between security and usability, and
it is important that these be balanced when consider-
ing the overall quality of service.

See Table 2 for the parameters that must be set by
the SP. The SP creates the table for cost and parame-
ters before starting the service.

4.3 Advanced Evaluation and Update

We will discuss how to continually and dynamically
evaluate the security and usability of a service.

When the SP provides a service svrc, the SP must
decide which kinds of scenario S1,S>,... are suitable
for svrc. Note that there must be many different types
of scenario, and s must be framed by several types of
functions f1, f>,.... If srvc is provided by s, which
includes a vulnerable function f’, then another S that
has not yet been included should be selected.
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4.3.1 Advanced Evaluation

When SP starts to provide a service at a time fy, it
is impossible to assume that there are no adversaries.
The SP must evaluate the security.

Supposing that the SP chooses values for the se-
curity parameter k and the usability parameter ub, the
SP then chooses a scenario set S = (51,52,...) that
satisfies the following.

P(Acc|S(IDy,a)) < k,P(Deny|S(IDy,u)) < ub (14)

The SP must pay attention to the usability of S.
The user does not want to be asked to input to key-
board many times. Let ub’ be the usability parameter
for S. Note that SP will then require ub’, and so ub’
can be regarded as being included in ub.

However, before starting the service, it is impossi-
ble for the SP to have full knowledge of the security
environment. In a multi-factor authentication system,
there are cases that cannot be applied existing evalua-
tion. To determine whether the service should be pro-
vided, it is necessary to evaluate the system based on
some assumption, which can be empirically deduced,
obtained from a similar system, or by updating the se-
curity parameter based evaluation of the need during
the operation.

We suggest that the evaluation method should not
assume that the security level will be constant dur-
ing provision of the service, since prior to initiating
it, it is not possible to obtain an accurate evaluation.
However, before starting the service, it is possible to
estimate the probabilities. As the service continues,
the probabilities continue to be updated to the appro-
priate values, by using the strategy for optimization of
security that we will discuss in Section 4.4.

In the proposed probability model, the evaluation
value of the system is updated by the posterior proba-
bility using a Bayesian update.

4.4 How to Update the Parameter

We now discuss how the SP updates the evaluation
value. We suggest two methods for updating the
value: automatic and manual.

Auto-Update Auto-Update is automatically per-
formed, and the new value is the log of the fre-
quency of successful attacks by an adversary a.

Manual-Update Manual-Update is performed by
the system administrator. This method is for re-
flecting changes in the security environment, such
as the emergence of new technologies or the ap-
pearance of new attacks.
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The continuity of service is important. For small
vulnerabilities in one scenario S, it is not realistic to
re-evaluate the entire system each time a new factor
is added or deleted. Such a system could not con-
tinue until the evaluation had been completed, and this
would result in a lack of continuity of service. Thus,
it is necessary to construct a method that allows the
factor to be updated dynamically in a multi-factor au-
thentication system. However, for the users, the sys-
tem must be flexible and convenient, and it is impor-
tant that the users encounter factors for which they are
prepared, rather than always being forced to adapt to
a new method. We suggest that the actual scenario in
use should be able to be chosen from several different
scenarios by either the SP or u. This would allow the
system to maintain both security and usability, and it
would be a low-load technique for the user.

4.4.1 Auto-Update

The SP can observe the access probabilities from 7
to t;_1; P(Acc|S(IDy,a)) will continue to change if
the SP provides the srve with scenario S;(i € N). It
is also possible to estimate the risk of the system by
continuing to update the probabilities of acceptance
of the user and the adversary assuming that there are
attacks to the system.

Let P, (Acc|S(IDy;,a)) be P(Acc|S(IDy;,a)) at t;,
so that

P, (Acc|S(IDy;,a)) = 8P, (Acc|S(IDy;,a))
+(1-9%)a(d=1) (15)
iff
P,/I,(Acc|S(IDuj,a)) =P, (Acc|S(1Duj,a)) (16)

where 0 is 0 or 1, and o is a fixed value.

These probabilities are based on statistical assess-
ments. The SP observes that the user or adversary
is accepted or denied access to the system and up-
dates P,’, Note that if the SP continues to offer the
service based on the scenario S;, the following for-
mula should be satisfied: P'(Acc|S(ID,;,a)) < k and
P'(Deny|S(IDy,;,u;)) < ub.

4.4.2 Manual-Update

When the SP provides the service, a person who can
predict rapid changes in the access probabilities be-
cause they have access to knowledge about new at-
tacks or ongoing attacks controls the system.

If there is a reason that the administrator be con-
sidered as security is reduced, such as an attack will
be widespread, the administrator needs to change the
evaluation of scenarios related to the attack immedi-
ately. We will consider some examples of these kinds

of attacks, which include password list attacks and at-
tacks on biometric authentication, such as by gummy
finger or wolf attacks.

Attack Forecast. At a time #; € T, the administrator
expects a rapid increase in attacks.
At t;, the administrator sets & = 0. The access
probabilities of all users are changed to

B (AcclS(ID @) = P (AcelS(ID

C L LG L)

(I7)
iff

P, (Acc|S(IDy;,a)) = o' (18)
Note that o should not be constant before ¢;, but it
becomes fixed at #;. It is possible to change many
different values to account for the level of attacks.

Update From The Observation of Another User.
The access probability is not only defined for u;
but also for many other users, including u;. The
administrator might make the following change:

(ACC|S(IDu 7 (ISA C|S IDu a)) (19)

The service pr0v1der Will decide o’
4.5 Replacement of Factors

If the access probability of S, P'(Acc|S(IDy,;,a)), is
larger than the security parameter k, then the SP needs
to take measures to fix this, and various options are
available. There are multiple strategies that the sys-
tem administrator can be taken. One of the strict
strategies is service outage; a less drastic strategy is
to change some scenarios, which means changing the
authentication factors; the simplest strategy is to no-
tify the system administrator. The evaluation value
must be effectively utilized as a criterion for the oper-
ation of the system.

4.5.1 Changing Scenarios

If the access probability of P'(Acc|S;(IDy;,a)) is
greater than the value of k for scenario S;, the SP de-
cides to stop using S;. The SP selects another scenario
S;, and the service is provided using S;. Note that S;
should satisfy P'(Acc|S;(IDy;,a)) < k.

S; should be selected by considering usability and
the impact on service availability.

4.5.2 Evaluation of a Scenario

After evaluating each scenario, the SP must find a new
scenario that has not previously been considered. The
SP should be able to adapt to a new scenario that is
brought about by technical innovations or by a sig-
nificant decrease in the security level of a particular
factor.

279



ICISSP 2016 - 2nd International Conference on Information Systems Security and Privacy

4.6 Stop or Change the Service

For security measures, the SP is able to change of the
quality of service, such as by temporarily lowering
the maximum amount of money transferred or by re-
ducing the amount of credit that can be accessed. To
make the appropriate choice, the SP should use Ta-
bles 2. The SP must stop the service srvc if the ac-
cess probabilities of all scenarios are greater than k:
P'(Acc|S(IDy;,a)) > k for all S;. Also, the SP must
stop the service srvc if the usability probability of all
scenarios are greater than ub: P'(Acc|S;(IDy;,u;)) >
ub for all S;.

S CONCLUSIONS

This paper focuses on probabilistic framework for
multi-factor authentication. In recent years, the se-
curity environment has been changing rapidly due
to diversifying cracking methods and the improved
functionality of computers and mobile devices. We
discussed the need for evaluation methods that can
change the authentication factor dynamically, and
we proposed a probabilistic framework based on a
Bayesian model. Our research makes two contribu-
tions. First, we showed a probabilistic framework
for multi-factor authentication considering combina-
tion of authentication factors. Second, we showed a
theoretical model that is able to change authentica-
tion factors dynamically. Moreover, we proposed a
method for selecting a combination of authentication
factors for changing them when the security environ-
ment changes. Our framework can improve the se-
curity and usability of multi-factor authentication. In
the future, it is necessary to evaluate using actual case
studies and data.
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