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1 INTRODUCTION

The current digital age, social media has become a
component
influencing

crucial

Generation Z, Social media, Privacy, Personal.

The current digital age, social media has become a crucial component of Generation Z's lives, influencing
and characterizing their online experiences. Research has shown that social Gen Z is beginning to give up
on media. Previous research has mostly concentrated on the social media usage characteristics of a larger
population, frequently ignoring the variables affecting Generation Z's social media participation. Thus, the
goal of this study is to identify key elements using a novel framework that combines behavioral factors and
the Internet Users' Information Privacy Concerns model with Perceived Risk and consequential variables
like "Social Media Engagement" and social media trust. In order to ensure a broad representation from a
range of backgrounds, the study's quantitative method approach and snowball sampling technique were
applied to 889 Generation Z participants throughout India. The data was gathered from a questionnaire-
based survey was used in conjunction with a number of technologies, including Google Forms and Smart
PLS, to analyze the intricate interactions between variables affecting this group's use of social media. The
intricate relationship between privacy concerns, trust, and risk perception has been clarified by findings,
which ultimately affect the crucial choice to use social media. The results provide crucial information for
social media companies and legislators, indicating that increasing user trust and minimizing risks over
personal information can lessen the likelihood that users will stop using social media. By shedding light on
social media use and digital privacy, this study paves the way for further research into the complex
dynamics of Generation Z's online activity.

knowledge vacuum on the precise elements
influencing Generation Z's use of these platforms.
Although earlier studies have examined social
media's benefits and wider demographics little is
known about how these elements interact particularly
for Generation Z. This study aims to close this gap by

of Generation Z's lives,
and characterizing their online

experiences. Research has shown that social Gen Z
is beginning to give up on media. Previous research
has mostly concentrated on the social media usage
characteristics of a larger population, frequently
ignoring the variables affecting Generation Z's social
media participation. Thus, the goal of this study is to
identify key elements using a novel framework that
combines behavioral factors and the Internet Users'
Information Privacy Concerns model with Perceived
Risk and consequential variables like "Social Media
Engagement" and social media trust. In order to
ensure a broad representation from a range of
backgrounds, the study's quantitative method
approach and snowball sampling technique were
applied to 889 Generation Z participants throughout
India.Nonetheless, there is still a significant
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examining the key variables affecting Generation Z's
use of social media. The essential factors influencing
social media engagement among Generation Z serves
as the research question that directs this study. A
snowball sampling strategy was used in quantitative
research to overcome this. A thorough poll with a 6-
point Likert scale was created using Google Forms
and disseminated via open Indian groups and emails.
Gen Z from a range of backgrounds were gathered
throughout India, guaranteeing a diverse range of
socioeconomic and cultural demographics and
producing a thorough knowledge. Additionally,
utilizing structural equation modeling (SEM) [and
Smart PLS 3 as a computational tool, the data was
analyzed. Salience, tolerance, mood modification,
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relapse, withdrawal, conflict, and the IUIPC
constructs of awareness, control, and collection were
all included in this model (G. S. Kumar et al, 2023).
Notably, perceived risk to control (74.2% influence),
control to social media trust (64.6%), and awareness
of social media involvement (62.4%) are the most
important and influential characteristics identified.
The results of this study highlight the importance of
privacy in regulating the distinct social media habits
of Generation Z. The results have important
ramifications  that range from theoretical
understandings that fill in current research gaps to
useful tactics for social media companies looking to
increase interaction with this group. The background
and importance of the research are established first in
this article, which is then followed by a literature
review that assesses earlier research critically and
points out any shortcomings. The methodology is
described in depth, the results are shown, and their
applicability is discussed in the following sections.
Lastly, we wrap off with thoughts on the significance
of our investigation and recommendations for
additional research.

2 RELATED WORK

The essential for comprehending privacy issues in the
digital era. The three dimensions of the model are
awareness, control, and collection. Awareness refers
to users' understanding of privacy policies, control
refers to users' capacity to manage their information,
and collection refers to the volume of personal data
collected by social media platforms .This
methodology has been useful in evaluating privacy-
related concerns and how they affect the use of social
media.

2.1 Combining Models and Theories

The incorporating behavioral characteristics like
conflict, tolerance, and salience into the [TUIPC model
salience is the importance of social media in a
person's life; tolerance is the degree to which a user
accepts the negative features of social media use; and
conflict is the overuse of social media that leads to
disputes.

2.2 Trust on Social Media

The degree to which a social media platform may be
deemed reliable in terms of safeguarding user
personal information is known as social media trust.
When there are possible privacy hazards, social

media trust plays a crucial role in defending people'
decisions to quit or continue using social media (S.
A. M. Saleem and S. M. B. Naseem,2023)
Consequently, social media trust is a resultant aspect
that arises from user behavior that raises privacy
concerns.

2.3 Risk Perception

Social media users' awareness of the possible
drawbacks of disclosing personal information, like
privacy violations, is a component of perceived risk.
It represents users' assessments of how these risks
outweigh the advantages of using social media,
which may result in lower involvement and support
for privacy-protective measures .

2.4 Participation in Social Media

The measurement of people's interactions with social
media material is known as social media
engagement. A degree of interaction .which is made
up of behavioral, cognitive, and affective
components . This also covers a variety of actions,
ranging from passive ones like reading or watching
postings to active ones like sharing, liking,
commenting, and following. The last significant
component is social media engagement, which shows
how eager and interested consumers are in interacting
with social media.

2.5 Model of Research

Based on a thorough evaluation of the literature, this
study offers a social media engagement model that
incorporates risk perception, behavioral components,
and the IUIPC model, Conflict, salience, and
tolerance. An inventive method of comprehending
the dynamics of social media engagement is
demonstrated by the incorporation of social media
trust, perceived risk, and social media engagement. It
is believed that these constructs will interact and
affect how Generation Z uses social media.

2.6 Development of Hypotheses

Addiction to IUIPC on Social Media Previous studies
use behavioral and psychological perspectives,
particularly salience, tolerance, and conflict, to
analyze social media addiction. These elements,
which come from the literature on addiction (E.
Nitasha et al, K. Nair et al) are used to comprehend
user engagement through the constructs of
awareness, control, and collection in the IUIPC
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model. Thus, the following are the hypotheses
collection is influenced by salience Awareness is
influenced by Salience affects control collection is
influenced by tolerance control is influenced by
tolerance influences of tolerance being conscious
collection is influenced by conflict control is
influenced by conflict .Awareness is influenced by
conflict.

2.7 IUIPC Perceived Risk

Users are generally more conscious of privacy issues
when they perceive a significant level of danger
related to information privacy .Given the growing
significance of data privacy, it is imperative to
investigate this link. All aspects of IUIPC are thought
to be influenced by perceived risk. Thus, the
following are the hypothesis.Collection is influenced
by perceived risk control is influenced by perceived
risk. Awareness is influenced by perceived risk .

3 PROPOSED METHODOLOGY

The IPC component on social media trust is based on
the following figure 1 hypotheses social media trust
is affected by collection social media trust is
influenced by control social media trust is influenced
by awareness IUIPC to participation in social media
considering people' growing privacy worries about
social networking services. Users may react
differently to these worries depending on their
behavioral objectives, risk views, and trust beliefs
.Thus, the following are the hypotheses prior research
has demonstrated a direct correlation between trust
and a user's social media activity .Users' social media
involvement is said to be influenced by their level of
social media trust. because social media users that
have a high level of trust also typically have high
levels of engagement.

Analysis of Social Media Trust
Control Over Shared Data

Awareness of Data Use

Data Collection Unauthorized Access

Figure 1: Analysis of Social Media Trust.
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Thus, the following are the hypotheses social
media engagement is influenced by social media
trust. The method of data collection an online survey
using a 6-point Likert scale created with Google
Forms was used to collect the data. Demographics
(age, gender, education, and occupation), behavioral
and psychological constructs (salience, tolerance,
mood modification, withdrawal, and conflict) ITUIPC
components, social media trust risk perception and
social media engagement were the sections that made
up the questionnaire. The study employed a snowball
sampling technique, which was useful for reaching a
large number of people but may have introduced bias
because of network recruitment. In order to address
this, the poll was dispersed around numerous Indian
communities, guaranteeing that people from a range
of socioeconomic backgrounds were represented.
The following are the demographics of the people
who answered the online survey: 179 respondents
(20.1%) were men, and 710 respondents (79.9%)
were women.The final sample size was 853 since
respondents who were born before 1998 or after 2015
did not fit the Gen Z age range and were not included
in the analysis Sixty-one percent were high school
students, with educational levels ranging from
elementary school to doctorates. The information
gathered from the survey was coded in Microsoft
Excel before the evaluation. The robustness of PLS-
SEM makes it easier to examine intricate model
structures and evaluate the direct and indirect effects
between constructs, giving rise to a more nuanced
understanding of the variables involved.

4 RESULTS & DISCUSSION

The result computation utilizing the Smart PLS
program is thorough explanation of the outcome will
be covered below. A. Validity and reliability of
constructs A minimum Outer Loading score of 0.60
is required for acceptable indicators, and constructs
are considered validated if their Average Variance
Extracted value is greater than 0.50 .It used to assess
the constructs' reliability, which is based on these
validity measures conversation the results show that
trust, risk perception, and privacy concerns interact in
a complicated way to affect Generation Z's use of
social media. Users' awareness and sense of control
are impacted by perceived risks and privacy issues,
but engagement levels are unaffected. Rather, despite
privacy concerns, engagement is improved by greater
awareness and trust. This provides fresh perspectives
on Generation Z's digital habits and is consistent with
previous research, highlighting the value of trust and
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informed knowledge in resolving the privacy-
engagement conundrum.

Comparative Analysis Output of Fashion Brands Generation Z
H&M

Urban Qutfitters

Figure 2: Comparative Analysis Output of Fashion
Brands Generation Z.

The figure 2 first states that salience influences
collection this theory is validated. The findings
suggest that individuals who are more involved in
social media may be less concerned about privacy, as
there is a 12.3% fall in personal data collecting
concerns for every unit of significance placed on
social media. The idea that salience can affect user
behavior has also been validated by earlier research
.Hypothesis control is influenced by salience."There
is no evidence to support this theory. According to
earlier research, users' perceived control over their
information may not be impacted by social media,
despite its importance (D. Jaitly and K. Desai, 2024)
Users' sense of helplessness over data management
may be the source of this, suggesting a disconnect
between perceived control and usage relevance. The
circumstances in which salience might affect control
should be investigated further, taking platform
policies and user education into account.

5 SOCIAL MEDIA

Awareness is influenced by salience this theory is
validated. The findings indicate that a 23.4% rise in
awareness of privacy concerns is correlated with a
larger emphasis on social media, suggesting that
users who are more involved in social media are also
more cognizant of privacy hazards. Another study

concurs .The Collection is influenced by tolerance.
This theory is validated. The findings indicate that a
13.8% reduction in worries about the gathering of
personal data is correlated with a higher tolerance for
social media use. This implies that those who feel
more comfortable interacting on social media on a
daily basis are less concerned about having their data
collected. As mentioned by the frequency of use
may be the reason of this. Control is influenced by
tolerance. There is no evidence to support this theory.
Contrary to research that suggests a direct correlation
between comfort and control, users' comfort level
with social media does not guarantee that they feel in
control of their data. This perception may be
influenced by elements such as platform policies,
user education, and comprehension of data practices.
Better user education on data control is necessary
since users may feel at ease but yet mistrust data
management. Awareness is influenced by tolerance.
This theory is validated the findings indicate that
individuals who are more at peace with heavy social
media usage are also more cognizant of privacy
dangers, with a 21.8% rise in awareness of privacy
risks correlated with greater tolerance for social
media use. Previous research concurs as well
collection is influenced by conflict.
This theory is validated. According to the results,
social media conflicts result in a 54.4% rise in
privacy concerns afterward, which is consistent with
earlier research showing that unfavorable online
interactions raise sensitivity to data privacy .Control
is influenced by conflict” is this theory is validated.
According to the results, conflict resulting from
social media use raises users' concerns about
controlling their personal data by 18%, indicating
that unfavorable experiences lead to greater worries
about privacy management. Another study concurs
.Awareness is influenced by conflict is There is no
evidence to support this theory. Conflict has no
discernible impact on users' knowledge of privacy.
Conflict does not always raise awareness of privacy,
even though it can raise issues with control and
collecting. Users may prioritize pressing problems
over more general privacy procedures. This stands in
contrast to research that suggests unpleasant
experiences increase privacy awareness, highlighting
the necessity for a more thorough investigation of
situational aspects and user responses. "Perceived
Risk influences Collection is This theory is validated.
The findings indicate that greater perceived risks are
associated with a 48.7% increase in concerns about
the gathering of personal data, indicating that risk
awareness increases reluctance to share personal
information online. This idea has been validated by
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earlier research .The states that "Control is influenced
by perceived risk." This theory is validated. The
findings indicate a clear link between risk awareness
and proactive privacy management, with users'
control over their privacy increasing by 74.2% when
they perceive social media threats. This is consistent
with research on privacy control and trust in digital
contexts and represents users' defensive reactions to
perceived threats. The states that "Awareness is
influenced by perceived risk." This theory is
validated. The findings indicate a strong correlation
between risk perception and awareness, with
perceived hazards leading to a 35.6% rise in privacy
awareness. This is consistent with earlier studies
collection influences social media trust is there is no
evidence to support this theory. This is consistent
with research from which showed that trust and
usage intentions were unaffected by privacy
knowledge. Furthermore, offers context for these
results by speculating that people might not connect
social media trust with data gathering. Users may
choose to keep their worries about data gathering
apart from their general trust in the platform, placing
more emphasis on platform conduct and openness
than just data procedures.

6 COMPARATIVE ANALYSIS

The Control affects trust on social media this theory
is validated. The findings indicate that 64.6% of the
variation in social media trust can be explained by
"Control." This strengthens platform trust by
highlighting how crucial it is that consumers feel
empowered to manage their data.

These results are consistent with previous
research on the crucial role user control plays in
determining social media credibility .Awareness
influences social media trust is This theory is
validated. The findings indicate that 29.2% of the
variation in social media trust may be explained by
awareness. This supports research that shows how
privacy awareness affects user trust and emphasizes
the crucial role that awareness plays in boosting
social media trust.

The figure 3 collection influences Social Media
Engagement" is this theory is validated. As a result of
data gathering issues, social media engagement has
decreased by 28.4%. This demonstrates how
transparency  affects engagement, which is
corroborated by research in social media engagement
is influenced by control." There is no evidence to
support this theory.
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Figure 3: Analysis Output of Social Media Engagement.

7 FUTURE SCOPE

Social media participation is not substantially
impacted by privacy control, suggesting that other
factors might be more important. This is consistent
with indicating that privacy knowledge has little
effect on engagement, similar to control. Instead of
data control, users may interact based on instant
gratification and perceived advantages.

Conditions where control affects engagement
require more investigation. Awareness influences
social media engagement is this theory is validated.
As a result of increased awareness, social media
engagement increased by 62.4%.

This supports which holds that knowledgeable
users are more likely to interact with platforms
actively, and emphasizes the significance of
awareness in affecting user interactions. Social media
trust influences social media trust is this theory is
validated. According to the results, trust has a
significant 31.1% influence on social media
participation.

This figure 4 highlights how crucial trust is as a
motivator for user activity on these platforms, which
is supported by earlier research that emphasizes trust
as a fundamental component of digital engagement.
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Figure 4: Digital Platforms.

8 CONCLUSIONS

Using the TUIPC model, this study investigates the
intricate connections among India Generation Z's
privacy concerns, perceived risks, social media trust,
and involvement. It concludes that although users'
control and knowledge are impacted by privacy
concerns and perceived risks, engagement is not
decreased. Rather, despite privacy concerns,
engagement was boosted by more understanding and
trust, underscoring the significance of these factors in
resolving the privacy engagement conundrum. The
study offers guidance to legislators and social media
companies, highlighting the necessity of open, user-
centered privacy policies and steps to foster trust.
User involvement and trust can be increased by
addressing privacy concerns with knowledge and
transparency. Even  though  the  study's
generalizability may be limited by its use of snowball
sampling, more varied approaches should be used in
future studies to improve representativeness.
Furthermore, the study's cross-sectional design
provides a moment in time that might not adequately
reflect changing patterns in Generation Z's social
media usage. In light of increased privacy concerns,
this study adds to the conversation around digital
privacy and engagement and provides helpful advice
for enhancing user experience.
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