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Abstract: Attacks from indiscriminate jammers could prevent communications by disrupting wireless networks. In 
conventional jamming detection systems, software-defined radios or fixed-threshold signal evaluation 
algorithms are incorporated in an attempt to solve the problem. These methods do not cope well with 
sophisticated and adaptive jamming techniques due to inflexibility, excessive resource expenditure, and high 
rates of false alarms. Fixed-threshold techniques cannot be adjusted adaptively, while methods based on SDR 
necessitate high volumes of both processing power and costly radio frequency hardware. Machine learning 
algorithms based jamming detection systems take features such as RSSI, SNR, BER, and packet loss rate as 
detection model metrics. The proposed solution enhances the robustness and security of wireless 
communication systems by providing fast, adaptable and hardware-independent response to jamming 
inquiries. 

1 INTRODUCTION 

First of all, 5G, the Internet of Things, self-operation 
systems and defense operations depend on this 
technology of wireless communication. However, 
such networks are vulnerable to interference attacks, 
where a malicious person disrupts communication 
to block transmission. These attacks can cause 
serious security issues, loss of data and disruption of 
networks, thus requiring effective detection 
techniques. 

More traditional jamming detection techniques 
use Software-Defined Radios (SDRs), or fixed-
thresholds. Even with existing threshold-based 
approaches monitoring network metrics (e.g., RSSI, 
SNR, BER, packet loss rates), there are many false 
positive events due to these disturbances. 
Nonetheless, while the SDR-based method yields 
accurate and precise results, the practical 
implementation is limited by high computational 
requirements and expensive hardware. In order to 
cover these limitations, in this paper we propose a 
machine learning-based jamming detection system. 

The approach increases detection accuracy and 
eliminates the need for additional devices. 

Using Random Forest, Support Vector Machines 
(SVM), Neural Networks, the proposed system 
characterizes network states as normal or jammed in 
real-time. Because the model continuously monitors 
the actions in the network, it is highly scalable, 
effective, and affordable, helping to discover new 
kinds of jamming techniques and ensuring that 
wireless networks work in a secure manner. The 
optimal solution is applicable to various wireless 
communication situations, ranging from 5G 
networks, IoT ecosystems, and military defence 
applications to critical infrastructure for its 
convenience, effectiveness, and cost implications. 

2 LITERATURE REVIEW 

2.1 Machine Learning 

Machine learning considers learning as a computer 
science activity or task. In contrast to traditional 
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programming, ML does not restrict itself to the 
program specifying a sequence of steps. In this way, 
"gathers" means that it learns to predict by analyzing 
data and identifying patterns. In supervised (the 
models are trained on labeled data), unsupervised 
(the data themselves are exploited to learn patterns, 
etc. without a priori assigned labels), and 
reinforcement (learning the decision-making process 
from trial-by-trial experience) ML it is also feasible 
to partition the ML in various sub-classes. Speech 
recognition, fraud detection, recommender systems, 
and predictive analytics are among these. Computing 
lies in the large, databases being updated and scored 
continuously as a stream of new data comes in, an 
important feature of businesses in the fields of 
cybersecurity, health, and automation. 

2.2 How Machine Learning Is Used in 
Detecting in Jamming Attacks 

Jamming attack detection over wireless 
communications is claimed to be one of the most 
difficult problems, as the attacker uses an adaptive 
interference recovery that is more complex than the 
standard assumptions to detect ordinary jammers. 
These types of attacks introduce radio frequency 

interference into the input channel to compromise or 
stop communication. This results in a loss or 
stopping of communication services, which in turn 
causes network and service disruptions. 

Machine learning (ML) offers a highly effective 
method, as it can track network activities, learn from 
the past, and identify malicious activities that 
indicate jamming. The algorithms, based on machine 
learning, can be trained to identify the attack 
signatures in the network parameters, e.g., Received 
Signal Strength Indicator (RSSI), Signal-to-Noise 
Ratio (SNR), Bit Error Rate (BER), and Packet Loss 
Rate. Jamming-type attacks usually cause substantial 
packet loss, an increase in BER, and a sudden 
decrease in RSSI, all of which the ML models are 
trained to associate with jamming. 

3 METHODOLOGY 

This section describes the methodology used to 
identify jamming attacks; in particular, section 3.1 
describes the project architecture (figure 1), section 
3.2 describes the dataset information, section 3.3 
describes the feature extraction approach.

3.1 Architecture 

 
Figure 1: System Architecture. 
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3.1 Dataset Information 

RSSI-Measures the strength of incoming signal in 
dBm (decibel-milliwatts), lower value represents 
weaker signals. 
SNR - The measurement of the ratio of signal power 
to noise power in decibels. Higher values indicate 
better signal quality. 
BER - Describes the percent of bits that were routed 
incorrectly due to some form of destruction. Greater 
number of errors means higher figure of BER. 
Packet Loss Rate (%) - Percentage of packets that did 
not reach their destination, indicative of disturb at the 
network. 
Label - Defines the state of network set to be 
Jamming (1) or Normal (0). 

3.2 Feature Extraction 

F1: RSSI analyses normal operations that are 
characterized by higher RSSI values, whereas lower 
values signal jamming activity. 
F2: SNR analyses Elevated SNR signifies positive 
network conditions, while lower SNR denotes 
potential jamming.  
F3: BER Analysis the interference is likely with high 
BER values, while low BER values indicate stable 
communications.  
F4: Packet loss rate Normal operations are 
characterized by lower packet loss, whereas higher 
packet loss indicates jamming activity.  
F5: Jamming attack classification during training the 
model, classify network states into 'normal' (0) or 
'jamming' (1) for use in the model. 

4 IMPLEMENTATION AND 
RESULTS 

In this section the implementation details are 
mentioned to detect the jamming attacks. 4.1 Section 
contains the model selection and 4.2 section contains 
the results of the implements. 

4.1 Model Selection 

Model 1: Random Forest 
Random Forest is a strong machine learning model 
which predicts results by averaging a few decision 
trees. Since every individual tree inspects other 
segments of the data, the final model improves on 
their accuracy and strength. The combined power 

helps it to address various parameters like RSSI, 
SNR, BER, and Packet Loss Rate making it more 
useful for jamming threat identification. 

Model-2: Support Vector Machine  
In SVM we train the data of this type of model 
which differentiate between the data which 
experiences interference in the network and that 
which works normal. Under the condition that there 
are clean features that can significantly separate 
normal signals from jamming attacks, performance 
of the technique is at its best. While SVM is 
relatively slow on large datasets, it is an invaluable 
approach when working with high-dimensional data. 

Model-3: K-Nearest-Neighbour  
KNN estimates network states based on 
neighbouring data points. If most of the closest points 
have been marked as normal based on network 
conditions, the new point is assigned normal; if the 
area is congested, the new point is considered 
jammed. 

Model-4: Decision Tree Classifier  
A Decision Tree Classifier is a simple and 
interpretable machine learning method for 
classification problems. Its decision rules create a 
tree-like structure, where the data is partitioned into 
branches based on certain features. 

Model-5: Logistic Regression 
The Logistic Regression model was a basic model 
which looked at what the probability was that the 
network was working correctly versus congested. 
Simple to use, efficient in operation, but less 
effective than other models like Random Forest or 
Neural Networks in terms of complex jamming 
attack pattern handling. 

Model-6: Multi-Layer Perceptron  
The MLP is just yet another neural network that is 
aimed at classifying and identifying through 
patterns. The architecture includes one input layer, 
one or more hidden layers, and one final output layer. 
As the computational weight of each neuron, it 
carries its calculations through a function that takes 
the incoming messages and sorts through them to 
filter and enhance the respective elements, such as 
through use of Rectified Linear Units (ReLU) or a 
Sigmoid Functions. Therefore, since MLP is 
adaptive to learn from RSSI, SNR, BER, and Packet 
Loss Rate, one of the useful tools for learning 
adaptively from the data of the inherent complex 
patterns of these metrics is the detection of jamming 
attacks. 
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4.2 Results 

ROC-AUC curve as shown in figure 2 is a pictorial 
representation of the true positive rate versus the 
false positive rate. 

 
Figure 2: ROC-AUC Scores of Test Data. 

5 CONCLUSIONS 

In our paper we provide a solution for jamming 
attacks using machine learning models. Out of the 
models tested, the Random Forest Classifier proved 
to be the best performer with a test accuracy of 97% 
and a ROC-AUC score of 99.01%. The performance 
metrics demonstrate how well our method works to 
differentiate between normal network traffic and 
jamming attacks, which would significantly increase 
the security of wireless networks.  
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