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Deceptive Reviews System that utilizes Machine Learning, natural language processing (NLP), and sentiment

analysis to accurately distinguish between genuine and fraudulent reviews. The system enhances transparency
and reliability in e- commerce by identifying deceptive feedback. It incorporates TF- IDF vectorization to
extract key textual features. It supports informed purchasing decisions and helps businesses improve based
on genuine user reviews, addressing the challenges posed by fake reviews in the digital marketplace. This
solution plays a crucial role in maintaining the credibility and effectiveness of online review systems
credibility and effectiveness of online review systems.

1 INTRODUCTION

Deceptive Reviews are a major challenge in today’s
digital age, particularly on e-commerce platforms
where people rely on feedback from other customers
before making purchases. Misleading reviews can
influence buying decisions and affect business
reputations. Positive deceptive Reviews can promote
low-quality products, while negative fake reviews can
harm the brands. Since Deceptive Reviews often
appear genuine, detecting them manually becomes
difficult. Using this automated technique to identify
and filter out deceptive Reviews is necessary to
maintain trust in online review systems. As more
users turn to online platforms for shopping,
identifying and eliminating deceptive Reviews has
become a critical task to protect consumers from
misinformation (Mohawesh et al., 2021).

Several strategies, such as pattern analysis and
rule-based algorithms, have been put out in recent
years to identify fraudulent reviews. These models
can detect patterns that are not easily visible to
humans. Natural Language Processing (NLP)
techniques help convert text data into numerical
values, making it easier for models to identify
deceptive Reviews. Sentiment analysis is also useful
in identifying the emotional tone behind reviews,
which adds another layer of information for
improving model accuracy, by leveraging these
techniques, machine learning models can effectively
classify reviews as genuine or fake (T. Sree and R.
Tripathi, 2023). The deceptive Reviews System uses
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machine learning (ML) and natural language
processing (NLP) approaches to detect bogus product
evaluations. Online reviews influence customer
purchasing decisions. Our system processes reviews
by performing text preprocessing, sentiment analysis
and classification using a random forest model. The
system offers both single review and bulk product
analysis, ensuring transparency and authenticity in
online shopping (Abdulgader et al., 2022).

In this study, Random Forest classifier used to
distinguish between fake and real reviews .The
process involves cleaning and preparing the text data
by removing unnecessary words, applying
stemming, and converting the text into numerical
format using TF-IDF. The trained model is tested on
unseen data, and the results show that the random
forest classifier performs well in detecting deceptive
Reviews, offering a practical solution for maintaining
the authenticity of online plat- forms. By integrating
sentiment analysis with machine learning, this
approach not only enhances review classification but
also provides a deeper understanding of the emotional
patterns associated with fake and genuine reviews.
This solution plays a crucial role in maintaining the
credibility and effectiveness of online review
systems, fostering a trustworthy environment for
buyers and sellers in the e-commerce ecosystem
(Chauhan et al., 2022).

1.1 Structure of the Paper

The article starts with an introduction that explains
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why deceptive Reviews is significant and how
machine learning models can help. The objectives
section shows the list of research objectives. The
description of data set and models used in the study
are explained in the methodology section. The
performance of the different models are presented in
the result and interpretation section. Finally, The
conclusion, which and interpretation section. Finally,
the conclusion, which follows a references section
containing a list of all the sources consulted,
concludes the study and makes recommendations for
further research.

1.2 Objectives

e To examine the machine learning models used
for deceptive Reviews system.

e To assess how well the machine learning
models, detect misleading reviews.

e To train and test a machine learning model to
identify fake and genuine reviews.

e To evaluate the model’s performance using
accuracy, precision, recall, and confusion
matrix.

2 RELATED WORKS

Several machine learning (ML) and deep learning
(DL) techniques have been used in recent advances in
fraudulent reviews, greatly increasing the precision
and effectiveness of detecting false information in
online reviews.

In order to improve the accuracy of deceptive
review identification across various platforms, a
number of researches have investigated sophisticated
machine learning and deep learning techniques. Sree
and Tripathi (2023) utilized Evidential Classifiers to
improve classification accuracy by leveraging
probabilistic reasoning in identifying deceptive
reviews. Similarly, Abdulqader et al. (2022)
developed a Unified Detection Model that integrates
deception theories with behavioral science to analyze
online review patterns, enhancing the detection of
fraudulent content. Chauhan et al. (2022) provided a
comprehensive review of techniques for detecting
fake images and videos, which can be extended to
identifying manipulated reviews through neural
networks and GAN-based models. Catelli et al.
(2023) proposed a method leveraging BERT and
ELECTRA for sentiment analysis to detect deceptive
reviews in datasets related to Italian cultural heritage,
demonstrating the effectiveness of deep learning
models in distinguishing deceptive content. Liu et al.
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(2021) explored a multidimensional representation
approach with fine-grained aspect analysis to identify
deceptive  reviews by modeling semantic
relationships and contextual information.
Furthermore, Tufail et al. (2022) investigated the
impact of fake reviews on e-commerce platforms
during and after the COVID-19 pandemic and
introduced SKIL-based models using K-Nearest
Neighbor (KNN) and Support Vector Machine
(SVM) to classify reviews as genuine or deceptive
(Pandit, Anala 2018). Deep learning models, especially
convolutional neural networks (CNNs), have proven
to be effective in establishing robust classification
baselines by capturing subtle patterns in review data
(Rathore et al., 2023). These models demonstrate
superior performance in analyzing contextual
information, sentiment polarity, and behavioral
patterns that distinguish genuine reviews from fake
ones.

3 METHODOLOGY

In this study focuses on deceptive Reviews by first
pre-processing the text data through steps like
removing punctuation, converting to lowercase,
eliminating stop words, and ap- plying stemming.
The dataset is split into training, validation, and
testing subsets, where the model undergoes training,
fine- tuning, and performance evaluation,
respectively. This process involves preprocessing the
textual data by removing irrelevant terms, applying
stemming techniques, and converting the text into
numerical form using TF-IDF. The figure 1 shows the
Flow of the work. The model’s performance is
assessed through evaluation metrics such as accuracy,
precision, recall, Fl-score, and ROC-AUC.
Furthermore, a confusion matrix is employed to
analyze and understand the nature of prediction
errors. The models are then tested on unseen data to
ensure they generalize well to new inputs. This
methodology allows us to identify the most effective
model for accurately detecting fake reviews.

3.1 Stemming

In deceptive Reviews, writers may use different
forms of words, such as” buying”,” bought”, and”
buys”, which all con- vey similar meaning. Stemming
normalizes these variations to a single root word like”
buy”, reducing the vocabulary size, and improving
model efficiency. This process helps the model
generalize better by focusing on the core meaning of
the text. In deceptive review detection, stemming



simplifies textual data, making it easier for the model
to identify patterns and classify reviews accurately.

Data Collection & scraping (BeautifulSoup, APT)

PreProcessing (Stopwords Removal, TF-IDE,
Stemming)

Sentiment Analysis (VADER, SpaCy Features)

ML Classification (Random Forest Model)

Average Rating Computation

Al-Powered Insights(Gemini API-Pros & Cons)

End (Real or Fake)

Figure 1: Flow of the Work.

3.2 Stop Words Removal

Stop words removal is an important pre-processing
step in a deceptive Reviews system where
common words like” the”,” is”, and “and” in” are
eliminated since they do not contribute meaningful
information. These words often appear frequently but
provide little value in distinguishing between genuine
and fake reviews. Removing them reduces noise and
allows the model to focus on more significant terms,
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improving efficiency and reducing complexity. In
fake review detection, eliminating stop words ensures
that only relevant words are analyzed, helping the
model detect patterns more effectively and classify
reviews with better accuracy.

3.3 Sentiment Analysis

Sentiment Analysis is a technique used in deceptive
Reviews systems to analyze the emotional tone or
opinion expressed in a text. Ithelps categorize reviews
as positive, negative or neutral based on the sentiment
conveyed. By identifying these pat- terns, sentiment
analysis can detect that may indicate deceptive
behavior. The VADER model from the NLTK is
widely used for sentiment analysis, as it is effective
in capturing sentiment intensity and is optimized for
short text, such as reviews. In deceptive review
detection, sentiment analysis serves as an additional
layer of evaluation, enhancing the model’s ability to
identify = suspicious  patterns and  improve
classification ac- curacy.

3.4 TF-IDF (Term Frequency-Inverse
Document Frequency)

TF-IDF is an effective technique for extracting
features from text, often applied in identifying fake or
deceptive reviews. It converts textual content into
numerical formats that can be efficiently processed by
machine learning algorithms. The figure 2 shows the
TF-IDF. Term Frequency (TF) quantifies the
occurrence of a word within a given document, while
Inverse Document Frequency (IDF) adjusts its
significance by down-weighting terms that frequently
appear across numerous documents, thereby
emphasizing rarer yet more informative words. In
the realm of fake review identification, TF-IDF
plays a crucial role by highlighting distinctive terms
that differentiate authentic reviews from fraudulent
ones, assigning greater importance to unique and
contextually relevant words. This transformation
reduces noise caused by frequently used words and
improves the model’s ability to detect patterns. By
applying TF-IDF, the system enhances the
effectiveness of classifiers by providing a more
accurate representation of the textual data.
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Figure 2: TF-IDF.
3.5 Random Forest Model

Random Forest is a powerful machine learning
algorithm commonly used in deceptive Reviews due
to its effectiveness in handling large datasets and
reducing overfitting. It is an ensemble method that
constructs multiple decision trees and combine their
predictions to generate a more accurate result. The
figure 3 shows the Random Forest Model. In fake
review detection, Random Forest processes features
extracted from text, such as word frequencies and
sentiment scores, to classify reviews as either
genuine or fake. Each tree in the forest makes an
independent prediction, and the final decision is
determined through majority voting, improving
model reliability, it is well-suited for identifying
patterns in fake reviews, leading to better accuracy
and performance in unseen data.

Original Dataset
LN
] ree;

O 0 Tre ﬁo 0 0y Tra
0000 00 0 [P
Prediciion_| Prediction 2 Prediction 3
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Majority voting

Final Prediction
Abnormal

Figure 3: Random forest model.

4 RESULTS AND
INTERPRETATION

Several models were used to determine whether a
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review is fake or not, and many machine learning
models are put into practice once the data has been
preprocessed.

4.1 Dataset Description

The” Deceptive Reviews Dataset” consists of 40,000
product reviews, evenly split into 20,000 genuine
reviews and 20,000 deceptive reviews. Authentic
reviews are composed by real users, expressing their
actual experiences, whereas fake reviews are
artificially generated to mimic genuine customer
feedback. This dataset is structured to help develop
and evaluate machine learning models for fake review
detection, offering opportunities for feature analysis,
sentence analysis and classification tasks.

Table 1: Summary of the fake reviews dataset.

Dataset Description Details
Total Number of Reviews 40,000
Number of Real Reviews (OR) | 20,000

Number of Deceptive Reviews
(CG) 20,000

Table 1 displays the distribution of the Fake review
dataset. The dataset consists of 40,000 overalls, split
into two categories: Real and Deceptive. Specifically,
20,000 are Real reviews and remaining 20,000 are
deceptive reviews.

Table 2 presents the Deceptive Reviews Dataset
where it is partitioned into training, validation, and
testing sets. The Training Set comprises 28,000
reviews (14,000 genuine and 14,000 deceptive). The
Validation Set includes 6,000 reviews (3,000
authentic and 3,000 deceptive), while the Testing Set
also consists of 6,000 reviews (3,000 real and 3,000
fake), used to evaluate the model’s effectiveness on
unseen data.

Table 2: Dataset split for fake review detection.

Dataset Split Numl?er of Real+Dgceptlve
Reviews Review
Training Set 28,000 14,000 + 14,000
Validation 6,000 3,000 + 3,000
Set
Testing Set 6,000 3,000 + 3,000




4.2 Data Split Based on Reviews Graph

Distribution of Real and Fake Reviews in Training, Validation, and Testin
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Figure 4: Data split based on reviews.

The graph shows the distribution of real (OR) and
deceptive (CG) reviews across the dataset splits. The
figure 4 shows the Data Split based on reviews. The
Training Set has 28,000 reviews (14,000 real and
14,000 deceptive), while the Validation Set and
Testing Set each contain 6,000 reviews (3,000 real
and 3,000 deceptive). This balanced split ensures the
model is trained and evaluated effectively.

4.3 Training vs Validation Accuracy
Graph

Training vs. Validation Accuracy

Training Accuracy
—e— Validation Accuracy

1.04
102

1.00

Accuracy

0.98

01 o0z 03 04 05 06 07 08 09
Training Set Size

Figure 5: Training vs validation accuracy graph.

The graph compares Training Accuracy and
Validation Accuracy at different training set sizes. As
the training size increases from 10% to 90%, the
model’s performance improves, with both accuracies
converging closely. The figure 5 shows the Training vs
validation Accuracy Graph. This indicates that the model
generalizes well, with minimal overfitting or
underfitting.
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4.4 Feature Extraction for Reviews
Graph

The Feature Importance graph highlights the top 10
features contributing the most to the classification of

deceptive and real reviews.
Top 10 Important Features in Fake Review Detection
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great

recommended

0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175
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Figure 6: Feature extraction for reviews graph.

The figure 6 shows the Feature Extraction for Reviews
Graph. These features are identified using the Random
Forest model, where higher scores indicate stronger
influence on the model’s decision-making.

4.5 Confusion Matrix

Confusion Matrix

True Label

cG OR
Predicted Label

Figure 7: Confusion matrix.

The Confusion Matrix serves as a graphical
representation of the model’s classification
performance by contrasting predicted outputs with
actual labels. The figure 7 shows the Confusion
Matrix. It displays the number of correctly and
incorrectly classified instances for both real (OR) and
fake (CQG) reviews, enabling a detailed assessment of
classification accuracy and helping to detect potential
misclassification errors.
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S CONCLUSIONS

The Deceptive Review Detection System efficiently
detects fraudulent reviews by utilizing Natural
Language Processing (NLP) and Machine Learning
(ML) methods. Through a combination of text
preprocessing, sentiment analysis, and a robust
random classifier, the system achieves high
accuracy in between genuine and fake reviews. The
integration of a user-friendly streamlit interface
allows seamless analysis of both individual and bulk
reviews, making it accessible to a wide range of users.
By promoting transparency and trust in online
platforms, this system helps safeguard consumers
from deceptive reviews, ultimately contributing to a
more reliable and secure e-commerce environment.
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