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Abstract:

The growing digitalization of power systems where networks are used for the distribution of electricity has

also made them susceptible to emerging sophisticated cyber threats, which necessitates the need for advanced
detection systems. Traditional security approaches have often failed to capture the complex spatiotemporal
dynamics of cyberattacks, leading to delayed or false negative identification of a threat. Here we propose a
machine learning based cyber security system which leverages LSTM networks and CNNs to extract spatial
features and detect temporal behaviour patterns, and uses Random Forest for making decisions. The proposed
approach is able to enhance detection accuracy and reduce the false positive rates by using spatiotemporal

data as compared to traditional techniques.

1 INTRODUCTION

The growing complexity and interdependence of
modern distribution networks have rendered them
susceptible to cyberattacks. Traditional techniques
for cyberattack detection often involve rule-based or
static analysis systems which may not suffice against
advanced, adaptable attackers. Yet it allows a more
flexible and effective way to detect cyberattacks
using spatiotemporal pattern in data. But
spatiotemporal patterns can help uncover structure
and behaviour patterns in data that may indicate
normal or abnormal activity describing spatial and
temporal dependencies. Patterns or abnormalities
indicating cyberattacks can be detected by looking at
the patterns. Machine learning algorithms do fairly
well at spatiotemporal patterns, especially Random
Forests, Convolutional Neural Networks (CNN) and
Long Short-Term Memory (LSTM) networks.

1.1 Networks Using Long Short-Term
Memory (LSTM)

Sequence prediction tasks. They can learn long-term
dependencies and temporal patterns better than other
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models. For example, LSTM networks could be used
to detect such anomalies that do not fit expected
patterns in times of cyberattacks through modelling
the network usage over time.

1.2 Convolutional Neural Networks
(CNN)

CNNs are primarily employed in the processing and
analysis of image and other spatial data but can also
be applied to time-series data treating it as a
sequence of spatial patterns. This enables CNNs to
discover local correlations within data which may be
useful in detecting spatial anomalies in network
traffic. Combining spatial and temporal patterns
enables better cyberattack detection through the
application of CNNs and LSTM networks together.

1.3 Random Forest

The Random Forests are an ensemble learning
method that combine multiple decision trees to
improve its classification performance. They perform
very well on high-dimensional data, and they may
deliver insights into feature importance. Random
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Forests can be used in the detection of cyberattacks,
where a large number of features of network traffic
are checked to identify patterns associated with an
attack.

1.4 Objectives

The main goal of this research is to create an end-to-

end framework for detecting cyberattacks in

distribution systems using spatiotemporal patterns.

This comprises:

e Compiling and preprocessing distribution system
network traffic data.

¢ Finding spatiotemporal patterns in the data using
Random Forests, CNNs, and LSTM networks.

e Evaluating how well these algorithms detect
cyberattacks in comparison.

e Evaluating the new strategy's effectiveness by
contrasting it with traditional techniques.

This study will aim to provide a better and more

dependable method for identifying cyberattacks on

distribution systems by utilizing the advantages of

LSTM networks, CNNs, and Random Forest.

This will strengthen the security and dependability of

these infrastructures overall.

2 LITERATURE REVIEW

2.1 Distribution Systems Are Classified
by Machine Learning

As smart grids become more interconnected, there is
a rise in cyberattacks on electricity distribution
networks. Conventional rule-based security systems
have trouble identifying complex, dynamic assaults.
By examining both temporal trends and spatial
correlations in power system data, spatiotemporal
machine learning models offer a viable method to
improve cyberattack detection.

2.2 How Cyberattack Can Be Detected
in Systems for Distribution

System for distributing power cyberattacks can be
effectively detected by applying machine learning
techniques that examine patterns of network traffic,
voltage fluctuations, and system activity. The
integration of Long Short-Term Memory (LSTM)
networks and Convolutional Neural Networks
(CNNs), and Random Forest (RF) strengthens the
identification of attacks by understanding temporal
and spatial dependencies in system data.
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e Data Collection & Preprocessing Sources:
SCADA logs, smart meter readings, network
activity, and system event logs.

e Preprocessing: Data normalization, feature
extraction, as well as noise reduction for
clean inputs during model training.

e Cyberattack Detection Methodology:
CNN for the Extraction of Spatial Features,
CNNs work well for spatial correlation
identification in system states the
convolutional layers learn normal vs.
abnormal system behaviour patterns and are
therefore effective at identifying localized
cyber intrusions.

e LSTM for Recognizing Temporal
Patterns: LSTMs are made to capture
sequential dependencies inside time-series
data and are therefore well-suited to identify
attacks that unfold over time. They examine
trends in power fluctuations, communication
delays, or anomalous command sequences in
the distribution network.

e Random Forest for Decision Making:
Random Forest classifier acts as the last
decision layer, combining features learned
by CNNs and LSTMs. It achieves strong
classification through the combination of
multiple decision trees that diminish
overfitting and enhance detection accuracy.

3 METHODOLOGY

3.1 Theoretical Structure

It starts with a raw data set such as a CSV file that
requires essential data pre-processing. This includes
rescaling the data so that each variable/feature has a
specific range (typically between —1 and 1), a data
loading system, and creating sequential structures for
time-series models. Exocytic Next Module Future
Extraction This is where the pre-processed data must
be analysed to identify relevant features. This
includes  drawing out temporal features
(representations of trends and fluctuations with time),
spatial features, and static or location-based data.
These extracted variables form the basis of strong
prediction models. Figure 1 show the Evolution of
Spatiotemporal patterns in Distribution systems.

It is where the extracted attributes are sent into the
Model Training module to train three different
models based on machine learning: Random Forest,
Long Short-Term Memory network (LSTM), and
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Convolutional Neural Network (CNN). The chosen
models were selected due to their ability to process
complex and sequential data effectively. This
Module analyses the performance of each trained
model. The CNN, LSTM, and Random forest models
are compared using the best measures to do so. From
the performances of the models, the best performing
model is selected to become the last deployed model.
This systematic process guarantees that we adopt the
most feasible model for the task.

Data Pre-processing
module
Raw Dataset - Load Dataset
(CSV file) Generate Sequences
Normalize Data
Model Evolution module Future Extraction
Model Training module

module

Lvaluate CNN Model Extract Spatial
FEvaluate LSTN Model - CNN Model _ features
FEvaluate Random Forest L.STN Model Extract Temporal
Model Random Forest features

Compare Models Model

Figure 1: Evolution of Spatiotemporal Patterns in
Distribution Systems.

3.2 The Datasets Data that Has Been
Utilized

The data used for detection of cyberattacks in
distribution systems must have both normal operating
data and examples of cyber intrusions, recording key
spatiotemporal features of system behaviour. Sources
of data are usually smart meter measurements, and
network traffic data, which give real-time information
on power system operation, voltage fluctuations, and
communication patterns among system elements.
Furthermore, testbeds like Power World Simulator,
IEEE test systems can be used to simulate real-world
threats like False Data Injection (FDI), Denial of
Service (DoS) attacks to create cyberattack scenarios.
The dataset contains a number of imperative features
such as time-series power measurements (voltage,
current, and frequency variations), network traffic
characteristics  (packet size, source address,
destination address, and transmission delays publicly
accessible  datasets like the ICS/SCADA
cybersecurity dataset, NSL-KDD, UNSW-NB15, and
CICIDS2017 is suitable for training machine learning
models, Moreover, simulated attack data over IEEE
33-Bus or 118-Bus test cases.

The dataset is pre-processed before model
training, comprising cleaning of data to deal with
missing values, feature scaling to meet the

requirements of CNN and LSTM models, and data
labelling to identify normal and attack cases. A well-
organized dataset allows the discussed machine
learning paradigm CNN to extract spatial features,
LSTM for temporal examination, and Random Forest
for classification efficiently detect cyber threats on
distribution systems to improve grid resilience and
security.

3.3 This Approach Is to Extract
Features Described

Feature extraction is crucial step in the process of
using spatiotemporal patterns for cyberattack
detection in distribution systems. Taking valuable
characteristics out of raw data enables us to convert
the data into a suitable format for use by machine
learning algorithms. Here, we detail the method for
feature extraction utilized in our work, which
comprises the utilization of Networks using Long
Short-Term Memory (LSTM), Convolutional Neural
Networks (CNN), and Random Forests.

Through the utilization of the advantages of
LSTM networks, CNNs, and Random Forests, our
feature extraction method guarantees that those
features most pertinent and significant to cyberattack
detection in distribution systems are utilized.

4 RESULTS AND EVALUATION

The Random Forest model successfully classifies 186
out of 186 examples, demonstrating good
performance in categorizing class '0'. However, it
only correctly classifies 14 out of 14 examples with
zero misclassifications as '0', demonstrating low
performance for class '1'. This indicates that class 'l'
may have low recall but excellent precision.

Confusion Matrix - Random Forest
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Actual

-75
14 - 50

-25

Predicted

Figure 2: Confusion Matrix — Random Forest.
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The model has a clear bias towards class '0'
prediction, suggesting that either the dataset is
unbalanced or the model requires further fine-tuning
to improve class 'l' prediction. The model has to be
improved to perform better on the minority class,
although overall it has good accuracy for the majority
class. Figure 2 show the Confusion Matrix — Random
Forest.

An ideal classification on the given dataset is
demonstrated by the Convolutional Neural Network
(CNN) in the following report, which registers 100%
accuracy on all measures (precision, recall, and F1-
score) for both classes. Figure 3 show the Optimal
CNN Classification Precision.

CNN Accuracy: 1.0
Classification Report:
precision

recall f1-score support

0.0 1.00 1.00 1.00 186
1.0 1.00 1.00 1.00 14

accuracy 1.00
macro avg 1.00 1.00 1.00
weighted avg 1.00 1.00 )

Figure 3: Optimal CNN Classification Precision.

The LSTM model achieves a 93% accuracy overall,
but struggles with predicting class 'l', showing zero
precision, recall, and Fl-score. Figure 4 show the
LSTM Model Performance.

LSTM Accuracy: 0.93
Classification Report:
precision  recall f1-score support
0.0 0.93 1.00 0.96 186
1.0 0.00 0.00 0.00 14

accuracy 0.93 200
macro avg 0.47 0.50 0.48 200
weighted avg 0.86 0.93 0.90 200

Figure 4: LSTM Model Performance.

5 DISCUSSION

186 out of 186 correctly predicted the majority class
('0"), demonstrating the remarkable accuracy of the
Random Forest model.
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With all accuracy metrics (precision, recall, and
Fl-score) ideal for both classes, the CNN model
performs exceptionally well. It shows that the CNN
model has successfully identified the hidden patterns
and is prepared to accurately classify both majority
and minority classes.

The LSTM model has a high overall accuracy of
93%, highlighted especially by its outstanding
performance on the majority class ('0'). The CNN
model performs exceptionally well.

6 CONCLUSIONS

In our paper we provide a solution for cyberattack
detection in machine learning-based distribution
systems models. Out among the models tested, the
Random Forest Classifier proved the actual and
predictive analysis and also LSTM provide 0.93
accuracy. Which mainly describes how the data could
be detected and also ensure significantly increase
actual and prediction values.
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