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Abstract: Federated data platforms (FDPs), or data spaces, are frameworks that facilitate data sharing between diverse
data sources and stakeholders. FDPs are critical enablers in the 2020 European Data Strategy where industrial
data is a strategic investment area. Industrial use cases can involve high data volumes and velocity despite
operating in resource-constrained environments. FDPs have been proven in inter-company data exchanges and
are typically implemented on scalable cloud platforms. This study explores the possibility of extending FDPs
in the cloud continuum (CC) by examining how the technical requirements of FDP building blocks align with
the drivers, characteristics, and enablers of CC layers. The study introduces an analysis framework for finding
the optimal placement of building blocks along CC. It also shows that transferring FDP components connected
to high data volumes closer to the edge can make FDPs more effective and better suited for manufacturing and
intralogistics use cases. The study concludes that there is an architectural fit between FDP functionalities and
the characteristics of the CC, and suggests that FDP usability and performance should be studied empirically.

1 INTRODUCTION

Data is a strategic resource for the optimization of
manufacturing operations and the creation of new
products and services (Gelhaar et al., 2021) (Richter
and Slowinski, 2019). Data must flow between dif-
ferent systems and stakeholders to enable new data-
driven innovations and operative efficiency (Rajput
and Singh, 2019) (Suleiman et al., 2022).

Transferring data between manufacturing systems
is not feasible in several use cases due to large data
volumes, latency requirements, transfer costs, com-
munication bandwidth limitations, or security consid-
erations (Alkhabbas et al., 2020) (Sousa et al., 2022).
Cloud continuum (CC) can be used alleviate data
transfer challenges via deployment of applications
and other resources close to data sources and users
(Al-Dulaimy et al., 2024) (Cardellini et al., 2025).
Placement and scheduling of computing along the CC
remain focal architectural and practitioner questions
(Jansen et al., 2023) (Salaht et al., 2020).
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Federated data platforms (FDPs) are frameworks
that facilitate the sharing, integration, and manage-
ment of data between a diverse network of data
sources and stakeholders (Curry et al., 2022) (Otto
et al., 2022). FDPs are at the core of the European
data strategy, where industrial data sharing is a strate-
gic investment area (European Commission, 2020)
(European Commission, 2024). Early FDP research
focuses on technical, legal and organizational charac-
teristics (Otto et al., 2016) (Otto et al., 2022), whereas
business models and value creation are emerging FDP
research themes (Ammann and Hess, 2025) (Jussen
et al., 2024). To the best of our knowledge, there is
no research addressing how FDPs can be extended in
CC and how their components should be placed, i.e.
on-premise or as edge deployments.

To address this research gap, our research ques-
tions are:

1. How can federated data platforms extend along
the cloud continuum?

2. What specific requirements and implications do
manufacturing and intralogistics have for the de-
ployment of FDPs along cloud continuum?
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We answer the research questions by designing
a framework for evaluating architectural fit between
FDP building blocks and CC layers, and analyzing
the specific requirements of manufacturing and intral-
ogistics for FDP deployment. Both the framework
and its application are novel contributions with prac-
titioner impacts.

This paper is structured as follows. Section 2
presents the background and existing literature on
FDPs, the cloud continuum and the service placement
problem. Section 3 introduces the formulated eval-
uation framework. Section 4 maps FDP along the
CC. Section 5 presents application considerations for
manufacturing and intralogistics. Section 6 provides
a discussion before conclusions in section 7.

2 THEORETICAL BACKGROUND

2.1 Federated Data Platforms

Federated data platforms are technical, legal, and or-
ganizational frameworks that facilitate the sharing,
integration, and management of data between a di-
verse network of data sources and stakeholders (Otto
et al., 2016). They provide conceptual, organiza-
tional, and technological building blocks for data
ecosystems, where stakeholders collaborate via fed-
erated data storages (Otto et al., 2022).

As discussed in (Otto, 2022) and (Otto et al.,
2022), federation means that FDP architecture and
ownership are not centralized but shared by partici-
pating actors. Actual data transfers are bilateral and
do not require data duplication; instead, data is ac-
cessed from its original location. All data in an FDP
is cataloged with the FDP operator, and access to it is
provided in a decentralized way. The data remain at
the source, where each data provider decides to host
it. Data is accessed and provided to other participat-
ing actors through data connectors. Figure 1 provides
a schematic overview of FDP actors and data flows.

Figure 1: Overview of FDP participant roles participant
roles and dataflows in a FDP. Adapted and simplified from
(Otto, 2022).

Other key characteristics of FDPs are data
sovereignty, interoperability, and scalability (Jarke
et al., 2019) (Otto et al., 2022). As discussed by (Jarke
et al., 2019), data sovereignty means that data remains
under the control of the data provider, who decides
who has access to it, for what purpose, and under what
conditions their data can be utilized. Sovereignty
is enforceable through data contracts attached to the
data offering.

FDP frameworks are developed, standardized, and
promoted in industry organizations such as the In-
ternational Data Spaces Association (IDSA), Gaia-X,
and the Data Spaces Support Centre (DSSC). DSSC
is the most relevant organization for this study, with
their Data Spaces Blueprint that defines the busi-
ness, organizational, and technical building blocks for
FDPs (Data Spaces Support Center, 2024).

2.2 Cloud Continuum

CC is a systems-level paradigm related to extending
scalable computation, data storage, and other capa-
bilities towards the edge and endpoints of the net-
work (Moreschini et al., 2022) (Bonomi et al., 2014).
Key capabilities extended from the cloud towards the
edge are computation, storage, application control
and communication between network nodes - both
horizontally within a network layer and vertically be-
tween network layers (Byers and Swanson, 2017).

Industry 4.0, cyber-physical systems and the In-
ternet of Things (IoT) have been major drivers for
CC with heterogeneous connected actuators, sensors,
and devices producing massive amounts of data with
high velocity in industrial contexts (Suleiman et al.,
2022) (Lasi et al., 2014). Transferring all that data to
the cloud is impractical due to incurred costs, limi-
tations of the communication bandwidth, low latency
requirements, and security considerations (Alkhabbas
et al., 2020) (Sousa et al., 2022). CC solves these
challenges by enabling the deployment of applica-
tions and other resources close to data sources and
users (Cardellini et al., 2025) (Jansen et al., 2023).
There are multiple drivers for extending capabilities
closer to edge and endpoints of computing networks.
This study categorizes these drivers into business,
functional, and security and privacy domains based
on earlier research as depicted in Table 1.

Research in CC has been active, and multiple
complementary concepts have emerged, such as Edge
Computing, Fog Computing, Fog-to-Cloud Comput-
ing, Mobile Cloud Computing, Multi-Access Edge
Computing, Mist Computing, and the Cloud-to-Thing
Continuum (Al-Dulaimy et al., 2024) (Antonini et al.,
2019) (Čilić et al., 2021) (Masip-Bruin et al., 2016)
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Table 1: Drivers for cloud continuum utilization.

Category Drivers References
Business Cost efficiency

Operational reliability and resilience
Energy efficiency

(Alkhabbas et al., 2020) (Bellavista et al., 2019)
(Cardellini et al., 2025) (Di Martino et al., 2023)
(Masip-Bruin et al., 2016) (Moreschini et al., 2022)
(Salaht et al., 2020) (Santos et al., 2021) (Sousa et al.,
2022) (Trakadas et al., 2022)

Functional End-to-end performance scalability
Low latency requirements
High data volumes and velocities
Communications (bandwidth efficiency)
Interoperability with endpoints and data formats
Mobility

(Ahearne et al., 2023) (Alkhabbas et al., 2020) (Bar-
bosa et al., 2025) (Bellavista et al., 2019) (Cardellini
et al., 2025) (Di Martino et al., 2023) (Jansen et al.,
2023) (Kimovski et al., 2021) (Masip-Bruin et al.,
2016) (Moreschini et al., 2022) (Salaht et al., 2020)
(Santos et al., 2021) (Sousa et al., 2022) (Trakadas
et al., 2022)

Security Guarantee privacy
Avoid or limiti transfer of sensitive data
Reduce risk surface

(Ahearne et al., 2023) (Alkhabbas et al., 2020)
(Cardellini et al., 2025) (Di Martino et al., 2023)
(Jansen et al., 2023) (Moreschini et al., 2022) (Santos
et al., 2021) (Sousa et al., 2022) (Trakadas et al., 2022)

(Salaht et al., 2020) (Yousefpour et al., 2019). Cor-
respondingly, several related architecture proposals
have been published where with 3-8 logical contin-
uum layers. The proposals describe logic, architec-
ture, and procedures how computing, storage, control,
and networking capabilities can be organized and dis-
tributed along the CC layers; and how applications
can be dynamically redistributed. The logical separa-
tion into different layers enables architects and devel-
opers to consider the continuum as a unified comput-
ing model. It helps overcome the limitations of tiered
architectures and supports moving applications closer
to data sources and end users (Cardellini et al., 2025)
(Jansen et al., 2023).

2.3 Service Placement Problem

The Service Placement Problem (SPP), also referred
to as the Application Placement Problem (Xiao et al.,
2012) or the Function Placement Problem (Jonas
et al., 2019), defines a mapping pattern for how ap-
plication components are assigned to an infrastruc-
ture, along with a methodology for how tasks are di-
vided and scheduled across those components (Salaht
et al., 2020). Application workloads can be dis-
tributed along the infrastructure and leverage the ca-
pabilities of each infrastructure layer (Jansen et al.,
2023). When the data storage, compute, and com-
munication capabilities of each network element are
taken into account, applications can reside close to
the data, and significant latency and network con-
gestion issues can be avoided—as large amounts of
data are not transferred between network layers but
are instead processed in nodes close to data sources
(Farhadi et al., 2021) (Poularakis et al., 2020).

The placement pattern can be static or dynamic,

with continuous reallocation and scheduling of re-
sources to achieve a single objective or multiple in-
terdependent objectives simultaneously (Brogi et al.,
2020). The optimization objectives discussed in re-
cent SPP research include both functional and non-
functional requirements, such as total consumption
of network resources (CPU cycles, memory space,
data storage, network bandwidth), energy consump-
tion, quality of service (maximum delay, task com-
pletion rate and time, service disruption rate), end-
user mobility, total costs (application deployment and
operations), minimizing data transfer to the cloud,
and revenues enabled by the network (Farhadi et al.,
2021) (Kasi et al., 2020) (Natesha and Guddeti, 2021)
(Ramı́rez et al., 2017). It is worth noting that many of
these requirements align with the business and func-
tional drivers of cloud continuum utilization summa-
rized earlier in Table 1. However, security is not em-
phasized in most SPP studies, despite being a criti-
cal non-functional requirement—particularly regard-
ing the handling and transfer of sensitive and confi-
dential data (Salaht et al., 2020).

For the purposes of this study, it is important to
acknowledge that dynamic SPP is a non-trivial prob-
lem, even though our focus is limited to defining a
static mapping pattern for FDP components along the
main CC layers. We do not take a position on data
placement options (e.g., (Du et al., 2020) (Shen et al.,
2024)) but assume that data is expected to reside close
to its source unless there are explicit reasons to trans-
fer it to fog or cloud repositories. This assumption
aligns with the design principles of FDPs. By keeping
data close to its sources, we avoid problems related to
the synchronization of distributed data (Gilbert and
Lynch, 2002) (Pandey and Pandey, 2020).
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3 ANALYSIS FRAMEWORK

3.1 Characteristics of Cloud
Continuum Levels

For the purposes of this study, the CC is divided into
three layers. This allows the evaluation of the ar-
chitectural fit while maintaining a manageable level
of complexity. Adopting and modifying the models
from (Jansen et al., 2023) and (Salaht et al., 2020), we
select the layers cloud, fog, and edge as our analysis
baseline. Each layer has its own set of characteristics
that present both benefits and challenges for applica-
tion deployments. These benefits and challenges are
summarized in Table 2.

The authors of (Chiang and Zhang, 2016) describe
the cloud as a small number of very large data cen-
ters that offer a centralized environment for comput-
ing, control, and data storage. Data centers are op-
erated by large companies and maintained by techni-
cal expert teams ensuring high operational reliability
and the security of their services. When the majority
of security aspects are the responsibility of the cloud
service provider, deploying a system in the cloud en-
hances the overall security of the system and reduces
the security-related risk borne by the system provider
or owner (Alkhabbas et al., 2020). However, a cloud-
centric approach presents two major limitations re-
garding system privacy and reliability (Antonini et al.,
2019). Firstly, sensitive data should not be transmit-
ted or processed in remote systems due to increased
cybersecurity risks. Secondly, securing the reliability
of the system requires an always-on Internet connec-
tion, which can be difficult on mobile devices.

In addition to security and reliability, cloud
infrastructure provides scalable and extensive com-
putational resources and storage capabilities to enable
high performance processing and resource-intensive
applications, such as deep learning (Jansen et al.,
2023). IoT applications create major challenges
for cloud-centric systems due to the high volumes
of data and the increased number of connected
devices. Transferring large amounts of data to the
cloud for processing has a high bandwidth demand
and consumes energy (Alkhabbas et al., 2020).
Moreover, the billing models of cloud services are
typically based on the number of transactions with
the cloud, making continuous streaming of data to
the cloud costly (Antonini et al., 2019). Lastly, the
geographical distance between devices and the cloud
introduces delays in communication which makes
cloud-centric systems unsuitable to latency-sensitive
applications (Barbosa et al., 2025).

Fog acts as an intermediate layer between the
cloud and end devices, bringing computing, control,
storage, and networking functions closer to the data
sources (Chiang and Zhang, 2016). It can consist
of multiple hierarchical edge clusters, ranging from
resource-constrained devices to micro data centers
(Jansen et al., 2023), and networking entities, such as
access points, gateways, and routers (Antonini et al.,
2019). Containing diverse and heterogeneous devices
with varying capabilities, fog creates new opportu-
nities for system design to achieve better trade-offs
between local and global data processing as well as
distributed and centralized architectures (Chiang and
Zhang, 2016).

Chiang and Zhang (Chiang and Zhang, 2016) state
that the most fundamental question for fog comput-
ing is on where, when, and how to distribute system
functions along the continuum. Closer proximity to
data sources and end devices helps to meet the re-
quirements of low latency, reduced bandwidth, and
privacy guarantees enhancing the overall system effi-
ciency and performance (Antonini et al., 2019). The
authors of (Chiang and Zhang, 2016) also discuss the
security tradeoffs of fog architectures. On the one
hand, fog nodes can improve security by providing
security functions, such as access control or encryp-
tion, for privacy-sensitive data before it leaves the
edge. On the other hand, the operating environment
is more vulnerable and resources to protect the system
are more limited compared to the cloud.

Edge consists of decentralized, heterogeneous,
and possibly mobile devices that typically have lim-
ited compute and storage resources (Jansen et al.,
2023). The deployment of systems on the edge
plays a key role in IoT solutions, and enable build-
ing complex cost-efficient applications with low la-
tency (Antonini et al., 2019). Additionally, edge de-
ployments can work reliably without an Internet con-
nection (Alkhabbas et al., 2020) and preserve privacy
(Jansen et al., 2023) making them suitable especially
for autonomous vehicles and healthcare.

Although the edge addresses challenges inherent
to the cloud, such as bandwidth limitations, increased
latency, and high energy consumption, it introduces a
new set of challenges that emerge during system de-
velopment and maintenance. Developing and main-
taining edge systems requires specialized expertise
and skills from engineers (Alkhabbas et al., 2020).
Moreover, the edge environment lacks standardized
guidelines and foundational infrastructure services
typical to the cloud (Jansen et al., 2023).
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Table 2: The benefits and challenges of CC layers summarized.

Benefits Challenges
Cloud Security and reliability

Scalability of resources
High processing power
Standardized environment

Always-on connection required
Geographical distance
Delay and latency
High transaction costs
High energy consumption

Fog Tradeoff between local and global
Centralization/decentralization
Privacy guarantees
Varying capabilities

Heterogeneity of infrastructure
May require technical skills
High initial costs

Edge Privacy guarantees
Low latency
Energy efficient
Enables distribution
Autonomy and control

High initial costs
Constrained resources
Vulnerable operation environment
Heterogeneity of infrastructure
Requires technical skills

3.2 Requirements of Data Platform
Building Blocks

Data Spaces Support Centre (Data Spaces Support
Center, 2024) provides a blueprint for data spaces in-
cluding building blocks that divide platform capabil-
ities into manageable clusters. We utilized the tech-
nical building blocks to evaluate the architectural fit
between FDPs and CC. The building blocks contain
the core functionality of FDPs.

• Data models enables the publishing, browsing,
managing, and storing of shared dictionaries to fa-
cilitate semantic interoperability.

• Data exchange establishes mechanisms for the
transmission of data according to the agreed pro-
tocol.

• Provenance and traceability provide capabilities
for tracking data, its sharing, and usage for com-
pliance purposes.

• Identity and attestation management enables
platform actors to present, verify, store, and ex-
change attestations in a secure and self-sovereign
manner.

• Trust framework provides criteria for platform
actors, processes, and technical means for their
validation and verification, and accredited trust
sources.

• Access and usage policies enforcement estab-
lishes mechanisms to govern data management by
implementing and enforcing policies for data ac-
cess and usage.

• Data, services and offering descriptions pro-
vides tools for the creation, evaluation and main-
tenance of high-quality metadata to facilitate dis-
covery, interoperability and usability.

• Publication and discovery enables dynamic
transactions that bring together data/service
providers and potential customers.

• Value creation services provide guidelines to de-
fine the technical infrastructure of services and set
up technical conditions to ensure all value cre-
ation services have proper management, perfor-
mance, scalability, monitoring and maintenance.
We derived relevant requirements from the build-

ing block descriptions to shape architectural deci-
sions. Table 3 highlights the most relevant high level
requirements for each building block. The high-
lighted requirements do not constitute an exhaustive
list and should be interpreted as indicative rather than
comprehensive. Nevertheless, they emphasize the
most essential aspects relevant to placement decisions
for each building block. In the other words, all listed
requirements can be relevant for a building block, but
the idea is to highlight only the ones that drive the
placement decision. The requirements are the follow-
ing.

• Scalability of storage and compute capacity en-
sure the extendability of a service and processing
of high data volumes.

• Consistency and manageability refer to the abil-
ity of a service to maintain data synchronized
across the platform.

• Security and privacy to protect actors and their
business secrets.

• Reliability refers to the availability and fault re-
silience of a service that is closely related to busi-
ness operations.

• Low latency enables real-time applications and
reflects minimal cumulative transaction delays.

• Low transaction costs keep services with contin-
uous transactions and high data volumes afford-
able.
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• Adaptability refers to the ability of a service to
accommodate the diverse technologies employed
by different system components.

• Performance refers to the requirement for effi-
cient operation without the need for particularly
low latency, as the service is not used continu-
ously.

• Sovereignty emphasizes an individual’s auton-
omy and ability to retain control over its data.

4 FEDERATED DATA
PLATFORMS ON THE CLOUD
CONTINUUM

By analyzing and comparing the requirements of FDP
building blocks to the characteristics of CC layers, we
were able to provide architectural guidelines for the
service placement problem. Figure 2 summarizes the
findings and indicates the optimal placements for each
building block along the CC.

Figure 2: Building block placements.

We recommend that Data models building block
be placed on the cloud or the higher levels of fog. All
entities should be able to access and refer to the same
set of data models, and thus a centralized service is
preferred. Centralization will also ease the manage-
ment of models, reducing duplicates and overlap. The
number of data models to be stored will depend on the
application, but it can be assumed that the number will
remain bounded in every case. The functions related
to this building block are not time-critical or require
continuous transactions.Thus, deploying the service
at the edge is not justified and may increase the com-
plexity and cumulative costs of the system, as well as
lead to divergence of models.

Data exchange building block benefits from de-
ployment near the edge, as it provides functions en-
abling and supporting the actual exchange and sharing
of data. Routing data through a centralized service
can help to address interoperability challenges and
provide a single point of access to all available data
on the platform. However, a centralized cloud ser-
vice is not suitable for cases involving low latency re-
quirements, high data volumes, or sensitive data. Fog,
on the other hand, can host such services by reducing
high transaction costs and improving the overall per-
formance. However, a centralized service creates a
single point of failure that poses a significant risk to
the operation of the system. Decentralized deploy-
ment approach at the edge or near edge can help min-
imize such risks and reduce cumulative latency impli-
cations as well as energy consumption. However, it
increases the complexity of the system due to hetero-
geneous transfer protocols and adds local administra-
tive burden regarding access and usage control.

Provenance and traceability functions are recom-
mended to be deployed in the cloud or fog. A central-
ized cloud service or a predominantly centralized fog
service can provide global transparency while guar-
anteeing the scalability and manageability of the plat-
form. Global view and control over the devices in-
volved ease the tracking. However, storing records
related to the processes in remote systems can cause
increased privacy risks as they may reveal business
critical or otherwise sensitive information. The edge
can offer a secure and privacy-preserving solution, but
otherwise we do not see any significant benefits in that
option.

Identity and attestation management can benefit
from a distributed approach across the CC. Identity
and attestation management building block ensures
the integrity and reliability of information related to
participating entities and their identity on the plat-
form (Data Spaces Support Center, 2024). Such ser-
vices are usually implemented centrally and benefit
from the existence of a central registry. This building
block does not include time-critical functions or large
amounts of data transfers. However, identity data re-
quires secure storage and transfer which are more fea-
sible near the edge. Moreover, a service deployed
closer to the edge in a more decentralized way can
emphasize the principle of federation by which enti-
ties maintain strong autonomy and control over their
data.

We recommend Trust framework be deployed in
the cloud. The functions of the building block do
not have strict latency requirements, not store highly
sensitive data, and not require continuous transactions
with other services. This indicates that deployment at
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Table 3: The requirements of technical building blocks.
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Data models x x x
Data exchange x x x x x
Provenance and traceability x x x
Identity and attestation management x x x x x
Trust framework x x x
Access and usage control enforcement x x x x
Data, services, and offering descriptions x x x x
Publication and discovery x x x x
Value creation services x x x x

the edge does not bring any significant benefits, but
can introduce unwanted complexity to the system. A
cloud-based solution, on the other hand, can provide
better control and transparency and ensure uniform
criteria as well as scalability. Fog layers closer to the
cloud offer similar benefits as the cloud, making them
a viable alternative.

Access and usage policy enforcement includes
functionalities that can benefit both, cloud and edge,
thus making fog an optimal option. This building
block provides functionality to specify and manage
policies and track compliance (Data Spaces Support
Center, 2024). There are various types of policies:
some apply across the platform, while others are
highly specific to data products. On one hand, poli-
cies operationalize legal data sharing contracts be-
tween involved parties, and therefore it is logical for
the functionality to reside at the same level where
such contracts are established. On the other hand,
compliance tracking is tightly related to data transfer
and usage processes that likely take place at the edge.
However, deploying the full functionality at the edge
can add significant administrative load. Utilizing fog
enables a semi-centralized approach that reduces ad-
ministrative burden while keeping the control close to
the entities.

Fog serves as a good compromise for Data, ser-
vices, and offering description building block. This
building block offers tools for metadata management,
validation and version control (Data Spaces Support
Center, 2024). Metadata management drives the ser-
vice placement decisions closer to the edge, whereas
validation and version control functionalities can ben-

efit more from deployment on fog or cloud levels. The
edge offers full visibility to the actual data enabling
quick response to changes. Moreover, metadata man-
agement close to the corresponding entity reinforces
its autonomy and control. In contrast, a cloud-based
solution could provide secure and reliable storage ca-
pabilities for version control and ensure the interop-
erability of descriptions through a centralized vali-
dation service. Considering this, fog can serve as a
good compromise if the functionalities of the build-
ing block are intended to be kept centralized rather
than distributed along the CC.

Publication and discovery building block benefits
most from a centralized cloud-based solution. From
the perspective of system management and scalability,
a centralized cloud deployed meets the requirements
in many cases. It facilitates the discovery of available
offerings and ensures scalability for large amounts
of offerings. Moreover, this building block does not
contain any time-critical functions or require continu-
ous transactions that would drive placement decision
closer to the edge. Privacy, however, is an aspect that
could justify deploying the service on the fog. Dis-
tributing the functionality closer to the edge can cre-
ate unnecessary processing that will reduce the over-
all performance of the system. It can also limit the
ability of entities to establish new provider-customer
relationships on the platform.

There is a strong tendency for value creation ser-
vices to align with and utilize cloud capabilities. This
building block provides support for the definition,
provision, delivery, and utilization of services, which
aim to create value out of data, such as visualization
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and analytics, data quality services, additional secu-
rity functions, and monitoring (Data Spaces Support
Center, 2024). The support services has to be easily
accessible, and they do not create continuous transac-
tions or require low latencies. Thus, a centralized ser-
vice deployed in the cloud or fog is optimal. The ac-
tual value creation services themselves may have spe-
cific requirements. Based on our experience, many of
these kinds of supporting services benefit from the ca-
pabilities offered by the cloud. However, the specific
requirements of each case must be carefully consid-
ered when deployment environments are evaluated.

5 APPLICATION IN
MANUFACTURING AND
INTRALOGISTICS

First, manufacturing and intralogistics systems need
to serve the manufacturing process by monitoring and
controlling the production and asset flow in real time.
This is the primary functional requirement for service
placement. Using fog and edge computing can in-
crease quality of service (less delay, higher task com-
pletion ratio), improve efficiency (less network con-
gestion, lower costs in data transfer and cloud com-
puting), and improve process and personnel security
as data is not transferred to cloud for analysis and de-
cision making (Jansen et al., 2023) (Natesha and Gud-
deti, 2021).

Second, mobility likely plays a smaller role in per-
formance of the FDP than in many other cloud com-
puting deployments. Reversing the logic of (Ramı́rez
et al., 2017), the movement and movement patterns
happen in a limited and controlled production envi-
ronment, and the end user data and service requests
can be standardized which can reduce system volatil-
ity considerably. The controlled nature of the oper-
ating environment does not impose significant con-
straints or challenges on the use of cloud services.

Third, power consumption is another character-
istic affecting the performance of CC deployments
(Ramı́rez et al., 2017). As manufacturing and intralo-
gistics systems are connected to physical manufactur-
ing and transport processes, the power consumption
of ICT systems can be considered to be marginal com-
pared to those of actual production processes, when
the alternative costs could be poor production perfor-
mance or quality.

Fourth, manufacturing and intralogistic applica-
tions can complicate deployment with their large
scale and heterogeneity of IoT devices, sensors and
actuators (Salaht et al., 2020). Geographical distri-

bution does not come into play with manufacturing
and intralogistics scenarios as one production facil-
ity typically can be considered to operate in their own
fog layer, access cloud services only when needed. A
single fog service placement problem is considerable
simpler (Ramı́rez et al., 2017).

Finally, even though manufacturing and intralo-
gistics scenarios can be simple in some aspects, it is
still challenging to determine where and when to de-
ploy each of the computing tasks to meet all func-
tional and non-functional requirements and to op-
timize for several interdependent parameters (Brogi
et al., 2020). Therefore, more detailed application-
specific requirements must be identified through addi-
tional research methods before defining service place-
ments.

6 DISCUSSION

The results show that federated data platforms ben-
efit from the CC. Most of the building blocks rep-
resent functionalities for which a centralized cloud
deployment is preferred due to reduced system com-
plexity and increased scalability. However, we iden-
tified two cases where key functionalities can benefit
significantly from edge deployment.

Firstly, some building blocks require stronger pri-
vacy protection. In such cases, centralized services
can be hosted at the fog layer, preventing highly sen-
sitive data from being transferred to remote systems.
Furthermore, hosting the services closer to the edge
facilitates data sovereignty which is one of the key
design principles for FDPs discussed by Jarke et al.
(2019). However, the placement decision comes with
trade-offs, as the responsibility for security metrics
shifts from a cloud provider to IoT engineers, as noted
by Alkhabbas et al. (2020). While industrial appli-
cation environments are typically well-secured, this
shift demands additional skills and expertise from or-
ganizations.

Secondly, the only building block benefiting from
a fully distributed deployment at the edge is Data ex-
change, especially in applications involving high vol-
umes of data, such as manufacturing and intralogis-
tics. Processing high volumes of data in the cloud can
compromise real-time decision making and reliable
operation that are essential for industrial applications
(Ahearne et al., 2023) (Jansen et al., 2023). Beyond
performance considerations, the costs of data trans-
fer also justifies deploying the service at the edge, as
highlighted by Alkhabbas et al. (2020).

The presented analysis framework and the results
help practitioners evaluate different service placement
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options, thus facilitating the design of future federated
data platforms. The framework can also be utilized
when assessing the architectural designs of existing
systems. The proposed service placements and the
analysis provide a clearer understanding of the bene-
fits of different design choices and emphasize the ad-
vantages of service deployment across the CC.

The methodological choices impose limitations on
this study. Firstly, this study is only based on a theory
and practical implications of proposed service place-
ments have not been tested. This can affect the relia-
bility of the results in practice. Secondly, the levels of
the CC are not as clearly defined in reality as the pro-
posed framework suggests. Modern edge nodes can
be capable in terms of storage capacity and processing
power, enabling them to host services with substantial
resource requirements. Lastly, the considered require-
ments of each platform building block are based on a
short general description and the assumptions of its
functionality. These assumptions reduce the accuracy
of the proposed service placement recommendations.
To enhance the accuracy, both application specific re-
quirements and the capabilities of the available hard-
ware should be taken into consideration.

This study is the first step towards evaluation of
the benefits, challenges and applicability of place-
ment of FDPs along the CC. While we see the logi-
cal fit of FDP components with the characteristics of
cloud continuum layers, we do not take into account
the restrictions of underlying infrastructure nodes and
communication network. Future research should fo-
cus on validating the recommended service place-
ments by applying the framework across a variety of
industrial use cases. Alternatively, these placements
and their implications can be further analyzed with
simulations and algorithmic analysis. Secondarily,
our analysis is not yet addressing the dynamic alloca-
tion and reallocation of compute tasks which is a core
benefit of cloud continuum. Defining a method and
algorithms for dynamic placement of FDP building
blocks and scheduling tasks is an unexplored research
area. Further studies can evaluate different allocation
strategies by measuring metrics, such as latency, en-
ergy efficiency, and cost, across various workloads.
Furthermore, the impacts of data placement options
can be further explored, i.e. how deliberate placement
of data in edge or fog nodes impacts the system per-
formance.

7 CONCLUSION

Data sharing between different systems and stake-
holders enables significant economic benefits to or-

ganizations. Federated data platforms facilitate the
sharing, integration, and management of data between
diverse data sources and stakeholders. However, the
deployment of FDPs in a centralized cloud introduces
challenges in application areas, such as manufactur-
ing, that produce a large volume of data in resource-
constrained environments with low latency require-
ments. To address this challenge, we studied architec-
tural fit between FDPs and the CC to deploy platform
services closer to data sources and users.

We designed and applied an analysis framework
for evaluating the architectural fit. The framework is
based on the characteristics of different CC levels and
the identified requirements of FDP building blocks
described by Data Spaces Support Centre. The re-
sults show that deploying services directly connected
to high volumes of data closer to the edge can im-
prove overall performance and efficiency of a system.
In contrast, some of the services are centralized by
their nature and the similar placement decision could
increase complexity making the system hard to man-
age.
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