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Society is exposed to a wide range of threats that can jeopardise the continuity of organisations and the

security of citizens. In previous years, deliberate hybrid influence from authoritarian countries has increased
significantly. Finland's comprehensive security is a cooperative concept for implementing preparedness and
crisis management. Organisations involved in comprehensive security require knowledge to prepare and
respond appropriately to crises. This study aimes to determine how knowledge is managed within the Finnish
comprehensive security knowledge network. A theory-guided mixed methods study investigated the security-
related knowledge management practices of 54 diverse Finnish organisations involved in comprehensive
security. The study identifies knowledge management in a four-layer architecture: institutional, organisational,
interaction, and knowledge layers, all of which need to be aligned to facilitate effective knowledge
management. According to the findings, networked knowledge management works partly well, but there is
potential for improvement in the breadth and depth of knowledge-sharing. This study suggests proposals for
the development of knowledge networks and management for comprehensive security.

1 INTRODUCTION

The Finnish Security Strategy defines comprehensive
security as the foundation of national resilience, in
which vital societal functions are maintained through
cooperation between public, private, and third-sector
organisations. The preparedness within The Finnish
comprehensive security ecosystem is based on
legislation, agreements, and voluntary contributions.
Multifaceted threats create challenges for societal
security and resilience caused by state, non-state and
environmental factors. The unpredictable nature of
these threats complicates forecasting and
preparedness. Knowledge and situational
understanding are key factors for efficient
preparedness and crisis management. (Finnish
Security Committee, 2025) This study aims to answer
an under-researched question: How knowledge is
managed within Finland's comprehensive security
ecosystem?

Hybrid threats refer to hostile actors' efforts to
undermine society by exploiting vulnerability across
domains. State actors pursue political objectives
through hybrid activities (Galeotti, 2019), with
warfare being the ultimate option for authoritarian
states. Organisations face constant risks, such as
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cyber-physical vulnerabilities, information
manipulation, and intelligence collection. Artificial
intelligence has expanded hybrid capabilities,
especially in the information domain (Yan, 2020).
According to a Finnish survey, half of the large
enterprises considered themselves targets of hybrid
activities. Because many of them fall out of
systematic security knowledge sharing, 96 % of
businesses would expect better knowledge from
officials (Vesterinen, 2022).

Knowledge is a key component in comprehensive
security. A diverse comprehensive security
ecosystem  requires  networked — knowledge
management practices to facilitate situational
awareness and decision making. Since responsibility
is shared without one central organisation,
information exchange practices and collaboration at
the international, national, regional, and local levels
are crucial. Organisations can enhance their
adaptability to security threats by fostering
knowledge sharing and continuous learning within
the network. Sufficient security-related knowledge
enables proactive preparedness. Synergy between
comprehensive security and knowledge management
enables organisations to leverage explicit and tacit
knowledge in their preparedness and activities.
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2 RELATED LITERATURE

2.1 Knowledge Networks

Knowledge management (KM) is a methodical
approach to creating, sharing, and applying
knowledge to gain competitive advantage and fulfil
organisational goals (Nicolas, 2004). Several studies
have identified significant benefits of well-
functioning knowledge management (Andreeva &
Kianto, 2012; Kebede, 2010; Rousseau, 2006).

Knowledge networks are groups of connected
people or organisations that store knowledge and
interact with knowledge tasks. (Phelps et al., 2012).
The structure encompasses diverse participants
within defined boundaries, with participants
understanding their roles in making the ecosystem
less vulnerable to external pressures (Cobben et al.,
2022). The key attributes of knowledge ecosystems
include dynamic value creation from exchanges
between organisations and ecosystem management
(Van der Borgh et al., 2012). Ecosystems include
techniques and platforms enabling knowledge
development, transfer and utilisation, with their
primary characteristic being ability to produce new
insights and solutions (Voda et al. 2023).

Organisations face a paradox when protecting and
sharing knowledge, highlighting the need to manage
cross-boundary knowledge flows within knowledge
ecosystems (Loebbecke et al. 2016). According to the
information-processing view by Premkumar et al.
(2005), organisations have two strategies for
managing uncertainty: developing protective buffers
or enhancing information-processing capabilities to
improve knowledge flow. Oberg and Lundberg
(2022) noted that knowledge ecosystems operate
through structure and openness mechanisms. The
structure involves linear knowledge transfer through
formal channels, whereas content development is
collaborative. A functioning ecosystem requires
parties to reach a sufficient understanding before
collaboration can occur.

Knowledge sharing within a network facilitates
three processes: knowledge creation, transfer, and
adoption (Alavi & Leidner, 2001). This sophistication
varies across organisations. Nunamaker et al. (2001)
categorised these capabilities into three levels: Level
1 represents individualistic and uncoordinated
efforts; Level 2 shows emerging coordination that
remains ad hoc; and Level 3 exhibits concerted
capabilities where teams work through repeatable,
adaptive processes. Collaborative dynamics affect
inter-organisational knowledge sharing positively or
negatively. Huxham (2003) highlighted collaborative
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advantage, signifying gains from joint efforts, and
collaborative inertia, referring to unsatisfactory
outcomes. A collaborative advantage occurs when a
collective achieves what individuals cannot achieve.
However, the results often seem minimal, suggesting
that organisations must weigh benefits against
investments.

2.2 Attributes of Knowledge

Knowledge is a resource that can be transferred
within a knowledge network. The Data-Information-
Knowledge-Wisdom (DIKW) hierarchy is a
foundational framework for knowledge management
that illustrates cognitive transformations. This
suggests that wisdom emerges from collecting data,
transforming it into information, refining it into
knowledge, and combining it with experience
(Ackoft, 1999). The DIKW model implies that each
level builds on the previous one: data are raw facts,
information includes context, knowledge applies
information through experience, and wisdom is the
judicious application of knowledge. However, this
concept has been criticised. Tuomi (1999) argued
data emerge only after meaningful structures and
semantics are established through existing
knowledge. This suggests that the DIKW model
enhances the interplay of technical solutions and
social processes, enabling users to make sense of
shared meanings within organisational contexts.

Explicit and tacit knowledge may be
distinguished. While explicit knowledge can be
documented and shared through formal channels,
tacit knowledge represents a deeply internalised
understanding that individuals possess, but cannot
easily articulate. (Polanyi, 1958; Nonaka, 1994).
Knowledge creation occurs through a dialoque
between tacit and explicit knowledge, ultimately
crystallising into concrete forms. The SECI model,
named after Socialisation (tacit-tacit), Externalisation
(tacit-explicit), Combination (explicit-explicit), and
Internalisation (explicit-tacit), identifies knowledge
development as a continuous cycle between tacit and
explicit knowledge in which knowledge is amplified
and expanded across individual, group, and
organisational levels (Nonaka & Toyama, 2003). This
principle may also be applied in the inter-
organisational context of knowledge transfer (Alavi
& Leidner, 2001). Such knowledge transfers can
occur bilaterally or multilaterally within the
knowledge network.

371



KMIS 2025 - 17th International Conference on Knowledge Management and Information Systems

3 METHODOLOGY

A theory-guided, qualitative, mixed-methods
approach was selected to answer the research
question. The three main phases of the study were
establishing a theory-based framework, interviews,
and a survey. The phased approach enabled iterative
development of understanding between the phases.
The research design was driven by diverse research
population and complex phenomena. The choice for
mixed-methods research aimed to combine the
strengths of both research traditions, allowing for a
deeper understanding of phenomena (Venkatesh,
2016; Plano Clark, 2019).

Theories  related to  inter-organisational
knowledge management provided a starting point for
the study, based on which a 4-layer model (Figure 1)
was established as a framework. The base layer,
named as the institution layer, encompasses a
comprehensive security ecosystem and state-level
regulation. The subsequent network layer comprises
various organisations operating in a hybrid-threat
environment. The interaction layer, as the third layer,
facilitates the exchange of knowledge between
organisations. Finally, the fourth layer pertains to the
knowledge itself, which is transferred and developed
among organisations.

S—

| Information Layer: |
Knowledge

| Interaction Layer: |

& Human, Technology, ProcessesQ

| Organisation Layer: I
Knowledge Network

Institution Layer:
Comprehensive Security Concept

Figure 1: 4-Layer Knowledge Management Framework.

The data were collected in two phases: interviews
and a survey. The data collection also included other
elements aimed at a larger research project, the results
of which are reported separately. The organisations
and representatives for interviews were selected in
such a way that they represented each of the seven
vital functions of society, as defined in the Security
Strategy. In the first data collection phase (Phl),
interview requests were sent to 17 key persons, 15 of
whom agreed to be interviewed, resulting in a
response rate of 88 %. The interviews were semi-
structured and the questions were guided by relevant
knowledge management theories. The interview
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consisted of 20 questions tailored to explore each
organisation’s knowledge management practices and
knowledge exchange with other organisations.
Interviews were conducted face-to-face or on the
phone between November 2022 and October 2024,
each lasting 45-70 minutes. The main questions
related to this study were: “How does your
organisation obtain security-related knowledge?” and
“Describe your organisations knowledge transfer
with other organisations”.

The interviews were transcribed and saved in
Microsoft Excel. Theory-guided content analysis
focused on identifying and coding content related to
the established theoretical 4-layer model. As Hsieh
and Shannon (2005) noted, directed content analysis
results can support, contradict, or add to this theory.

The second phase of data collection (Ph2) aimed
to add reliability and generalisability to the results of
the interviews. The survey was conducted using an
electronic Webropol questionnaire distributed via
email to 126 respondents. The respondents were
identified as important members of organisations
involved in the Finnish comprehensive security
ecosystem. The survey was conducted in March 2025
and received 39 responses, yielding a response rate of
31 %. The questionnaire contained 106 multiple-
choice and seven open-ended questions. The main
questions contributing to this study focused on the
intensity, means, and content of transfer between
organisations, as well as facilitators and barriers for
interaction. Table 1 presents the two phases of data
collection.

Table 1: Sample (n=54) divided by the vital functions of
society (Security Committee, 2025).

Function Phl Ph2 Total
Mental crisis resilience 3 5
Defense capability 2 6 8
Internal security 3 1 4
Leadership 2 2 4
International and EU 1 2 3
activities
Economy, infrastructure and 2 16 18
security of supply
Functional capacity of the 2 7 9
population and services
Total n=15 | n=39 | n=54

The second dataset included both qualitative and
quantitative data; however, the analysis was
qualitatively oriented. Identified themes and findings
from the previous phase were used as a baseline. The
content of the open-ended questions was coded using



the same process as in Phl and added to prior
findings. Quantitative data were referenced to the
interview results, partly confirming the previous
findings. Completely new themes did not emerge
from the second dataset. In conclusion, the results
were improved by combining the interviews and
complementing survey responses.

4 RESULTS

The analysis of the research data revealed complex
knowledge flows within Finland's comprehensive
security ecosystem. Some distinct but interconnected
themes emerged from the data, demonstrating
networked and often self-synchronising practices
rather than hierarchical knowledge flow. Formal
structures were complemented by informal
relationship-based exchanges. The findings express
both multi-source integration and adaptability, as well
as weaknesses and risks. The main findings are
presented next based on the 4-layer model.

4.1 Knowledge Network

The Finnish comprehensive security ecosystem
comprises diverse organisations with varying security
relevance.  Every  organisation’s  knowledge
requirements are unique, as are their connectness in
the knowledge network. According to the findings,
society's vital functions express domain-specific
networks to some extent. More importantly, four
cross-domain categories were identified: security
authorities, administration, critical infrastructure, and
other organisations. All these categories are also
internationally connected.

Centrality and depth of security-related
knowledge varied significantly according to these
categories.

The central actors in a comprehensive security
knowledge ecosystem are security authorities. These
organisations possess and provide the most relevant
security-related knowledge in Finland. As many
respondents mentioned, “We are dependent on the
knowledge of security authorities”. The second
category comprises governmental organisations,
including ministries and agencies, that perform
statutory tasks within their respective domains while
also maintaining comprehensive security obligations.
The findings indicate that governmental
organisations have systematically organised their
information exchanges, establishing regular and well-
institutionalised interagency networks.
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The third category consists of organisations that
sustain the critical functions of society. In Finland,
approximately 1,500 organisations, predominantly
from the private sector, hold this designation
(National Emergency Supply Agency, 2025). These
entities seek to maintain profitable operations while
simultaneously fulfilling their statutory or contractual
roles in supply security.

Fourth, a large majority of other organisations,
including numerous businesses, municipalities, and
third-sector organisations, fall outside systematic
security knowledge exchange.

It is also worth mentioning that domain-specific
subnetworks overlap all these categories. They are
particularly important in facilitating topical
information exchange, often on a voluntary basis. An
example is the cybersecurity domain and its
continuous information exchange which benefits all
the participants. However, such specialisation can
also create information silos and coordination
challenges when cross-domain incidents occur.

Some organisations were mentioned frequently in
the research data as key nodes for knowledge transfer.
The government situation center, Security committee,
National emergency supply agency, and Cyber
security center function as knowledge brokers,
following Davenport and Prusak (1998). Knowledge
brokers facilitate the exchange of both research-based
and tacit knowledge at the individual, organisational,
and systemic levels (Ward et al. 2009). The activities
of these knowledge brokers are based, but also limited
to legislation, and thus not ecosystem wide.

4.2 Interaction

Interaction and knowledge transfer between
organisations require a balance of people, technology,
and processes, as often categorised in knowledge
management theory (Chan, 2017). The research
findings are presented accordingly.

The human factor is critical to knowledge transfer
and development. Trust-based personal contacts were
found to substantially enhance knowledge flow,
facilitating deeper knowledge transfer and agility
among organisations. “I just called the guy I know”
as was mentioned in the interviews. Personal contact
from leadership or active experts is often required to
establish an initial connection between organisations.

Human interaction facilitates sharing of tacit
knowledge, which is not possible through other
means. In practice, a representative of a security
authority often provides insight or advice on
comprehensive security matters. These findings
resonate with prior literature. Informal ties often
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compensate for the limitations of formal coordination
mechanisms (Granovetter, 1985), and trust is a crucial
factor (Csepregi & Papp-Horvath, 2024). In the
context of comprehensive security Valtonen (2010)
suggests that trust, professionalism, and commitment
are fundamental enablers of successful inter-
organisational cooperation and knowledge transfer at
every level, and common security concerns are
emphasised over competitive dynamics.

A technology factor, as data reveals, enables, but
in many cases, also limits, knowledge flows between
organisations. The usability of different means of
communication varied significantly = between
organisations. The following chart (Figure 2) depicts
the survey responses concerning the availability of
different methods for information exchange, scaled as
sufficiently available, limited, or unavailable.
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Figure 2: Availability of Information Exchange Methods (#
=39).

The data reveal several key findings. Traditional
methods dominate, as face-to-face meetings and
unclassified communication methods remain the
primary means for exchanging security-related
knowledge. These methods are easy to use and
available everybody. Security considerations also
influence method selection. In addition to face-to-
face meetings, secure networks and paper documents
play a significant role for security authorities who
often prioritise confidentiality over usability. While
basic digital communication is common, integrated
systems such as joint situation awareness applications
or collaborative planning tools show limited
adoption. Automated inter-organisational data
transfers are also rare. Technology primarily
facilitates knowledge transfer, leaving collaboration
as an option for future development.

Technological connectivity was found to mirror
the structure of comprehensive security knowledge
network. Security authorities have their own
classified networks, administration uses limited
restricted networks, and some domain-specific
portals are operated on the Internet. There is no
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overlap between these networks, while a large
majority of organisations do not have access to any of
these networks. Limited technological integration is
evident even though there are some well-functioning
elements. The technological gap severely limits
knowledge flows between the entities, while the
majority of organisations have access only to open-
source information.

Processes facilitating inter-organisational
knowledge transfer were noticed to occur bilaterally
and multilaterally, each with distinct advantages and
disadvantages. Bilateral exchanges are prone to
deeper interactions when multilateral knowledge
transfers provide access to wider knowledge and save
time. Most organisations seemed to prioritise bilateral
exchange, since they are easier to organise, typically
more confidential, and involve more trust. Only 21%
of the private companies engage in multilateral
knowledge sharing, while security authorities (100%)
and administration (86%) were regularly involved in
multilateral ~ exchanges. These  organisations
consistently conduct also bilateral exchanges.

Explicit knowledge is easier to transfer and,
accordingly, is most commonly shared. Explicit
knowledge is often insufficient, because security-
related information often requires interpretation by
experienced experts. Additionally, organisational
learning requires interplay between explicit and tacit
knowledge, referring to Nonaka’s SECI model
(1994). In sum, inter-organisational knowledge
transfer processes include bilateral and multilateral,
as well as explicit and tacit knowledge transfer
between organisations. The most common processes
observed in the results are shown in Table 2.

Table 2: Knowledge transfer processes. Modified based on
(Alavi&Leidner, 2001, p. 117).

Bilateral Multilateral

" Biateralsharingof + Shared situational picture
documents

Explicit . + Shared portal/ database
+ Briefing
+  Education/training

+ Workshops

+ Fusioncells

+ Exercises

+ Interagency operations

+ Bilateral expert meetings
Consultation
*  Innovation, planning

Tacit

4.3 Facilitators and Barriers

Knowledge management theories suggest that certain
factors can either enhance or cause friction in inter-
organisational knowledge exchange (Nunamaker et
al. 2001; Fang et al., 2013). The survey revealed



similar findings. The three most frequent human-,
technology-, and process-related factors are listed in
Table 3.

Table 3: Facilitators and barriers to inter-organisational
knowledge transfer.

Facilitators | Barriers
Human Factors
* Trusted relationships *  Cultural differencies in
. Mutual benefit knowledge sharing

» Insufficient knowledge of
other organisations

* Unresponsiviness

Technology Factors
« Digital collaboration platforms|* Incompatble information

* Personalinvolvment

+ Shared databases and systems

repositories * Limited access to information
»  Secure communication » Different exchange

means methodology

Process Factors
* Regularmeetings and group |+ Lacking overall coordination

activities +  Undefined or varying
* Clear organisational classification processes
frameworks »  Business confidentiality

» Inter-organisational exercises concerns

4.4 Knowledge to Be Managed

Knowledge is valuable only when it is relevant and
timely for the receiving organisation. It also needs to
add value to the knowledge that an organisation
already possesses. According to the findings,
knowledge requirements vary among organisations.
Moreover, knowledge in security contexts is not
static, but fluctuates based on organisational priorities
and situational demands. The challenge seems to be
to identify relevant information from the wvast
amounts of incomplete and unreliable data. Hardly
any organisation indicated that the knowledge they
receive fully meets their requirements. This
underlines the importance of organisational
multisource knowledge management and absorptive
capabilities (Cohen & Levinthal, 1990).

Transferred knowledge in the security context
typically includes situational updates, incident
reports, and threat assessments. Knowledge of
protection and resilience is also valuable. Besides
topicality, other important attributes of knowledge
seemed to be the classification level, explisit/tacit
knowledge, and maturity in relation to the DIKW-
pyramid. The results indicate that the most common
transfer is unclassified but sensitive explicit
knowledge, often a written report. Examples of more
sophisticated transfers include the delivery of
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authentic fingerprint data related to cyber threats or
secret raw data pertaining to intelligence findings
accompanied by expert interpretation. A higher
sensitivity of knowledge usually requires a habitual
relationship and trust between the organisations
involved. Understanding these attributes is important
for developing systematic knowledge management
arrangements.

5 DISCUSSION

Inter-organisational ~ knowledge ~ sharing s
fundamental to ensuring situational awareness and
operational continuity. This study has explored
knowledge management within Finland's
comprehensive security ecosystem. While the results
reflect subjective perspectives from representatives
of diverse organisations and may not fully capture the
continuously evolving security landscape, they
nonetheless enable the identification of key elements
for enhancing knowledge management efficiency
across a comprehensive security network. The
established theory-based 4-layer model on inter-
organisational knowledge management can capture
the phenomena and main research findings as a
framework, enabling a more comprehensive analysis
of knowledge-sharing practices.

The depth of knowledge transferred between
organisations varies significantly. While security
organisations have accurate and sensitive information
and dynamic interactions, many organisations remain
excluded from systematic security information
sharing. Non-governmental organisations may be
forced to rely on openly available information, which
is often unsystematic. Moreover, the lack of
standardised processes or dedicated personnel to
facilitate network-wide knowledge transfer is
problematic. Consequently, situational awareness
may remain superficial across networks. This
presents a significant challenge for wide and
heterogeneous knowledge networks. Rather than
attempting to maintain uniform high-quality
functioning across the network, it has been pragmatic
to  prioritise  inter-organisational  knowledge
management among critical entities. It is important to
consider that practically any organisation may also
pose societal vulnerability and should be included in
more systematic knowledge sharing.

The Finnish comprehensive security model
operates through a decentralised structure in which
knowledge  management responsibilities are
distributed across the network within their respective
domains, rather than hierarchically coordinated by a
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single entity. The findings indicate that besides
statuory requirements, mutual benefits motivate key
organisations to participate in knowledge-sharing
activities. Although self-synchronisation offers an
alternative approach, it remains limited due to
organisations’ lack of security expertise and access to
sensitive information. Informal links compensate for
formal limitations, as Granovetter (1985) noted. The
importance of active individuals and social networks
was still unexpected. The research findings suggest
that there may be a requirement for appointing
governmental knowledge broker to enhance network-
wide effectiveness by coordinating security
knowledge management and assisting preparedness.

Two main topics for future research have
emerged. First, expanding investigations into the
intenational context and second, a possible paradigm
shift towards Mass Collaborative Knowledge
Management (MCKM) (Borjigen, 2015) that values
knowledge from professional amateurs rather than
solely from exclusive organisations. An example is
provided by voluntary networks of open-source
analysts developing detailed documentation of the
Ukrainian war. Given the diversity of security
knowledge networks, knowledge-sharing challenges,
information proliferation, and Al advancements,
crowdsourcing security knowledge is a conceptual
alternative that is worth studying.

6 CONCLUSION

For an effective comprehensive security knowledge
network, alignment is required across all levels of the
proposed four-layer architecture: a common
conceptual  framework, functioning network
structure, established knowledge transfer methods,
and effective delivery of actionable knowledge to
appropriate recipients in suitable formats and in a
timely manner. In addition, organisations need
knowledge absorption and utilisation competency to
identify and conduct necessary activities. According
to the research findings, all of these elements exist
within the current Finnish comprehensive security
ecosystem, but none operate at optimal levels,
indicating substantial room for improvement.
Network coverage, secure electronic communication
methods, and systematic inter-organisational expert
collaboration are the most important areas in need of
improvement. It is also worth mentioning that pre-
established cooperative networks and information
management protocols enable dynamic knowledge
transfer and collaboration during crises.
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