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1 INTRODUCTION

Practical examinations remain a vital approach to

Programming Assessment, Multi-Language Compilers, Al-based Proctoring, Machine Learning Evaluation,
Decision Trees, Support Vector Machines, MERN Stack, Browser Lock API, Dialogflow Chatbot,
Convolutional Neural Networks (CNN), Exam Integrity, Cheating Prevention, Scikit-Learn, OpenCV,
TensorFlow.

The final assessment of any course must reflect its goals and contents. An important goal of our foundational
programming course is that the students learn a systematic approach for the development of computer
programs. Since the programming process itself is a critical learning outcome, it becomes essential to
incorporate it into assessments. However, traditional assessment methods e.g. oral exams, written tests, or
multiple-choice questions are not well-suited for evaluating the process of programming effectively.
Additionally, in educational institutes, teachers often use physical chits to distribute problem statements
among students, then students perform them on computers in college labs, which is time-consuming. If
essential compilers or development tools are missing on college computers, students resort to online
compilers, increasing the risk of internet misuse for copying solutions. There is also a possibility of students
using USB drives to share unauthorized code, compromising exam integrity. Therefore, there is a growing
need for a fair and standardized evaluation process that accurately assesses students based on their coding
abilities, eliminating the risk of cheating or unfair advantages. To address these challenges, this paper
proposes a comprehensive software solution to modernize practical exams. The system automates problem
statement allocation and integrates multi-language compilers through APIs like JDoodle and HackerRank. It
ensures exam integrity by enforcing a full -screen mode using Browser Lock APIs, disabling copy-paste
functionality, and adding watermarking for security. The solution includes Al-based chatbots for guidance,
powered by Dialogflow, and Al-powered proctoring with OpenCV and TensorFlow, utilizing Convolutional
Neural Networks for face detection. For automated and fair evaluation, machine learning models developed
with scikit-learn are employed, using algorithms such as Decision Trees and Support Vector Machines. The
platform is built on the MERN stack, comprising MongoDB, Express.js, React, and Node.js, to ensure a
robust, scalable, and efficient examination process.

enhancing efficiency, safety, and fairness. With a
user-friendly interface, educators can easily design,
schedule, and manage examinations, specifying
crucial details such as date, time, course, division, and

evaluate students' competencies in subjects like
programming and data structures. However,
traditional methods often lead to inefficiencies,
security vulnerabilities, and instances of academic
dishonesty. To resolve these issues, this document
introduces a comprehensive software solution
designed to modernize practical evaluations and
deliver measurable results. The proposed system
addresses key concerns of standard techniques by
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problem descriptions. The ability to upload multiple
problem statements simultaneously using Excel
sheets significantly reduces preparation time, thereby
streamlining the entire exam setup process. Students
benefit from a robust platform to undertake
assessments, review completed evaluations, and
manage their profiles. Additional features, like multi-
language compilers and an Al-based chatbot, aid in
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comprehending problem statements and provide
instant assistance, reducing misunderstandings. The
software's full-screen exam functionality and
automatic question generation features foster fairness
and lessen opportunities for cheating, thereby
minimizing dishonest practices. By automating
examination procedures and integrating advanced
technologies, this software solution not only saves
time but also enhances the overall test experience. It
advocates for eco-friendly practices by eliminating

paper-based  assessments, mitigating  grading
logistical challenges, and promoting academic
integrity. Implementing this software could

revolutionize practical evaluations in educational
environments, enabling students to effectively
demonstrate their skills in a secure and equitable
digital setting. This system sets a new standard for
practical  assessments, indicating  significant
improvements in exam efficiency, security, and
learning outcomes. To ensure the system's reliability
and continuous enhancement, Al-driven evaluation
methodology is employed to analyze performance
metrics, identify improvement areas, and provide
actionable insights for refining exam content and
processes.

2 ENHANCEMENTS OVER
TRADITIONAL PRACTICAL
EXAMINATION APPROACHES

2.1 Automation and Efficiency

There is always a lot of instructional work involved in
getting ready for the test, including scheduling the
time, assigning questions, and creating study notes.
Instructors must handle submissions, submit
questions, and keep track of student registration,
which can be a time-consuming and possibly
disruptive procedure. Using this book can be a slow,
ineffective, and poorly managed procedure. With the
help of the interactive user interface, teachers can
quickly design tests by entering information like the
date, time, group, and explanation questions. Manual
data entry is eliminated by automatically managing

student records and uploading problem descriptions
in batches. Teachers can concentrate on teaching
instead of handling the burden since automation
streamlines the testing process, lowers the possibility
of human error, and simplifies workload management.

2.2  Dynamic Problem Allocation

Conventional Method: Issue statements are typically
provided manually in conventional situations, often
with the aid of static templates or predefined lists.
Because of this regularity, students could foresee
questions or even share information with others in
advance. Additionally, because some students might
be given easier or more identifiable problems, manual
assignment raises the risk of prejudice. To address
these problems, the system employs a dynamic
problem allocation technique. Students in the same
batch are given problems at random to ensure that no
two students receive the same set of questions. This
randomization reduces the likelihood of cheating
because pupils are unable to discuss answers or
prepare for specific problems. Given that every
student is assigned a distinct task.

2.3 Real-Time Monitoring

Conventional Method: Invigilators have historically
kept an eye on student behavior during practical tests.
This approach is not infallible, though, as one
invigilator would not be able to supervise every
student efficiently, particularly in bigger groups or
online environments. Due of human oversight’s
unpredictability and susceptibility to diversions,
dishonest operations may go undetected. The
suggested software makes use of technology to
provide reliable, non-intrusive real-time monitoring.
Throughout the test, features like facial detection
confirm the student's identification at regular
intervals, guaranteeing that the registered student
stays at the workstation. Voice surveillance also picks
up on audio irregularities that can point to
communication with unapproved parties. Secure
testing is ensured by this real-time, Al- enhanced
surveillance, which also serves as a disincentive
against dishonest behaviour and preserves exam
integrity.

2.4 Al-Assisted Evaluation

Conventional Method: Practical test evaluation is
usually done by hand, which can be a time-consuming
and labour-intensive procedure. Because various
evaluators may interpret and assess student
submissions differently, manual grading carries the
danger of prejudice, inconsistency, and human error.
This lack of uniformity may result in unfair evaluation
results. The suggested system incorporates automatic
evaluation driven by Al which reliably and
efficiently grades student work. The Al is able to
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assess code according to preset standards, including
efficiency, functionality, and conformity to best
practices. Subjectivity is removed, guaranteeing that
every student is evaluated using the same criteria.
Teachers are relieved of the tiresome chore of manual
assessment since the automated evaluation drastically
cuts down on the amount of time needed for grading,
enabling findings to be processed and distributed
more quickly.

2.5 Multi-Language Support for
Programming

Conventional Method: Students are often restricted to
using specific programming languages that are easy
for examiners to evaluate, which may make it harder
for the students to demonstrate their abilities,
especially if they speak languages that are not
supported. Students who are more comfortable
speaking one language but are forced to use another
language may also find it challenging. Proposed
System: The software's multilingual capability allows
students to write their code in the language they are
most comfortable with, allowing them to capitalize on
their strengths and resulting in a more accurate
assessment of their abilities. The platform supports
multiple programming languages, accommodating a
wider range of technical competencies and different
learning requirements.

2.6 Intelligent Assistance During
Exams

Conventional Method: Students may have trouble
comprehending problem statements on traditional
tests, which could impair their performance. aid is
frequently scarce, and invigilators may not be able to
aid with complicated queries without inadvertently
giving away too much. Proposed System: Students
who might require assistance comprehending problem
statements can receive real-time support from the
integrated Al chatbot. It can provide clarifications or
explanations without giving away answers, enabling
pupils to move forward with assurance.

3 ALGORITHM AND SOFTWARE

The development of online examination software
involved the integration of advanced technologies to
guarantee the security, scalability, and efficiency of
the system. Python was selected as the primary
programming language for its adaptability and
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extensive library support, enabling seamless backend
development, management of intricate logic, data
processing, and integration with other system
components. The incorporation of Natural Language
Processing (NLP) aimed to enhance the precision of
automated assessments. NLP algorithms were used to
assess textual responses, scrutinize content, grammar,
and structure, automating the grading of essay-type
questions and identifying plagiarism by cross-
referencing submissions with known sources to
uphold academic integrity (Nayak, Surabhi, et al. ,
2022)

NLP was utilized to automatically evaluate
student answers, emphasizing content relevance,
grammatical accuracy, and structural quality,
ensuring consistent and impartial grading of essay-
style questions. Additionally, NLP was employed for
plagiarism detection by comparing responses with a
repository of previously known sources, ensuring
academic honesty and reducing manual intervention
in grading, thereby streamlining the process for
educators. (Prathyusha, Premasindhu, et al. , 2021)

A robust infrastructure for server-side operations
was established using the Django web framework,
offering built-in features for user authentication,
session management, and security. This framework
efficiently managed workflows such as exam
creation, delivery, and submission. MySQL was
chosen as the database system due to its capability to
handle large volumes of structured data, such as exam
questions, student records, and submissions, ensuring
rapid and efficient data retrieval during the exam
process. (Kumar, Choubeya, et al. , 2020)

To facilitate flexible deployment, the software
was containerized using Docker, ensuring consistent
deployment across different environments by
packaging both the software and its dependencies,
minimizing configuration issues and enhancing
scalability. Git was utilized for version control,
enabling developers to track the development process,
manage collaboration, and maintain a history of
changes, thereby facilitating efficient project
management and debugging. (Brkic, Mekterovic, et

al. , 2020).

4 METHODOLOGY

4.1 Project Scope and Requirements

Defining Core Modules and Features: The project
began with a solid understanding of the basic elements
that comprise the practical test software. These
comprised teacher and student modules, test design,
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scheduling, coding interfaces, issue statement
presentation, incorporating an Al-powered chatbot,
evaluation, and results output. All requirements were
accurately documented because each of these
components was well defined. Analysis of Skills and
Traits: Identifying the specific attributes needed for
each module was an essential initial step.

4.2 Conduct Market Research

Examining Current EdTech Solutions: In order to
comprehend the current state of educational
technology, extensive market research was carried
out, with a special emphasis on platforms that provide
coding tests, Al-assisted learning, and experiential
learning settings. Finding opportunities and gaps
where the suggested method may provide clear
benefits was the aim.

Analysis of Competitors: The strengths,
shortcomings, and areas of differentiation of
competitor products were evaluated. For example,
current platforms may provide coding interfaces
without support for multi-language compilers or
automated grading yet lack strong security features.
The creation of distinctive characteristics that would
distinguish the program was guided by this analysis.

4.3 Develop a Project Plan

Thorough Planning: A thorough project plan was
made that included all of the tasks, due dates, and
resource allocations. Every stage of the project
lifecycle, from original design and development to
deployment and maintenance, was addressed in the
plan. Better project management and budgeting were
made possible by the inclusion of time and cost
estimates.

Establishing Milestones and Deliverables: For
every stage of development, specific deliverables
were set.

4.4 Design the Software Architecture

Scalable and flexible Design: Future updates and
expansions are made possible by the software
architecture's flexible design. Every module,
including the user dashboards, exam management,
and problem statement repository, was created as an
independent part that could be changed without
impacting the system as a whole.

Structural Planning: The architecture contained
information about the processing, retrieval, and
storage of data.

4.5 Discuss the Implementation

The implementation of the system resulted in a highly
efficient and secure platform for conducting practical
exams, addressing the inefficiencies of traditional
methods. By leveraging the MERN stack, the system
provided a robust backend for seamless data
processing and a responsive frontend for user
interaction. Faculty could effortlessly create,
schedule, and manage exams with bulk uploads of
problem statements, saving significant time. Students
benefited from an intuitive interface, enabling
distraction-free coding with secure features like full-
screen mode and disabled copy-paste functionality.
Al-powered evaluation ensured unbiased and accurate
grading, while automated result generation
significantly reduced manual effort and errors. The
modular architecture enhanced scalability and
allowed the system to handle concurrent exams
efficiently, achieving faster load times and higher user
satisfaction. Feedback-driven refinements improved
usability and reliability, ensuring a future-proof
solution that streamlined practical examinations and
upheld academic integrity.

4.6 Present Use Cases and Scenarios

Examples of Practical Uses for Instructors and
Learners: The system was designed with real-world
scenarios in mind. For example, educators can quickly
create assessments, schedule tests, and monitor
ongoing sessions by inserting issue statements as
Excel files into their dashboards. After checking in
and utilizing a unique code to access their evaluations,
students were able to focus on coding tasks in a
secure, distraction-free setting.

Common processes and interactions within the
system: Provide instances of standard practices such
as student registration, exam scheduling, problem
statement dissemination, and automatic grading.

These scenarios ensured that every interaction was
straightforward and seamless by focusing on the user
experience.

4.7 Propose Evaluation Metrics

Creating Success Criteria: Assessment tools were
created to determine the software's effectiveness in
several domains. These metrics included user
satisfaction, dependability, usability, and system
performance. Quantitative measures including
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average load times, error rates, and successful exam User satisfaction and continuous improvement:
completions were integrated with user feedback. Teachers and students took part in surveys and
The following key performance indicators (KPIs) feedback sessions to find out more about user
were prioritized: scalability (e.g., the ability to handle satisfaction.

multiple concurrent exams), usability (e.g., ease of
navigation), and security (e.g., successful detection of

illegal activities). Other KPIs included the speed and
accuracy of Al-assisted tests and the ability to support 5 LITERATURE SURVEY

many languages without performance degradation.

Table 1: Literature Survey.

Sr. Publisher Title Technologies Benefits Drawbacks/
No and Year Limitations
1. IRJET, Online Examination | Machine Learning, Malpractice can be Only applicable for
June 6, System Using Al Pattern Matching, detected easily. theory questions
2022 Naive algorithm.
Linguistic
Analysis
Algorithm
2. | eLifePress, | Online Exam Portal | Machine Learning, | Used by students who are | No API that meets the
2022 System Using ML Python studying for examinations requirements.
algorithm to practice and track their
progress.
3. IJIRT, An Examination PYTHON, NLP Immediate Feedback for Applicable only for
2021 System Automation errors, Provided solutions multiple
Using NLP can be accessed. choice type of
questions.
4. ICAISC, A Study on Web JS programming The system's effectiveness Applicable only for
2020 based Online language, Ajax as they can rapidly select MCQ questions.
Examination System technics, Mysql the finest reply given,

minimizing time spent on
each address.

5. IEEE, Automatic Analysis Machine learning, Smooth review process, Only C# coding
Nov2020 and Evaluation of Roslyn API automatic assessment of language is available
Student Source submitted task no others
Codes
IEEE, Building Python Improved scalability, Limited adaptability,
6. April 28, Comprehensive programming Reduction in grading time, Lack of real-time
2020 Automated language, Django Increased consistency in feedback capabilities,
Programming web framework, grading, Static nature of the
Assessment System MySQL, Docker, Enhanced efficiency in system,
Git version control assessing programming Absence of adaptive
system assignments learning features.
7. JETIR, A Survey on MEAN stack, Conduct both subject Focus only on
April, Integrated Compiler JVM, Graph quizzes and lab exams conducting exams
2015 for Online mining online without providing an
Examination System evaluation mechanism
8. IEEE, Assessing Process Programming Hands-on learning, Time-consuming
Dec, 2006 and a Product- A languages, web Real-world assessment, grading,
Practical Lab Exam development Collaborative problem- Limited scalability,
for an Introductory frameworks, and solving, Instructor Resource-intensive
Programming Course educational feedback, Understanding setup, Subjective
assessment tools best practices evaluation
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6 PROPOSED MODEL
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Figure 1: Proposed Model.

6.1 Instructor Dashboard

Instructors must initially register on the platform with
a username and password, and they can subsequently
log in using the same credentials. The dashboard
serves as a centralized platform to manage
assignments, personal information, and course
administration. Instructors can view and manage their
personal information. Course administration tasks,
such as adding, viewing, and managing courses, are
facilitated by the instructors. Additionally, instructors
can create exams by specifying details such as the
date, time, course, division, and batch. They can also
upload problem statements individually or in bulk via
an Excel sheet, and these problem statements are
randomly assigned to students on the platform.

6.2 Student Dashboard

Students must also register on the platform with
credentials, and they can log in to the system using
these credentials. Just like faculty members, students
have access to a homepage and profile section. On the
dashboard, students can start their exams according to
the assigned problem statement. They can execute
their problem statement on a multi-language
compiler, with an Al-powered chatbot available to
assist in understanding the issued statement. After
completing the main execution, students need to
answer five Al-generated questions related to the
problem statement they worked on. After submitting
the exam, it is automatically evaluated by Al, ensuring
accurate grading, and a detailed exam report is
generated.

7 CONCLUSION

The concept presented here presents an intriguing
opportunity to fundamentally change how educational
institutions assess students: the creation of practical
test software. This explanation aims to give a solid
basis for the implementation phase by defining the
project's characteristics, needs, and scope. The
proposed initiative is to improve the process of
creating assessments, boost student participation, and
speed the administration of tests. It is designed to
satisfy the needs of educators as well as learners. The
proposal makes use of Al chatbots, issue statements,
test design, scheduling, coding interfaces, and
outcome evaluation in an effort to provide a
comprehensive answer to current issues in education.

8 FUTURE SCOPE

Advanced Al models and offline functionality
together enhance the security and accessibility of
online exams. Al models leverage computer vision
and machine learning to detect suspicious behaviors,
such as unusual eye movements or excessive
keyboard activity, ensuring a fair and secure
environment with real-time alerts or automatic
flagging. Simultaneously, offline functionality allows
students to download exam materials and work
without  internet  access,  with automatic
synchronization of completed work once connectivity
is restored. This combination ensures exams are both
inclusive and secure, catering to diverse regions and
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technological challenges while maintaining academic
integrity.
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