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Abstract: The growing integration of Internet of Things (IoT) into industrial environments highlights the need for ade-
quate security and privacy maintenance. While traditional access control methods fall short in addressing the
rising challenges of such environments, the combination of capability-based access control (CapBAC) models
with blockchain technology emerges as a promising alternative. In this paper, we conduct a comprehensive
analysis and comparison of approaches that integrate these two concepts. The evaluation of each approach is
based on twelve criteria, including scalability, performance, efficiency, latency, throughput, degree of decen-
tralization, consensus mechanism, smart contracts adoption, complexity, interoperability, security guarantees,
and privacy. The aim of our analysis is to examine whether the combination of CapBAC and Blockchain
brings a new era of secure industrial IoT (IIoT) operations. In order to identify the strengths and the areas
for improvement, we provide four types of comparison to further assess these approaches based on IIoT re-
quirements. Finally, we thoroughly discuss our findings, indicating directions for future research in order to
enhance the adoption of such innovative mechanisms across broader industrial landscapes.

1 INTRODUCTION

The adoption of IoT concept traces back to the foun-
dational periods of the internet, when researchers en-
visioned the connection between devices and ma-
chines, in order to support a better human interac-
tion, monitoring, and control. In 1999, Kevin Ashton
named this concept ”IoT,” marking an important shift
toward embedding intelligence in physical objects so
they could communicate over networks (Jaidka et al.,
2020). The evolution of Internet technologies and ad-
vancements in wireless communication have helped
make this vision a reality, gaining interest in the tech-
nology sector and driving to a quite fast growth. The
low cost of these devices, in combination with ad-
vancements in internet connectivity (such as higher
speeds) paving the way for their ubiquitous adoption.

Industrial Internet of Things (IIoT) has emerged
as a result of the broad use of IoT technologies, which
has attracted both consumers’ interest and industries’
recognition for its potential benefits. By incorporating
smart technologies to industrial processes, their au-
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tomation and efficiency are increased. IIoT involves
a wide range of inexpensive, networked devices, such
as actuators, sensors, and PLCs (programmable logic
controllers). However, in order to protect the avail-
ability, confidentiality, and integrity of industrial sys-
tems, the integration of these technologies necessi-
tates stricter security measures. Conventional se-
curity models frequently fail in the context of IIoT
systems because such environments need a scalable
and decentralized architecture. Blockchain technol-
ogy is recognized for its decentralized architecture
and its attributes of anonymity, transparency, and im-
mutability. Consequently, there is a growing interest
in exploring the integration of traditional access con-
trol schemes with blockchain technology. Given the
dynamic nature of IIoT environments, robust access
control methods are essential, in order to ensure that
only authorized entities can interact with the data and
services. One effective approach is CapBAC which
efficiently manages access rights through the use of
capability tokens. In this paper, we thoroughly assess
the synergy of blockchain technology with CapBAC
models.
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1.1 Motivation

The rapid growth of IIoT has transformed industrial
operations to enable real-time monitoring and au-
tomation. However, this introduces a great number of
security and privacy risks. Traditional access control
methods, such as RBAC and ABAC, struggle to ad-
dress the dynamic and distributed nature of IIoT sys-
tems, leaving them vulnerable to cyberattacks. Cap-
BAC offers dynamic and fine-grained access manage-
ment but relies on centralized systems prone to failure
and limited transparency. Integrating CapBAC with
blockchain technology provides a decentralized and
secure framework, that can address these weaknesses
and enhance transparency and traceability. This pa-
per seeks to evaluate existing approaches that com-
bine CapBAC and blockchain. Authors define several
key criteria, in order to identify both the benefits and
the limitations in order research community to build
more secure industrial systems.

1.2 Structure

The remainder of this paper is structured as follows.
Section 2 presents the algorithm that we used (i.e. the
PRISMA statement) for the selection of the papers
that we compare in this work. Section 3 briefly in-
troduces the key concepts of our work. In Section 4,
we present ten approaches that integrate blockchain
technology with CapBAC. In Section 5, we establish
twelve evaluation criteria and we comprehensively
compare the aforementioned approaches. Finally, in
Section 6 we discuss our findings and future research
that may motivate research community to improve ex-
isting frameworks.

2 RESEARCH METHODOLOGY

In order to conduct a transparent and reproducible
systematic literature review of the approaches that in-
tegrate the concepts of CapBaC and blockchain tech-
nology, we utilized the PRISMA statement (Page
et al., 2021). The four steps that define PRISMA
are: (1) plan and define the scope, (2) identify papers
based on targeted keywords, (3) assess the selected
papers, and (4) extract data, and present the findings.

2.1 Research Objectives and Strategy

The first and most important step was to define a set of
research questions that we aimed to answer through
this manuscript. The research questions, along with
their corresponding goals, are presented in Table 1.

Table 1: Overview of the research questions and their goals.

Research Question Goal
RQ1. How does
CapBAC model op-
erate in IIoT? What
are its key security
vulnerabilities?

This RQ explores the key
vulnerabilities and chal-
lenges of CapBAC model,
including scalability and
unauthorized data access.

RQ2. How inte-
grating blockchain
into CapBAC en-
hances security in
IIoT environments?

This RQ investigates how
blockchain enhances the
security of CapBAC mod-
els in IoT environments.

RQ3. What are the
key challenges and
limitations of using
blockchain in Cap-
BAC for IIoT?

This RQ identifies practical
limitations of implement-
ing blockchain in CapBAC,
such as scalability, and en-
ergy consumption.

RQ4. Which mod-
els have researchers
proposed to address
the main vulnerabil-
ities?

This RQ examines Cap-
BAC and architectures
proposed to address IoT
vulnerabilities, highlight-
ing innovative approaches.

RQ5. What perfor-
mance evaluation
metrics used for the
developed models?

This RQ explores the key
metrics for evaluating the
performance and effective-
ness of CapBAC models.

RQ6. How are
these schemes and
models validated?

This RQ investigates the
validation methodologies
for these CapBAC models.

Based on these questions, we constructed a compre-
hensive keyword string that employed in the search
engines in order to retrieve relevant works (see Table
2). We used several widely known academic search
systems in order to retrieve relevant work, includ-
ing Google Scholar, Scopus, and Web of Science.
The systematic literature search was carried out from
September to December 2024.

Table 2: Keyword Query that used at search.

(“Capability-Based Access Control” OR “Cap-
BAC”) AND (“Industrial Internet of Things” OR
“IIoT”) AND (“blockchain” OR “blockchain in-
tegration” OR “blockchain for security”) AND
((“vulnerabilities” OR “access control weak-
nesses”) OR (“challenges” OR “limitations”) OR
(“Models” OR “Schemes”) OR (“performance”
OR “evaluation criteria” OR “evaluation”) OR
“validation”)

The search query resulted in the significant num-
ber of 447 publications. For the evaluation of all these
publications we established and applied the following
sets of inclusion and exclusion criteria. The inclusion

Bolstering IIoT Resilience: The Synergy of Blockchain and CapBAC

121



criteria include: (a) relevance of title, (b) evaluation
of the gathered material based on abstract and intro-
duction, and (c) full-text reading of each article and
publication.

The exclusion criteria include: (i) research papers,
book chapters, and scientific articles without peer-
review processes, (ii) articles or papers not written
in English, (iii) publications missing abstracts and in-
troduction as these sections are crucial for prelimi-
nary evaluation of relevance, (iv) irrelevant articles
that initially seemed to be in context, but after closer
review they were out-of-scope, (v) articles and pub-
lications from organizations without a valid national
or international status, and (vi) unreferenced publica-
tions or unknown authors that were not members of
relevant scientific communities. Criterion vi refers to
publications not published in any scientific venue and
are not referenced, cited, or otherwise validated from
other technical whitepapers, reports, or research pub-
lications. It is important to clarify that this does not
depend on whether a publication is included in paid
venues; it just eliminates the possibility of fake or pla-
giarized content.

2.2 Selection of Studies and Analysis

We introduce Figure 1, which shows the PRISMA
flow diagram, as a visual representation of the re-
search selection procedure. The number of studies
found, screened, included, and excluded at each re-
view stage is depicted in this diagram. First, we elim-
inated 20 documents that were written in languages
other than English. Next, we eliminated the 137 doc-
uments that were duplicates. From the remaining
290 documents, we eliminated a significant number
of documents (222 documents) based on their titles
and abstracts. Finally, we excluded 49 documents af-
ter conducting full-text reading. In the end, we se-
lected 19 papers for our review. Ten of them ex-
amine blockchain-enabled CapBAC approaches. The
remaining nine papers played an important role in
shaping our evaluation criteria. We also used ad-
ditional literature for peripheral information of our
work. However, we did not take them into account to
the number of included files as they were not directly
associated with our research questions.

3 THEORETICAL BACKGROUND

This section provides the theoretical foundation, em-
phasizing on the core concepts of capability-based ac-
cess control and blockchain technology.

Figure 1: PRISMA Flowchart.

3.1 Capability-Based Access Control

CapBAC model has emerged as a promising approach
for managing access rights in distributed systems, par-
ticularly suited for the IoT environment. Unlike tra-
ditional access control models that rely on centralized
access control lists (ACLs), CapBAC distributes ac-
cess rights directly to subjects in the form of capa-
bility tokens (Hernández-Ramos et al., 2013), (Naka-
mura et al., 2021). A capability token is a set of ac-
cess rights granted to a subject. Each access right is
typically represented as a pair (device, operation), in-
dicating that the subject is allowed to perform a spec-
ified operation on the given device. In IoT, opera-
tions are most likely actions like GET, PUT, POST,
and DELETE (Nakamura et al., 2021).

The key components of the CapBAC model are
subjects (users, applications, or other entities that re-
quest access to resources), objects (resources or de-
vices), capability tokens (sets that encapsulate access
rights), and device owners. Firstly, the device owner
issues a capability token for the device to a subject.
Then the subject sends an access request to the de-
vice with the capability token that recieved from the
owner. The device then validates the capability token
and informs the subject whether the request was de-
nied or approved (Nakamura et al., 2021).

3.2 Blockchain

Blockchain uses cryptographic algorithms, public key
infrastructure, and decentralized consensus to syn-
chronize distributed databases. It operates as a dis-
tributed ledger, where all nodes in a peer-to-peer net-
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work maintain identical copies of the ledger. Trans-
actions are integrated into the network through a con-
sensus process, ensuring consistent updates across
nodes (Kumar et al., 2022), (Latif et al., 2021). A
blockchain consists of three components: blocks, the
chain, and the network. Blocks consist of a header
and a body containing cryptographically signed trans-
actions. The header includes the previous block’s
hash, a timestamp, a nonce, and a Merkle root.
Blocks are linked sequentially, starting from the gene-
sis block, with each block’s identifier derived from its
hash (Latif et al., 2021), (Wang et al., 2020), (Lesavre
et al., 2020). The key characteristics of blockchain
technology are summarized below:

• Immutability. This guarantees data integrity by
linking each block to its predecessor via crypto-
graphic hashes, rendering the blockchain tamper-
proof. Alterations in any block disrupt the consis-
tency of the entire chain (Latif et al., 2021).

• Decentralization. By employing consensus algo-
rithms and smart contracts, the distribution of data
processing across nodes reduces costs and elimi-
nates single points of failure (Kumar et al., 2022).

• Transparency. All information should be avail-
able to everyone. The transactions are stored in
the ledger and can be traced by users with access
to the blockchain (de Haro-Olmo et al., 2020).

• Non-repudiation. Signatures and private keys
verify the repudiation by the corresponding pub-
lic key. Cryptographically signed transactions are
irreversible (Latif et al., 2021).

• Traceability. Timestamps facilitate the tracking
of transactions and the path of digital assets (Ku-
mar et al., 2022), (Latif et al., 2021).

• Pseudonymity and Anonymity. While infor-
mation of the transactions are public, identities
are shielded, offering users privacy through the
use of public keys and cryptographic techniques
(de Haro-Olmo et al., 2020), (Kumar et al., 2022).

• Persistency. Once transactions are verified and
added to the blockchain, they become immutable
and cannot be modified (Kumar et al., 2022).

• Auditability. Once a transaction is stored in
the blockchain, its status is changed, making the
transactions traceable (Kumar et al., 2022).

• Interoperability. Nodes can interact with phys-
ical resources and transmit data within the IIoT
equipment (Kumar et al., 2022).

• Reliability. Blockchain uses cryptographic tech-
niques (e.g. hash signature generation) to ensure
reliability (Kumar et al., 2022).

4 BLOCKCHAIN-ENABLED
CapBAC MODELS FOR IIoT

This section introduces ten approaches that combine
CapBAC with blockchain technology to improve se-
curity and efficiency in IIoT systems.

4.1 CapBAC (Using Public Ethereum)

Liu et al. (Liu et al., 2021) proposed a de-
centralized CapBAC model for IoT devices using
blockchain technology and decentralized identifiers
(DIDs). Each participant (human or IoT device) has at
least one unique DID, and access control is managed
through capability tokens and credentials. The sys-
tem consists of three modules: (i) identifier, (ii) own-
ership, and (iii) capability management, each inter-
acting with on-chain smart contracts. The DID Reg-
istry links DIDs to DID Documents (DDOs) which
are stored on-chain enabling registration, resolution,
updates, revocation, and recovery. Device owners
create ownership tokens and credentials stored in a
Device Ownership Credential Registry, ensuring only
authorised devices interact with requesters. The ca-
pability tokens and credentials manage access rights.
Requesters send capability tokens to edge servers
for verification, which then grant or deny access.
The model is evaluated using an IoT device rental
use case on a university campus. Authors imple-
mented a proof-of-concept prototype using Node.js
and the Parity consortium blockchain, with smart con-
tracts written in Solidity. Security evaluation demon-
strates protection against unauthorized access, data
manipulation, and system recovery issues. Perfor-
mance evaluation shows blockchain operations take
around 10 seconds, while non-blockchain operations
are faster. The model eliminates single points of fail-
ure, prevents device tracking, and provides a scalable,
lightweight solution for IoT access control. Its com-
prehensive architecture and detailed system interac-
tion address gaps in existing blockchain-based access
control solutions.

4.2 CapBAC (Using Private Ethereum)

Nakamura et al. (Nakamura et al., 2019) proposed
a CapBAC scheme for IoT that uses Ethereum smart
contracts to provide decentralized and reliable access
control. The model employs capability tokens linked
to specific actions (e.g., read, write, execute) for
each subject-object pair. Smart contracts manage to-
ken creation, delegation, revocation, and verification.
When a subject requests access, the smart contract
verifies the token’s validity and access rights. Unlike
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hierarchical delegation trees, this scheme uses a dele-
gation graph, offering more flexibility in transferring
access rights dynamically among subjects to adapt to
changing needs. Authors evaluated the model by im-
plementing it on a private Ethereum network and an-
alyzing its gas consumption compared to BlendCAC.
Gas costs were measured for key functions under dif-
ferent scenarios. They conluded that the proposed
scheme consumed less gas for most operations. To-
ken creation had a constant gas cost, unlike Blend-
CAC’s linear increase. Delegation costs were similar
to BlendCAC, while revoking a single child’s token
consumed less gas. However, revocation from all de-
scendants required more gas due to the granular token
structure. The evaluation indicated that the proposed
model provides more flexible and fine-grained access
control at similar or lower computational costs. Lim-
itations include low privacy due to the absence of en-
cryption and a lack of real-world IoT scenario testing.

4.3 CapChain

Le and Mutka (Le and Mutka, 2018) proposed
CapChain, a blockchain-based access control frame-
work for IoT environments. Device owners gen-
erate and encrypt capabilities, which are trans-
ferred through anonymous transactions on a public
blockchain. This framework allows users to share
and delegate access rights while protecting privacy.
CapChain employs techniques from anonymous cryp-
tocurrency systems, such as ring signatures and capa-
bility commitments, to hide user identities and capa-
bility details. Key features include automatic capa-
bility expiration, revocation of delegated rights, and
management of multiple capabilities through a single
master account. CapChain also implements a deter-
ministic sub-address system to supports anonymous
transactions while ensuring traceability for the origi-
nal delegator. Authors employ a similar approach to
FairAccess in order to transfer authorisation tokens
through transactions. However, CapChain avoids
embedding access control policies in token transac-
tions, preserving privacy by keeping sensitive device
and user information off the public blockchain. A
proof-of-concept testbed demonstrates its ability to
securely manage access rights while maintaining pri-
vacy. CapChain addresses resource limitations in IoT
devices by allowing them to rely on a local proxy
for blockchain queries. It enhances privacy by obfus-
cating user identities, capability details, and transac-
tion depths, solving key privacy challenges in public
blockchains. Moreover, this approach enables scala-
bility by allowing users to manage capabilities across
multiple domains through a single account. Authors

evaluated CapChain under an adapted proof-of-work
consensus from Monero. They integrated techniques
from anonymous cryptocurrencies, and prove that
CapChain provides a privacy-preserving access con-
trol solution for IoT environments.

4.4 CB2FAC

Chen et al. (Sun et al., 2019) proposed CB2FAC, a
fine-grained and flexible capability-based access con-
trol model using blockchain. CB2FAC supports dy-
namic authorization and fast revocation through a
new capability token structure and strict authoriza-
tion rules. The model uses an authorization tree
and a capability revocation list for efficient privilege
management, encrypts tokens with AES for secure
transmission, and employs a strict verification pro-
cess. CB2FAC is built on the Hyperledger Fabric
blockchain platform and consists of three main com-
ponents: (i) a Service Domain for policy enforce-
ment, (ii) an Application Domain for subject-object
interactions, and (iii) smart contracts for managing
subjects, resources, and capabilities. Smart contracts
mediate between users and the blockchain, handling
tasks such as subject registration, resource manage-
ment, and token manipulation. This architecture en-
sures fine-grained access control and fast privilege
revocation, while it reduces revocation time through
the capability revocation list. To evaluate CB2FAC,
authors conducted simulation experiments on a vir-
tual machine setup with Hyperledger Fabric. Tests
included granting, revoking, and verifying capabil-
ity tokens, focusing on latency and throughput under
various transaction request rates. Results indicated
that CB2FAC achieved high throughput and low la-
tency in large request scenarios while maintaining se-
cure and reliable access control. Authors concluded
that CB2FAC is suitable for practical applications and
suggested that there is need to improve the encryption
algorithm to enhance security.

4.5 IoT-CCAC

Bouras et al. (Bouras et al., 2021) proposed IoT-
CCAC, a blockchain-based access control model for
IoT consortium networks. IoT-CCAC organizes ac-
cess control data into assets (physical devices), ser-
vices (collaborative applications), and profiles (asset
representations within services) to improve flexibil-
ity and granularity. It introduces statements as doc-
uments defining access permissions, which can be
granted as capability tokens to individuals or groups.
The model supports group capability tokens and pro-
vides a membership service with varying permissions.
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It also integrates a blockchain-based database that
combines blockchain security with the performance
of traditional databases. This approach aims to ad-
dress the scalability and growth needs of IoT. To
evaluate the model, authors implemented a proof-of-
concept prototype simulating a waste management
scenario in a smart city. The prototype was built using
Python, Flask, JWT Crypto Library, and BigchainDB.
Authors chose Tendermint as the consensus protocol.
The evaluation measured communication and compu-
tation costs for creating assets, profiles, services, and
statements, as well as scalability through bulk trans-
action tests. Results indicated that IoT-CCAC per-
formed well in security and scalability. Finally, they
achieved faster authentication by efficient database
querying.

4.6 BlendCAC

Xu et al. (Xu et al., 2018) proposed a blockchain-
enabled decentralized capability-based access control
model for IoT systems. BlendCAC is designed to
provide a scalable, and lightweight access control so-
lution. The Identity-based capability tokens specify
which subjects have access to specific objects. The
smart contracts handle token generation, validation,
and revocation. BlendCAC also incorporates a fed-
erated delegation mechanism, enabling access rights
delegation across different security domains. When
a subject requests access, the service provider re-
trieves the token from the smart contract and validates
access locally, allowing fine-grained, context-aware
decisions. Authors evaluated BlendCAC through a
proof-of-concept prototype on a private Ethereum
blockchain. Miners acted as cloud servers, fog nodes,
and edge nodes. The evaluation focused on the effec-
tiveness in preventing unauthorized access, managing
delegation and revocation, computational overhead,
and network latency. Results indicated that Blend-
CAC effectively blocked unauthorized access and ef-
ficiently handled delegation and revocation processes.
Overall, BlendCAC provides a decentralized and scal-
able solution to access management challenges in dy-
namic and heterogeneous IoT environments, while
blockchain enhances security and transparency.

4.7 CapBlock

Truong et al. (Truong et al., 2022) proposed Cap-
Block, an IoT access control model integrating dis-
tributed CapBAC (DCapBAC) with blockchain. Cap-
Block uses two smart contracts on a permissioned
blockchain: a policy contract for managing and evalu-
ating access control policies and a capability contract

for generating and managing tokens. It employs the
XACML standard for defining policies and the DCap-
BAC approach for specifying tokens. When a user
requests access, the system authenticates them, eval-
uates policies, and generates a capability token if ap-
proved, with all actions recorded on the blockchain
for auditability. Authors implemented CapBlock us-
ing Hyperledger Fabric and evaluated its performance
under various configurations, including different net-
work and block sizes. They assessed latency, through-
put, and the efficiency of policy registration, evalu-
ation, and token generation. Results indicated that
CapBlock improves security and provides efficiency
comparable to non-blockchain DCapBAC solutions.

4.8 DTSAC

Liao and Wu (Liao and Wu, 2023) proposed DT-
SAC, a Dynamic Trust and Smart Contract-based Ac-
cess Control model, to overcome the limitations of
traditional access control. DTSAC uses smart con-
tracts to automate capability token generation, dele-
gation, and verification. The model employs a dele-
gation tree system, with a root tree and subtrees repre-
senting delegator-delegatee relationships. This struc-
ture simplifies access control management, allowing
quick permission revocation and reducing complex-
ity. When a data user (DU) requests access, the smart
contract verifies the token and assesses the DU’s trust
value based on predefined thresholds. Trust is cate-
gorized into normal, frequent, and malicious access.
DTSAC updates trust values dynamically across mul-
tiple trees using both direct trust (on-chain history)
and indirect trust (tree relationships), enhancing flex-
ibility and efficiency. Authors implemented DTSAC
on the Sepolia Ethereum testnet and evaluated its per-
formance for security, scalability, and dynamic ac-
cess management. Results indicated that DTSAC im-
proves flexibility in granting and revoking capabilities
and strengthens security through two-way dynamic
trust evaluation. The model addresses IoT challenges
like single points of failure and limited adaptabil-
ity, providing a scalable and robust solution for dis-
tributed environments.

4.9 CDDAC

Li et al. (Li et al., 2021) proposed CDDAC, a
blockchain-based IoT Cross-Domain Delegation Ac-
cess Control Method, to enhance interoperability and
security in IoT cross-domain access control. CDDAC
uses single-layer capability tokens to represent access
rights, reducing size and processing overhead com-
pared to traditional nested tokens. This design sim-
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plifies integration with blockchain systems and re-
duces token complexity. When access is requested,
the domain manager verifies the token against poli-
cies and creates a delegation topology stored as a
hash in a Delegation Trajectory Database (DTDB)
on the blockchain. This approach ensures reliabil-
ity without frequent policy updates on-chain, though
smart contract redeployment adds overhead. Cross-
domain access requests are handled through inter-
domain communication based on the aggregated del-
egation data. Authors evaluated CDDAC on the Rop-
sten test network, whith their focus on delegation ver-
ification speed and decision-making efficiency. The
results showed that CDDAC outperformed CapBAC
and BlendCAC, achieving faster token verification
speeds. The model enhances scalability and usabil-
ity, providing a robust solution for cross-domain IoT
access control and improving security management.

4.10 DCACI

Pinjala and Sivalingam (Pinjala and Sivalingam,
2019) proposed a Decentralized Lightweight
Capability-Based Access Control Framework using
IOTA. DCACI make use of IOTA’s fee-less dis-
tributed ledger and Directed Acyclic Graph (DAG)
structure, known as the Tangle, in order to enable
efficient and secure transactions. Most transactions
occur on the Tangle, enhancing scalability and
usability. The framework uses the Winternitz sig-
nature scheme for stronger transaction security and
IOTA’s Masked Authenticated Messaging (MAM)
for privacy and integrity of capability tokens, which
encapsulate user permissions for accessing resources.
Domain owners manage capability tokens on the
Tangle and use IOTA seeds to generate private keys
and addresses for transactions. When users request
tokens, they should specify the resource and action.
This request will be evaluated by domain owners.
The approved tokens are context-aware, since they
embed information like time or location for access.
Users without an IOTA seed can participate but need
one to delegate access rights. Authors evaluated
DCACI through a proof-of-concept implementation
on resource-constrained devices. The performance
metrics indicated that the framework supports access
control for millions of IoT devices with low latency
and high transaction throughput. Its fee-less nature
makes it ideal for environments with frequent device
interactions.

5 COMPARISON OF
APPROACHES

5.1 Comparison Criteria

This manuscript explores CapBAC models that inte-
grate blockchain technologies to address IIoT chal-
lenges. We inspired from other fields that use clear,
multi-criteria comparisons. For example, Pipyros et
al. (Pipyros et al., 2018) combined legal, technical,
and measurable factors to assess cyber-attacks under
international law. Even though their focus is on legal
thresholds like the ”use of force”, we follow a sim-
ilar mindset by using specific IIoT-related criteria to
compare access control models. We define 12 crite-
ria, grouped into four categories. For each criterion
we provide a description and its relevance to IIoT se-
curity.

5.1.1 Group 1: Performance Metrics

This group evaluates the performance aspects of a
model regarding scalability, efficiency, and reliability
in high workloads. It ensures that a model can operate
effectively in real-world industrial scenarios.
Scalability. Refers to model’s ability to efficiently
handle a growing number of devices, users, and re-
quests in IIoT environments (Pal and Jadidi, 2021).
Performance. In Industry 4.0, real-time operations
are crucial since they rely on fast-paced data transmis-
sion and processing. Any delay or performance issue
may significantly impact productivity and efficiency
(Ahmed et al., 2023).
Efficiency. Measures the computational and commu-
nication overhead of a model. It evaluates the pro-
cessing power, memory, and bandwidth needed, aim-
ing to minimize resource use and make it suitable for
resource-limited IIoT devices (Ahmed et al., 2023).
Latency. Captures the time needed by the sys-
tem to process an access request and provide a re-
sponse. Low latency is critical in industrial environ-
ments where timely responses ensure system reliabil-
ity and avoid delays that may disrupt operations (Ku-
mar et al., 2022).
Throughput. Evaluates whether a model can han-
dle a great volume of access requests per unit of
time. High throughput indicates that the model can
efficiently support concurrent access in IIoT systems
without bottlenecks (Kumar et al., 2022).

5.1.2 Group 2: Blockchain Features

This group examines blockchain-specific features that
improve CapBAC models, including decentralization,
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Table 3: Definition of values for the model scoring criteria.

Criterion Low Medium High
Group 1: Performance Metrics

Scalability Limited ability to scale and
thus not suitable for IIoT.

Moderate increase in de-
vices and users.

Great increase in devices
and users without perfor-
mance degradation.

Performance Poor performance, with fre-
quent errors, delays, and in-
stability.

Acceptable performance,
with occasional errors or
delays.

Excellent performance,
with high accuracy, and
responsiveness.

Efficiency Intensive resource require-
ments, not for resource-
constrained environments.

Moderate resource require-
ments, but can be optimized
for better efficiency.

low computational over-
head, minimizing resource
consumption.

Latency Low response times, ideal
for real-time applications.

Moderate response times,
ideal for IIoT use cases.

High response times, which
impacts real-time cases.

Throughput Low throughput, limited
handling of large work-
loads.

Handling of moderate vol-
ume of requests.

Handling of high volume
of requests, ensuring sys-
tem responsiveness.

Group 2: Blockchain Features
Degree of
Decentral-
ization

Centralized system with the
blockchain as a minor role
(e.g. private blockchains).

Consortium blockchain, a
few approved participants
manage the system.

Decentralized public block-
chain, anyone can partici-
pate (max. transparency).

Consensus
Mechanism

Lightweight mechanisms
designed for smaller, private
networks with fewer partici-
pants (e.g. Raft).

Mechanisms for moderate
scalability that require
enough resources (e.g.
PoW, PoA, PoET).

Mechanisms which offer
strong security, efficiency,
and scalability (e.g. PBFT,
PoS).

Smart Con-
tracts Adop-
tion

Use of smart contracts only
for basic tasks, not central to
how the system works.

Use of smart contracts for
partial automation and ad-
vanced tasks.

Heavily use of smart con-
tracts to automate opera-
tions and enforce rules.

Group 3: Complexity and Implementation Effort
Complexity Simple and easy to imple-

ment and maintain.
Moderate complexity, re-
quiring technical expertise.

Increased complexity, need
for expertise and resources
for maintenance.

Interoperabi-
lity

Low interoperability, limit-
ing its compatibility with
other systems.

Moderate interoperability,
requiring some integration
efforts.

High interoperability with
existing IIoT infrastructure
and standards.

Group 4: Security and Privacy
Security
Guarantees

Weak security features and
susceptible to attacks.

Moderate security features,
but vulnerable to attacks.

Strong security features, ro-
bust cryptography and key
management.

Privacy Pro-
tection

Weak protection and may
expose user data to privacy
risks.

Moderate protection, but
may not fully protect sensi-
tive data.

Strong protection of user
data from unauthorized ac-
cess.

consensus mechanisms, and smart contracts. These
are the key elements for secure, efficient, and au-
tonomous access control systems.
Degree of Decentralization. Evaluates the degree to
which the model reduces reliance on centralized au-
thorities or intermediaries. Decentralization enhances
system reliability, fault tolerance, and resistance to
single points of failure (Kumar et al., 2022).
Consensus Mechanism. Explores the consensus al-
gorithm used and its suitability for IIoT environments.
Efficient consensus mechanisms contribute to secu-

rity, scalability, and energy efficiency (Lashkari and
Musilek, 2021) (Polat and Göcmenoglu, 2022).

• Proof of Work (PoW): high-energy, computation-
ally intensive puzzles, but its slow transaction
rates and energy demands make it unsuitable for
IIoT.

• Proof of Stake (PoS): low-energy approach where
validators create blocks based on their stake, mak-
ing it suitable for IIoT. Its monetary basis poses
implementation challenges.
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Table 4: Evaluation of models based on the four groups of predefined criteria.
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Group 1: Performance Metrics
Scalability H M H H H H H H H H
Performance H M M H H H M H H M
Efficiency H H M M H H H H H H
Latency M L M L M M M - L L
Throughput - - - H M - M - H H

Group 2: Blockchain Features for CapBAC
Degree of Decentralization L M H M M L M - H -
Consensus Mechanism H M M L H M L M M M
Smart Contracts Adoption M L - M - H H H H -

Group 3: Implementation Effort
Complexity L M H H M M H L H H
Interoperability M M - H M M H M M M

Group 4: Security and Privacy
Security Guarantees - H - H H M H H H H
Privacy Protection L H H - M M H - L H

• Tendermint: Byzantine consensus algorithm that
saves energy by eliminating mining. A proposer
suggests a block, and validators vote in steps to
commit it, making it suitable for IIoT.

• Proof of Authority (PoA): lightweight, high-
performance mechanism for permissioned
blockchains, relying on a few trusted validators.
Its decreased decentralization makes it suitable
for private consortiums.

• Raft: simple, leader-based approach suitable for
IIoT. Its scalability issues may slow down the con-
sensus process in large-scale systems as nodes in-
crease.

Smart Contracts Adoption. Assesses how smart
contracts are used to automate and enforce access
control policies, This emphasizes on flexibility, se-
curity, and the ability to manage complex conditions
without manual intervention (Kumar et al., 2022).

5.1.3 Group 3: Implementation Effort

This group evaluates the aspects of implementing and
maintaining the models, including architectural com-

plexity, costs, and compatibility with existing sys-
tems.
Complexity. Examines the complexity of the model’s
architecture, algorithms, and protocols. Simplified
models are easier to implement, and maintain, making
them appropriate for real-world applications (Ahmed
et al., 2023).
Interoperability. Assesses the model’s compatibil-
ity with existing IIoT protocols, standards, and de-
vices. This ensures smooth integration without major
changes to current systems. This is critical where di-
verse technologies co-exist (Ahmed et al., 2023).

5.1.4 Group 4: Security and Privacy

This group evaluates whether a model can provide se-
curity and preserve privacy. These features are vital
for access control models, especially in industrial sys-
tems where breaches can cause serious issues.
Security Guarantees. Evaluates the robustness of
the model’s security, including the use of advanced
cryptographic methods, secure key management, au-
thentication mechanisms, and resilience against vari-
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Figure 2: Overall performance per model.

ous cyber-attacks (Pal and Jadidi, 2021).
Privacy Protection. Assesses whether the model can
protect user data and maintain confidentiality during
communication and storage. It includes mechanisms
to prevent unauthorized access to data and comply
with privacy regulations (Pal and Jadidi, 2021).

5.2 Comparison Results

We define a three-scale system to compare the pre-
sented approaches. We rate each model as low,
medium, or high, with some marked as N/A when
data are unavailable. Table 3 explains how we assess
the values of the criteria based on their context. Ta-
ble 4 presents the results of our scoring of the models.
To gain a greater understanding, we provide four dif-
ferent aspects for comparison: (i) rank models based
on their score distribution. (ii) examine how well the
models satisfy each individual criterion, (iii) group
criteria into broader categories to uncover patterns
and common gaps, and (iv) discuss trade-off between
security and complexity.

5.2.1 Overall Performance per Model

In this subsection, we evaluate the overall perfor-
mance of each approach based on the twelve defined
criteria. Figure 2 offers this visual summary, help-
ing identify strengths and weaknesses. It presents
a bar chart that describes the distribution of high,
medium, low, and N/A scores for each model. In or-
der to better evaluate them, we categorized models
in three groups. The first group is highly performing
models and refers to those with the most high scores
and thus a great coverage of IIoT challenges. The
second group includes moderately performing mod-
els that refers to those with a balanced mix of low,
medium, and high scores. The third group is the un-
derperforming models for those that require refine-
ment or more detailed reporting. The approaches of
CB2FAC, CapBlock, CDDAC, and DCACI are la-
beled as highly performing models. As we notice,

CDDAC is the leader in high ratings, since it counts 8
highs in a total of 12 criteria. The CapBlock follows
with 7 high scores, while the CB2FAC and DCACI
count 6 high scores each. The IoT-CCAC, Blend-
CAC, and DTSAC approaches are labeled as moder-
ately performing models. They balance their perfor-
mance with high and medium scores. Finally, CapBac
using Ethereum Smart Contracts, CapChain, and Cap-
Bac using Blockchain belong to the underperform-
ing models. These have split their scores among all
the available values, indicating that they do not have
strong aspects to focus on.

5.2.2 Evaluation of Criteria Accomplishment

This subsection assesses the scores that each criterion
achieved. We defined and used three levels of clas-
sification for our evaluation: (i) outstanding criteria,
that include those with most evaluations marked as
high. (ii) moderate criteria, which refer to the ones
with scores that are mostly medium. Such models
may need optimization in order to be used in such
environments. (iii) criteria with room for improve-
ment, where the scores are splitted between medium
and high, with a strong presence of low and N/A val-
ues, indicating gaps in their implementation. Figure
3 presents the number of the models that satisfy each
criterion. We observe that scalability, efficiency, and
security can be characterized as the most outstand-
ing criteria. Moreover, we can classify performance,
complexity, latency, consensus mechanism, and in-
teroperability as moderate criteria. Finally, we rec-
ommend that models should prioritize their focus on
the aspects of throughput, degree of decentralization,
smart contract adoption, and privacy.

5.2.3 Satisfaction of Criterion Groups

Here, we assess how well each model meets the four
criteria groups. We, again, defined three labels in or-
der to characterize the satisfaction of a model for each
criterion group. Specifically, (i) level 1 refers to high
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Figure 3: Evaluation of accomplishment of each criterion.

Table 5: Satisfaction of criterion groups.

Model Group
1

Group
2

Group
3

Group
4

CapBAC (us-
ing private
Ethereum)

L1 L2 L2 L3

CapBAC (us-
ing public
Ethereum)

L2 L2 L2 L1

CapChain L2 L2 L2 L2
CB2FAC L1 L2 L1 L3
IoT-CCAC L1 L2 L2 L2
BlendCAC L1 L2 L2 L2
CapBlock L2 L2 L1 L1
DTSAC L2 L2 L2 L2
CDDAC L1 L2 L2 L2
DCACI L1 L2 L2 L1

satisfaction, (ii) level 2 refers to partial satisfaction,
while (iii) level 3 is for those who needed more atten-
tion. Table 5 presents this information. We observe
that all models moderately satisfy group 2 and group
3. The criteria of group 1 are almost highly satisfied.
However, criteria of group 4 need more attention from
researchers.

5.2.4 Trade-Off: Complexity vs Security

It is important to consider the trade-off between the
level of security that a model achieves and the com-
plexity of using that model. As all know, the greater
the security is considered, the higher the complexity
becomes. For this reason we evaluated whether the
examined models apply to the above consideration.
Table 6 presents the level of each criterion per model.
We observe that this claim is verified, since the most
models that have scored with high in security, have
also scored with medium or high in the complexity.
Only the DTSAC has evaluated with low complexity.

Table 6: Trade-off between Complexity and Security.

Model Complexity Security
CapBAC (using
public Ethereum)

Medium High

CapBAC (using pri-
vate Ethereum)

Low N/A

CapChain High N/A
CB2FAC High High
IoT-CCAC Medium High
BlendCAC Medium Medium
CapBlock High High
DTSAC Low High
CDDAC High High
DCACI High High

6 CONCLUSIONS

This study explored the integration of blockchain
technology with Capability-Based Access Control
(CapBAC) models to enhance access control in
Industrial Internet of Things (IIoT) environments.
By evaluating ten blockchain-enabled CapBAC ap-
proaches across twelve key criteria, we identified
their strengths, limitations, and potential areas for im-
provement. Our findings indicate that blockchain-
enabled CapBAC models achieve high scalability,
which is critical for IIoT environments with a rapidly
growing number of interconnected devices. The
use of smart contracts is widely adopted, enhanc-
ing automation and reducing the need for central-
ized control. However, most implementations are de-
ployed on private or consortium blockchains, limit-
ing their potential to function as fully decentralized
models. Moreover, our comparative analysis revealed
that models such as CDDAC, CapBlock, CB2FAC,
and DCACI have a strong performance, scoring high
across multiple evaluation criteria. In contrast, mod-
els like CapBAC (using private Ethereum), CapBAC
(using public Ethereum), and CapChain have some
limitations that require further improvements to en-
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hance efficiency, decentralization, and privacy. De-
spite their promising capabilities, blockchain-enabled
CapBAC models face challenges in throughput, de-
gree of decentralization, smart contract adoption, and
privacy. Future research should focus on developing
adaptive CapBAC models tailored to dynamic envi-
ronments, investigate trust mechanisms in decentral-
ized contexts, and propose standardized metrics for
evaluating privacy and interoperability.
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