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Several countries, including the U.S. and European nations, are implementing security assessment programs
for IoT devices. Reducing human effort in security assessment has great importance in terms of increasing
the efficiency of the assessment process. In this paper, we propose a method of automating the conformance
assessment of security requirements based on Japanese program called JC-STAR. The proposed method per-
forms document analysis and device testing. In document analysis, the use of rewrite-retrieve-read and chain
of thought within retrieval-augmented generation (RAG) increases the assessment accuracy for documents that
have limited detailed descriptions related to security requirements. In device testing, conformance with secu-
rity requirements is assessed by applying tools and interpreting the results with a large language model. The
experimental results show that the proposed method assesses conformance with security requirements with an

accuracy of 95% in the best case.

1 INTRODUCTION

Cybersecurity measures for IoT devices have be-
come increasingly important. The cybersecurity re-
quirements for IoT devices are standardized in ETSI
EN 303 645 (ETSI, 2024) and NISTIR 8425 (Fagan
et al., 2022). Several countries, including the United
States and European nations, are implementing differ-
ent systems based on standard testing specifications.
Singapore launched a system called the Cybersecu-
rity Labelling Scheme (CLS) in 2020, allowing ven-
dors of consumer IoT devices to self-declare that their
products meet security standards by affixing labels to
them. Similar systems are being considered in the
UK, the United States, and the EU, and some have
already been implemented or are planned for imple-
mentation.

In line with trends in several countries, Japan is
planning a system called Japan Cyber STAR (JC-
STAR) to be implemented in 2025 (Information-
technology Promotion Agency, 2024). This system
will establish four levels of security requirements,
with the first level (Star 1) set to be launched in 2025.
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Similar to the CLS, under Star 1, IoT device ven-
dors will assess conformance with the security re-
quirements. If the requirements are met, vendors can
affix a conformance label to their products, thereby
demonstrating to consumers that they meet the secu-
rity requirements.

Various tools can be used for the security evalua-
tion of IoT devices. For example, well-known tools,
such as Nmap and Nikto, are available for anyone
to use. However, according to a study by Kaksonen
et al., relying solely on these tools is not sufficient
to conduct a thorough security evaluation (Kaksonen
et al., 2024). This is attributed to the diversity of IoT
device functions, which makes it challenging to con-
duct a standardized security evaluation.

To reduce human effort in security assessment,
the utilization of large language models (LLMs) can
be considered. However, there are challenges in ap-
plying these models due to hallucinations, in which
LLMs generate false or misleading responses. De-
termining how to effectively utilize LLMs in security
assessment has significant importance in terms of in-
creasing the efficiency of the assessment process.

This paper proposes a method of automating se-
curity assessment, particularly security assessment
in JC-STAR Star 1, using LLMs. The target secu-
rity assessment process consists of document analysis
and physical testing. In the document analysis step,
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retrieval-augmented generation (RAG) is utilized to
analyze the user manuals of IoT devices. In the phys-
ical testing step, the results of operating the devices
with specific tools are analyzed with the LLM. By
combining these approaches, security verification can
be automated.

The contributions of this paper can be summarized
as follows:

* By utilizing RAG, a technique is established to ex-
tract explanations regarding security requirements
from the IoT device user manuals and to evaluate
compliance with those requirements.

* A method is developed for automatically analyz-
ing the results of physical testing by combining
security verification tools with LLMs.

* In the evaluation experiments, an average accu-
racy rate of 83% was achieved in document eval-
uation.

2 PRELIMINARIES

2.1 JC-STAR

The Japanese government has decided to start a new
program called “JC-STAR: Labeling Scheme based
on Japan Cyber-Security Technical Assessment Re-
quirements” in 2025. This program verifies that IoT
devices conform to technical security requirements.
This program begins at the Star 1 level. At this level,
the common minimum security requirements for IoT
devices as products are defined. IoT device vendors
can either conduct their own security assessment of
the devices according to the compliance criteria and
the assessment procedures established at Star 1 or re-
quest assessment from third-party assessment organi-
zations. If the assessment confirms that the security
requirements are met, the vendor can obtain a label
for the IoT device. By attaching this label to their
products, IoT vendors can assert that their products
meet the security requirements.

A total of 16 items are established as security re-
quirements for Star 1. Table 1 shows an overview of
the security requirements. The security standards in-
clude elements similar to international security stan-
dards, such as ETSI EN 303 645. For each security re-
quirement, two assessment approaches are used: doc-
ument evaluation and device testing.

In document evaluation, compliance with security
requirements is verified by referring to the descrip-
tions in IoT device specifications or user manuals.
The challenge is to determine security compliance
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from documents that may not be adequately detailed
regarding security.

In device testing, compliance with security re-
quirements is verified by observing the behavior of
the IoT device. Existing tools such as Nmap and
Nikto can potentially be used in physical testing.
However, in security compliance evaluation, it is diffi-
cult to determine whether the outputs from these tools
confirm compliance with security requirements.

Note that, in Table 1, items in the “Device Test-
ing” column marked with an asterisk “*” are consid-
ered challenging to automate using software because
physical inspection of the IoT device, such as check-
ing the label attached to the body, is needed. Thus,
they are excluded from the scope of this paper. Ad-
ditionally, item #4 involves performing a brute-force
verification attack on passwords, and since existing
tools are available for this purpose, it is also excluded
from consideration.

2.2 Integration with Large Language
Models

Large language models (LLMs) have made remark-
able advancements. However, although LLMs are
trained on a vast range of data sources, they lack
detailed knowledge concerning specific domains. In
particular, the security field requires deep computer-
related knowledge, making it difficult to interpret se-
curity requirements using only LLMs. In this pa-
per, we address problems that cannot be addressed by
using LLMs alone by introducing several techniques
outlined below.

2.2.1 Retrieval-Augmented Generation

RAG (Lewis et al., 2020) is a technology that allows
LLMs to interpret and respond to information in spe-
cific domains by providing knowledge from external
sources. In RAG, a collection of passages related to
external knowledge is prepared in advance as an ex-
ternal data source. When a prompt is given by a user,
the RAG system first retrieves passages related to the
prompt from the data source and compiles them as
context. The LLM is then instructed to generate a
response to the prompt based on this context. This al-
lows the LLM to produce responses grounded in ex-
ternal knowledge, using context as a clue.

2.2.2 Rewrite-Retrieve—Read

In RAG, the accuracy of the retrieval process affects
the accuracy of response generation. Since the pas-
sages in the data source and the sentences input as
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Table 1: Requirements of JC-STAR level 1.

ETSI EN Assessment Approach
# | Category 303 645 | Document Evaluation = Device Testing
1 | No vulnerable authentication/authorization mechanism 5.1-3 Yes -
2 | No vulnerable authentication/authorization mechanism 5.1-2 Yes (D, @) -
3 | No vulnerable authentication/authorization mechanism 5.1-4 Yes -
4 | No vulnerable authentication/authorization mechanism 5.1-5 - Yes*
5 | Managing vulnerability reports 5.2-1 Yes (D, @, ®) -
6 | Keep software updated 5.3-1 - Yes (D, @, @%)
7 | Keep software updated 5.33 Yes -
8 | Keep software updated 5.3-7 Yes -
9 | Keep software updated 5.3-8 Yes -
10 | Keep software updated 5.3-16 - Yes (D*, @)
11 | Securely store sensitive parameters 5.4-1 Yes -
12 | Communicate securely 5.5-1 Yes (D or @) -
13 | Minimize exposed attack surfaces 5.6-1 Yes (D) Yes (D, @)
14 | Resilience to outages 5.9-1 - Yes*
15 | Delete user data 5.11-1 Yes (D) Yes (D%, @%)
16 | Provide information on products 5.12-2 Yes (D) -

prompts can differ in style and vocabulary, the chal-
lenge lies in effectively searching for passages re-
lated to the prompt. Rewrite-retrieve-read (Ma et al.,
2023) is a technique that improves retrieval accu-
racy by rewriting queries with the LLM based on the
prompt to search for relevant passages via RAG.

2.2.3 Chain of Thought

Chain of Thought (CoT) is a technique that in-
creases the accuracy of LLM responses by breaking
down complex instructions into step-by-step explana-
tions (Wei et al., 2022). Since the passages obtained
through RAG typically explain the operating proce-
dures or specifications of IoT devices, they often con-
tain limited detailed descriptions of security require-
ments. By applying CoT, it becomes possible for the
LLM to accurately assess compliance with security
requirements.

3 PROPOSED METHOD

3.1 Overview

In this paper, we propose a method for automating the
security assessment procedure of JC-STAR. As ex-
plained in Section 2, the key points for automation
are as follows:

* Document analysis on the basis of documents
with insufficient security-related descriptions.

* Determination of security requirements on the ba-
sis of the logs output by security tools during de-
vice testing.

The following section presents proposals for au-
tomating the security assessment of JC-STAR via
LLMs; these proposals are divided into two parts:
document analysis and device testing.

3.2 Part 1: Document Analysis

In document analysis, the use of RAG, rewrite-
retrieve-read, and CoT allows for the assessment of
conformance with security requirements based on the
documentation of IoT devices. Algorithm 1 outlines
the document analysis procedure.

3.2.1 Step 1-1: Vector Database Construction

In this step, a vector database is constructed based
on IoT device documents, such as specifications and
user manuals. First, the documents are divided into
chunks, specifically either by paragraph or by using
fixed-length strings. Next, an embedding model is
used to obtain embedding vectors for each chunk. By
associating the original chunk strings with their cor-
responding embedding vectors, a vector database is
constructed.

3.2.2 Step 1-2: Query Generation

The style of security requirements differs from that
of IoT device documents. Therefore, merely search-
ing the vector database based on the phrasing of secu-
rity requirements might not yield the expected results.
To address this, the rewrite-retrieve-read approach is
used to rephrase the security requirements and gen-
erate queries for searching the vector database. In
the rephrasing step, an LLM is used to produce the
rephrased text. Prompt 1 shows a template for the
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Algorithm 1: Part 1: Document Analysis for Security Re-
quirements.

Input: Document d, Security requirements .S, Em-
bedding model £, LLM M.
Output: Evaluation results Rpa.

—_

: Step 1-1: Vector Database Construction >
Dehunk <— Split the given document d into sev-
eral chunks.

Demb {E(C) Ve e @chunk}'
embedding for each chunk.

: RDA 0
: forse Sdo
/I Process for each security requirement.

N

// Obtain an

w

Step 1-2: Query Generation
q < Generate a query based on the security
requirement s using the rewrite-retrieve-read
method.

PN Uk

9:  Step 1-3: Context Retrieval i
10: C < Retrieve relevant chunks from the
database D.mp based on the query q.

11:  Step 1-4: Conformance Assessment >

12: C' + Refine a set of the retrieved context C
using LLM M.

13: r < Provide a conformance assessment
prompt to the LLM M and obtain its re-
sponse.

14: Roa + Roa U{r}.

15: end for

16: return Rpa

prompt provided to the model based on the security
requirements phrasing.

Prompt 1: Step 1-2

What information in the user manual of an
IoT device would help you to determine if
the device meets the following conformance
criteria? Please answer with examples of
specific functions and specifications.

Conformance criteria:
{ Security requirement s }

Answer:

3.2.3 Step 1-3: Context Retrieval
Based on the queries obtained in Step 1-2, the con-

text is retrieved from the vector database constructed
in Step 1-1. To consider both keyword occurrence
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in the chunks and the semantic meaning of the sen-
tences, reranking (Xiao et al., 2024) is utilized. In
the reranking process, first, a list of top similar con-
texts is obtained for the query from both the key-
word search and the embedding search. The lists from
both searches are then merged, removing duplicates,
to create a combined list. This list is provided to a
reranking model, which determines the ranking of the
search results for the query. By providing this list to
the reranking model, a sorted list of search results for
the query is obtained, taking into account the ranking
determined by the model.

3.24 Step 1-4: Conformance Assessment

Based on the list of contexts obtained in Step 1-3,
conformity to security requirements is assessed. In
Step 1-4 (D, the contexts are rephrased. The con-
texts extracted from IoT device documents may lack
sufficient information to determine the conformity of
security requirements. Thus, it is necessary to aug-
ment the information via an LLM. Prompt 2 shows
the prompt used in this step.

Prompt 2: Step 1-4 (D

You are an expert in IoT devices. List
what you can find out from the following
documents extracted from the user manual of
an IoT device.

Extracted documents:
{ List of relevant chunks }

\. J

Continuing from Step 1-4 (D, in Step 1-4 (), it is
confirmed whether the content described in the IoT
device documentation meets the security standards.
Prompt 3 shows the prompt used for this step.

Prompt 3: Step 1-4 @ \

Answer Yes or No, followed by a one-
sentence reason.

Question:

Does the IoT device meet the following con-
formance criteria?

{ Security requirement s }

\. J

3.3 Part 2: Device Testing

In device testing, security tools are applied to the de-
vice. Based on the execution results, an LLM is used
to evaluate conformance with security requirements.
Algorithm 2 shows an overview of the procedure in
Part 2.
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Algorithm 2: Part 2: Device Testing for Security Require-
ments.

Input: Security requirements .S.
Qutput: Evaluation results Kpr.

1: Rpr <0

2: forse S do

3: /] Process for each security requirement.

4:  Step 2-1: Context Retrieval >

5: o < Retrieve the relevant context. The pro-
cedures are the same as in Steps 1-1, 1-2,
and 1-3.

6:  Step 2-2: Tool Execution >

7: t < Select the appropriate security tools to
assess security requirement s.

8: 0 <— Obtain the output (or report) of per-
forming the securty tool on the target IoT
device.

9:  Step 2-3: Conformance Assessment >

10: r < Provide a conformance assessment
prompt based on security requirement s and
tool output o to the LLM M and obtain its

response.
11: RDT%RDTU{F}.
12: end for

13: return Rpr

3.3.3 Step 2-3: Conformance Assessment

Based on the tool outputs, an LLLM is employed to
evaluate the conformance with security requirements.
Since the output content varies by tool, the wording of
a prompt is slightly adjusted for each security require-
ment. For example, for security requirement #13-(D,
whether unnecessary ports are disabled is determined
via the context obtained from the documentation and
the output of a port scan tool. Therefore, the follow-
ing prompt can be used:

Prompt 4: Step 2-3 for #13-@

You are an expert in [oT devices. Answer
Yes or No, followed by a one-sentence reason.

Question:

The following is the result of a port scan
performed by Nmap on an IoT device. Are
there any irrelevant ports with reference to
the extracted IoT documents?

Extracted documents:
{ List of relevant chunks }

Port scan result:
{ Output of the security tool }

3.3.1 Step 2-1: Context Retrieval

Even in the case of actual device testing, there might
be instances where it is necessary to refer to the doc-
umentation of the IoT device. In such situations, the
same procedures as in Steps 1-1, 1-2, and 1-3 should
be followed to obtain context related to the security
requirements.

3.3.2 Step 2-2: Tool Execution

In this step, security tools are applied to the actual
IoT device, and the results are obtained. Each secu-
rity requirement is prematched with appropriate secu-
rity tools. For example, security requirement #13-(0
specifies disabling unnecessary interfaces. Here, we
focus on TCP/IP ports for simplicity. In this case,
a tool such as Nmap can be used to perform the as-
sessment. In another case, for security requirement
#10, which requires that users be able to confirm the
model number of an IoT device, a script can be used
to crawl the Web-based management interface of the
IoT device and obtain the displayed information.

4 EXPERIMENTS

4.1 Setup

We evaluate the automation of the conformance as-
sessment for the Star 1 security requirements of JC-
STAR. In the experiment, we compare the accuracy of
automated conformance assessment with that of hu-
man evaluations to determine how closely they align.
The IoT device used for the evaluation is an IP camera
running in the emulation environment FirmAE (Kim
et al., 2020).

The experimental program is implemented in
Python. For the vector database, FAISS (Douze
et al.,, 2024) is employed; the reranker used is
BAATI/bge-reranker-large (Xiao et al., 2024). The em-
bedding model is stsb-xlm-r-multilingual (Reimers
and Gurevych, 2019), and the LLM is Mistral-7B-
Instruct-v0.2 (Jiang et al., 2023).

4.2 Experiment 1: Document Analysis

In this experiment, we aim to confirm how accurately
the method proposed in Part 1 can generate responses

309



IoTBDS 2025 - 10th International Conference on Internet of Things, Big Data and Security

Table 2: Experimental results of document analysis.

# of Appropriate Could be

#  Subitem Responses assessed
1 5 v
’ [O) 4 v
@ 5 v
3 1 v
0] 0 -
5 ©) 5 v
® 5 v
7 2 v
8 4 v
9 5 v
11 5 v
O] 5 v
12 @ 5 v
13 [©) 3 v
15 O] 4 v
® 5 v
©, 5 v
16 ® 5 v
@ 5 v
® 5 v

Average | 4.15 19/20

compared with human evaluations. To account for the
randomness inherent in LLM generation, the results
were generated five times.

Table 2 shows an overview of the results of Exper-
iment 1. In the experiment, evaluations are conducted
for each specific subitem if the subitem is available.
The third column indicates the number of appropri-
ate responses obtained among the five attempts. A
checkmark v* in the fourth column indicates that at
least one appropriate response was obtained in those
five attempts. As shown in the table, appropriate re-
sponses were achieved for 19 out of the 20 evaluation
items, resulting in an accuracy of 95%. This demon-
strates that using the proposed method yields a very
high level of accuracy.

As an example of the experimental results, we
present the conformance assessment conducted based
on security requirement #2-(D. This security require-
ment involves verifying whether the default password
is unique for each device, consists of at least six char-
acters, and is not easily guessable. First, in Step 1-4
of the proposed method, the context obtained from the
documentation is refined. Prompt 5 and Response 1
show the prompt and response used in this experi-
ment. When entering Prompt 6, we obtained Re-
sponse 2. In this sequence, as indicated by the un-
derlined text in Prompt 5 and Response 1, both the
username and password for the device are “admin,’

310

which means they do not meet the security require-
ment. Consequently, the result is determined as “No”
(not compliant), as shown in Response 2.

Prompt 5: Step 1-4 D for #2-(D

You are an expert in IoT devices. List
what you can find out from the following
documents extracted from the user manual of
an IoT device.

Extracted documents:

Document 4:0On the login window, enter
the User name/Password and click OK to
login. The default User name/Password is
admin /admin . If you wish to save the login
information, please select Auto Login .

\. J

Response 1: Step 1-4 (O for #2-O

From the given documents, I can find out
the following information related to an IoT
device:

4. The device has a login window for HTTP
server with default username and password
as admin/admin.

Prompt 6: Step 1-4 @) for #2-(D

Answer Yes or No, followed by a one-
sentence reason.

Question:
Does the IoT device meet the following
conformance criteria?

For products that use passwords or pass-
codes in the user authentication mechanism
via the network for the product or in the client
authentication mechanism at the initial setup
of the product, the following criteria (1) shall
be satisfied when a default password is used
at the time of product installation. (1) The
default password shall be a unique value that
differs for each product and shall be at least 6
characters in length and not easily guessable.
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Table 3: Experimental results of device testing.

# Subitem | Tool [ Could be assessed

6 ® T v
® i v
10 ©) T v
13 ©) Nmap v
@) Nikto v

Total \ \ 5/5

Response 2: Step 1-4 @ for #2-1

No, the IoT device does not meet the
conformance criteria stated as the default
passwords, as mentioned in the user manual,
are not unique or not mentioned to be at least
6 characters in length and not easily guess-
able.

\. J

However, the proposed method was unable to gen-
erate an appropriate response for security requirement
#5, which states “Is there a published point of contact
for reporting security issues with the product (e.g.,
URL of the manufacturer’s website, phone number,
email address)?” In the documentation of the targeted
IoT device, this information was provided in an im-
age format. Since only text information from the doc-
uments in this experiment, the necessary information
was not gathered when the vector database was con-
structed in Step 1-1. To address this, implementing
optical character recognition processing or introduc-
ing multimodal language models to interpret images
could be potential solutions, as well as searching for
product information directly from the web.

4.3 Experiment 2: Device Testing

In Experiment 2, actual verification was conducted
using an IoT device running in an emulation envi-
ronment. The “Tool” column in Table 3 lists the
tools used in the experiment. The “§” symbol de-
notes a custom tool. This tool automatically retrieves
the contents of the IoT device’s management inter-
face. Specifically, it uses Playwright* for Python to
automate web browser control to capture the content
displayed on the management interface. Nmap® is a
well-known port scanning tool, and Nikto® is a well-
known vulnerability scanner.

The “Could be assessed” column in Table 3 shows
the results of Experiment 2. As shown here, the pro-
posed method could successfully assesses the security
requirements listed in the table.

3https://playwright.dev/python/
Phttps://nmap.org/
Chttps://github.com/sullo/nikto

As an example of the experimental results,
Prompt 7 and Response 3 show the prompt and re-
sponse for security requirement #13-(D. In #13-Q, it
is confirmed whether unnecessary ports are disabled.
As indicated by the underlined text in Prompt 7, the
documentation for the IoT device states that port 80
is used. However, the port scan result with a wavy
line indicates that the port 8080 is being used. This
discrepancy is due to the fact that the port number of
the management interface was changed for execution
in the emulation environment.

The evaluation via the proposed method, as shown
in Response 3, successfully identifies the inconsis-
tency between the port numbers described in the doc-
umentation and those that were actually used. There-
fore, the compliance evaluation of security require-
ments effectively highlights this concern.

Prompt 7: Step 2-3 for #13-(D

You are an expert in IoT devices. Answer
Yes or No, followed by a one-sentence reason.

Question:

The following is the result of a port scan
performed by Nmap on an IoT device. Are
there any irrelevant ports with reference to
the extracted IoT documents?

Extracted documents:

Document 2:Frame rate: 1 30 fps Compres-
sion: 5 levels Recording Recording type:
continuous, schedule or motion detection
with software Port Settings HTTP port: 80
(default) ...

Port scan result:
PORT STATE SERVICE
XXX/tcp open Xxx

8080/tcp open http-prox

Response 3: Step 2-3 #13-

Based on the provided documents, the rele-
vant ports for the IoT device are 80 (Docu-
ment 2)...

The port scan result shows open ports 8080,
... None of these ports match the ports men-
tioned in the documents, therefore they are
considered irrelevant to the IoT device in
question.
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4.4 Discussion
4.4.1 Limitations

In the conformance assessment, several tasks require
manual intervention. For example, verifying that a la-
bel with the product model number is on the body of
an IoT device is challenging to fully automate. How-
ever, the evaluation of most security requirements
can be automated. Therefore, in streamlining manual
work, the proposed automation tool is effective.

4.4.2 Collection of Technical Information

In both document analysis and device testing, it is
necessary to verify the technical documentation re-
lated to the IoT device. However, user manuals and
other documents often lack sufficiently detailed infor-
mation, making it difficult to evaluate conformance
with security requirements. Therefore, it is crucial to
collect a wide variety of technical information related
to the IoT devices under inspection. Determining how
to automatically gather this relevant information re-
mains an issue for future work.

S CONCLUSION

In this paper, we propose a method of automating
the conformance assessment of security requirements
based on JC-STAR. The proposed method consists
of document analysis and device testing. In doc-
ument analysis, the use of rewrite-retrieve-read and
CoT within RAG increases the assessment accuracy.
In device testing, conformance with security require-
ments is assessed by applying tools and interpreting
the results with an LLM. The experimental results
show that the proposed method assesses conformance
with security requirements with an accuracy of 95%
in the best case.

Future work includes quantifying the certainty of
evaluation results and providing rationales. This is ex-
pected to enhance the reliability of inspection results.
Additionally, examining differences arising from lan-
guage variations in security requirements and user
manuals also included.
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